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Abstract

The power grid, critical to society and the economy, is increasingly targeted by
sophisticated cyber attacks, especially from nation-state actors. These threats, at
both system and network levels, aim to compromise key grid components, risking
severe disruptions and blackouts. While much of the existing research focuses on
isolated security concerns, it neglects complex threats to the broad grid infrastructure,
especially in substations. This gap undermines grid resilience and endangers both lives
and billions of dollars.

This thesis takes a step towards resilient grid infrastructure by introducing a novel
comprehensive threat model and pioneering real-time, Byzantine-resilient solutions for
grid infrastructure. We present the first real-time Byzantine-resilient architecture and
protocols for the substation, ensuring correct protective operations even in the face of
protective relay compromises and network attacks. We evaluate our implementation
across a comprehensive range of fault-free and faulty operating conditions in relevant
testbeds, demonstrating its ability to meet strict real-time latency requirements even
in the worst operating conditions.

We introduce the first end-to-end Byzantine-resilient system framework for the
broad grid infrastructure from the control center to the substation and field devices
under the comprehensive threat model. We demonstrate the proposed system frame-
work’s ability to support real-time grid operations in a Byzantine-resilient manner.
To enhance situational awareness, we integrate unsupervised machine learning models
for anomaly detection.

The solutions we propose satisfy other critical domain needs, including continu-
ous availability over a long system lifetime and seamless integration with the grid.
We implemented all modules and protocols and made them available to the commu-
nity within the open-source Spire Toolkit. The system has successfully withstood a
purple team exercise and has been transitioned to SCADA manufacturers GE and
Siemens, as well as two national laboratories PNNL and SANDIA. Finally, we pro-
pose a practical incremental deployment strategy for large-scale real-world power grid
topologies.

Advisor: Dr. Yair Amir
Readers: Dr. Yair Amir, Dr. Yinzhi Cao and Dr. Amy Babay
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Chapter 1

Introduction

Critical infrastructures, such as energy, water, and essential manufacturing are vi-
tal to the functioning of society. Supervisory Control and Data Acquisition (SCADA)
systems are used to control and monitor these infrastructures. Originally designed
to operate within isolated, air-gapped environments dependent on electro-mechanical
devices, traditional SCADA has undergone significant evolution. In response to grow-
ing demands for cost efficiency, enhanced performance, and scalability, these systems
have integrated modern microprocessor-based devices and standardized Information
Technology (IT) platforms, extending their connectivity beyond conventional Opera-
tional Technologies (OT).

However, this increased interconnectivity has rendered SCADA systems more vul-
nerable to cyber threats, a reality underscored by the escalating number of cyberat-
tacks targeting critical infrastructure [1–4]. Of particular concern is the power grid,
a cornerstone upon which virtually all sectors rely, making it a prime target for de-
termined nation-state actors. The power grid is a complex distributed system that
interlinks thousands of power plants with millions of consumers through an extensive
network of substations. This vast infrastructure presents numerous potential entry
points for cyber intrusions [5]. In an era characterized by heightened interconnectiv-
ity and evolving cyber threats, even localized breaches pose significant risks to the
grid’s overall resilience.

To ensure the grid’s resilience, SCADA systems must guarantee correct operations
and continuous availability at expected levels of performance, even in the face of
faults and cyber intrusions. Recent cyberattacks, alongside red team exercises, have
highlighted the insufficiency of traditional perimeter defenses and established industry
best practices in addressing sophisticated cyber threats [4,6]. While existing research
and industry efforts focus on limited isolated security concerns, such as SCADA
Master intrusions or firewall or single component fault, they fail to consider more
complex, systematic threats and end-to-end grid operational resilience needs. As a
result critical and vast sections of the grid remain vulnerable to cyber threats.

To the best of our knowledge, no comprehensive threat model currently exists that
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CHAPTER 1. INTRODUCTION

fully accounts for threats to the broader grid ecosystem, including control centers,
substations, Remote Terminal Units (RTUs), and Programmable Logic Controllers
(PLCs). Moreover, a significant gap exists in the resilience of grid substations, and
there is a lack of integrated solutions for developing end-to-end, Byzantine-resilient
systems that encompass the wide range of grid SCADA operations.

This thesis takes a significant step towards Byzantine-resilient power grid infras-
tructure by defining a novel, comprehensive threat model with simultaneous Byzan-
tine system faults and network attacks for a broad system model. It presents the first
real-time Byzantine-resilient architecture and protocols for the substation. In a 60Hz
power grid, such as in the US, these protocols ensure correct and timely protective op-
eration with an extremely demanding quarter-cycle reaction time (4.167 milliseconds)
even in the presence of protective relay compromises and network attacks.

Additionally, this thesis presents the first end-to-end Byzantine-resilient system
framework for the broad grid infrastructure from the control center to the substation
to power grid field devices, ensuring important safety and performance service prop-
erties at both the substation level and the broader grid level under the comprehensive
threat model.

To further enhance situational awareness, we introduce a machine learning-based
Network Intrusion Detection System (NIDS) that is custom-designed to offer real-
time detection of anomalies and intrusions within the solution. An implementa-
tion of these concepts is made available to the community via the open-source Spire
Toolkit [7]. Finally, we propose a two-phase deployment strategy that enables the
practical, incremental, and scalable deployment of our solution across existing power
grid infrastructures.

1.1 Problem Statement

A typical SCADA system for the power grid comprises several key components
that ensure real-time monitoring and control. These include the Human-Machine
Interface (HMI), control center SCADA Master, substations, and field control devices
such as Programmable Logic Controllers (PLCs) and Remote Terminal Units (RTUs)
(Figure 1.1). The HMI provides operators with a visual interface to monitor the grid
and issue commands. The SCADA Master serves as the central server, responsible for
processing data from these components (substations, PLCs and RTUs), issuing control
commands to them, and delivering situational awareness through HMI visualization.

Substations include a key SCADA component, protective relays. The role of the
protective relay is to monitor its part of the grid continuously, and upon detecting
that the substation state is not as desired (due to a risky events such as short circuit),
trip a breaker to disconnect the power circuit in order to protect grid assets. A high
voltage (345kV and up) transformer is an example of an asset protected by protective
relays in transmission substations. Since such a transformer serves vast spans of the

2



CHAPTER 1. INTRODUCTION

grid, costs millions of dollars, and takes over a year to procure, damaging it threat-
ens grid stability. Key protection functions within substations include protection
schemes such as over current protection, differential protection, distance protection,
and transformer protection. During risky events, a rapid response is crucial to min-
imize damage and prevent further disturbances. Consequently, industry standards
from organizations like IEEE and IEC mandate that these critical substation au-
tonomous protective actions must adhere to a strict real-time latency requirement of
a quarter-power cycle (4.167 ms in a 60 Hz system) [8].

Substations, PLCs and RTUs play another critical role, they control and monitor
physical grid equipment based on commands from the control center. These compo-
nents enable efficient grid operation by continuously monitoring power flow, voltage
levels, and equipment status, ensuring stability, fault detection, and optimized per-
formance across the grid. To provide real-time monitoring and control capabilities,
SCADA systems for the power grid must deliver device status updates from field to
control center and supervisory commands from control center to field within 100-
200ms [9].

To address potential control center SCADA Master failures, current grid SCADA
systems incorporate fault tolerance, typically using a primary-backup approach. These
SCADA systems typically use a primary-backup approach, with a hot-backup of the
central control SCADA Master taking over immediately if the primary master fails.
Modern grid SCADA architectures can involve two control centers. A hot-backup
SCADA master is used within each control center, and the cold-backup control cen-
ter can be activated if the primary control center fails (Figure 1.1). However, these
architectures only provide sufficient resilience to overcome benign failures, but they
are not adequate to cope with the hostile environments that SCADA systems are
now being exposed to i.e., they were never designed to withstand malicious attacks
at both system and network level.

Compromises of the SCADA Master or protective relays, could have severe, grid-
wide consequences. A compromised SCADA Master could issue malicious commands
to damage power grid components and manipulate monitoring data, preventing op-
erators from detecting and responding to problems. Similarly, a compromised relay
could impact grid protection schemes, and if multiple substations are targeted, over-
all grid stability could be jeopardized [10]. Network-level cyberattacks can disrupt
communication between SCADA components, impairing grid management, as most
grid communications have stringent real-time latency requirements [8, 9].

Existing research has primarily focused on developing intrusion-tolerant SCADA
Master solutions for control center, overlooking threats to other critical grid compo-
nents. To the best of our knowledge, no existing model defines the complex threats,
at both the system and network levels, across the broad grid infrastructure, spanning
control centers, substations, Remote Terminal Units (RTUs), Programmable Logic
Controllers (PLCs), and field devices. Furthermore, there is lack of solutions that
ensure resilience specifically for substations and those that provide comprehensive,
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CHAPTER 1. INTRODUCTION

Figure 1.1: High level overview of broad grid infrastructure with primary and cold-
backup control centers, substations, PLCs and RTUs
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CHAPTER 1. INTRODUCTION

Figure 1.2: High level overview of the proposed real-time Byzantine-resilient so-
lution with SCADA Master Replicas deployed across multiple control center sites,
Byzantine-resilient substations, and PLCs and RTUs secured with proxies.

end-to-end resilience for grid operations as a whole, integrating all critical compo-
nents.

1.2 Solution Highlights

This thesis introduces a novel and comprehensive threat model specifically de-
signed to address the growing vulnerabilities of the broad power grid infrastructure.
Our threat model considers Byzantine faults at both the system and network levels.
This includes scenarios in which critical components, such as the SCADA Master and
relays, are successfully compromised and fully controlled by a sophisticated attacker
aiming to disrupt grid operations. It also considers a diverse range of network attacks
targeting connectivity between grid components, further undermining grid resilience.

To defend against these multifaceted risks, we propose a set of innovative so-
lutions grounded in the key concepts of Byzantine-resilient architectures, real-time
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CHAPTER 1. INTRODUCTION

Byzantine-resilient protocols, and an intrusion-tolerant network. These solutions form
the foundation for transforming vulnerable power grid systems into Byzantine-resilient
infrastructures capable of withstanding sophisticated cyberattacks.

A key element of our approach is redundancy, particularly for relays and the
SCADA Master. As illustrated in Figure 1.2, we deploy multiple protective relays
in each substation, along with SCADA Master replicas, to tolerate Byzantine faults.
Given that grid devices like relays were not originally designed to support Byzantine-
resilient solutions, we augment them with a custom harness, collectively referred to as
relay nodes. For other critical components, such as RTUs, PLCs, HMIs, and circuit
breakers, we employ a proxy-based approach to provide security by effectively ad-
dressing vulnerabilities associated with insecure SCADA protocols (e.g., Modbus and
DNP3). This approach restricts these protocols to direct wire connections between
the proxy and the component.

Network threats are addressed through the use of modern switches in LANs and
an intrusion-tolerant network service [7], which combines resilient networking archi-
tecture with an intrusion-tolerant overlay, effectively addressing malicious attacks and
compromises in both the underlying infrastructure and the overlay itself. Thus, we
secures all network communications. Even with intrusion-tolerant network service
in place, hosting SCADA Master replicas at a single control center site remains a
potential vulnerability, as sophisticated network attacks could isolate the control cen-
ter site and disrupt operations. To mitigate this, we distribute the SCADA Master
replicas across multiple geographically dispersed control center sites, offering greater
resilience and flexibility for operators. The number of sites can be adjusted based on
the desired level of resiliency, ensuring operators can tailor the system configuration
to meet specific resilience requirements.

While redundancy is crucial, it is not sufficient on its own. If all replicas or nodes
are identical, an attacker compromising one replica could easily exploit the others.
To prevent this, we diversify the redundant components employed, ensuring that
even if one replica is compromised, the attacker cannot leverage the same exploit
across the entire system. Additionally, we support proactive recovery, which involves
restarting replicas from a clean state, diversifying their attack surfaces, and refreshing
cryptographic keys, to reclaim compromised components and making it significantly
more difficult for an attacker to compromise and control the system.

At the core of the proposed solutions are real-time Byzantine-resilient protocols,
which guarantee correct grid operations, even in the presence of Byzantine faults or
malicious attacks. Given the stringent real-time latency requirements inherent to
power grid operations, particularly substation protection operations that demand a
quarter-cycle latency, designing protocols that can meet these latency constraints is
a formidable challenge. To address this, we focus on these rigorous latency require-
ments, developing and employing protocols that ensure correct grid operation without
sacrificing performance, even under challenging operating conditions with successful
intrusion and network attacks. In addition to these core protocols, we enhance the
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system with an out-of-band, machine learning-based situational awareness module
that provides real-time anomaly detection, further bolstering the grid’s resilience.

By integrating these techniques, we transform a vulnerable grid (Figure 1.1) into a
Byzantine-resilient grid infrastructure (Figure 1.2). As shown in Figure 1.2, the pro-
posed Byzantine-resilient architecture includes geo-distributed SCADA Master repli-
cas, Byzantine-resilient substations with relay nodes, and RTUs/PLCs secured by
proxies interconnected by an intrusion-tolerant network. These components work in
unison, executing real-time Byzantine-resilient protocols to safeguard the grid against
faults, successful intrusions and network attacks.

The primary contributions of this thesis are:

• Comprehensive Threat Model: This thesis defines a comprehensive threat
model that considers all key components of a SCADA system, control centers,
substations, Remote Terminal Units (RTUs), and Programmable Logic Con-
trollers (PLCs). Our model incorporates Byzantine fault at both system and
network levels, allowing us to address a broader range of potential vulnerabilities
that impact grids.

Our system has Ns relay nodes in each substation and Nc SCADA Master
replicas overall. The system can withstand up to fs Byzantine faults among
the Ns relay nodes in each substation and up to fc Byzantine SCADA Master
faults simultaneously. Furthermore, it also considers network level attacks.

• Four Service Properties: The system is designed to enable end-to-end Byzantine-
resilient grid operations. Our system guarantees four critical service properties
under the comprehensive threat model:

1. Substation Safety: If a valid protective operation is executed by the
breaker node, at least one correct relay node issued that action within the
last reaction quarter.

2. Substation Real-Time Reaction: If the grid state necessitates a pro-
tective action due to an event, that action will be issued for that event’s
reaction quarter.

3. SCADA Safety: If two correct SCADA Master replicas execute the ith

operation, then those operations are identical.

4. SCADA Bounded-Latency Reaction: If a correct system component
initiates an operation, the latency for that operation to be executed by a
correct SCADA Master replica is upper bounded.

• Byzantine-Resilient Architecture for Grid Substations: We present the
first real-time Byzantine-resilient architecture for the power grid substations.
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Our architecture can tolerate fs Byzantine relay faults and ks relays undergoing
proactive recovery simultaneously with just 2fs + ks + 1 total relays. This
is significantly more efficient than traditional Byzantine Fault Tolerant State
Machine Replication-based solution that would need 3fs + 2ks + 1 total relays.
As the relays are costly devices, with a substantial number of substations in
the grid, this architecture can lead to significant cost savings. This reduction in
cost directly contributes to the feasibility of widespread implementation across
the grid.

• Real-Time Byzantine-Resilient Protocols for Grid Substations: We
present the first real-time Byzantine-resilient protocols for the grid substations
that simultaneously address relay compromises and network attacks while meet-
ing the strict reaction time requirement. In a 60Hz power grid, these protocols
must comply with a quarter-cycle reaction time standard (4.167ms in a 60Hz
system). This real-time latency constraint is extremely demanding in the pres-
ence of attacks and successful intrusions.

We deploy and benchmark the architecture and protocols in a range of fault-free
and faulty operating conditions across multiple relevant testbeds that represent
real substation environments. This setup enables us to evaluate each protocol’s
ability to meet the stringent quarter-power cycle (4.167 ms) latency require-
ment, while also analyzing the associated trade-offs. The testbeds are strategi-
cally selected to represent different segments of the grid computing landscape,
reflecting a variety of potential deployment environments.

The system successfully withstood a rigorous purple team exercise that included
protective relays from Siemens, GE, and Hitachi Energy in 2022. It was tran-
sitioned to SCADA manufacturers GE and Siemens and to two national labs
(PNNL and SANDIA).

• End-to-End Byzantine-Resilient SCADA Architecture: We present the
first end-to-end Byzantine-resilient architecture for the broad system model,
ensuring seamless Byzantine resilience integration across the entire grid infras-
tructure. Furthermore, this architecture enables the deployment of solutions in
a variety of configurations: individual sub-systems (such as for just a substa-
tion or a control center) or combined end-to-end systems (such as for control
center and few substations or the entire grid). This flexibility allows power grid
operators to deploy tailored solutions that meet both security requirements and
operational needs, whether securing isolated subsystems or managing the entire
grid infrastructure.

• Real-Time Grid Operations in End-to-End Byzantine-Resilient Sys-
tem: We demonstrate grid operations, commands from the control center,
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commands from a substation, substation autonomous protection operations and
status or monitoring updates within the end-to-end Byzantine-resilient system.

These operations are demonstrated using a power scenario, called integrated
scenario. It includes, control center, PLCs, RTUs, and substations. This ap-
proach highlights the system’s ability to support real-time SCADA operations
in an Byzantine-resilient manner.

• Meeting Domain Requirements for Practical and Effective Solution:
Our system provides the following key features:

1. Long system lifetime with continuous availability: It is achieved by
supporting proactive recovery and diversity. Our protocols only guarantee
correctness as long as the number of compromised SCADA Master replicas
and relay nodes does not exceed the tolerated threshold. However, if all
replicas or nodes in the system are identical copies of one another, an
attacker who successfully exploits one replica or node can simply reuse the
same exploit to compromise all of the other identical ones.

To prevent an attacker from gaining control of more than the tolerated
threshold, the system must ensure that the replicas and nodes present
diverse attack surfaces. Diversity can be achieved using approaches such as
N-version programming [11,12], operating system diversity [13], or software
diversification at compilation or run time [14–16] or by using components
from different SCADA manufacturers.

Even if replicas and nodes are sufficiently diverse, given enough time, a
dedicated attacker will eventually be able to craft enough distinct attacks
to compromise more than tolerated threshold. Therefore, it is necessary
to use proactive recovery to ensure survivability over the lifetime of the
system.

In proactive recovery, each replica is periodically brought down and restarted
from a known clean state (removing any compromises) with a new diverse
variant of the software (and potentially of the entire operating system)
that is with high probability different from all past and future variants.
This makes the job of the attacker significantly harder, as they now must
simultaneously compromise more than tolerated threshold within a limited
time window [17].

2. Seamless integration without altering existing grid devices: Our
proposed Byzantine-resilient architecture is decoupled from grid devices,
ensuring that existing hardware (relays, HMIs, breakers) can operate with-
out being aware of the underlying Byzantine-resilient mechanisms. This
abstraction simplifies deployment and avoids the need for modifications to
legacy devices.
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3. Modularity: The solution is designed as a system of systems, enabling
the independent deployment of subsystems that can later be integrated
into a larger infrastructure. This modularity supports incremental deploy-
ment and scaling, ensuring that the system can evolve alongside the grid’s
growing needs.

4. Interoperability: SCADA systems often consist of devices from multiple
manufacturers, each potentially using different communication protocols.
Our solution addresses this challenge by using a proxy-based approach
to ensure interoperability across heterogeneous devices, without requir-
ing changes to the underlying devices or protocols. By securely bridging
disparate communication protocols, we ensure that the system remains
resilient, even as industry standards evolve.

• Machine Learning Modules for Situational Awareness: To complement
our Byzantine-resilient solutions, we developed a machine learning-based Net-
work Intrusion Detection System (NIDS) that enhances real-time situational
awareness. Unlike traditional SCADA IDS solutions that rely on rule-based or
signature-based techniques, our IDS operates out-of-band without introducing
new vulnerabilities or impacting grid operations. It uses unsupervised machine
learning models to detect anomalies and intrusions in the network traffic. Our
approach enables high detection rates while minimizing false positives, provid-
ing operators with timely alerts of potential intrusions without compromising
system performance.

• Open-Source Release through Spire Toolkit: We implement our solution
modules and protocols, including the IDS modules, within the open-source Spire
Toolkit [7] because we envision it as a comprehensive bag of tools for grid oper-
ators, offering flexibility and scalability for Byzantine-resilient SCADA system
deployments. The Spire Toolkit is designed to meet the diverse and evolving
security needs of modern power grid infrastructures.

While the original Spire system focused on Byzantine-resilient control center
SCADA Master operation, we have extended it by providing Byzantine-resilient
systems for substations and end-to-end system framework, along with NIDS.
The Spire Toolkit enables the deployment of SCADA systems in a variety of
configurations: individual sub-systems (such as for substations or control cen-
ters) or combined end-to-end systems. This flexibility allows power grid op-
erators to deploy tailored solutions that meet both security requirements and
operational needs, whether securing isolated subsystems or managing the entire
grid infrastructure.

• Deployment Strategies: The deployment strategy is designed to transition
vulnerable power grids to Byzantine-resilient infrastructures incrementally. The
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strategy includes:

Securing the Network: Prioritize securing the network through intrusion-tolerant
network services that defend against both external and internal network attacks.

Incremental Deployment of Complete Solution: Gradual deployment of Byzantine-
resilient architectures and protocols in legacy systems. This phased approach
allows grid operators to modernize their infrastructure by addressing vulnera-
bilities in a strategic way while reducing risk, economic burden and disruption
to grid operations.

1.3 Thesis Organization

The remainder of this thesis is organized as follows:

• Chapter 2 reviews related works on Byzantine Fault Tolerant State Machine
Replication protocols, Intrusion-tolerant SCADA systems and other comple-
mentary intrusion tolerance approaches.

• Chapter 3 presents the system and threat models along with assumptions and
service properties.

• Chapter 4 presents the first Byzantine-resilient architecture for substations,
along with two real-time Byzantine-resilient protocols: the Arbiter Protocol and
the Peer Protocol. It also includes comprehensive performance evaluations of
both protocols under varying operating conditions across multiple testbeds. We
discuss the performance of the protocols in these test environments, highlighting
system trade-offs and other insights. Additionally, this chapter presents a purple
team engagement exercise conducted by a hacker team from Sandia National
Labs (SNL) on the system at Pacific Northwest National Laboratory (PNNL).

• Chapter 5 presents the first end-to-end Byzantine-resilient SCADA system ar-
chitecture. We describe the transaction flow for facilitating end-to-end Byzantine-
resilient operations for control center, substation and autonomous protection.

• Chapter 6 presents the machine learning based situational awareness module
customized for our system.

• Chapter 7 presents some system implementation details such as supporting
different SCADA protocols, emulated relays, software relays and implemented
power scenarios.

• Chapter 8 presents a two-step deployment strategy that facilitates the seamless,
incremental adoption of our solutions across the power grid infrastructure at
scale.
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• Chapter 9 concludes the thesis.
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Chapter 2

Background Work

2.1 Byzantine Fault Tolerant State Ma-
chine Replication

Byzantine Fault Tolerant (BFT) State Machine Replication (SMR) protocols are
designed to guarantee safety (correctness and consistency of the system state) and
liveness (progress in processing updates) of distributed systems even in the presence
of Byzantine faults — malicious behaviors such as arbitrary node failures [18]. Byzan-
tine Reliable Broadcast (BRB) established the concept of reliable broadcast to ensure
message delivery integrity even in the presence of Byzantine faults, forming a foun-
dational component for many subsequent BFT protocols [19]. The seminal works
of Paxos [20] and Practical Byzantine Fault Tolerance (PBFT) marked significant
milestones in this field [17]. Paxos, introduced in the late 1980s, provides a proto-
col for achieving consensus among distributed nodes under benign fault conditions.
PBFT, extends this research by effectively addressing Byzantine faults, enabling a
set of nodes to agree on the ordering and execution of commands despite up to f
Byzantine faulty nodes in a network of 3f + 1 replicas. To support long system life-
times, it is necessary to employ proactive recovery. Proactive recovery allows replicas
to be periodically taken down and restored to a known clean state [21]. Ensuring
continuous availability with proactive recovery typically requires 3f + 2k + 1 total
replicas to simultaneously tolerate up to f compromised replicas and k recovering
replicas simultaneously [22].

The evolution of BFT protocols has focused on optimizing performance metrics
such as throughput, latency, and scalability while maintaining stringent fault tol-
erance guarantees. Asynchronous PBFT relaxed the synchronous network assump-
tion of PBFT, enhancing its applicability to networks where message delays and
timing variations are prevalent, thus improving efficiency without compromising se-
curity [23, 24]. Further optimizations include Zyzzyva [25], which streamlined the
communication overhead in PBFT by reducing redundant message exchanges using
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speculation. Protocols like Steward, BLink and Menicus built efficient replicated
state machines for wide-area networks. [26–28]. BFT-SMaRt introduced modularity
in BFT protocol design, allowing for easier experimentation and integration of new
consensus algorithms [29]. Prime addressed challenges related to network asynchrony
and scalability, optimizing BFT performance for high-demand applications [30]. Pro-
tocols like MinBFT and Cheap BFT reduce the number of replicas needed by making
stronger assumptions [31,32]. Protocols like RAM, EBAWA, and Aliph focus on im-
proving performance in the fault-free case [33–35]. Additionally, works have explored
separating agreement (consensus) and execution components of BFT SMR protocols
to leverage public cloud infrastructures while preserving privacy and security [36–39].

The rise of blockchain technology driven innovation in BFT protocols, particu-
larly in the context of decentralized networks. Protocols like Hotstuff [40] introduced
a leader-based BFT consensus algorithm that significantly reduced latency and re-
source requirements compared to traditional approaches, influencing subsequent de-
velopments in blockchain consensus mechanisms such as Libra’s BFT-based proto-
col [41]. HoneyBadger leveraged batching and concurrent execution to achieve BFT
consensus with high throughput, ensuring robustness and scalability in distributed
ledger systems [42]. Tendermint implemented a BFT consensus algorithm using del-
egated Proof of stake, gossip protocol and efficient leader election to providing fast
finality and consistency guarantees essential for transactions [43]. It is to be note that
this class of BFT SMR protocols are built specifically for blockchains to scale and are
not suitable for latency sensitive applications and critical infrastructure domain.

Another line of BFT SMR protocols research is in the context of applications and
services running on high performance computing clusters (HPC). It includes fault-
tolerant SMR protocols such as HovercRaft [44], DARE [45], and Hermes [46] that
can achieve very low latencies (in tens of microseconds) in the fault-free case but
can incur latencies in the tens of milliseconds during leader election. To achieve the
excellent latency in the fault-free case, they require a special NIC (Network Interface
Card), a lossless network, and Remote Direct Memory Access (RDMA) support [47]
to eliminate CPU and I/O bottlenecks. These protocols are designed for applications
deployed in HPC clusters, relying on high-speed networks (e.g., 100Gig/sec), making
them unsuitable for the more conservative power grid SCADA environment with its
need for rugged hardware and traditional networks (e.g., 1 Gig/sec).

The evolution of BFT SMR protocols showcases ongoing advancements in address-
ing fault tolerance, performance optimization, and adaptation to new technological
environments. Although our solution utilizes the Prime replication engine to han-
dle Byzantine faults in SCADA Masters, existing BFT SMR protocols fall short for
power grid substations. These substations demand latencies of 4.167 milliseconds,
while current BFT SMR protocols typically exhibit latencies that are one to two
orders of magnitude greater. This gap/vacuum highlights the critical need for novel
solutions to meet the stringent latency requirements of power grid systems even under
worst operating conditions.
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2.2 Intrusion-Tolerant SCADA for Power
Grid Control Center

Previous research on intrusion-tolerant power grid infrastructure has predomi-
nantly focused on addressing Byzantine faults in SCADA Master component of con-
trol center using Byzantine fault tolerant state machine replication (BFT SMR) based
approaches. Early works Zhao et al. [48] and Kirsch et al. [49] used PBFT and Prime
replication protocols to overcome SCADA Master compromises.

Zhao et al. [48] used PBFT [17] with four replicas setup in a local-area network
to overcome one compromise and demonstrated that the setup can sustain the sub-
second sampling rate required by SCADA operations. Meanwhile, Kirsch et al. [49]
use Prime to add intrusion tolerance to a Siemens SCADA product in a prototype
implementation. Their work also identified and addressed several challenges in inte-
grating modern intrusion-tolerant protocols with conventional SCADA architectures,
such as employing a logical timeout protocol for the SCADA master replicas to agree
on a logical time at which to poll field devices for the latest status.

However, these early works are limited to single control center, failing to account
for network attacks that could sever connections between the control center and the
rest of the network. Moreover, they do not consider the resilience of substations that
need to support local autonomous protection operations. Furthermore, the lack of a
comprehensive end-to-end threat model in existing research leaves significant gaps in
understanding and addressing the full spectrum of vulnerabilities inherent in SCADA
systems.

Building on these foundational works, subsequent research has sought to extend
SCADA Master replication across multiple geographic sites. Notable works include
[50] and Spire [51]. The work in [50] replicates a SCADA Master and Distribu-
tion Management System across three geographic sites using the MinBFT [31]. Each
replica is placed in its own site, resulting in an extended threat model that supports a
threshold of system-level compromises or benign site failures. However, the architec-
ture does not support sophisticated network attacks considered by Spire and raises
concerns about scalability and performance due to the use of a separate site for each
replica.

Spire, to the best of our knowledge, is the only intrusion-tolerant SCADA system
that integrates both SCADA Master compromises at the system level and network at-
tacks into its comprehensive threat model [51]. This dual focus significantly enhances
its resilience against sophisticated cyber threats. The architecture of Spire features a
SCADA master developed from scratch, utilizing Remote Terminal Unit (RTU) and
Programmable Logic Controller (PLC) proxies to maintain an event-driven SCADA
system. Despite these innovations, Spire does not adequately address the resiliency
requirements of substations, which are critical for grid resiliency. Additionally, it
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lacks a comprehensive framework for enabling end-to-end resiliency, leaving signifi-
cant sections of grid vulnerable. We are motivated by Spire’s foundational principles
and will explore its architecture and design decisions in greater detail in Chapter 2.3

In parallel, SMaRt-SCADA [52] was developed as an intrusion-tolerant SCADA
prototype by integrating Eclipse NeoSCADA [53] with the BFT-SMaRt intrusion-
tolerant replication engine [29], both are credible open-source projects. The authors
of SMaRt-SCADA identify several challenges with making a traditional SCADA mas-
ter support intrusion-tolerant replication: ensuring determinism is hard in systems
built around non-deterministic features such as timeouts and multiple entry points for
messages. To address these challenges, SMaRt-SCADA employs a proxy architecture
that serializes all incoming and outgoing messages for each system component, in-
cluding the SCADA Master, Human-Machine Interface (HMI), and RTU frontend. It
also utilizes a logical timeout protocol akin to that of Kirsch et al. [49] to synchronize
timeouts among the replicas. However, similar to its predecessors, SMaRt-SCADA is
confined to a single control center and neither considers the implications of network
attacks nor adequately address the resiliency requirements of substations and lacks a
comprehensive framework for enabling end-to-end resiliency.

In summary, while significant advancements have been made in developing intrusion-
tolerant systems for SCADA Masters through Byzantine fault tolerance and multi-
site replication, critical gaps remain. Notably, existing research does not adequately
address vulnerabilities in substations, which must operate autonomously to provide
critical protection and seamlessly integrate with other grid systems. Additionally,
existing threat models often overlook comprehensive resiliency across the entire spec-
trum of SCADA operations, underscoring the need for continued research to bridge
these gaps and enhance the overall resilience of power grid infrastructures.

2.3 Spire for the Control Center

2.3.1 Introduction

Spire is the first intrusion-tolerant SCADA system that simultaneously addresses
SCADA Master system compromises and network attacks. By employing Prime repli-
cation engine, along with proactive recovery and diversity, Spire ensures operational
safety as long as no more than a predefined threshold of SCADA Master replicas are
compromised.

To address sophisticated network attacks capable of targeting and isolating a con-
trol center, Spire integrates an advanced intrusion-tolerant networking approach with
a novel architecture that distributes SCADA master replicas across at least three
geographically diverse sites. This architecture not only offers enhanced intrusion
tolerance but also allows for one of these sites to be a commodity data center, signif-
icantly reducing the financial burden on organizations that might otherwise need to
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invest in an additional high-cost third control center.

2.3.2 Threat Model

Spire’s threat model includes system-level compromises as well as network-level
threats. At the system level, it considers compromised (Byzantine) SCADA mas-
ter replicas that are completely under the control of the attacker and may exhibit
arbitrary behavior. At the network level, it considers network link failures, mis-
configurations, and malicious network attacks, including (but not limited to) rout-
ing attacks (e.g. BGP hijacking [54]) and sophisticated denial-of-service attacks
(e.g. Coremelt [55] and Crossfire [56]) that can isolate a targeted site. Spire uses
Spines’s intrusion-tolerant networking foundation to addresses this broad network
threat model and allows us to reduce it to a narrower model that assumes only a
single site can be disconnected. Hence, in Spire they develop an architecture that
simultaneously tolerates the compromise of up to fc SCADA master replicas, the
disconnection of one system site (possibly a control center), and the unavailability of
one replica due to proactive recovery.

The threat model does not include rogue operators or compromised HMI, PLCs or
RTUs. Spire uses proxies for all system endpoints, including HMIs, RTUs and PLCs
making them considerably more difficult to compromise.

As long as no more than fc SCADA master replicas are simultaneously compro-
mised, Spire guarantees consistency of the system state. Specifically, it guarantees
safety: if two correct replicas execute the ith update, then those updates are identical.
Moreover, proactive recovery forces an attacker to compromise more than fc replicas
within a confined time window to undermine system guarantees (rather than over the
entire lifetime of the system) .

In terms of performance, Spire guarantees bounded delay: the latency for an up-
date introduced by an authorized system component to be executed by a correct
SCADA master replica is upper bounded. At any time, we assume that at most one
site may be disconnected from the rest of the network. To provide bounded delay,
Spire requires that all of the correct SCADA master replicas, with the exception of
those in the disconnected site, are able to communicate with one another. More-
over, at least one correct SCADA master replica in a control center must be able to
communicate with field substations.

Due to the network stability requirements of Prime replication engine, communi-
cation must meet the bounded-variance property of [30], which requires that for each
pair of correct servers, the network latency does not vary by more than a factor KLat.
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Figure 2.1: Configuration 6 - Spire single site with six server (fc = 1, kc = 1, Nc = 6)

Figure 2.2: Configuration 3+3+3+3 - Spire four sites with twelve server (fc =
1, kc = 4, Nc = 12)
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2.3.3 Algorithms and Architectures

Initial efforts to create intrusion-tolerant SCADA used replication within a single
control center, using 3fc + 1 replicas (4 for fc = 1) to tolerate fc intrusions or 3fc +
2kc + 1 replicas (6 for fc = 1, kc = 1) to simultaneously tolerate fc intrusions and
kc proactive recoveries. Spire extends existing industry standard architectures to
support intrusion tolerance as shown in Figure 2.1, by deploying six replicas in a
control center. However, this configuration (6), cannot tolerate a control center going
down or becoming disconnected due to a network attack.

To address these limitations, the next logical step is to distribute replicas across
two sites. BFT SMR protocols need 2fc+ kc+1 out of 3fc+2kc+1 to be up, correct
and connected in order to make progress. Targeting the larger of the two sites will
disconnect a majority of the system replicas, leaving the rest unable to make progress
without them. Thus, we need more than two sites for robust intrusion-tolerance.

To support the full threat model, including simultaneous site disconnection, an
intrusion and a proactive recovery, kc is set to the number of replicas in the largest site
plus the maximum number of simultaneous proactive recoveries (in this case, one).
This ensures that there are 2fc + kc + 1 correct and connected replicas at all times,
allowing system to be not just alive but provide bounded delay. A viable solution
is the ”6+6+6” configuration, involving three sites with six SCADA Master replicas
each, totaling 18 replicas. This setup maintains performance even with simultaneous
site failure, intrusion, and proactive recovery. Alternatively, the ”3+3+3+3” configu-
ration, shown in Figure 2.2, uses 12 replicas across four sites, requiring an additional
site but providing same resilience. Detailed discussions on configurations, trade-offs,
and performance are available in [51].

As discussed in Chapter 1, current industry-standard SCADA architectures typi-
cally use two control center sites. However, advanced intrusion-tolerant architectures
require at least three geographically dispersed sites to ensure robust security and
operational resilience. Establishing and maintaining additional control centers with
comprehensive capabilities for interfacing with Remote Terminal Units (RTUs), Pro-
grammable Logic Controllers (PLCs), and managing power grid infrastructure entail
substantial financial investment. To address this, Spire introduces an innovative so-
lution by deploying two dedicated control centers and leveraging commodity data
centers for the remaining sites.

This strategic use of commodity data centers significantly lowers both the initial
capital expenditure and ongoing operational costs. Furthermore, it reduces the ad-
ministrative burden associated with site management and maintenance. By integrat-
ing these cost-effective data centers into the Spire architecture, we achieve a balance
between advanced security requirements and practical economic considerations.
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2.4 Complementary Intrusion-Handling Ap-
proaches

In securing SCADA systems, several complementary approaches have emerged,
each addressing different aspects of system vulnerabilities. These techniques include
firewalls, resilient network switches, trusted hardware, and digital twins, among oth-
ers.

Intrusion-tolerant firewalls and network switches are commonly used to reduce
the attack surface and prevent unauthorized access to SCADA systems. Technologies
like CRUTIAL Information Switches and SieveQ firewalls incorporate features like
proactive recovery, replication, and filtering, which are designed to block malicious
traffic before it can reach critical system components [57, 58]. These solutions excel
at defending against external threats and network-based attacks, such as Distributed
Denial of Service (DDoS) and routing attacks. However, they fall short in addressing
threats that occur once an adversary gains access to the internal network or exploits
vulnerabilities within SCADA-specific protocols. If the firewall or network switch
is breached, they can no longer prevent the attacker from infiltrating the system or
compromising its operational integrity.

Trusted hardware solutions, such as Hardware Security Modules (HSMs) and
Trusted Platform Modules (TPMs), offer physical security for critical system com-
ponents by safeguarding sensitive data and cryptographic keys from unauthorized
access [59, 60]. These technologies are particularly effective in defending against ex-
ternal tampering and attacks that target system configurations or data integrity.
However, they cannot mitigate the risks associated with insider attacks that can be
launched from compromised components or advanced network attacks.

In recent years, the use of digital twin, virtual replica of physical SCADA system
component, has gained traction as an innovative method for improving system re-
silience. A digital twin continuously simulates the operations of the physical SCADA
component in real-time, enabling system operators to monitor for anomalies and de-
viations from expected behaviors. By detecting unusual patterns, such as sudden
changes in system states or performance, digital twins can help identify potential
attacks or failures early on [61]. However, while digital twins provide valuable in-
sights into system performance and can detect cyber-physical attacks, they are not
immune to the same vulnerabilities that affect the physical SCADA systems they
represent and might have more potential attack vectors. Also, once compromised,
even detection capabilities could be bypassed.

However, while each approach offers valuable defense, none of them can fully
address the complex, multi-faceted threat models faced by modern SCADA infras-
tructures, especially when considering evolving sophisticated cyber-attacks at both
system and network levels considered in our comprehensive threat model.
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Figure 3.1: Grid SCADA Overview

Grid Supervisory Control and Data Acquisition (SCADA) systems are designed for
monitoring and controlling the power grid. Substations play a key role by providing
real-time protection and control of grid assets, with relays or intelligent electronic
devices (IEDs) at their core. These devices continuously assess the grid’s state using
data from Merging Units (MUs) and protect assets during faults by triggering circuit
breakers. Any malfunction in the relays can result in significant damage to grid assets
such as transformers and threaten overall grid stability.

The control center, on the other hand, is responsible for overarching grid man-
agement, utilizing real-time monitoring and control capabilities. It consolidates data
from various substations and field devices controlled and monitored through pro-
grammable logic controllers (PLCs) and remote terminal units (RTUs) to provide a
central point for grid operation and control. The key component in a control cen-
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ter is the SCADA Master, as any fault or compromise in it can lead to widespread
consequences across the entire grid.

3.1 System and Network Model

Our comprehensive system model encompasses the power grid SCADA infrastruc-
ture, spanning from substations and various field devices to control centers. The
field devices include programmable logic controllers (PLCs), remote terminal units
(RTUs), and intelligent electronic devices (IEDs) that control and monitor grid assets
such as circuit breakers, transformers, and transmission lines.

System Model: Each substation in our model is equipped with multiple protec-
tive relays. The number of relays in each substation is denoted by Ns. In context of
substations, we specifically focus on the relay-based real-time autonomous protection
operations, as they are the most critical and demanding operations within substa-
tions. To enable functionalities needed for our solution, each relay is equipped with
a harness. A relay and its harness are referred to as a relay node.

The system also includes multiple control center sites. The number of control
center sites is denoted by Sc. These sites can be dedicated control centers or a
combination of control centers and data centers, as discussed in [51]. Distributed
across these sites, there are Nc SCADA Master replicas, with each site hosting a
portion of these replicas. These SCADA Master replicas enable real-time monitoring
and control of any number of substations, PLCs and RTUs.

Review of Substation Protective Operations: During grid faults, current
levels can surge, risking damage to grid assets within just a few power cycles. A rapid
response is essential to mitigate this risk and ensure grid stability. Consequently,
industry standards from organizations such as IEEE and IEC dictate that relays
must detect a fault in a quarter of a power cycle, followed by an additional quarter
of a power cycle for transfer time. Transfer time, as defined by IEC 61850, refers to
the duration required for complete message transmission between sender and receiver,
including necessary processing at both ends [8]. This defined transfer time establishes
the latency budget for substation solutions, making it one of the most demanding
operational requirements, typically around 4.167 ms in a 60 Hz system. We will refer
to these time intervals as the detection quarter (the time allocated for fault detection)
and the reaction quarter (the time allocated for message transfer).

Network Model: A local area network (LAN) connects the SCADA compo-
nents within a substation or a control center. The substations, PLCs and RTUs are
interconnected through a wide area network (WAN), which also connects control cen-
ters and data centers, enabling communication and data exchange across the entire
SCADA system.
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3.2 Assumptions

Grid Clock Synchronization Assumptions: Power grid standards mandate
clock synchronization for distributed systems within and between substations to en-
sure correct operation of power devices [62]. This requirement is essential for various
devices, including IEDs, Merging Units (MUs) at the bay and process levels, and
Phasor Measurement Units (PMUs) used in Wide Area Monitoring, Protection, and
Control (WAMPAC). These devices require synchronization accuracy of one microsec-
ond or less [8, 63].

In practice, achieving this level of synchronization is feasible through standard
time synchronization protocols such as IEEE 1588 Precision Time Protocol (PTP)
[64]. We assume that the power devices deployed in the system adhere to these
synchronization standards.

However, the work presented in this thesis does not require such stringent syn-
chronization accuracy. Instead, we require that relay nodes in a substation are syn-
chronized to within one millisecond of each other. This requirement is substantially
less stringent, by at least three orders of magnitude compared to the grid standards.

Cryptographic Assumptions: We assume the attacker cannot break or subvert
the cryptographic mechanisms used by our protocols i.e., attackers cannot break
encryption, forge digital signatures, or find collisions in secure hash functions.

We also assume that each relay node and SCADA Master replica is equipped with
a trusted hardware component, such as a Trusted Platform Module (TPM). This
trusted hardware component has an associated public and private key. Additionally,
we assume that accessing the private key requires physical access to the device and
we presume that attackers lack physical access to the devices.

Network Assumptions: We assume that Local Area Networks (LANs) facili-
tate uninterrupted communication among correct SCADA components in the same
LAN, even in the presence of faulty components that launch attacks such as resource
exhaustion attacks. This resilience is made possible by the capabilities of modern
switches.

For the Wide Area Network (WAN), we assume uninterrupted communication
among correct sites. This assumption is supported by an intrusion-tolerant network
service, building on the foundations established by Obenshain et al. [65] and Babay
et al. [66]. This service combines resilient networking architecture with an intrusion-
tolerant overlay, effectively addressing malicious attacks and compromises in both the
underlying infrastructure and the overlay itself. It connects overlay nodes through
multiple ISPs and is deployed on standard IP networks, allowing it to withstand the
complete failure of any underlying network. By not relying on conventional Internet
routing, it can quickly navigate around and mitigate malicious attacks and disruptions
in the routing infrastructure.

We further assume that the WAN communication meets the specific timeliness re-
quirement associated with Spire, namely the bounded-variance property of Prime [30],
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which requires that for each pair of correct SCADA Master replicas, the network la-
tency does not vary by more than a factor KLat [51].

While the deployment of this intrusion-tolerant network service is integral to our
design and implementation, we present its existence as an assumption for the purposes
of our analysis of our higher level protocols. The overall system fully meets this
assumption in practice using the Spines intrusion-tolerant network service [67].

3.3 Fault and Threat Model

We adopt a Byzantine fault model at both the system and network levels. The
Byzantine fault model represents arbitrary component failures, including scenarios
where a sophisticated attacker compromises and gains full control of the component.

System-level Byzantine Faults: The key SCADA components - relay nodes
and SCADA Master replicas are either correct or faulty. Correct components execute
protocol specifications faithfully. In contrast, the faulty components may exhibit
arbitrary behavior ranging from malfunctioning to deliberately causing harm. We
assume a strong attacker model, where faulty components can coordinate but they
cannot break cryptographic assumptions. Furthermore, we assume that attackers lack
physical access to the machines.

Our system has Ns relay nodes in each substation and Nc SCADA Master replicas
overall. The system can withstand up to fs Byzantine faults among theNs relay nodes
in each substation and up to fc Byzantine SCADA Master faults simultaneously.

Network level attacks: Our network threat model considers a diverse range
of attacks targeting connectivity between SCADA components across local area net-
works (LANs) and the wide area network (WAN). As outlined in the assumptions
section above, to navigate this complex threat landscape, we rely on modern switches
within LANs to ensure efficient traffic management and maintain availability. For
the WAN, we deploy an intrusion-tolerant network service that safeguards against
extensive network disruptions, counters malicious routing efforts, and significantly
increases the difficulty of executing successful denial-of-service (DoS) attacks.

Nevertheless, SCADA systems remain attractive targets for nation-state adver-
saries, who may allocate significant resources to disrupt these critical infrastructures.
With enough resources, it is possible to execute sophisticated denial-of-service at-
tacks that can target a specific site and isolate it from the rest of the network, such
as demonstrated by Coremelt [55] and Crossfire [56] attacks. Nonetheless, we believe
that achieving a complete simultaneous failure of multiple ISP backbones—necessary
to disconnect several sites—would be nearly impossible within the confines of our
intrusion-tolerant network. Consequently, we assume that up to one site that hosts
SCADA Master replicas may be isolated from the rest of the network.

Model Scope: Our threat model does not account for compromised Human-
Machine Interfaces (HMIs), rogue operators, or faulty circuit breakers. These vulner-

24



CHAPTER 3. MODEL

abilities necessitate separate mitigation strategies. However, the solution developed
in this thesis offers protection for all system components, including HMIs and circuit
breakers, through a proxy-based approach.

In this work, proxies are directly connected to the components using a single
physical wire and communicate over the intrusion-tolerant network with the rest of
the system. Importantly, these proxies are backward compatible with existing com-
ponents that utilize standard SCADA communication protocols. This compatibility
allows us to isolate the use of these insecure standards to a single wire connection
behind the secure proxies.

Furthermore, we assume that attackers lack physical access to system components,
and cannot manipulate Sampled Values (IEC61850-9-2) in substations.

3.4 Service Properties

A clear understanding of relay operational logic is crucial for grasping the defi-
nitions and service properties discussed in this section. Protective relays operate on
a logic that emphasizes eliminating false negatives (instances where a relay fails to
detect a fault requiring a trip operation). Such failures can lead to significant damage
of grid assets (e.g. transformers) and pose serious safety hazards. As a result, relays
maintain strict thresholds to ensure all genuine threats are identified and addressed
promptly.

However, this emphasis on eliminating false negatives means that a small level
of false positives (where the relay mistakenly identifies normal conditions as faults)
may need to be tolerated. This trade-off is necessary to ensure that no false neg-
atives occur. Additionally, false positives can stem from the conversion of analog
measurements into digital signals, influenced by factors like time discretization, sam-
pling intervals, noise, and fluctuations. By allowing for a small level of false positives,
relays can establish a reliable fault detection threshold that responds to borderline
conditions, potentially indicating an impending fault.

This balance between sensitivity and specificity can lead to variations in whether,
and exactly when, each relay trips in borderline conditions. Different relays (e.g., with
different hardware or software versions, or from different manufacturers) may have
slightly different configurations or thresholds, resulting in different relay behaviors in
borderline conditions.

Figure 3.2, illustrates the fundamental logic of false negative elimination through
thresholds and epsilon margins. In Figure 3.2, the safety threshold (Gts line) rep-
resents the threshold at which a protective action must be triggered. To eliminate
false negatives, we define a small margin epsilon (ϵ), below the safety threshold, as
an acceptable margin for triggering the protective action. This ϵ margin effectively
“tightens” the safety threshold (Gts − ϵ). Note that protective actions may be trig-
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gered slightly before the safety threshold is crossed. This principle of using an epsilon
margin applies broadly to any system where analog data is sampled and converted
into digital signals for processing and decision-making. Whether it’s in power systems,
healthcare monitoring, or industrial applications, this logic ensures that all critical
events are detected.

In the context of power systems, protection schemes must ensure that the grid
operating conditions remain within a safe operational range, across multiple dimen-
sions such as current, voltage and frequency. Each dimension typically has two safety
thresholds, one on each side, as illustrated in Figure 3.3. For example, the U.S. elec-
tric grid transmits and distributes electricity at a nominal frequency of 60 Hz. If
the grid frequency deviates significantly from this value, such as dropping below 59.5
Hz or exceeding 60.5 Hz in the Eastern Interconnection, protective actions must be
triggered to prevent asset damage and grid instability [68–70]. The fundamental logic
of false negative elimination with epsilon margin applies to the safety thresholds on
both sides. By applying an epsilon margin on both sides, the system triggers protec-
tive actions when it measures frequency values slightly below or above the defined
critical limits. We define the operational range between the two safety thresholds
that is further restricted by the two ϵ margins on both sides as the Safe Envelope, as
depicted in Figure 3.3.

Figure 3.2: Fundamental concept of
false negative elimination with safety
threshold (Gts) and epsilon margin (ϵ).
The event is detected (red region) if
the measured state (Gms) is at least or
above Gts − ϵ

Figure 3.3: Power grid over current
protection with two safety thresholds
(Gts) and two corresponding ϵ mar-
gins, defining the Safe Envelope. The
relay will issue trip (red regions) if the
grid’s measured state Gms falls outside
of the safe envelope.

Definition 1. A correct relay performs as follows:
- If the grid state necessitates a protective action to protect grid assets, i.e., the grid

state breaches the safety threshold, a correct relay must issue the required protective
action within a quarter of a cycle (the detection quarter).
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- If a correct relay issues a protective action, then within the last quarter of a
cycle (the detection quarter), that relay measured the grid state breaching the safe
envelope.

Definition 2. A correct relay node consists of a correct relay and a correct harness.
A correct harness executes protocol specifications faithfully and in a timely manner,
ensuring adherence to the reaction quarter requirement.

Definition 3. A correct SCADA Master replica executes protocol specifications
faithfully and in a timely manner.

The system is designed to enable end-to-end Byzantine-resilient grid operations.
Formally, the following guarantees apply, based on the assumptions outlined above:

• Substation Safety: If a valid protective operation is executed by the breaker
node, at least one correct relay node issued that action within the last reaction
quarter.

• Substation Real-Time Reaction: If the grid state necessitates a protective
action due to an event, that action will be issued for that event’s reaction
quarter1.

• SCADA Safety: If two correct SCADA Master replicas execute the ith oper-
ation, then those operations are identical.

• SCADA Bounded-Latency Reaction: If a correct system component ini-
tiates an operation, the latency for that operation to be executed by a correct
SCADA Master replica is upper bounded.

Additionally, any practical solution must meet the following domain requirements:
Economic Cost: The proposed solution must be economically feasible. Given the

vastness of the grid, which includes numerous substations each with multiple relay-
based protection schemes, the cost of large-scale deployment is a major consideration.
The design should focus on minimizing costs while preserving system resilience, as
cost efficiency will directly affect the feasibility of widespread deployment.

Seamless Grid Integration: The proposed solution must seamlessly integrate
into existing grid infrastructure, ensuring compatibility with various grid topologies,
SCADA protocols, and legacy systems. This will help avoid expensive upgrades or
replacements and facilitate a more straightforward transition.

Long System Lifetime with Continuous Availability: The proposed solu-
tion must guarantee uninterrupted operation over an extended period. It should also
account for routine equipment maintenance and incorporate robust fault recovery
mechanisms to ensure continuous availability.

1The guarantee that the action will be issued for the reaction quarter is augmented by an empirical
evaluation demonstrating that the issuance and processing of that action will complete by the real-
time deadline in relevant environments (see Chapters 4.5 and 4.6 for more details)
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Real-Time Byzantine Resilience for
the Substation

Protective relays are crucial for ensuring the stability and safety of the power grid.
They continuously monitor the grid through key electrical parameters such as current,
voltage and phase angle. The measurements are multicasted by Merging Units (MUs)
over the process bus in Sampled Value (SV) messages. Protective relays process the
measurements to detect situations that put the grid and its customers at risk (i.e.,
when measured grid state breaches safe envelope as explained in Chapter 3). Relays,
upon detecting such a risky situation, issue IEC61850 GOOSE messages (Generic
Object Oriented Substation Event) to trip the circuit breaker, cut the power flow,
and protect the grid assets and connected devices. Once the issue that caused the
trip is resolved, an operator usually instructs the relay to issue a GOOSE message to
close the circuit breaker.

All protection schemes are time-critical, i.e., the reaction time needed is very exact
to effectively protect the grid asset. During grid faults, current levels can surge, risk-
ing damage to grid assets within just a few power cycles. A rapid response is essential
to mitigate this risk and ensure grid stability. Consequently, industry standards from
organizations such as IEEE and IEC dictate that relays must detect a fault in a quar-
ter of a power cycle, followed by an additional quarter of a power cycle for transfer
time. Transfer time, as defined by IEC 61850, refers to the duration required for
complete message transmission between sender and receiver, including necessary pro-
cessing at both ends [8]. This defined transfer time establishes the latency budget for
substation solutions, making it one of the most demanding operational requirements,
typically around 4.167 ms in a 60 Hz system. As defined in Chapter 3, we refer to
these time intervals as the detection quarter (the time allocated for fault detection)
and the reaction quarter (the time allocated for message transfer).

Due to the critical role of the protective relays and the very tight reaction time
requirements, operators may deploy multiple relays for the same protection function,
each with unilateral power to trip or close a breaker. However, existing state-of-the-
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art protective relay technology is susceptible to intrusions. A protective relay with
unilateral power under the control of an attacker presents two problems: First, a relay
that does not trip when it should, can cause irreparable damage to the grid and its
connected customers. Second, a relay that does unnecessarily trip causes a significant
disruption to many customers. Either case is costly and highly undesirable.

Constructing a Byzantine resilient protective relay for the substation is challenging
due to several rigid factors:

• The standard [8] requires reaction time to be within a quarter of a power cycle.
Specifically, in a 60Hz system (e.g., in North America), a power cycle amounts
to 16.67 milliseconds (ms), and a quarter cycle amounts to 4.167ms. This exact
real-time constraint on the responsiveness of the protective scheme is extremely
demanding in the face of a successful attack.

• A Byzantine resilient protective relay function has to be continuously available
in the field over a long lifetime (years). Therefore, proactive recovery is neces-
sary to periodically, automatically and seamlessly regain control of compromised
relays. This prevents the attacker from gaining long term access to relays and
limits the attacker’s ability to compromise a critical number of relays.

• The protective relay is a relatively expensive device, and there are many of them
across grid substations. Hence, to reduce cost there is a high incentive to limit
the additional relays needed in a Byzantine resilient scheme.

• Any practical Byzantine resilient scheme has to seamlessly integrate into exist-
ing substations without significant changes to other substation components or
overall substation architecture, in order to facilitate actual deployment.

The first intuition to address Byzantine faults in a substation would be to tune and
adapt classic state machine replication-based protocols (BFT SMR). However, in our
experience, it is incredibly challenging to meet all the substation requirements with
state machine replication-based protocols as the environment is fundamentally differ-
ent and operates at much finer time scales. For example, achieving the quarter-power
cycle requirement in all operating conditions, including during successful intrusions
and simultaneous network attacks, is highly challenging.

Our key insight is that the circuit breaker state in a relay-based protection function
only depends on the most recent relay action (trip or close). This means that the
total ordering provided by BFT SMR protocols is not strictly necessary to construct
a Byzantine resilient system. Moreover, with BFT SMR, the minimum number of
relays needed to tolerate fs Byzantine relays with ks relays undergoing proactive
recovery simultaneously would be 3fs + 2ks + 1 [22]. This means a BFT SMR-based
solution needs at least six relays to practically tolerate a single intrusion. Since a
protective relay is a fairly expensive device (tens of thousands of dollars), BFT SMR-
based schemes will be costly in practice, reducing the feasibility of broad adoption.
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We look at the environment in the grid substation and the specific need of a
Byzantine resilient protective relay. We design an architecture and protocols to ensure
protection functions work correctly even in the presence of successful intrusions and
network attacks.

This chapter presents the first real-time Byzantine resilient architecture and proto-
cols for the substation that simultaneously address system compromises and network
attacks while meeting the strict timeliness requirement (4.167ms). The architecture
can tolerate fs Byzantine relays and ks relays undergoing proactive recovery simulta-
neously with just 2fs + ks + 1 total relays. This is in contrast to a traditional BFT
SMR-based solution that would need 3fs + 2ks + 1 total relays. The architecture
has long system lifetime and seamlessly integrates into existing substations without
the need to modify existing components. Parts of this chapter have been previously
published in [71,72].

4.1 Architecture

Figure 4.1: An architecture that tolerates one Byzantine relay node (f = 1) and
one relay node undergoing proactive recovery (k = 1) simultaneously with a total of
four relay nodes in an IEC61850 Substation.

A practical Byzantine resilient solution must be transparent to both the protec-
tive relays and the circuit breakers. Furthermore, such a solution must ensure that
all other existing substation components are entirely unaware of the new Byzantine
resilience capabilities and continue to function unchanged. Therefore, we design our
solution such that each protective relay works as if they were directly connected to
the breaker and using the same (unprotected) protocols to issue their trip and close
action commands. Similarly, the circuit breaker operates unchanged. To facilitate
this mode of operation, our harness running Byzantine resilient protocols is directly
attached to the protective relays on one side and the circuit breaker on the other side,
as shown in Figure 4.1. Our architecture in Figure 4.1 shows that each relay and its
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directly connected harness (Relay Proxy and Trip Master) form a single logical entity
called a relay node. Similarly, the circuit breaker and its directly attached harness
form a single logical entity called a breaker node. The proxies limit the use of insecure
communication protocols, namely the GOOSE messages in IEC61850, so that these
messages are only used on a direct wire between the protective relay and its proxy
and the circuit breaker and its proxy (i.e, they never flow on any of the networks).
The modular design of the architecture allows the solution to be adapted to other
SCADA protocols by employing suitable proxies.

All network communication in the system, between relay nodes and other relay
nodes or the breaker node, is conducted over an intrusion-tolerant overlay network,
Spines [66]. This intrusion-tolerant network design addresses network-level threats
in the substation’s Local Area Network. This design is complemented by a machine-
learning-based Network Intrusion Detection System to detect suspicious and anoma-
lous traffic, providing situational awareness [73]. This further precludes long running
denial of service resource consumption attacks.

The Byzantine resilient architecture can support two protocols: Arbiter Protocol
and Peer Protocol. The overview and details of protocols are provided in Chapters 4.2
and 4.3.

4.2 Arbiter Protocol

To prevent fs Byzantine relays from controlling the circuit breaker, we need the
circuit breaker to act only if fs + 1 relays issue the same action at about the same
time. Thus, the total number of relays required to tolerate fs Byzantine relays will
minimally be 2fs+1. However, we need to support the diversity of attack surface and
proactive recovery [22] . Therefore, to support ks simultaneous relays going through
proactive recovery, a total of 2fs + ks + 1 relays are needed [57].

A simplistic solution could be to just have each relay node sign an action (i.e.,
trip or close) and send the action to the breaker node. Suppose the breaker node
receives verified messages from fs + 1 distinct relays with the same action and acts
on it. In that case, an adversary that recorded these messages could replay them to
change the breaker state in the future. Hence, we need to verify the freshness of relay
messages. One way to ensure the freshness of the messages is to have the breaker
node issue a nonce that is valid for a short time period. The relay nodes would then
include this nonce along with the action in their signed message, and the breaker
node would verify the freshness of the nonce when counting the fs + 1 messages. In
such a solution, the breaker node could issue nonces periodically or on-demand by
relay nodes. Both of these approaches incur additional costs compared to simply
generating a signed message with no nonce. While the former needs the breaker node
to generate more messages periodically, the latter would add latency, requiring an
additional round before generating a signed message. Either case would render the
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breaker node logic more complex. Furthermore, scaling would pose a challenge since
these relay nodes can operate more than one circuit breaker. It would result in either
additional messages or added latency, each of which is undesirable.

Fortunately, we can eliminate the need for an explicit nonce generation. In our
Arbiter Protocol , we use the current time as part of the signed message sent by the
relay node. The breaker node will verify freshness by ensuring the message is within a
short period from its current clock time. The substation standards require time syn-
chronization between substation components to be in the order of sub-microsecond.
While we do not need such fine-grain synchronization, we still need to ensure the
responsiveness to within the quarter cycle (4.167ms). Therefore, we chose our fresh-
ness period to be one millisecond, which is three orders of magnitude coarser than
the substation requirements (hence adds a very weak assumption) but still allows our
solution to meet the quarter cycle guarantee without the overhead associated with
the explicit nonce techniques.

4.2.1 Protocol Description

Let the breaker be closed. Upon detection of a risky situation, a correct relay
issues a trip message. The connected Trip Master (in the relay node) receives this
trip action, generates a signed trip message with its local time, and sends it to the
breaker node. The breaker node verifies signature and freshness (i.e., the time in the
message is within one millisecond of its current time). Upon receipt of f + 1 distinct
fresh relay node trip messages, the breaker node trips the circuit breaker. After the
circuit breaker trips, the breaker node multicasts the trip acknowledgment to the
relay nodes.

Relay nodes continue to generate fresh signed trip messages (with updated time)
every one millisecond as long as their relay remains in a trip state and they have not
received the trip acknowledgment message.

When the risky situation is resolved, a correct relay issues a close message. The
corresponding relay node generates a signed close message with its local time and
sends it to the breaker node. Similar to the tripping logic above, upon receiving
fresh close messages from fs + 1 distinct relay nodes, the breaker node closes the
circuit breaker. After the circuit breaker closes, the breaker node multicasts the close
acknowledgment to the relay nodes.

Relay nodes continue to generate fresh signed close messages (with updated time)
every one millisecond as long as their relay remains in a close state and they have not
received the close acknowledgment message.

As described above, the breaker node in the Arbiter Protocol is complex with
sophisticated logic. This increases attack surface across the substation and presents
integration challenges as the system scales. In Section 4.3 we present the Peer Protocol
addressing these important concerns.
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4.3 Peer Protocol

In order to facilitate seamless integration while reducing the attack surface of the
breaker node (which is a single point of failure), the breaker node should not have
a role beyond authenticating the action message and executing the action. This can
be achieved by moving the logic of the breaker node in the Arbiter Protocol into a
distributed Byzantine resilient protocol in the Trip Master. This protocol coordinates
the relay nodes and uses threshold signatures to ensure the support of fs + 1 relay
nodes. With this support, relay nodes can generate a single threshold-signed action
message to the breaker node. We present the details of this Peer Protocol below.

4.3.1 Architecture Abstraction through Threshold

Cryptography and Time Discretization

The relay nodes make use of a threshold signature scheme. At a high level, an
(fs + 1, Ns) threshold signature scheme creates a public key and a signing key, just
like a typical signature scheme. However, Ns parties split the signing key, and fs + 1
of these parties need to collaborate to create a signature. Most threshold signature
schemes (including the one used in this protocol) use a two-step process to create
these signatures. First, each party can create partial signatures on the same message
(generating shares). Second, if any distinct set of at least fs + 1 of these valid
shares exists on the same message, we can form the threshold signature by combining
them. The main challenge with this process is that shares should be generated on
the exact same message. One way to do this would be to have relay nodes agree
on a message. However, this additional coordination would require at least an extra
round of communication, which is prohibitively expensive given the stringent latency
requirement.

To reduce latency, our solution is to have the relays independently generate shares
on the same message without coordination. This means that only one round of
communication is needed to collect the shares and generate a threshold-signed message
for the breaker node. However, this message still needs to carry a nonce (like time
in the Arbiter Protocol above) that can prove freshness. The raw local time can not
be used as a nonce to create the same message on different relay nodes as the local
times of the relay nodes would vary and messages would not be identical. Instead, we
can discretize time to closest millisecond and use the discretized time as the nonce,
henceforth called the Discretized Time Stamp (DTS).

Given our assumption that the nodes are synchronized to within 1ms of each
other, two messages created at the same time on different nodes will always have the
same or consecutive DTS. To see why these can be consecutive, we define a DTS
interval as the set of times that discretize to the same DTS. The difference in time
synchronization can cause one node’s local time to be in one DTS interval, and the
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other node’s local time to be in the next DTS interval. In fact, any arbitrarily small
synchronization difference can cause this, if the local times are close enough to the
endpoints of the intervals.

Now, let us describe how the DTSs are used in the protocol. If a relay node
decides on an action, it will generate a share with the action and the current DTS.
Relay nodes exchange these shares, and if there are valid shares on the same message
(i.e., the same action and same DTS) from fs + 1 relay nodes, they will generate a
threshold signature message and send it to the circuit breaker node. Upon receiving
the threshold signature message, the circuit breaker then verifies the signature and
checks freshness by comparing the DTS on the message to its local DTS.

However, when the DTS of two different relay nodes are different, the nodes would
not be able to combine their shares into a threshold signature. To address this, the
relay node generates two shares: one for the current DTS and one for the next DTS.
The relay node then sends both of these shares in the same message. Therefore, if
two correct relay nodes simultaneously decide on the same action, there will be at
least one share with the same DTS because of the clock synchronization assumption.
Therefore, only one round of communication between the relay nodes is needed to
threshold sign the action.

4.3.2 State Machine

The above description of the use of Threshold Cryptography and Discretized Time
Stamps covers how relay nodes act when they need to generate a threshold-signed
message (i.e., a trip or a close action). To completely specify the behavior of the
Peer Protocol , we construct a state machine that handles the messages from the
local relay, the other relay nodes, and the breaker node. This forms a single logical
real-time Byzantine-resilient relay node out of multiple intrusion-prone real-time relay
nodes.

For the ease of understanding, we describe the state machine in two steps: a
partial state machine in Fig. 4.2 and a complete state machine in Fig. 4.3. The
partial state machine presents the coordination algorithm during fault-free operation
while assuming all correct relays issue an action at the same time. The complete
state machine adds support for non-identical relays, benign and Byzantine faults,
and proactive recovery.

The system state for each relay node is defined based on the relay state (denoted
by r) and the breaker state (denoted by b). When the breaker node starts, it acquires
the circuit breaker state and notifies the relay nodes of that state. The relay node
updates its local relay state when the local relay (the one directly connected to that
node) issues an action. In every relay node, the relay state and the breaker state
each carry two essential pieces of information: the state (trip or close) and the DTS
of the event occurrence (denoted by r.t and b.t). For example, in Fig. 4.2, the Closed
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Figure 4.2: Peer Protocol partial state machine

state in the top left corner has a relay state close (i.e., the local relay issued a close
action), and the breaker state is close. Another example in Fig. 4.2, in Attempt Trip
state, the local relay issued a trip and the breaker is closed. Note, when a relay node
starts or recovers after proactive recovery, it acquires b and r, then uses their state
and DTS data to transition into appropriate state in the state machine and resumes
operation. However, to keep the state machine visualization simple, in Fig. 4.2 and
Fig. 4.3 we do not show recovery and transitions to appropriate state.

Let us assume that the relay node is in the Closed state (top left corner in Fig. 4.2).
If a correct local relay detects a risky situation, it will issue a local relay trip message
(r.t ≥ b.t). The relay node attempts to trip the breaker by generating and sending
a trip share message to the other relay nodes with current and next DTS shares. It
then transitions to the Attempt Trip state. While in that state, it receives shares
from other relay nodes and keeps generating trip shares every DTS interval. Upon
successfully combining shares and generating a valid threshold-signed trip message,
the relay node sends that message to the breaker node and transitions to the Tripped
state.

In the Tripped state, the relay node periodically sends the threshold-signed trip
message to the breaker node until it receives a valid trip acknowledgment signed by
the breaker node. A relay node will remain in the Attempt Trip state until either it
can generate a valid threshold-signed trip message (by combining other relays shares)
or until it receives a valid trip acknowledgment message from the circuit breaker node.
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Figure 4.3: Peer Protocol full state machine
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The Regular Trip Path in Fig. 4.2 marks this path where relay nodes coordinate to
trip a closed breaker.

A similar flow occurs when closing the breaker after the risky situation is resolved.
A relay node in the Tripped state receives a close message (r.t ≥ b.t) from its local
relay. The relay node then attempts to close the breaker by generating and sending
a close share message to the other relay nodes, with current and next DTS shares.
It then transitions to Attempt Close state. While in that state, it receives shares
from other relay nodes and keeps generating close shares every DTS interval. Upon
successfully combining shares, generating a valid threshold-signed close message, the
relay node sends that message to the breaker node and transitions to the Closed state.

In the Closed state, the relay node periodically sends the threshold-signed close
message to the breaker node until it receives a valid close acknowledgment signed by
the breaker node. A relay node will remain in the Attempt Close state until either it
can generate a valid threshold-signed close message (by combining other relays shares)
or until it receives a valid close acknowledgment message from the breaker node. The
Regular Close Path in Fig. 4.2 marks this path where relay nodes coordinate to close
a tripped breaker.

Unfortunately, relays may not be identical, i.e., correct relays may not trip or close
simultaneously (at the exact same time) due to relay diversity (different manufacturers
or versions). The partial state machine (Fig. 4.2) does not support a correct relay
node that might trip or close relatively slower than other correct relay nodes. For
example, let us assume all correct relay nodes are in Closed State and two relay
nodes are fast and use the Regular Trip Path to transition from the Closed to the
Tripped state. Another correct but slightly slower relay node remains in the Closed
state (has not yet received a trip message from its local relay) but then receives a
valid signed trip acknowledgement. It cannot follow the Regular Trip Path. Hence,
to support non-identical relays, we add two wait states (Wait Trip and Wait Close),
the shaded states in the complete state machine (Fig. 4.3). The relay nodes wait in
these states for their local relay to catch up to their faster peers. In our example, the
relay node can transition from the Closed state to the Wait Trip state. If the local
relay is correct, it will eventually issue a local relay trip message and the relay node
will transition from the Wait Trip state to the Tripped state. Similarly, a correct but
slower relay node in the Tripped state can move to the Wait Close state on receiving
a valid close acknowledgment before receiving its local relay close message. When
its local relay issues a close message, the relay node transitions from the Wait Close
state to the Closed state.

Furthermore, as discussed in the threat model above, in addition to a relay being
delayed, it may fail and be unresponsive. For example, consider the scenario where
Relay Node 1 is in the Closed state, and its local relay stops issuing any messages.
There is a risky situation in which two other relay nodes (say Relay Node 2 and
Relay Node 3) decide to trip and transition along the Regular Trip Path. Relay Node
1 will receive a valid trip acknowledgment message from the breaker node and will
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transition to the Wait Trip state. When the risky situation is resolved, the other
tripped relay nodes close the breaker, transitioning along the Regular Close Path.
Upon receiving a valid close acknowledgment message, Relay Node 1 transitions from
the Wait Trip to the Closed state. Until the local relay node resumes operation, the
relay node toggles between Closed and Wait Trip states or Tripped and Wait Close
states. Thus, the state machine addresses benign local relay faults.

Finally, a relay node under the control of an intruder can behave arbitrarily, i.e.,
exhibit Byzantine faults. For example, it can trip unnecessarily or not trip when
needed. The Byzantine relay node can generate its own shares but cannot generate
the threshold-signed trip message by itself (fs+1 valid shares are needed to generate
the threshold-signed message). Hence, it cannot unilaterally trip the closed breaker
or close the tripped breaker. The formal guarantees are elaborated in the proof sketch
subsection.

4.4 Diversity and Proactive Recovery

In addition to the exact real-time latency requirement, a solution has to support
a long system lifetime with continuous availability. The Byzantine resilient protocol
can guarantee correctness as long as the compromised relay nodes do not exceed the
design threshold of fs. To enable the system to continue to work correctly as long as
no more than a certain fraction of the relay nodes are compromised, we adapt from
existing works the techniques of diversity and proactive recovery [17, 74]. Proactive
Recovery entails forcefully restarting the relay node from a clean state, diversifying
its attack surface, and refreshing cryptographic keys, before resuming operation.

A diverse attack surface in our setup requires diverse relay nodes, meaning both
the protective relays and the harness need to be diverse. To accomplish that, we
diversify the harness using standard approaches such as automatic software diver-
sity at either compilation or run time [14–16]. Other useful techniques in that space
include operating system diversity [13] and (the more expensive) N-version program-
ming [11, 12]. A good approach to achieve attack surface diversity for the protective
relays may be to procure them from different manufacturers (e.g. GE, Siemens,
Hitachi Energy). Alternatively, the aforementioned diversity techniques could be
employed for protective relays from the same manufacturer.

To maintain availability in the presence of both fs intrusions and ks relay nodes
undergoing proactive recovery simultaneously, a BFT SMR-based solution requires
3fs+2ks+1 total nodes, out of which 2fs+ks+1 nodes are needed to make progress.
In contrast, both Peer Protocol and our Arbiter Protocol support proactive recovery
with only 2fs+ ks+1 total nodes, out of which only fs+1 nodes are needed to make
progress i.e., issue valid action command [22], [57].

Since we don’t require update history like in BFT SMR, proactive recovery is ex-
pedited. Typically, a relay node undergoing proactive recovery can start participating
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in the protocol within seconds.

4.5 Guarantees and Correctness Proof

Our system has a total of Ns relay nodes. It can withstand up to fs Byzantine
faulty relay nodes and ks relay nodes undergoing proactive recovery simultaneously.

Recalling definitions of correct relay and correct relay node and service properties
from Chapter 3:

Definition 1. A correct relay performs as follows:
- If the grid state necessitates a protective action to protect grid assets, i.e., the grid

state breaches the safety threshold, a correct relay must issue the required protective
action within a quarter of a cycle (the detection quarter).

- If a correct relay issues a protective action, then within the last quarter of a
cycle (the detection quarter), that relay measured the grid state breaching the safe
envelope.

Definition 2. A correct relay node consists of a correct relay and a correct harness.
A correct harness executes protocol specifications faithfully and in a timely manner,
ensuring adherence to the reaction quarter requirement.

The system guarantees the following:

• Substation Safety: If a valid protective operation is executed by the breaker
node, then at least one correct relay node issued that action within the last
reaction quarter.

• Substation Real-time Reaction: If the grid state necessitates a protective
action due to an event, that action will be issued for that event’s reaction
quarter.

We can fully prove Safety, and for real-time reaction, we can fully prove the
issuance of required protective action by relay nodes for that event. We demonstrate
by rigorous evaluation through benchmarks in Chapter 4.6 the extent to which the
real-time latency requirement is met under different operating conditions in different
relevant environments.

4.5.1 Arbiter Protocol

Proof for Substation Safety: In the Arbiter protocol, the breaker node issues a
protective action to the circuit breaker only if it receives valid, fresh protective action
messages from fs+1 distinct relay nodes, each containing the same action and a time
within one millisecond of the breaker node’s local time. By the assumption of our
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threat model, at most fs relay nodes can be Byzantine faulty. Therefore, among the
fs + 1 valid and fresh messages, at least one must come from a correct relay node.

The time in the correct relay node’s message is within one millisecond of the
breaker node’s local time. By the clock synchronization assumption, the correct relay
node issued that message within one millisecond of breaker node’s local time. Hence,
the correct relay node issued the protective action within the last reaction quarter.

Proof for Substation Real-time Reaction: In the Arbiter Protocol, issuing
the required protective action for the event’s reaction quarter means fs + 1 distinct
relay nodes issue valid messages with that protective action for that event’s reaction
quarter.

We assume that the maximum number of relay nodes that may either be Byzantine
faulty or undergoing proactive recovery simultaneously is fs + ks. Therefore, the
minimum number of remaining correct relay nodes is: total relay nodes (2fs+ks+1)
- maximum possible Byzantine relay nodes (fs) - maximum possible relay nodes under
proactive recovery (ks) = minimum remaining correct relay nodes (fs + 1).

The correct relays of these fs + 1 correct relay nodes will issue the required pro-
tective action within the detection quarter for an event. Upon receiving this correct
relay message, the correct harnesses execute the protocol faithfully and in a timely
manner. Hence, they will generate and issue a valid, fresh required protective action
message for the event’s reaction quarter.

Meeting the Real-time Reaction Deadline: The above proof proves that the
protection action will be issued for that event. As the system is not synchronous
or weakly synchronous, meeting a real-time deadline cannot be proven analytically.
Instead, we demonstrate by rigorous evaluation through benchmarks in Chapter 4.6
that the Arbiter Protocol meets the real-time latency requirement (i.e., the breaker
node receives and accepts the valid protective action messages from fs + 1 distinct
relay nodes within the reaction quarter) under all operation conditions in all relevant
environments.

4.5.2 Peer Protocol

Proof for Substation Safety: In the Peer protocol, the breaker node issues
a protective action to the circuit breaker only if it receives a valid threshold signed
protective action message with a timestamp within one millisecond of the breaker
node’s timestamp. In our threshold-signature scheme, the threshold is fs +1, i.e., we
need valid shares with same action and timestamp from fs + 1 distinct relay nodes
to generate a valid threshold signed protective action message. By the assumption of
our threat model, at most fs relay nodes can be Byzantine faulty. Therefore, there
is a valid share from at least one correct relay node in the fs + 1 shares that were
combined to generate the valid threshold-signed protective action message.
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The timestamp in the correct relay node’s share is within one millisecond of the
breaker node’s local timestamp. By the clock synchronization assumption, the correct
relay node issued that share within one millisecond of breaker node’s local timestamp.
Hence, the correct relay node issued the protective action within the last reaction
quarter.

Proof for Substation Real-time Reaction: In the Peer protocol, issuing the
required protective action for the event’s reaction quarter means that a correct relay
node issues a valid threshold-signed message with that protective action for that
event’s reaction quarter.

In our threshold-signature scheme, the threshold is fs+1, i.e., we need valid shares
with the same action and timestamp from fs+1 distinct relay nodes to generate a valid
threshold-signed protective action message. We assume that the maximum number
of relay nodes that may either be Byzantine faulty or undergoing proactive recovery
simultaneously is fs + ks. Therefore, the minimum number of remaining correct
relay nodes are: total relay nodes (2fs + ks + 1) - maximum possible Byzantine relay
nodes (fs) - maximum possible relay nodes under proactive recovery (ks) = minimum
remaining correct relay nodes (fs + 1), meeting the required threshold for generating
valid threshold-signed message.

The correct relays of these fs+1 correct relay nodes will issue the required protec-
tive action within the detection quarter for an event. Upon receiving this correct relay
message, the correct harness executes the protocol faithfully and in a timely manner.
Hence, they will generate shares, combine them and issue a valid threshold-signed
message with the required protective action for the event’s reaction quarter.

Meeting the Real-time Reaction Deadline: The above proof proves that the
protection action will be issued for that event. As the system is not synchronous
or weakly synchronous, meeting a real-time deadline cannot be proven analytically.
Instead, we demonstrate by rigorous evaluation through benchmarks in Chapter 4.6
the extent to which the Peer Protocol meets the real-time latency requirement (i.e.,
the breaker node receives and accepts the valid threshold-signed protective action
message within the reaction quarter) under different operating conditions in different
relevant environments.

4.6 Evaluation

In this section, we present detailed performance benchmarks for system with the
Arbiter Protocol (Chapter 4.2) and Peer Protocol (Chapter 4.3) demonstrating empir-
ically the extent that they meet the strict real-time requirement. These benchmarks
are conducted in multiple testbeds over a range of fault-free and faulty operating
conditions and demonstrate the advantages and the tradeoffs of the protocols.

Performance Benchmarks Testbeds: We evaluate the system across four

41



CHAPTER 4. REAL-TIME BYZANTINE RESILIENCE FOR THE
SUBSTATION

testbeds, each chosen to represent different segments of the grid computing land-
scape. These testbeds reflect not only the current state of technology but also future
trends in grid deployment environments. Below, we discuss the rationale behind each
testbed selection and its relevance.

Low Performance Servers Testbed: This testbed is representative of the types of
machines commonly found in current power grids, where hardware often lags behind
the latest advancements. It is critical for assessing system performance in environ-
ments with resource-constrained legacy machines, which will remain in operation for
the near term. By evaluating performance on these machines, we ensure compatibility
with existing grid compute and demonstrate the system’s ability to operate efficiently
on lower-performance hardware, a scenario typical in real-world deployments.

The machines in this testbed are four core Intel(R) Xeon(R) E3-1271 CPU @
3.60GHz with 16GB RAM running CentOS 8, and with 1Gbps network connections.
This is the weakest of the three testbeds.

Modern Industrial NUCs Testbed: It is representative of newer, grid-ready ma-
chines based on Industrial NUCs. These devices are rugged, highly energy-efficient,
compact, which can be used for immediate new grid deployment. By evaluating per-
formance on these machines, we ensure compatibility with current-generation hard-
ware that is poised to be deployed into grid now or within the next few years.

The machines in this testbed are six core Intel i7 NUCs @ 4.0GHz with 16GB
RAM running CentOS 8, and with 1Gbps network connections.

Modern Low Cost Data Center Servers Testbed: Featuring the most powerful
and scalable systems among the testbeds, this testbed includes contemporary low-
cost data center servers capable of handling large-scale, high-performance computing
tasks. While these systems cannot be deployed immediately, they represent the future
direction of grid-based computing. This testbed allows us to explore the system’s
performance in a scenario where more powerful machines are available to meet the
increasing computational demands of future grid infrastructures.

The machines in this testbed are four core Intel(R) Xeon(R) E-2274G CPU @
4.00GHz with 16GB RAM running Alma Linux 9 , and with 1Gbps network connec-
tions. This is the strongest of the three testbeds.

Real-time Kernel Testbed: Given that low-performance servers are expected to
dominate both current and near-future grid infrastructures, and considering their
widespread use in power grid deployments, we explore an option that could enhance
performance on the testbed: the use of a real-time kernel.

By evaluating the system’s performance across multiple testbeds, from Low Per-
formance Servers to high-performance data center hardware (Modern Low-Cost Data
Center Servers), we assess its effectiveness across a spectrum of computing environ-
ments. This approach ensures our findings are relevant not only to current state-
of-the-art systems but also to emerging technologies, particularly in the context of
power grids. The performance benchmarks provide valuable insights into how the
system can operate efficiently across different generations of hardware, anticipating
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both current capabilities and future trends. As grid infrastructures evolve and more
advanced hardware becomes available, our results will remain applicable, guiding the
development and deployment of systems in an increasingly complex grid technological
landscape.

Performance Benchmarks Setup: In all test beds we emulate relays with a
process that sends GOOSE (action) messages according to the IEC61850 standard.
This relay emulator runs on each relay node, alongside the Relay Proxy and Trip Mas-
ter processes, and publishes GOOSE messages based on Sampled Values. To emulate
these Sampled Values, another machine sends a standard IP multicast messages to all
the relay nodes, which then triggers a trip or close GOOSE action on the respective
relay emulators.

The system consists of four relay nodes and therefore can simultaneously tolerate
up to one faulty relay node (fail-stop or Byzantine fault) and up to one additional relay
node undergoing proactive recovery. The end-to-end latency is measured, starting
when a Sampled Value is multicast and ending when the circuit breaker changes its
state. The Sampled Values are multicast from the same machine running the circuit
breaker node so that the clock readings are done using the same local clock. Each
benchmark includes one million end-to-end measurements of the trip and the close
actions, conducted over a period of about 24 hours.

Performance Benchmarks Scenarios: We evaluate the performance of the
system in all five possible operational conditions, presented below:

Normal or Fault-Free: all four relay nodes are working correctly.
Fail-Stop Fault : one of the relay nodes is unavailable due to a fail-stop fault. Note

that this situation is identical to having one of the relay nodes undergoing proactive
recovery.

Fail-Stop Fault with Proactive Recovery : one of the relay nodes is unavailable
due to a fail-stop fault while simultaneously, an additional relay node is undergoing
proactive recovery. Effectively, only two correct relay nodes are available.

Byzantine Fault : one of the relay nodes is under the control of a sophisticated
attacker. We programmed such a node to perform two simultaneous attacks for each
action. First, the Byzantine relay node sends a corrupt share that will result in
an unsuccessful combination, costing the system precious time and computational
resources of the relay nodes. Second, the Byzantine relay node performs a short
intermittent denial of service attack on the other relay nodes to consume their network
and computational resources further. Note that the chapter 3 discusses why sustained
resource consumption attacks are excluded.

Byzantine Fault with Proactive Recovery : one of the relay nodes exhibits the
Byzantine Fault condition described above, and simultaneously, an additional relay
node is undergoing proactive recovery. Effectively, only two correct relay nodes are
available, while another compromised node attacks the system.

Note that in reality, our relay nodes complete proactive recovery and resume
correct operation in a short period of time. However, we conduct the benchmarks
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involving proactive recovery without rejuvenating the relay node. In essence, these
benchmarks are in the worst case scenario, where only two correct relay nodes are
available, over all one million actions throughout the 24 hours. We refer to this
situation as non-optionality.

Under non-optionality, meeting the latency requirement is particularly tough.
With only two nodes, a random delay on either (e.g., from network delays, kernel
scheduling, or even effects of a Byzantine node’s actions) would be reflected in the
end-to-end latency. Compare this situation to one in which three nodes are available.
In such a case, delays would have to occur on two of the three nodes independently
and at the same time in order to be reflected in the final latency. If only one node
is delayed, the other two nodes would still be able to complete the action in a timely
manner.

4.6.1 Low Performance Servers Testbed Evalua-

tion

Table 4.1: Performance of the Arbiter Protocol and Peer Protocol under different
operating conditions with four relay nodes (f = 1, k = 1) in Low Performance Servers
Testbed

Arbiter Protocol (microseconds) Peer Protocol (microseconds)
Operating Condition Minimum Average Maximum Minimum Average Maximum
Fault-Free (Normal) 351 613 1718 1723 2187 3323
Fail-Stop Fault or Proactive Recovery 351 628 2441 1871 2260 3326
Fail-Stop Fault and Proactive Recovery 450 623 2675 1912 2328 7617 (8∗)
Byzantine Fault 402 639 2770 1737 2227 3785
Byzantine Fault and Proactive Recovery 421 637 2597 1867 2313 7699 (6∗)

∗ The count of actions that crossed 4.167 milliseconds (out of 1 million total actions)

Table 4.1 reports the latency statistics: minimum, maximum, and average—across
various operating conditions for both protocols. Additionally, detailed scatter plots
are provided for notable benchmarks, illustrating one million actions (Figs. 4.4a -
4.7b). These plots allow for a visual comparison between protocols and reveal the
impacts of faults and proactive recovery.

An immediate observation, as marked in the table 4.1, is both the Arbiter Proto-
col and the Peer Protocol meet the real time latency requirement during the Fault-
Free operating condition (Fig. 4.4a and Fig. 4.4b respectively). Comparing average
latencies between the protocols, the Peer Protocol averages approximately 1500 mi-
croseconds longer. This is the price associated with threshold cryptography we pay
for its advantages: the reduced attack surface for the circuit breaker and seamless
integration with the substation.
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(a) Low Performance Servers Testbed Arbiter Protocol - Fault-Free

(b) Low Performance Servers Testbed Peer Protocol - Fault-Free

Figure 4.4: Low Performance Servers Testbed Fault-Free operating condition per-
formance evaluation with million actions
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(a) Low Performance Servers Testbed Peer Protocol - Fail-Stop Fault

(b) Low Performance Servers Testbed Peer Protocol - Byzantine Fault

Figure 4.5: Low Performance Servers Testbed Peer Protocol Fail-Stop and Byzan-
tine fault operating condition performance evaluation with million actions
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(a) Low Performance Servers Testbed Arbiter Protocol - Fail-Stop Fault and Proactive
Recovery

(b) Low Performance Servers Testbed Peer Protocol - Fail-Stop Fault and Proactive Re-
covery

Figure 4.6: Low Performance Servers Testbed Fail-Stop fault with proactive recovery
operating condition performance evaluation with million actions
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(a) Low Performance Servers Testbed Arbiter Protocol - Byzantine Fault and Proactive
Recovery

(b) Low Performance Servers Testbed Peer Protocol - Byzantine Fault and Proactive Re-
covery

Figure 4.7: Low Performance Servers Testbed Byzantine fault with proactive recov-
ery operating condition performance evaluation with million actions

48



CHAPTER 4. REAL-TIME BYZANTINE RESILIENCE FOR THE
SUBSTATION

Under Fail-Stop Fault (or Proactive Recovery) and Byzantine fault conditions,
Table 4.1 illustrates the effects of losing a correct relay node or the presence of a
Byzantine relay node. Specifically, these conditions lead to increased latency and a
slight rise in variance. Despite these impacts, both protocols continue to satisfy the
real-time latency requirements in these scenarios.

The most notable observation in this testbed concerns the impact of non-optionality
operating conditions. This effect is evident when comparing the Fail-Stop (alone)
Fault condition to the Fail-Stop Fault with Proactive Recovery condition, and sim-
ilarly, the Byzantine Fault (alone) condition to the Byzantine Fault with Proactive
Recovery condition. While non-optionality does not have a significant impact on the
average case as seen in Table 4.1, it has a significant impact on the worst cases,
as seen by the outliers (including those that do not cross the latency requirement)
(Figs. 4.6a, 4.6b, 4.7a, 4.7b).

In the non-optionality conditions, the Arbiter Protocol meets the real time latency
requirements in all cases (Figs. 4.6a, 4.7a), while the Peer Protocol meets it with
a few exceptions: 8 actions out of one million in the Fail-Stop Fault with Proactive
Recovery condition (Fig. 4.6b) and 6 actions out of one million in the Byzantine Fault
with Proactive Recovery condition (Fig. 4.7b) violate the requirement.

It should be noted that non-optionality is typically short-lived in practice, as nodes
undergoing proactive recovery rejoin the protocol within seconds. Despite occasional
lapses, the Peer Protocol maintains better than five nines dependability (99.999%)
even under the worst case conditions. However, the rare exceptions observed under
non-optionality conditions still highlight the inherent risks on this testbed.

4.6.2 Modern Industrial NUCs Testbed Evalua-

tions

Table 4.2: Performance of the Arbiter Protocol and Peer Protocol under different
operating conditions with four relay nodes (f = 1, k = 1) in Modern Industrial NUCs
Testbed

Arbiter Protocol (microseconds) Peer Protocol (microseconds)
Operating Condition Minimum Average Maximum Minimum Average Maximum
Fault-Free (Normal) 556 794 1665 1604 2048 2789
Fail-Stop Fault or Proactive Recovery 584 844 2104 1604 2132 3135
Fail-Stop Fault and Proactive Recovery 593 858 2887 1595 2167 5025 ( 4∗)
Byzantine Fault 564 887 2691 1716 2268 3253
Byzantine Fault and Proactive Recovery 577 904 2879 1733 2261 5028 ( 2∗)

∗ The count of actions that crossed 4.167 milliseconds (out of 1 million total actions)

Table 4.2 reports the minimum, maximum and average of the latency distribution
under each possible operating condition for both the protocols. For several of the
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(a) Modern Industrial NUCs Testbed Arbiter protocol - Fault-Free

(b) Modern Industrial NUCs Testbed Peer Protocol - Fault-Free

Figure 4.8: Modern Industrial NUCs Testbed Fault-Free operating condition per-
formance evaluation with million actions
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(a) Modern Industrial NUCs Testbed Peer Protocol - Fail-Stop Fault

(b) Modern Industrial NUCs Testbed Peer Protocol - Byzantine Fault

Figure 4.9: Modern Industrial NUCs Testbed Peer Protocol Fail-Stop and Byzantine
fault operating condition performance evaluation with million actions
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(a) Modern Industrial NUCs Testbed Arbiter Protocol - Fail-Stop Fault and Proactive
Recovery

(b) Modern Industrial NUCs Testbed Peer Protocol - Fail-Stop Fault and Proactive Re-
covery

Figure 4.10: Modern Industrial NUCs Testbed Fail-Stop fault with proactive recov-
ery operating condition performance evaluation with million actions
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(a) Modern Industrial NUCs Testbed Arbiter Protocol - Byzantine Fault and Proactive
Recovery

(b) Modern Industrial NUCs Testbed Peer Protocol - Byzantine Fault and Proactive Re-
covery

Figure 4.11: Modern Industrial NUCs Testbed Byzantine fault with proactive re-
covery operating condition performance evaluation with million actions
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notable benchmarks, we also present detailed scatter plots for the one million actions
(Figs. 4.8a - 4.11b). By comparing these plots, we can visualize the differences between
the protocols and the effects of Byzantine faults and proactive recovery.

An immediate observation, as marked in the table, is both the Arbiter Protocol
and the Peer Protocol meet the real time latency requirement during the Fault-Free
operating condition (Fig. 4.8a and Fig. 4.8b respectively). When comparing the
average latencies for the two protocols in the table, the Peer Protocol takes on average
about 1300 microseconds longer. As previously noted (in Low Performance Servers
Testbed evaluations), this is the price we pay for its advantages: the reduced attack
surface for the circuit breaker and seamless integration with the substation.

In Fail-Stop Fault or Proactive Recovery operation conditions, the table shows
that losing a single correct relay node shifts the distribution of latencies higher, with
an average increase of about 50 microseconds for Arbiter Protocol and about 80
microseconds for Peer Protocol . However, both the protocols meet the real time
latency requirement.

Another observation comes from comparing the Fail-Stop condition to the Byzan-
tine Fault condition, as it quantifies the effect of an active intruder: the average
latency increases by 50 microseconds for the Arbiter Protocol and 140 microseconds
in case of the Peer Protocol , in addition to slight increase in variance. The impact of
two factors—the cost of losing a single correct relay node and the effects of a Byzan-
tine node—can be viewed as components that sum to the total difference in latency
between the normal case and Byzantine fault (about 100 microsecond for the Arbiter
Protocol and 220 microseconds for the Peer Protocol ).

An interesting observation is the effect of non-optionality on both protocols. This
effect is observed by comparing the Fail-Stop Fault condition to the Fail-Stop Fault
with Proactive Recovery condition, and similarly, the Byzantine Fault condition to the
Byzantine Fault with Proactive Recovery condition. While non-optionality does not
have a significant impact on the average case as seen in Table 4.2, it has a significant
impact on the worst cases, as seen by the outliers (including those that do not cross
the latency requirement) (Figs. 4.10a, 4.10b, 4.11a, 4.11b).

In the non-optionality conditions, the Arbiter Protocol meets the real time latency
requirements in all cases (Figs. 4.10a, 4.11a), while the Peer Protocol meets it with
a few exceptions: 4 actions out of one million in the Fail-Stop Fault with Proactive
Recovery condition (Fig. 4.10b) and 2 actions out of one million in the Byzantine
Fault with Proactive Recovery condition (Fig. 4.11b) violate the requirement. That
the Fail-Stop Fault with Proactive Recovery condition has more exceptions is simply
due to random chance, as the non-optionality is the critical factor for the worst case
latencies, while the Byzantine behavior mainly impacts the average latency.

We reiterate that non-optionality in practice is typically transient, as a node
undergoing proactive recovery reintegrates into the protocol within a few seconds.
Despite its limitations, the Peer Protocol demonstrates an impressive dependability
of over 99.999% (five nines) even under these challenging conditions.

54



CHAPTER 4. REAL-TIME BYZANTINE RESILIENCE FOR THE
SUBSTATION

A critical observation is that by utilizing more powerful machines, we can reduce
the outliers. However, even with fewer exceptions observed (compared to the low-
performance server testbed), the remaining outliers still underscore the residual risks
associated with exceptions.

4.6.3 Modern Low Cost Data Center Servers

Testbed Evaluations

Table 4.3: Performance of the Arbiter Protocol and Peer Protocol under different
operating conditions with four relay nodes (f = 1, k = 1) in Modern Low Cost Data
Center Servers Testbed

Arbiter Protocol (microseconds) Peer Protocol (microseconds)
Operating Condition Minimum Average Maximum Minimum Average Maximum
Fault-Free (Normal) 320 462 682 1124 1395 1790
Fail-Stop Fault or Proactive Recovery 324 461 714 1125 1398 1857
Fail-Stop Fault and Proactive Recovery 323 478 1277 1140 1422 2926
Byzantine Fault 298 461 678 1133 1403 1833
Byzantine Fault and Proactive Recovery 317 463 669 1143 1436 1978

Both the Arbiter and Peer protocols successfully met the quarter-power cycle
requirement under all operating conditions. This achievement can be attributed to the
servers’ enhanced processing power, which leads to lower latency. As a result, average
latency remains consistently similar across all operating conditions, even under the
most challenging non-optionality scenarios. Although maximum latency does show
a slight increase in non-optionality conditions, it still remains significantly below the
quarter-power cycle requirement.

However, given the physical operating conditions of the power domain, where
substations can be unmanned and exposed to environmental factors, it might not
be feasible to deploy the modern data center compute servers in field. Hence, it
becomes critical to explore other alternatives to meet the performance requirements.
Therefore, we investigate the real-time kernel option in our least powerful testbed
i.e., Low Performance Servers Testbed, with observations detailed in section 4.7.

4.7 Real-time Kernels in Support of Low-
cost Solutions

The performance evaluation results from Low Performance Servers Testbed (Ta-
ble 4.1) and Modern Industrial NUCs Testbed (Table 4.2) demonstrate that meeting
latency requirements under non-optionality is particularly tough. With only two
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(a) Modern Low Cost Data Center Servers Testbed Arbiter Protocol - Fault-Free

(b) Modern Low Cost Data Center Servers Testbed Peer Protocol - Fault-Free

Figure 4.12: Modern Low Cost Data Center Servers Testbed Fault-Free operating
condition performance evaluation with million actions
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(a) Modern Low Cost Data Center Servers Testbed Peer Protocol - Fail-Stop Fault

(b) Modern Low Cost Data Center Servers Testbed Peer Protocol - Byzantine Fault

Figure 4.13: Modern Low Cost Data Center Servers Testbed Peer Protocol Fail-
Stop and Byzantine fault operating condition performance evaluation with million
actions
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(a) Modern Low Cost Data Center Servers Testbed Arbiter Protocol - Fail-Stop Fault and
Proactive Recovery

(b) Modern Low Cost Data Center Servers Testbed Peer Protocol - Fail-Stop Fault and
Proactive Recovery

Figure 4.14: Modern Low Cost Data Center Servers Testbed Fail-Stop fault with
proactive recovery operating condition performance evaluation with million actions
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(a) Modern Low Cost Data Center Servers Testbed Arbiter Protocol - Byzantine Fault and
Proactive Recovery

(b) Modern Low Cost Data Center Servers Testbed Peer Protocol - Byzantine Fault and
Proactive Recovery

Figure 4.15: Modern Low Cost Data Center Servers Testbed Byzantine fault with
proactive recovery operating condition performance evaluation with million actions
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nodes available, a random delay on either node (e.g., from network delays, kernel
scheduling, or even effects of a Byzantine node’s actions) would be reflected in the
end-to-end latency. An option to solve this issue would be to invest and gain per-
formance as demonstrated in Modern Low Cost Data Center Servers Testbed 4.3.
Alternatively, we can also consider exploring specialized real-time hardware and/or
software. However, maintaining a COTS hardware and open-source software environ-
ment simplifies system management and maintenance [75,76]. Therefore, we explore
a different trade-off, evaluating whether the Linux real-time kernel option can achieve
the needed performance in the weakest testbed i.e., Low Performance Servers Testbed.

4.7.1 Evaluation with Real-time Linux kernel

Table 4.4: Performance of the Peer Protocol under different operating conditions
with four relay nodes (f = 1, k = 1) in Low Performance Servers Testbed with normal
and real-time kernels

Normal Kernel (microseconds) Real-Time Kernel (microseconds)
Operating Condition Minimum Average Maximum Minimum Average Maximum
Fault-Free (Normal) 1723 2187 3323 1637 1950 3596
Fail-Stop Fault or Proactive Recovery 1871 2260 3326 1608 1976 3726
Fail-Stop Fault and Proactive Recovery 1912 2328 7617 (8∗) 1750 2015 3996
Byzantine Fault 1737 2227 3785 1665 1984 4002
Byzantine Fault and Proactive Recovery 1867 2313 7699 (6∗) 1767 2019 4101

∗ The count of actions that crossed 4.167 milliseconds (out of 1 million total actions). Note: The normal kernal stats are same as in Table 4.1

Table 4.2 reports the minimum, average and maximum latency in microseconds for
all five operating conditions supported by the threat model for both the normal and
real-time kernels. Figures 4.17a, 4.17b, 4.18a and 4.18b focus on the most demanding
scenarios: Fail-Stop fault with simultaneous proactive recovery and Byzantine fault
with simultaneous proactive recovery.

The normal linux kernel is optimized for throughput and fair scheduling of tasks,
while the real-time kernel is optimized to maintain low latency, consistent response
time and determinism. These characteristics are particularly important in the con-
ditions with non-optionality where any random delay impacts the system perfor-
mance. Due to its features, in real-time kernel benchmarks, when we use high priority
and FIFO scheduling policy, all actions meet the 4.167ms requirement, and average
latency is reduced by about 300 microseconds across all operating conditions (Ta-
ble 4.4). These observations can also be immediately noted by comparing benchmark
plots of normal kernel to those of real-time kernel in the three operating conditions
shown: Fail-Stop fault (Figure 4.16a vs Figure 4.16b), Fail-Stop fault with simulta-
neous proactive recovery (Figure 4.17a vs Figure 4.17b), and Byzantine fault with
simultaneous proactive recovery (Figure 4.18a vs Figure 4.18b).
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(a) Low Performance Servers Testbed Normal Kernel: Fail-Stop Fault (same as Figure 4.5a)

(b) Low Performance Servers Testbed Real-Time Kernel: Fail-Stop Fault

Figure 4.16: Low Performance Servers Testbed normal and real-time kernels in
Fail-stop fault operating condition performance evaluations with million actions
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(a) Low Performance Servers Testbed Normal Kernel: Fail-Stop Fault with Proactive Re-
covery (same as Figure 4.6b)

(b) Low Performance Servers Testbed Real-Time Kernel: Fail-Stop Fault with Proactive
Recovery

Figure 4.17: Low Performance Servers Testbed normal and real-time kernels in
Fail-stop fault and proactive recovery operating condition performance evaluations
with million actions
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(a) Low Performance Servers Testbed Normal Kernel: Byzantine Fault with Proactive
Recovery (same as Figure 4.7b)

(b) Low Performance Servers Testbed Real-Time Kernel: Byzantine Fault with Proactive
Recovery

Figure 4.18: Low Performance Servers Testbed normal and real-time kernels in
Byzantine fault and proactive recovery operating condition performance evaluations
with million actions
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The determinism and latency stability of real-time kernel offers a new deployment
option for real-time Byzantine resilient critical infrastructure, enabling us to remain
in open-source realm and get the benefits of the Peer Protocol while meeting real-time
requirements even in the weakest Testbed.

4.8 Discussion and Analysis of System
Tradeoffs

We consider the four design challenges: meeting real-time latency requirement,
managing the economic cost, supporting continuous availability over a long system
lifetime, and allowing seamless substation integration.

Meeting Real-time Latency Requirement: We evaluated the system across
four testbeds, each chosen to represent different segments of the grid computing land-
scape. These testbeds reflect not only the current state of technology but also future
trends in grid deployment environments.

The Arbiter Protocol requires a single one-way communication from relay nodes to
the breaker node to achieve a coordinated action, providing Byzantine resilience with
the least latency. Arbiter Protocol consistently meets real-time latency requirements,
even in non-optionality conditions.

The Peer Protocol, which involves additional latency due to threshold cryptog-
raphy, generally meets latency requirements but experiences occasional lapses, espe-
cially in non-optionality conditions such as Fail-Stop Fault with Proactive Recovery
and Byzantine Fault with Proactive Recovery.

The low performance servers testbed representative of the compute power expected
to dominate current and near-future grid infrastructures has the weakest machines in
the evaluations. The Peer Protocol in this testbed exhibited the highest number of
latency exceptions under non-optionality conditions. However, it is important to reit-
erate that despite these exceptions, the testbed still maintained five-nines (99.999%)
reliability. As we moved to more powerful modern industrial NUCs, the number of
exceptions decreased, though they persisted. In contrast, both the Modern Low-cost
Data Center Servers testbed and the Real-Time Kernel testbed showed no exceptions
whatsoever. This suggests that exceptions can be effectively eliminated, and real-time
latency requirements can be met in all operating conditions by either deploying more
powerful compute resources or leveraging real-time kernels in less powerful machines.

Comparison with BFT SMR-based solutions: Any deployable BFT SMR
protocol would need at least one additional one-way exchange of messages during
Fault-Free operation for ordering (if not a full round), compared with the Peer Proto-
col. We can estimate that this additional one-way exchange would make the average
latency over 3ms, considering the one-way exchange in the Arbiter Protocol takes on
average about 1ms. Furthermore, for any leader-based protocol, a malicious leader
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could trigger a leader election at a critical time. The system would then need to detect
this failure and perform the leader change, further increasing the latency. Therefore,
we can conclude that a BFT SMR-based protocol is unlikely to provide the latency
requirement in the face of Byzantine faults, while using similar hardware, operating
system, and network.

Economic Cost: Both the Arbiter Protocol and Peer Protocol need 2f + k + 1
relay nodes to tolerate f Byzantine faults and k relays undergoing proactive recovery
simultaneously. Compared to the 3f + 2k + 1 relay nodes needed by any BFT SMR
protocol for the same guarantee, this is a significant reduction that translates directly
into cost savings. Given that relays are relatively expensive, this also makes our
architecture much more viable for deployment.

Continuous Availability with Long System Lifetime: All approaches sup-
port diversity and proactive recovery. Proactive recovery ensures that we can reclaim
relay nodes from an intruder after a successful intrusion, ensuring long system lifetime.

Seamless Substation Integration: The Arbiter Protocol, while optimal in
terms of latency, has a complex breaker node: any involved circuit breaker in the
substation needs to know the architecture of the relay nodes, their identities, and
threshold for action (fs + 1 out of 2fs + ks + 1). Additionally, this sophisticated
logic in breaker nodes increases the attack surface across the substation, making such
nodes more susceptible to intrusions and harder to harden. Any configuration changes
in the Byzantine resilient solution, such as the level of resilience associated with fs
and ks, or even a replacement of a relay node associated with a new id and keys,
would affect the configuration of any involved breaker node. This makes a seamless
deployment and scaling of the Arbiter Protocol much less feasible when compared to
the Peer Protocol.

Deployment Tradeoff: The Arbiter and Peer Protocols provide a deployment
tradeoff: While the Arbiter Protocol always meets the real-time requirement in all
situations, it presents a larger attack surface as well as added integration complexity.
The Peer Protocol significantly reduces the attack surface while providing seamless
integration into the substation, for the cost of a slight risk of not meeting the latency
requirement in the non-optionality edge cases which can be addressed by either invest-
ment into compute power or by using real-time Linux kernel. As both protocols are
implemented within the Byzantine-resilient architecture, the choice of which protocol
to use can be made at deployment.

4.9 Deployment and Purple Teaming

In the period August to November 2022, the system underwent a purple team
exercise conducted by a team of experienced hackers from Sandia National Labo-
ratories (SNL). This exercise, conducted at Pacific Northwest National Laboratory
(PNNL), aimed to assess and improve the system’s resilience against advanced cyber
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attacks. The attackers employed a combination of vulnerability research techniques
and the purple team approach, a collaborative penetration testing methodology where
attackers and defenders work together to uncover system strengths and weaknesses.

Purple Teaming: The expert hackers from SNL team proposed a purple team ap-
proach. Unlike traditional red and blue team exercises, where teams operate indepen-
dently and report findings separately, purple teaming is a collaborative approach in
cybersecurity where red teams (attackers) and blue teams (defenders) work together
to improve an system’s security posture. For this exercise, the blue team is us, the
system developers from Johns Hopkins University (JHU). Purple teaming facilitates
a continuous cycle of testing and improvement. The red team launches attacks, while
the blue team responds and strengthens defenses based on the findings. This iterative
process helps in rapidly identifying and addressing vulnerabilities.

System Setup: The system configuration for the exercise featured four relay nodes
(H1-RT to H4-RT ) interconnected according to the network diagram shown in Fig-
ure 4.19a. This setup included three physical hardware relays provided by Siemens,
GE, and Hitachi Energy (Figure 4.19b), along with a software relay (hosted on H4-RT)
. These relays played a pivotal role in the exercise by integrating with the Byzantine-
resilient system’s infrastructure to replicate realistic operational scenarios. The circuit
breaker is controlled through a IED (T-40 in the Figure 4.19a) with its proxy hosted
on H5-RT. A key component of the system is Opal RT, which generated Sampled
Values and monitored breaker state. The Virtual Machines (VMs) represent the en-
terprise network and hosted multiple Windows and Kali Linux machines. The Kali
Linux machines used by the SNL team to develop and launch attacks. Additionally,
we worked with SNL team to develop some attacks and integrated them into our
system.

Exercise: The primary focus of the exercise was to evaluate if the system’s
security goals could be compromised. To establish a baseline for normal system
behavior, the assessment team meticulously defined expected operational norms and
performed functionality testing. Deviations from this baseline during exercise would
be flagged as potential security vulnerabilities.

In total, over 140 tests were conducted by the SNL team. These tests include at-
tacks on the system from inside and outside the system. In the inside attack scenarios,
the SNL team is give complete root access to a relay node and launched attacks from
the node, representative of a compromise. They also attacked the system from outside
i.e., enterprise network and virtual machines. Attack scenarios included preventing
message processing, injecting malicious content, denial of service attacks, man-in-the-
middle attacks and attempting to gain control over critical system functions such as
breaker operations etc. Furthermore, the tests covered a range of scenarios including
network attacks, and testing the core Byzantine Fault Tolerance (BFT) algorithms
both within (f ≤ fs) and beyond standard operational conditions (f > fs). Tests
were performed across multiple protective relay vendors present at PNNL, including
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(a) PNNL Testbed set up for Red Team experiments

(b) PNNL Testbed with physical relays from Hitachi Energy (Left), GE (top-right) and
Siemens protection relays (bottom-right)
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an emulated version of the relays, which were later released as open-source with our
software. During the exercise the system operated correctly at the expected perfor-
mance levels.

In the early stages of functionality testing, the SNL team identified one minor issue
in the breaker proxy caused by a misalignment between design and implementation.
This discrepancy led to a race condition in the code. Once detected, we quickly
addressed the issue and deployed a patched version of the breaker proxy. Following
the fix, all subsequent red team tests were successfully withstood, with no further
issues arising. This experience highlights the advantages of a purple team approach
over traditional, time-limited red team exercises. While red team testing typically
focuses on a limited set of test cases within a fixed time frame, the purple team’s
approach was different. Over a long duration, through continuous collaboration and
an iterative process, we were able to conduct over 140 tests. This allowed for a much
more rigorous evaluation of the system.

While Byzantine resilience can effectively mask failures and attacks, it is impor-
tant to present the system’s knowledge about ongoing attacks and anomalies to the
operator to allow them to react and take action. Throughout all the tests, the situa-
tional awareness module (described further in Section 6) effectively detected attacks,
demonstrating that the machine learning approach is the most effective choice for
attack detection.

Conclusion: Upon completion of the exercise, the SNL team concluded in their
report that ‘the target system under review proved to be resilient and capable of main-
taining operations even under advanced attack conditions’. While this result does
not mean that given more time, the hacker team would not have been able to cause
damage, it shows that there is a significant difference between current industry best
practices and a research-based solution designed to withstand sophisticated system
and network attacks. This purple team exercise highlighted the system’s robustness
against sophisticated cyber threats and provided valuable insights for enhancing its
security posture in future deployments.
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Chapter 5

End-to-End Byzantine-Resilient
SCADA

The Byzantine-resilient architecture and protocols for substations outlined in
Chapter 4 provide strong resilience within the substation itself, but they function
as isolated systems that primarily support real-time protective operations. In prac-
tice, substations need to communicate monitoring updates to both substation and
control center operators, as well as execute commands from them. While there are
Byzantine-resilient system architectures designed for the control center (as discussed
in Chapter 2.2), these solutions remain isolated and do not adequately address the
resilience needs beyond the control center SCADA Master.

To overcome these limitations and promote cohesive operation across the entire
grid, we must develop a unified end-to-end system that integrates multiple subsystems
and meets all operational requirements. This includes ensuring compatibility across
different protocols, interoperability among various manufacturers, responsiveness to
grid dynamics, and support for diverse types of operations while supporting full threat
model and meeting the service properties.

In this chapter, we introduce the first end-to-end Byzantine-resilient architecture
and protocols that facilitate seamless interoperability among SCADA components,
creating an all-encompassing system framework. This framework will not only en-
hance overall resilience but also ensure that all operational, security, and performance
requirements discussed in Chapter 1 and Chapter 3 are fully addressed.

5.1 High Level Overview

Grid infrastructures, including substations, RTUs, and PLCs, are highly diverse.
They vary in design, functionality, operational requirements, and criticality. Each
component serves a distinct role within the grid, with differing levels of importance
depending on the system’s needs and the specific substation’s function. Given this
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diversity and the varying operational demands, we propose a two-pronged approach
to our solution design: one tailored for simpler, less complex systems, and another
designed for more sophisticated, high-resilience setups. This approach ensures that
both basic and advanced infrastructure components can be seamlessly integrated
while meeting their specific security, performance, and operational needs.

In case of simpler systems, such as PLCs and RTUs without local SCADA directly
controlled by control center, to ensure effective management and integration into
larger system, we introduce a proxy based approach (illustrated in Figure 5.1). This
proxy acts as an intermediary, allowing devices that may not natively support full
SCADA functionality to interact with rest of the grid infrastructure.

For more sophisticated setups, such as substations with Byzantine-resilient SCADA
systems (as described in Chapter 4), additional components are necessary to enhance
the architecture. Specifically, the introduction of two key modules—the Control Cen-
ter Connector (CC Connector) and the IED Connector. They ensure that these
substations remain seamlessly integrated with both local and remote control systems.
These modules are depicted in Figure 5.2.

At a high level, the connectors serve as the communication pathways between
the control center and the substation, facilitating both the transmission of control
messages and status/monitoring updates. The Control Center Connector (CC Con-
nector) routes messages between the control center and the substation, while the IED
Connector, located within the substation, performs authentication and verification
of those messages. Once validated, the IED Connector forwards the messages to the
proxy, which then translates them into a format that is compatible with the sub-
station’s SCADA protocols (such as IEC61850, Modbus). This architecture ensures
smooth interoperability across various subsystems, regardless of differing protocol
standards or manufacturers.

Control Center Connector: The Control Center Connector (CC Connector)
serves as the critical communication bridge between the control center and the sub-
station, ensuring the seamless flow of control messages and monitoring updates. Its
primary responsibility is to route commands issued from the control center to the sub-
station components, and vice versa, facilitating bi-directional communication over the
wide-area network (WAN) or the substation’s network (as shown in Figure 5.2). The
connector efficiently forwards control action messages from the control center, en-
suring that they reach the substation’s components in a timely manner. Likewise,
it relays substation updates back to the control center SCADA Masters using the
intrusion-tolerant network service deployed over the WAN.

While the connector plays a pivotal role in message routing, it does not generate
or alter messages. This means that a Byzantine fault affecting the connector will
not result in the creation of invalid action messages; instead, the fault may cause
the connector to drop, delay, or misroute messages. In more severe cases, it could
be exploited to launch Denial of Service (DoS) attacks. To counter such risks, we
propose a redundancy strategy involving the deployment of two or three connectors.
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By introducing redundant connectors, we ensure that if one connector fails, the
remaining connectors can continue to route messages, preserving communication in-
tegrity. The use of two connectors offers a basic level of fault tolerance, in the event
of a failure of one connector, the second can continue to route messages. However,
this setup may still leave the system vulnerable to simultaneous failures or attacks
targeting both connectors. For higher fault tolerance and proactive recovery, a third
connector can be added, ensuring that the system can withstand multiple failures or
support proactive recovery while maintaining communication integrity. The simple
design of the connector, which focuses on robust routing without complex message
creation or interpretation, allows for rapid recovery and minimal overhead. While
adding a third connector increases redundancy and robustness, it also introduces ad-
ditional complexity and management overhead. While our system can support both,
the choice between two or three connectors may depend on the specific resilience re-
quirements of the system, with three connectors providing higher fault tolerance but
at the cost of increased resource use and slightly more complex management.

IED Connector: The IED Connector serves as a key security and validation
component within the substation’s communication infrastructure. Its primary role
is to authenticate and validate incoming control messages from the control center or
substation HMI before they are forwarded to the relay proxy for further processing.
Authentication involves verifying the appropriate cryptographic signatures and val-
idation involves checking that the command is well-formed, fresh, and intended for
its relay. Thus, the IED Connector ensures that only valid, authenticated messages
are allowed to interact with relays, protecting the system from potential cyberattacks
and erroneous commands.

Once a message is authenticated and validated, the IED Connector passes it to the
proxy, which is responsible for translating the command message into a format com-
patible with the substation’s SCADA protocols (such as DNP3, Modbus, IEC61850
MMS, or other protocol variations). This translation is essential for ensuring that
different components, often from various manufacturers, can communicate effectively
and interoperate.

The IED Connector, like the CC Connector, is designed with simplicity in mind. It
focuses solely on message authentication and validation, ensuring that each message
meets predefined security and integrity criteria. It does not interpret or execute
control actions directly but ensures that only legitimate actions reach the relay proxy.
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Figure 5.1: End-to-end Byzantine-resilient architecture for simple RTUs or PLCs

Figure 5.2: End-to-end Byzantine-resilient architecture for sophisticated substation
with a local Byzantine-resilient system
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5.2 End-to-End Byzantine-Resilient Archi-
tecture Design to Support Real-time
Grid Operations

For a robust and secure power grid, the end-to-end architecture must be capable
of supporting real-time SCADA operations: commands from the control center,
commands from a substation, substation autonomous protection opera-
tions, and status updates.

Control Center Command Operations: The first category of operations in-
volves commands issued from the control center to the substations. These centralized
commands are essential for coordinating the overall management of the grid, en-
abling tasks like switching circuits, adjusting settings, and performing maintenance.
The control center monitors grid conditions and, when necessary, sends commands
to substations to maintain the balance of power distribution, optimize efficiency, and
address issues like load fluctuations, faults, or grid congestion. This centralized ap-
proach provides high-level oversight and ensures a coordinated response to grid-wide
events.

Substation Command Operations: In addition to the commands from the
control center, substations must also be able to respond to the commands issued
by substation operators through Human-Machine Interfaces (HMIs), where available.
Sometimes substation operator interface can just be a button. This control allows
operators to manage equipment, perform real-time adjustments, and react to imme-
diate operational needs without waiting for instructions from the control center. This
provides flexibility and enables a quicker response to situations that require on-site
intervention, such as equipment malfunctions, maintenance tasks, or changes in local
conditions.

Substation Autonomous Protection Operations: Substation autonomous
protection operations are designed to detect grid faults and trigger protective actions
that protect grid assets and maintain stability. A rapid response is crucial to minimize
damage and prevent further disturbances. Consequently, industry standards from
organizations like IEEE and IEC mandate that these critical substation autonomous
protective actions must adhere to a strict real-time latency requirement of a quarter-
power cycle (4.167 ms in a 60 Hz system) [8].

Status Updates: Status updates are the continuous flow of information from
field devices back to the control center and substation HMIs, ensuring that operators
and automated systems have real-time visibility into grid state. These messages
include information on the operational state of equipment (e.g., circuit breakers,
transformers, and protective relays), as well as metrics like voltage, current, and
power flow. Status updates are crucial for maintaining situational awareness, enabling
operators to monitor grid health, assess performance, and detect potential issues
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before they escalate. They also provide feedback on the outcomes of control actions,
allowing the control center and substation to verify whether commands have been
successfully executed.

Together, these SCADA operations, control center commands, substation com-
mands, substation autonomous protection operations, and status updates, form the
backbone of grid monitoring and control. In the following sections, we outline the spe-
cific steps involved in each operation, using the trip action command as a case study
to demonstrate how the architecture enables seamless Byzantine-resilient execution
and integration across the system.

5.3 Control Center Command Operations
and Status Updates

Figure 5.3: Control center to substation command operation steps

The system must support operation types that involve action commands issued
by the control center to substations. Once an operation is completed, the substation
must send an update back to the control center to confirm the operation’s status.
Additionally, if the substation is equipped with a Human-Machine Interface (HMI),
the operation update should also be reflected there. This ensures consistent and
accurate information across all operational levels.
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In the following sections, we describe the process in two stages, using a trip com-
mand as an example. First, we will cover the flow of the trip action command from
the control center to the substation breaker (Figure 5.3). Second, we will describe the
flow of breaker status updates from the substation to the control center (Figure 5.4).

Stage I: Issuing the Control Center Command
The first stage involves the transmission of a trip command from the control center

to the substation and its execution. This process is illustrated in Figure 5.3, with
each step numbered for clarity. Below is a detailed breakdown:

1. Control Center HMI Issuing the Trip Command

• Step 1: The control center HMI issues the trip command using a SCADA
protocol (e.g., DNP3).

• Step 2: In our Byzantine-resilient system design, the insecure SCADA
protocol messages are not transmitted over the network. Instead, a proxy
that is part of control center HMI, encapsulates and signs the command.
The signed command is then wrapped in the format required by the intrusion-
tolerant Spines network and transmitted over the Spines CC Dissemination
network to the SCADA Master replicas at the control center.

2. SCADA Masters Coordination and Consensus

• Step 3: The SCADA Masters verify the command, coordinate over the
Spines CC Coordination network and achieve consensus using the Prime
replication engine.

• Step 4: Once consensus is reached, the SCADA Masters threshold-sign
the command. The threshold-signed command is sent over the Spines
CC Dissemination wide-area network to the substation’s control center
connector.

3. Routing and Validation at the Substation

• Step 5: The control center connector routes the command to the Intel-
ligent Electronic Device (IED) connectors through the substation Spines
dissemination network.

• Step 6: The IED connector verifies the command using both the SCADA
Masters’ threshold signature and the control center HMI’s signature. Upon
successful validation, the message is unpacked and handed to the proxy for
further translation.

4. Relay Command Processing
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• Step 7: If the relay in the substation uses the SCADA protocol IEC61850
GOOSE, the proxy converts the command into an IEC61850 GOOSE mes-
sage. The message is issued to the relay (directly connected by wire to the
proxy). Multiple proxies can be used to support any SCADA protocol
utilized by the IEDs.

• Step 8: The relay processes the proxy’s GOOSE message and issues the
appropriate trip GOOSE command. This message is received by the proxy
(directly connected by wire to the relay).

5. Substation Byzantine-resilient Action Generation

• Step 9: The proxy forwards the trip message to its Trip Master. The Trip
Masters use either the Arbiter Protocol or the Peer Protocol to coordinate
and generate a valid trip command for the breaker proxy.

• Step 10: The valid trip command is sent on the substation Spines dis-
semination network to the breaker proxy.

6. Action Execution

• Step 11: The breaker proxy, connected directly by wire to the circuit
breaker, validates the message and publishes an IEC61850 GOOSE mes-
sage to execute the trip. The circuit breaker opens the circuit.

Stage II: Substation Status Updates
The second stage involves the transmission of status updates from the substation

to the control center, as shown in Figure 5.4. Below is a detailed breakdown:

1. Update Generation

• Step 12: The circuit breaker generates a standard IEC61850 GOOSE
message to confirm the change of status.

• Step 13: The destination proxy receives this message, signs it, and con-
verts it into the Spines format. The signed message is then broadcast over
the substation Spines dissemination network and received by three key
components: the Trip Masters, the substation HMI, and the CC Connec-
tors.

2. Update for Relays

• Step 14: Trip Masters The Trip Masters receive the message, verify and
validate the message based on the Arbiter Protocol or the Peer Protocol
as explained in Chapter 4. Upon successful validation, the message is
unpacked and forwarded to the proxy.
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Figure 5.4: Substation to control center status update operation steps

• Step 15: The proxy translates the message and publishes a GOOSE mes-
sage that can be processed by relays or IEDs.

3. Updating Substation HMI

• Step 14: Substation HMI The substation HMI receives the update,
verifies the message and updates the HMI view for the substation operator.

4. Routing Update to Control Center SCADA

• Step 14: Control center connectors The control center connectors
route the update message to SCADA Masters through the Spines CC Dis-
semination network.

5. SCADA Masters Coordination and Consensus

• Step 16: The SCADA Masters receive the update and verify it.

• Step 17: The SCADA Masters use Prime to achieve consensus on the
update. Once consensus is reached, the SCADA Masters threshold sign
the update and transmit over the Spines CC Dissemination network to the
control center HMI.

6. Updating Control Center HMI
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• Step 18: The control center HMI proxy verifies the update and if neces-
sary translates it into a SCADA protocol that the HMI can process (e.g.,
DNP3).

• Step 19: The control center HMI view is updated, ensuring that the
SCADA system remains consistent across the entire system.

Note: Even in the absence of a control center command (Stage I), Stage II can
still be triggered and process updates or monitoring messages from the field without
requiring any prior steps from Stage I.

5.4 Substation Command Operations

The system must support operation types that involve action commands issued by
the substation operator through a substation HMI. Once an operation is completed,
the substation must send an update back to the substation HMI to confirm the update.
Additionally, the update should also reflect in control center HMI ensuring consistent
views of system across all operational levels.

In the following sections, we describe the process in two stages, using a trip com-
mand as an example. First, we will cover the flow of the trip action command from
the substation HMI to the substation breaker (Figure 5.5). Second, we will describe
the flow of breaker status updates from the substation to the substation and control
center HMIs (Figure 5.4). As the second half is identical to the Stage II (steps 12 -
21) of 5.3, we only describe Stage I in detail.

Stage I: Issuing the Substation Command
The first stage is the transmission of a trip command from the substation HMI

to the breaker and its execution. This process is illustrated in Figure 5.5, with each
step numbered for clarity. Below is a detailed breakdown:

1. Substation HMI Issuing the Trip Command

• Step 1: The substation HMI issues the trip command using a SCADA
protocol.

• Step 2: In our Byzantine-resilient system design the insecure SCADA pro-
tocol messages are not transmitted over the network. Instead, a proxy that
is part of the substation HMI encapsulates and signs the command. The
signed command is then wrapped in the format required by the intrusion-
tolerant Spines network and transmitted over the substation Spines dis-
semination network to the IED Connectors.

2. IED Connectors Validating Trip Command
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Figure 5.5: Substation command operation steps

• Step 3: The IED connector verifies the command using the substation
HMI’s signature. Upon successful validation, the message is unpacked and
handed to the proxy for further translation.

• Step 4: If the relay uses the SCADA protocol IEC61850 GOOSE, the
proxy converts the command into an IEC 61850 GOOSE message. The
GOOSE message is issued to the relay (directly connected by wire to the
proxy). Multiple proxies can be used to support any SCADA protocol
utilized by the IEDs.

3. Relays Command Processing

• Step 5: The relay processes the proxy’s GOOSE message and issues the
appropriate trip GOOSE command. This message is received by the proxy
(directly connected by wire to the relay).

4. Substation Byzantine-resilient Action Generation

• Step 6: The proxy forwards the trip message to the Trip Master. The Trip
Masters use either the Arbiter Protocol or the Peer Protocol to coordinate
and generate a valid trip command for the breaker proxy.

• Step 7: The valid trip command is sent on the substation Spines dissem-
ination network to the breaker proxy.
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5. Action Execution

• Step 8: The breaker proxy, connected directly by a wire to the circuit
breaker, validates the message and publishes an IEC61850 GOOSE mes-
sage to execute the trip. The circuit breaker opens the circuit.

Stage II: Substation Status Updates
The second stage involves the transmission of status updates from the breaker

to the substation relays, substation HMI and control center HMI. This procedure is
identical to the Stage II of 5.3 (Steps 12 - 19) explained above.

Note: Even in the absence of a substation command (Stage I), Stage II can still be
triggered and process updates or monitoring messages from the field without requiring
any prior steps from Stage I.

5.5 Substation Autonomous Protection Op-
erations

The system must support automated protective action commands generated by
relays within the substation. These operations have an exact real-time latency re-
quirement of quarter-power cycle (4.167ms in a 60Hz system). Once an operation
is completed, the substation must send an update back to the substation HMI to
confirm the update. Additionally, the update should also reflect in the control center
HMI ensuring consistent views of the system across all operational levels.

In the following sections, we describe the process in two stages, using a trip com-
mand as an example. First, we will cover the flow of the trip action command from
the relays to the substation breaker (Figure 5.6). Second, we will describe the flow of
breaker status updates from the substation to the substation and the control center
HMIs(Figure 5.4). As the second half is identical to the Stage II (steps 12 - 21) of
5.3, we only describe Stage I on detail.

Stage I: Issuing the Autonomous Protection Operation
The first stage is the transmission of a trip command from the substation relays

to the breaker and its execution. This process is illustrated in Figure 5.6, with each
step numbered for clarity. Below is a detailed breakdown:

1. Relays Issuing Trip Command

• Step 1: The relays continuously monitor the grid state through Sampled
Value messages. Upon detecting a risky situation, such as measured grid
parameters breaching safety envelope, the relays issue a trip IEC61850
GOOSE command. The trip command is received by the proxies (directly
connected by wire to the relays).
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Figure 5.6: Substation autonomous protection operation steps

2. Substation Byzantine-resilient Action Generation

• Step 2: The proxy forwards the trip message to the Trip Master. The Trip
Masters use either the Arbiter Protocol or the Peer Protocol to coordinate
and generate a valid trip command for the breaker proxy.

• Step 3: The valid trip command is sent on the substation Spines dissem-
ination network to the breaker proxy.

3. Action Execution

• Step 4: The breaker proxy, connected directly by wire to the circuit
breaker, validates the message and publishes an IEC61850 GOOSE mes-
sage to execute the trip. The circuit breaker opens the circuit.

Stage II: Substation Status Updates
The second stage involves the transmission of status updates from the breaker

to the substation relays, substation HMI and control center HMI. This procedure is
identical to the Stage II of 5.3 (Steps 12 - 19) explained above.

Note: Even in the absence of a substation command (Stage I), Stage II can still be
triggered and process updates or monitoring messages from the field without requiring
any prior steps from Stage I.
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5.6 Service Properties

The system is designed to enable end-to-end Byzantine-resilient grid operations.
Formally, the following guarantees apply, based on the system model, threat model,
and assumptions outlined in Chapter 3:

• Substation Safety: If a valid protective operation is executed by the breaker
node, at least one correct relay node issued that action within the last reaction
quarter.

• Substation Real-Time Reaction: If the grid state necessitates a protective
action due to an event, that action will be issued for that event’s reaction
quarter.

• SCADA Safety: If two correct SCADA Master replicas execute the ith oper-
ation, then those operations are identical.

• SCADA Bounded-Latency Reaction: If a correct system component ini-
tiates an operation, the latency for that operation to be executed by a correct
SCADA Master replica is upper bounded.

Note that the correctness proofs for the first two guarantees, Substation Safety
and Substation Real-time Reaction, are in Chapter 4.5. While we can fully prove
Substation Safety, for Substation Real-time Reaction, we can only prove the issuance
of required protective action by relay nodes for that event. We demonstrate by rigor-
ous evaluation through benchmarks in Chapter 4.6 the extent to which the real-time
latency requirement is met under different operating conditions in different relevant
environments.

We provide SCADA Safety and SCADA Bounded-Latency Reaction properties
through Safety and Bounded Delay definitions of Prime as originally defined in [30]
and later in [51].

5.7 End-to-End Byzantine-Resilient Archi-
tecture for Large-Scale Deployments

The proposed end-to-end Byzantine-resilient system framework is designed to en-
able large-scale deployment by emphasizing compatibility, abstraction, modularity,
and scalability. Our approach not only provides Byzantine resilience to SCADA sys-
tems but also provides flexibility, adaptability, and ease of deployment across diverse
environments. In this section, we discuss the implications of the proposed architec-
ture, highlight its key features, and summarize its potential impact on SCADA system
deployments.
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Architecture Abstraction for Seamless Deployment A core component of
our system design is the use of architecture abstraction, which serves as a key enabler
of seamless deployment. By decoupling the grid devices from the intricate mecha-
nisms that ensure Byzantine fault tolerance and resilience, the proposed architecture
simplifies the operation for individual end devices like relays, HMIs and breakers.
For instance, Remote Terminal Units (RTUs) are unaware of the number of SCADA
Master replicas, while other devices like breakers do not need to be informed of the
underlying relay nodes in substations. This abstraction shields end devices from the
complexity of the deployed Byzantine-resilient mechanisms deployed.

Additionally, the use of threshold cryptography enables the change of configura-
tions, further enhancing the flexibility of the architecture. For instance, the number of
relay nodes using Peer protocol, can be adjusted without impacting the functionality
of the breaker node. This level of abstraction not only improves the resilience of the
system but also allows for incremental changes to be made to the architecture without
disrupting the overall operation of the system. The resulting simplified operational
model enables end devices to remain unchanged and focus solely on their primary
functions, such as measuring grid states or executing commands, rather than dealing
with the complexities of the system.

Modularity for Independent Operation and Incremental Deployment
Another notable feature of the proposed architecture is its modularity. The system
is designed as a system of systems, where each sub-system can be deployed indepen-
dently and also integrate and inter-operate with the larger system. This modularity
is particularly beneficial for organizations that need to deploy Byzantine-resilient
SCADA systems without overhauling their entire infrastructure. The ability to de-
ploy these systems step by step allows for a more manageable transition towards
enhanced security and resilience.

Compatibility by Supporting Wide Range of SCADA Protocols: Our
architecture also addresses a common challenge in SCADA system design - protocol
heterogeneity. SCADA systems often consist of devices from different manufacturers,
each potentially using different communication protocols. Despite this variability,
our design ensures that devices, regardless of their manufacturer and communication
protocol, can still interoperate within the Byzantine-resilient system. This is achieved
through proxy-based design that ensures insecure protocols are not transmitted on the
network, maintaining the integrity of communications without necessitating changes
to the end devices or protocols at the endpoints. This wide protocol support ensures
that our Byzantine-resilient system framework can be applied in a variety of real-
world SCADA environments. In fact, this ensures that our system remains relevant
and effective in the face of ever-changing and evolving industry standards.

Scalability and Future-Proofing: The scalability of the proposed architecture
is another significant advantage. The abstraction and modularity of the design enable
it to scale easily, accommodating the addition of new end devices or expansion of
the SCADA network without requiring significant changes to the underlying system
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architecture. Furthermore, the system’s ability to evolve as the number of endpoints
increases ensures that the Byzantine-resilient system can grow in parallel with the
demands of modern SCADA environments.

Advanced Deployment Configurations to Support Different Levels of
Resilience: An essential feature of the proposed end-to-end Byzantine-resilient sys-
tem framework is its ability to support advanced deployment configurations tailored
to varying levels of resilience based on the unique needs of the utility or operator.
Drawing from the findings in the paper ”Network-Attack-Resilient Intrusion-Tolerant
SCADA for the Power Grid”, our framework provides flexibility to deploy advanced
configuration with multiple control center and/or data centers. More details on spe-
cific deployment configurations’ resiliency capabilities are discussed in [51].

In conclusion, the proposed end-to-end Byzantine-resilient system framework of-
fers a robust solution for enhancing the resilience of large-scale SCADA systems. By
incorporating abstraction and modularity, the architecture simplifies the operation
of individual end devices while ensuring Byzantine resilience and seamless interoper-
ability across a variety of SCADA protocols. This flexibility allows the system to be
deployed incrementally, supporting both legacy and modern devices without disrupt-
ing existing infrastructure. Its ability to scale and adapt to changing requirements
makes it an ideal choice for power grids and other critical infrastructure. Ultimately,
this architecture not only strengthens the security posture of SCADA systems but
also provides a future-proof foundation that can evolve with emerging threats and
technological advancements in grid control systems.
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Chapter 6

Machine Learning based Intrusion
Detection for Situational
Awareness

Byzantine resilience or Intrusion tolerance techniques are specifically designed to
maintain system correctness and operational continuity in the face of successful intru-
sions, emphasizing resilience rather than immediate intrusion detection or situational
awareness. While intrusion detection systems (IDS) focus on identifying and alerting
operators to potential attacks or anomalous behavior, they operate within a limited
scope, mainly for detection and response. These two techniques, Byzantine resilience
and Intrusion detection, fulfill distinct roles, they are complementary, contributing to
the overall security posture of the system. Hence, for our Byzantine-resilient systems,
we designed, developed, and deployed a machine learning-based IDS that enables real-
time detection and alerts operators to potential intrusions or anomalous behavior in
the system.

Traditional SCADA systems rely on conventional intrusion detection techniques,
such as rule-based, signature-based, and packet inspection methods. However, these
approaches are often inadequate in the face of evolving threats, as evidenced by
numerous documented security incidents [77]. Even machine learning-based IDS de-
ployed in traditional SCADA systems typically depend on deep domain knowledge
and insecure protocols that expose sensitive payload data in network messages [78].

As we transition to a Byzantine-resilient system, we move away from these tradi-
tional practices, replacing insecure SCADA communication protocols with secure, en-
crypted alternatives, employing redundant components, and utilizing Spines intrusion-
tolerant network services. This strategic shift renders conventional IDS approaches
insufficient, necessitating a new, more flexible solution that provides enhanced situa-
tional awareness and security in the context of modern, evolving threats.

Moreover, the IDS must be carefully designed to operate without introducing vul-
nerabilities that could compromise the integrity of the grid infrastructure or impact-
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ing the grid operations. This requires seamless integration of the IDS with SCADA
and other Operational Technology (OT) components, while adhering to the stringent
operational constraints

To address these challenges, we have developed a machine learning-based IDS that
operates independently of SCADA-specific protocol knowledge or unencrypted traffic.
This system functions out-of-band, passively capturing network packets, ensuring
minimal impact on SCADA operations. Given the critical nature of grid SCADA
systems, our IDS is engineered to minimize both false positives (incorrectly classifying
normal activity as an intrusion or anomaly) and false negatives (failing to detect a
genuine intrusion or anomaly). Achieving the right balance between sensitivity and
accuracy is complex, particularly in the dynamic SCADA environment. As such, it
requires careful consideration of real-time detection, scalability, and overall system
performance.

In the following chapters, we outline the design and implementation of our data
collection, processing, and storage pipeline, followed by the feature engineering tech-
niques and core machine learning modules employed.

6.1 Data Collection, Processing and Stor-
age Pipeline

Our data collection, processing, and storage pipeline is designed to facilitate the
efficient out-of-band analysis of network traffic. Figure 6.1 illustrates the deployment
on IDS in and end-to-end Byzantine-resilient system. In our isolated substation sys-
tem (shown in Figure 4.19a), network taps are strategically positioned to capture
traffic from the testbed environment. This system is part of our purple teaming
deployment described in Chapter 4.9, where the situational awareness framework
consists of two distinct machine learning modules: a Network Intrusion Detection
System (NIDS) utilizing network traffic and a physics-based state estimator leverag-
ing data from electrical modules, such as Opal-RT, relays, and circuit breaker (CB)
outputs [79]. In the rest of the chapter, we focus on the Network Intrusion Detec-
tion System (NIDS) that operates exclusively on network traffic tapped from network
switches via Switched Port Analyzer (SPAN) to detect network attacks, intrusions
and anomalies.

The architecture of the NIDS modules in any deployment is illustrated in Fig-
ure 6.2. In our testbed, network switches forward complete raw packets, but advanced
switches in other deployments may forward only packet headers or aggregated traffic
statistics to enhance scalability and performance. The captured network traffic is di-
rected to a packet parser module, which serves as a data publisher for the transformer
module. These network traces are sourced from real testbed environments, ensuring
the data’s authenticity and relevance.
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Figure 6.1: IDS integration with Spire

The transformer module plays a crucial role by transforming packet headers, cap-
turing metadata, and computing traffic statistics, a process that partially encompasses
feature engineering. These modules operate in real-time, with scalability consider-
ations allowing for the deployment of multiple parser and transformer modules in
parallel as needed. The transformed features are then forwarded to a database inser-
tion daemon, which inserts the data into a storage database. This database serves as
the foundation for offline model training.

During the prediction phase, the transformer module continues to manage data
insertion into the database, while also forwarding transformed features to the core
machine learning module for real-time prediction. This design ensures continuous
situational awareness, providing rapid detection capabilities.

6.2 Feature engineering

Feature engineering is guided by two primary observations: First, due to the en-
cryption of network traffic, only packet headers, encrypted payloads, and metadata
are accessible for processing. Second, while system configurations remain largely sta-
ble, traffic patterns exhibit dynamic variability over time. Leveraging these insights,
we adopt a dual approach that captures both the micro-level details of individual
network packets (Packet-Level Features) and the macro-level patterns of traffic flows
(Traffic-Level Features) that may indicate anomalies or intrusions.
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Figure 6.2: ML Data Pipeline

Packet-level feature engineering focuses on extracting detailed features from
the headers of individual network packets. Each packet contains a variety of at-
tributes, such as source and destination IP addresses, port numbers, and protocol
types, that can offer insights into normal or malicious network behavior. The strength
of this approach lies in its fine-grained analysis of network communications, enabling
the identification of specific attack signatures at the packet level. For instance, in
the case of port scanning attacks, the packet headers might reveal unusual patterns,
such as a high number of SYN packets targeting a wide range of ports on a single
destination IP, typically without completing the TCP handshake.

Traffic-level feature engineering, on the other hand, focuses on higher-level
statistical patterns of network flows. These features capture metrics such as the num-
ber of packets directed to or originating from specific sources, port usage distributions,
packet size variations, and other aggregate traffic statistics. We employ a rolling win-
dow technique to aggregate these metrics over time, which helps in identifying recur-
ring traffic patterns while facilitating efficient storage management through periodic
data purging. The advantage of this approach is its ability to provide a coarse-grained
analysis of network activity, enabling the detection of flow-based anomalies. For ex-
ample, in a Distributed Denial-of-Service (DDoS) attack, we often observe a large
volume of packets originating from similar or identical source IP addresses, targeting
a specific server or service.

This dual approach, focusing on both packet-level details and traffic-level pat-
terns, ensures a comprehensive and robust feature engineering process. It effectively
captures both the granular characteristics and temporal dynamics of network traffic,
which are crucial for accurate and timely detection.
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6.3 Machine Learning Models, Training
and Prediction

At the heart of our Network Intrusion Detection System (NIDS) are a set of
machine learning (ML) models that serve as the core decision-making engine, clas-
sifying network traffic as either benign or malicious. Given the dynamic nature of
network traffic, especially in grid SCADA environments, the chosen ML models must
be highly adaptable, capable of detecting emerging attack patterns, and scalable to
evolving network behavior.

A key challenge in model selection stems from the highly imbalanced nature of
the dataset, where the majority of network traffic is benign, and malicious traf-
fic is relatively scarce. Acquiring labeled malicious traffic—especially for zero-day
threats (novel attacks not previously observed) is inherently difficult. To address
this, synthetic attack data is often generated to simulate abnormal network behavior.
However, generating realistic attack data is fraught with challenges, as cyber threats
are constantly evolving, and synthetic data may not capture the full spectrum of
real-world attacks. Relying solely on synthetic data can also create a false sense of
security, particularly if novel or zero-day threats are not adequately represented. To
mitigate these risks, we turn to unsupervised anomaly detection models that do not
require ground truth labels.

Unsupervised learning techniques, particularly one-class classification, are ex-
plored as a way to detect anomalies in network traffic. This method focuses solely on
identifying deviations from the normal behavior established during training, rather
than relying on predefined labels for different types of attacks. Among the models
considered for this task are one-class Support Vector Machine (SVM), Isolation For-
est, Local Outlier Factor (LOF), Elliptic Envelope and Autoencoders. These models
are well-suited for intrusion and anomaly detection in scenarios where the normal
class significantly outnumbers the abnormal class.

One-Class SVM, for instance, seeks to find a boundary that encapsulates the
good/benign data, and any data points falling outside this boundary are flagged as
potential anomalies.

LOF is a density-based anomaly detection algorithm that identifies anomalies by
comparing the local density of a point with the densities of its neighbors. The primary
advantage of LOF is its ability to detect anomalies in data that do not fit into the
global density pattern of the dataset. This makes it particularly useful for identifying
subtle anomalies that may not be apparent in a broader context but are irregular in
local neighborhoods of network traffic. For instance, LOF can detect abnormal traffic
patterns in a specific flow, which might indicate an ongoing attack such as lateral
movement.

The Elliptic Envelope model is a robust method for detecting outliers that is
particularly effective when data follows a Gaussian (normal) distribution. It fits
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an elliptic envelope around the majority of data points and flags data points that
lie outside this envelope as outliers. The Elliptic Envelope model is well-suited for
detecting attacks that manifest as deviations from a normal Gaussian-like distribution
of traffic, such as botnet activity or DoS attacks or other sophisticated intrusion
attempts that involve unusual communication patterns.

Isolation Forest model isolates anomalies by partitioning data recursively. It
is efficient for identifying outliers, especially when the dataset is large and high-
dimensional.

Autoencoders are neural networks that learn to compress and reconstruct the
input data. Anomalous traffic that deviates from normal patterns will have a higher
reconstruction error, allowing the model to flag it as suspicious. Since it is impractical
to check every packet, we apply this technique to randomly sampled packets within
a specific time interval window.

To enhance the robustness and reliability of anomaly detection, majority voting
is implemented to combine the outputs of these different models. This ensemble
approach helps mitigate the risk of false positives that could arise when relying on a
single model, leading to more reliable detection of potential threats. By integrating
multiple models, the system increases its ability to detect a wider range of anomalous
activities, ultimately improving the security of the network.

As noted earlier, in isolated substation system (Chapter 4.9), in addition to the
machine learning-based NIDS, the system also incorporated machine learning mod-
els for electrical state estimation. These models use Convolutional Neural Networks
(CNN) for steady-state estimation and transient-state estimation. This integration
provides a comprehensive view of both network and system states, combining cyber-
security insights with electrical system modeling to offer a more holistic monitoring
approach in critical environments like grid SCADA systems.
Model training and Deployment

After completing feature engineering, we proceed with model training, including
hyperparameter tuning, cross-validation, and evaluation using a small test dataset
with synthetic attack traffic. We iterate through different model combinations and
select the best-performing ensemble for deployment. The chosen models are then
deployed in a real-time, passive, out-of-band mode, where they continuously monitor
network traffic without interfering with the grid’s control systems.

During prediction phase, once features are extracted from incoming network traf-
fic, they are fed into the deployed ML models for classification. The models then de-
termine whether the traffic is benign or malicious. This prediction process is designed
to be efficient and low-latency, ensuring near-instantaneous detection of potential in-
trusions. The system’s two detection types, packet-level analysis and traffic pattern
analysis, complement each other. For instance, while packet-level detectors may fail
to identify a DoS attack if the attack is masked by random traffic, traffic pattern
analysis models can still detect the attack by observing unusual flow characteristics.

As network traffic evolves over time, the system can periodically retrain and up-
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date the models offline using newer traffic data. This process ensures that the system
remains resilient to data drift and adapts to new attack techniques, maintaining high
levels of detection accuracy and minimizing false negatives.

In summary, the combination of unsupervised anomaly detection, ensemble learn-
ing, and integration with electrical state estimation provides a comprehensive, adap-
tive solution for real-time intrusion detection in dynamic network environments, en-
hancing both security and situational awareness in critical infrastructure systems.

6.4 NIDS in action

To evaluate the performance of our Network Intrusion Detection System (NIDS),
we replicate a series of well-known network-level attacks, including port scanning,
Denial-of-Service (DoS), ARP poisoning, and replay attacks, within the testbed en-
vironment shown in Figure 6.1. For each attack type, we systematically vary the
attack parameters and assess the system’s detection capabilities. A key feature of our
hybrid NIDS is its ability to leverage the complementary strengths of both packet
analysis-based models and traffic pattern-based models.

For example, port scanning attacks, which are often difficult for traffic pattern
analysis models to detect due to their discrete, low-volume nature, are effectively
captured by the packet analysis models. In contrast, replay or DoS attacks—which
may evade detection by packet analysis-based models due to the use of previously
captured packets—are successfully detected by the traffic pattern-based models.

As illustrated in Table 6.1, our hybrid NIDS achieves an impressive overall detec-
tion rate of 96.5%, combining the strengths of both detection methodologies. Specif-
ically, packet-analysis-based models detect 89.2% of attacks, while traffic-pattern-
based models identify 78.6% of attacks. Together, these models ensure high detection
accuracy across a wide range of attack types.

Packet-analysis
based models

Traffic-pattern
based models

Overall System

Detected Attacks /
Total Attacks

25/28(89.2%) 22/28(78.6%) 27/28(96.5%)

Table 6.1: The table below shows the detection performance of the packet-analysis
based models, traffic-pattern based models, and the overall system across a range of
attacks in testbed illustrated in Figure 6.1

In conclusion, our machine learning-based Intrusion Detection System (NIDS)
enhances the intrusion-tolerant SCADA architecture by providing advanced situa-
tional awareness, but it is not a essential module for the system’s core Byzantine
resilience functionalities. The proposed Byzantine-resilient techniques embedded into
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the system ensure the continuous correct operation of the system, even in the event
of a successful attack. However, the NIDS acts as a supplementary layer, offering
real-time detection of potential threats.

Unlike traditional IDS solutions, which often struggle with detecting unknown
or evolving threats, our ML-based approach customized to our Byzantine-resilient
system is adaptable to emerging attack patterns, operates out of band and is not
dependent underlying SCADA knowledge or protocols. These functionalities allow
the NIDS to provide more accurate and responsive detection capabilities, improving
the overall security posture of the system and enabling proactive detection of both
known and novel threats.
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Chapter 7

Implementation

We implement our solution modules, including the Intrusion Detection System
(IDS) components, within the open-source Spire Toolkit [67], envisioning it as a com-
prehensive bag of tools for grid operators. This toolkit offers both flexibility and
scalability, making it ideal for deploying Byzantine-resilient SCADA systems. The
Spire Toolkit is designed to address the diverse and evolving security needs of modern
power grid infrastructures.

While the original Spire system was primarily focused on securing control cen-
ter operations, particularly Byzantine-resilient SCADA Master operations, we have
extended its capabilities to encompass Byzantine-resilient subsystems, such as sub-
stations, as well as end-to-end system frameworks. This extension also integrates
a Network Intrusion Detection System presented in Chapter 6. The Spire Toolkit
supports a variety of SCADA system configurations — ranging from individual sub-
systems (like a single substation or control center) to fully integrated end-to-end
systems (like few substations and control centers or entire grid). This adaptability
empowers power grid operators to deploy customized solutions that meet both secu-
rity requirements and operational demands, whether securing isolated subsystems or
the entire grid infrastructure.

7.1 Supporting SCADA Communication
Protocols

Grid components utilize a variety of SCADA protocols, which are inherently inse-
cure. For any deployable Byzantine-resilient system, supporting these legacy proto-
cols is essential. To achieve this, we employ a proxy-based approach, where SCADA
components connect to proxies through a single wire connection and use insecure
protocols on wire. The proxies, in turn, secure the communications and leverage an
intrusion-tolerant network for secure data transmission.over network.
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Initially, the RTU/PLC proxy supports two widely-used open standard SCADA
protocols, Modbus and DNP3, to ensure broad compatibility with various PLCs and
RTUs. As the system evolved, we extended support to include IEC61850 substa-
tion automation protocols of Generic Object Oriented Substation Event (GOOSE),
Sampled Values (SV), and Manufacturing Message Specification (MMS).

To support these protocols, we leverage open-source libraries like pvbrowser [80],
OpenDNP3 [81], and libiec61850 [82]. Over time, the system proxies can be ex-
tended to support additional SCADA protocols as needed. This enables our system
to be future-proof in environments like grid where standards and protocols are ever
changing and evolving.

For each supported protocol, the proxy spawns a dedicated process to manage all
relevant RTU, PLC, or IED connections. Upon startup, the proxy reads its config-
uration file to determine its responsibilities, connects using the appropriate SCADA
protocol, and begins collecting updates. For instance, if a proxy manages three Mod-
bus and two DNP3 PLCs,it will spawn both Modbus and DNP3 processes. A proxy
handling four DNP3 RTUs will only spawn the DNP3 management process. Similarly,
for IEC61850, the proxy will support the necessary protocol-specific processes.

The IEC61850 GOOSE protocol is designed to facilitate fast, event-driven
communication in substation automation systems, where real-time data exchange
is critical for protection, control, and monitoring. It follows a multicast publisher-
subscriber model. The publisher generates and sends GOOSE messages, while the
subscriber receives these messages. A typical publisher could be a protection relay
that detects events, such as faults or changes in grid parameters.

Our system implementation includes both the publishers (proxy to IED communi-
cation, and emulated relays) and subscribers (IED to proxy communication). Our im-
plementations adhers to the GOOSE message and communication pattern standards.
This ensures compatibility and seamless interoperability with different manufacturers
and emulated power devices. The GOOSE Control Block (GCB) Reference of GOOSE
message is central to this process, allowing the system components to uniquely iden-
tify and bind to specific control blocks within IEDs, ensuring that GOOSE messages
are correctly sent and received. The publisher uses the GCB Reference to include
event data, such as relay statuses or breaker operations, in the GOOSE message. On
the subscriber side, the system components filters and subscribes to specific GOOSE
messages based on the GCB Reference, ensuring that only relevant messages are pro-
cessed. In fact, we leverage the GCB Reference conventions to identify hardware
relays from different manufacturers and implemented our proxies to automatically
detect the connected hardware or software relays in our testbed (Chapter 4.9).

When a new event occurs, the publisher sends a message containing the event
data and a new state number. This message is retransmitted multiple times, with the
retransmission period doubling until it stabilizes, typically at around 1 second. Once
a new event occurs, the state number is incremented, and the retransmission process
starts again. Our GOOSE publishers implementation adhere to this communication
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standard.
In our testbed, we utilize Opal-RT grid models to generate and transmit waveform

data as SV messages to physical hardware relays from various manufacturers. As
physical hardware relays are costly devices, to reduce costs, we also opt for software
relays explained further in Chapter 7.2.

7.2 Software Relays and Emulated Relays

As discussed in Chapter 4, our system integrates both hardware relays from var-
ious manufacturers and fully implemented software relays. The software relays in
our system contain complete relay protection logic, offering a cost-effective solution.
These software relays are utilized to reduce costs while maintaining the full function-
ality required for the system.

Software Relay: This custom-built software-based relay has been developed by
the Pacific Northwest National Laboratory team [include project and grant details].
The codebase executes over a preemptive, real-time Linux kernel. The system has
been extensively tested to ensure its reliability and to ensure it detects faults within
detection quarter. The relay design is based on IEEE C37.91-2008 recommendations
and is configurable using a JSON file. Further technical details can be found at [79].

Additionally, the Spire Toolkit provides emulated relays, which are open-sourced
and designed to make relay based research more accessible, especially for environ-
ments where acquiring physical relays may be challenging or costly. These emulated
relays, while lacking internal protection logic, are ideal for end-to-end performance
benchmarking. Their simplicity allows researchers and industry professionals to focus
on evaluating system performance without the need for expensive relay hardware,
ensuring that even those without direct access to physical relays can still conduct
meaningful experiments and further the line of research.

Emulated Relays: In the end-to-end benchmarks presented in Chapter 4.6 we
utilize emulated relays. The emulated relays are controller through emulated merging
unit called event generator (included in Spire toolkit). The emulated relays receive
SV messages from event generator and based on the SV message data payload, they
generate and publish IEC61850 GOOSE message. To generate GOOSE they spawn
libIEC61850 based-publishers and operate as described in Chapter 7.1. This design
supports two key functionalities: as there is no state estimation delay, it helps us
benchmark end-to-end performance and we can emulate different relay faults.
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7.3 pvbrowser-based HMIs Implementa-
tion

The Human Machine Interfaces (HMIs) provided in Spire Toolkit are implemented
using the open-source pvbrowser SCADA software suite [80]. pvbrowser is a mature
SCADA solution that has been used to manage a real power grid deployment in
Romania spanning 10,000 square kilometers with 50 power switches. The pvbrowser
HMI provides the system operator with the ability to define a graphical user interface
(GUI) (e.g., including custom images, buttons, and knobs) that supports the target
SCADA scenario.

However, as its design aligns with traditional SCADA it does not work out of
box with our Byzantine-resilient systems. Hence, we re-architected the HMI to to
communicate with the rest of our Byzantine-resilient SCADA system. We implement
HMIs for multiple scenarios but would like to focus on integrated scenario developed
to demonstrate end-to-end Byzantine-resilient system operations in the next Chap-
ter 7.4.

Figure 7.1: Control Center HMI for Integrated Scenario with DNP3 and Modbus
PLCs at top and three IEC61850 substations at bottom
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(a) Substation 1 HMI

(b) Substation 3 HMI (c) Substation 2 HMI

Figure 7.2: Three Substation HMIs for Integrated Scenario

7.4 Integrated Scenario and Power Topol-
ogy Emulator

To demonstrate the functioning of an end-to-end Byzantine-resilient system, we
designed an integrated scenario that simulates realistic power grid behavior using
a power emulator. This scenario involves a combination of Programmable Logic
Controllers (PLCs), Remote Terminal Units (RTUs), and substations, operating in
conjunction with a control center.

The scenario consists of seven PLCs and RTUs, communicating with the con-
trol center using the Modbus and DNP3 protocols (the top portion of Figure 7.1).
These PLCs and RTUs are directly controlled and monitored by the control center.
Additionally, the scenario includes three IEC61850 substations, that connect two gen-

97



CHAPTER 7. IMPLEMENTATION

erators to three loads (the bottom portion of Figure 7.1). Each substation is equipped
with local substation HMIs for local control and monitoring (Figure 7.2).

In a real-world power grid, the physical state of system components—such as
whether a breaker is open or closed—directly impacts the flow of electricity and the
overall grid state. These state changes are captured by local sensors or merging units,
which then broadcast the updated information across the system. For example, if the
breaker in Substation 1 opens, Load L1 is shed, and the merging unit in Substation
1 detects this change, broadcasting it throughout the grid.

Our power emulator replicates these underlying dynamics by simulating the grid’s
response to state changes in key components like generators, transformers, and break-
ers. The emulator ensures that the merging unit is explicitly notified to generate the
appropriate state change messages. For instance, when a breaker trips, the corre-
sponding emulated merging unit is alerted and updates the substation’s status. This,
in turn, adjusts load distribution and simulates the real-time effects typically observed
in actual power grids.
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Deployment Strategies

In this chapter, we outline a comprehensive deployment strategy designed to en-
hance the resilience of power grids against evolving cyber threats and system failures.
The strategy emphasizes securing the network within the context of SCADA sys-
tems, followed by incremental deployment of a Byzantine resilient architecture and
protocols that support Byzantine-resilient grid operations. This incremental approach
enables operators to address grid vulnerabilities in a strategic way while reducing risk,
economic burden and disruption to grid operations.

The proposed deployment strategy revolves around two core elements:

• Securing the Network with intrusion-tolerant network service to safeguard
against both external and internal cyberattacks.

• Incremental Deployment of the Complete Solution to gradually tran-
sition vulnerable grid control systems systems into robust, Byzantine resilient
grid control systems, by incrementally deploying the needed Byzantine resilient
techniques.

8.1 Securing the Network

As discussed in the network model in Chapter 3, a local area network (LAN)
connects the various SCADA components within a substation or control center. These
LANs interconnect through a wide area network (WAN), which also links the control
centers and data centers, enabling communication and data exchange across the entire
SCADA system. This interconnectedness makes the grid particularly vulnerable to
both external and internal network attacks. For instance, a malicious attacker that
compromises a single node in the network and therefore can authenticate correctly,
can cause significant disruption of SCADA communication or do even more severe,
damage to the grid.
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Cyber attacks targeting the power grid often exploit vulnerabilities within the
communication networks that underpin SCADA systems. These attacks can take the
form of Distributed Denial of Service (DDoS) attacks, malware infections, routing
attacks and other network attacks, that compromise both wide area and local area
SCADA network infrastructure. Malicious network attacks are one of the leading
causes of security breaches, with adversaries gaining unauthorized access to the grid
control systems by exploiting weak or unpatched network layers [83,84].

As demonstrated in our solution, we can address these IP network resiliency
concerns through use of an intrusion-tolerant network service, Spines. The Spines
intrusion-tolerant network service operates by creating a secure and resilient layer
that spans across multiple Internet Service Providers (ISPs), ensuring that even if
one or more ISPs or network segments are compromised, the overlay can reroute
traffic and maintain secure communication channels. The overlay is deployed on
standard IP networks, leveraging existing infrastructure while mitigating the risk of
attacks that target conventional Internet routing protocols.

By not relying solely on traditional IP routing, the system can dynamically nav-
igate around compromised segments of the network. This approach can prevent or
minimize the impact of attacks that exploit routing table manipulations, such as BGP
(Border Gateway Protocol) hijacking or man-in-the-middle attacks or ISP meltdown.
The intrusion-tolerant network service allows for better fault isolation, faster recov-
ery from attacks, and a more secure network environment for the grid’s operational
needs.

Supporting Legacy Applications: One of the significant challenges when work-
ing with SCADA systems is the integration of legacy applications. Many power grid
control systems rely on outdated software that cannot easily accommodate modern
security protocols or architecture upgrades. Directly retrofitting or replacing these
legacy systems could be complex, expensive, and risk introducing instability. Addi-
tionally, legacy SCADA applications may lack the flexibility to support new security
measures without significant modification.

Fortunately, the Spines intrusion-tolerant network service is designed to integrate
seamlessly with existing network infrastructures, even when they involve legacy appli-
cations. Instead of requiring a complete overhaul, the solution uses a virtual network
device (e.g., a TUN or TAP interface) at the operating system level to route traffic
through the secure, resilient network layer. This approach ensures that legacy appli-
cations continue using the standard IP networking stack, while their communication
is intercepted and securely routed through the intrusion-tolerant network without
requiring any changes to the underlying applications.

By leveraging the Spines intrusion-tolerant network service, operators can enhance
the security of their legacy infrastructure gradually, reducing both the risk and the
economic burden typically associated with large-scale migrations.
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8.2 Incremental Deployment of the Com-
plete Solution

Transitioning vulnerable, traditional power grid control systems to Byzantine re-
silient control systems requires a careful, incremental approach, particularly because
many existing power grid control systems rely on legacy infrastructure that cannot
be easily replaced or upgraded in a single step. A complete solution that integrates
Byzantine resilience techniques into grid operations can be deployed gradually, reduc-
ing the risks and economic burden while ensuring that the control system becomes
more resilient over time. The step by step transformation strategy can be treated as a
system of systems, where each component or use case represents a distinct subsystem
within a larger, integrated system. This modular approach allows for flexibility, en-
abling grid operators to prioritize high-risk or high-value use cases first, while ensuring
that legacy systems can continue to function without being completely overhauled.

In context of Control Centers: By enabling Byzantine resilience in the control
center, we ensure that the most critical part of the SCADA system is protected and
resilient against system-level and network-level cyberattacks and intrusions. Intro-
ducing Byzantine fault tolerance (BFT) here ensures that decision-making processes
remain intact, even in the event of cyberattacks, network failures, or system compro-
mises. Recent research has even introduced reconfigurability [85], further enhancing
system ability to withstand cyberattacks that occur in the aftermath of a natural
disaster.

However, rather than implementing BFT as a rigid, one-size-fits-all solution, a
more flexible approach can be employed. The transformation of BFT modules within
the control center can be done as a service, offered through a cloud-based hybrid
management model, detailed in [86]. This hybrid cloud-based service approach pro-
vides significant advantages, including scalability, easier integration, and the ability
to continuously improve the resilience of the control center systems without heavy up-
front infrastructure investments. By offering BFT as a service, utilities can subscribe
to the necessary level of protection as needed, adapting to evolving threats without
the burden of maintaining a large, complex internal BFT architecture and associated
protocols.

In context of Substations: A grid will have substantial number of nodes -
remote units, substations and other end points. Each node has varying level of crit-
icality, due to the nature of assets or functionality. It can be impractical to enable
Byzantine resilience in all nodes for all functionalities at once (from economic, efforts
and practicality perspective). Hence, we can upgrade nodes in a strategic phased
manner. This strategy can be further refined based on operational priorities, risk
assessments, and evolving technological capabilities. For example, substations that
serve high-population areas or are part of key transmission paths can be prioritized,
with the Byzantine resilient solution tailored to each location’s specific needs.
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Expanding to More Functionalities and Use Cases: As the core high value
components, control centers and critical substations are upgraded, the deployment
can expand to other grid functionalities and use cases. This gradual expansion al-
lows utilities to test and refine the implementation of Byzantine resilience in different
contexts, ensuring that the entire grid operates cohesively. Over time, additional
protocols and services can be integrated as needed, further enhancing Byzantine re-
silience.
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Conclusion

The power grid is critical for modern society and the economy, yet it is increasingly
vulnerable to sophisticated cyberattacks, particularly from nation-state actors. These
attacks have the potential to compromise and take control of grid components, such
as SCADA Masters and protective relays, resulting in devastating disruptions and the
loss of assets worth billions of dollars. Network attacks targeting grid communications
further exacerbate the vulnerability, undermining the grid’s resilience.

To address these threats, this thesis has developed comprehensive solutions de-
signed to transform vulnerable power grid systems into Byzantine-resilient infrastruc-
tures capable of withstanding sophisticated cyber threats. Through rigorous evalu-
ations, we demonstrated that our solutions met the stringent real-time latency re-
quirements essential for grid operations, even under the most challenging operating
conditions with successful intrusions and attacks.

A key contribution of this thesis is the novel and comprehensive threat model we
developed, which encompasses broad grid infrastructure, including control centers,
substations, RTUs, PLCs, and field devices. This model incorporates Byzantine faults
at both the system and network levels, providing a foundation for addressing a wider
range of power grid vulnerabilities than those previously considered.

We presented the first real-time Byzantine-resilient architecture and protocols for
the substation, ensuring correct protective operations even in the presence of pro-
tective relay compromises and network attacks. We evaluated our implementation
across a comprehensive range of fault-free and faulty operating conditions in relevant
testbeds. The results demonstrated its ability to meet strict real-time latency re-
quirements (4.167ms in a 60Hz system) even in the worst operating conditions under
the threat model.

We also introduced the first end-to-end Byzantine-resilient system framework for
the broad grid infrastructure spanning from the control center to the substation and
field devices, under the comprehensive threat model. We demonstrated the pro-
posed system framework’s ability to support real-time grid operations in a Byzantine-
resilient manner. To enhance situational awareness, we integrated unsupervised ma-
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chine learning models for anomaly detection.
The solutions we proposed meet other critical domain requirements, including

continuous availability over a long system lifetime and seamless integration with the
grid. We implemented all modules and protocols and made them available to the
community within the open-source Spire Toolkit, encouraging collaboration and fur-
ther innovation. The system successfully withstood a rigorous purple team exercise
and was transitioned to SCADA manufacturers GE and Siemens, along with two na-
tional laboratories PNNL and SANDIA. Finally, we proposed a practical, incremental
deployment strategy for large-scale real-world power grid topologies.
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