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Introduction

e DOM Clobbering: a code-reuse attack on the Web

3@3 Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a>

@® Collide with named property lookups

JavaScript Code Snippets from the page

Web Page

<script>

~|1ink = window.remote || "https://cdn.com"

W Ilink = link + "/js/hello.js"
“Wlscript. srciEn Y,

https://attacker.com/js/hello.js

</script>

©® Payloads flow to the dangerous sink through gadgets

Challenges

e Challenge One: Gadget Detection

o Client-side JavaScript favors dynamic behaviors
and has widespread use of aliased objects.

‘ Clobberable Sources
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. Client-side Sinks

e Challenge Two: Exploit Generation

o DOM Clobbering requires HTML markups to satisfy
DOM constraints to lead attacker-controlled string
to the sinks

’ Sources
/
/

@ x.value.slice(0)

4‘ Sources
/ X.value.slice(0)
/
,/ &
© /
‘ Sinks

Uncaught TypeError!

<div id=x></div> ‘

<input name=x

value=payload></form>

Key Accomplishments

Designed the first automated, dynamic analysis tool, Hulk, to detect and exploit

DOM Clobbering gadgets using concolic execution with Symbolic DOM.

Found 497 exploitable DOM Clobbering gadgets on Tranco Top 5,000 websites,
including those in Google Client API, Google Closure, Math)ax, and Webpack.

System Design

_---- Exploit Generation _____
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[ Taint Dependency Graph Construction ]

Code Instrumentation _
taint dependency graph
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[ DOM Constraints Modeling J ' exploit

, html
I markups

E —> E { Exploit Injection & Replay }
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[ Dynamic Taint Analysis ] with constraints
A Report

. . . ) [ Constraints Merging & Solving }
via Dynamic Taint Analysis

Canary-based Verification

e Track taint flows of website-defined
values from DOM clobberable sources to via Concolic Execution
sinks e Replay the web page.
e We propose Symbolic DOM to define and
solve DOM elements-related constraints.

e Inject the generated exploit.

e Monitor whether the
vulnerability is triggered.

document.links, document.anchozxs

window.url ? window.url : "default"
Based on the concrete execution trace,

Hulk models and solves the DOM
constraints on the Symbolic DOM and
generates HTML markups as exploit.

window.url || "default"

Inject value only when there is no
website-defined value available

Taint Dependency Graph e Constraint Syntax for Symbolic DOM

) —~ Termpoge ::= (Varnode)
var e = document.scripts gH o etFic Termeoliection ::= getSiblings((Termpoge ))

d t.getEl tsByTagName("script") . etChildren((Term,
C e lWlndOW/Document'tO'DOM }idd((TermC(Elgection)nof;ilmnode))
Termytring ::= (Varstring)

| DOMElementTagName

f.push.apply(f, window.___js1["us"] || [1);
for (var h = 0; h < e.length; ++h) { 9
k = h] @ = = = = e e e e e e e e e e e e e e e e ———— - ;
\;2; (j =eé-]j.<_f length; ++j) { | DOMElementAttributeName
k.src & 0 == k.src.indexOf(f[j]) && d.push(k); DOM-to-DOM PP | ConstString
} Termiy; ::= (Varint)

} ase - ar; | length ( (Termcollection ) )

| Number
for (e = 0; e < d.length; ++e) {

o Term; = (Vi
(f = d[e]) ? h = f.nodeType, @ DOM-to-Stnng bool |£ruaerb001)
f =3 ==nh||4 == h ? f.nodeValue -

. f.textContent|gt'— — — — ~ - argd o ar | false .
: f = void 0, - | hasChild((Termpode ), (Termnode ))

(f = Df(f)) & b.push(f)); . : ret | hasSibling ((Termpoge ), (Termpode))
} - ) | hasTagName((Termyoqe ), (Termying ) )
. | hasAttribute((Termaode ), (TerMsying ), (TerMsying))
if (a && !/M\s+$/.test(a)) { |I?assrCDoc((Termnode)a(Termnode))
tIy { ret | ISROOt((TeHnIIOdC))
b = (new Fu tion("return.'("' +ast ! . . unction |inClude((Teanollection),(Tennnode))

} catch (c) { as€ |f0rAll((TerrnCOl]eCti0n)7 (Exprbo()l))
} nvokeFun Expry,oq; = (Termpoor)

} - : Tainted Value aliseak | (Termpoge) = (Termpoge)

() :concrete Value } (Ter(Instring) =) (Termgring)
. not (Expryqq
: Operation Node
| (Exprbool) A (Exprbool)
| (Exprbool) \ (Exprbool)
| (Termin ) {<, <,=, >, > }(Termin)
Assertion ::= assert(Expry,;)

Df = function(a) {

Four Steps of Exploit Generation
@ Exploitation Modeling ® Constraint Modeling

o initial clobbering (window/Document-to-DOM), advanced clobbering o  Construct constraint of each node using the syntax
(DOM-to-DOM), string loading (DOM-to-String), and string operations o E.g.,isRoot(R1) A hasTagName (R1, “object”) A hasAttribute(R1, “id”, P)

(String-to-String). concretes to <object id=scripts></object> when P="scripts"

© Attaching Constraints

o  Each tainted node have two conjunctive sets of constraints, as: . _ R
) ’ ?1.‘(<:eﬂc)la;\e(gif/ %Av (E; ’%)A (= [c3: (declare Node R1, R2) A (R1 = $1) A (R2
. . scripts = PR
m  The return value of its precedent operation $2) A hasSibling(R1,R2)
. C2: (declare Node R1) A (R1 = $1) A (is- C4: (declare Node R1) A (R1 = $2)
= Anargument of the subsequent operation [Rool(Rl)) A (length(getSiblings(R1)) > 1) [A (P = "textContent") A €)

@ Merging and Solving Constraints

.-- Gadget Verification --_
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Major Results

e Large-scale evaluation
o 497 zero-day verified exploitable gadgets among Tranco
top 5,000 websites
o 12 end-to-end exploitation
m e.g., JupyterLab/Notebook and Canvas LMS.

AVAILABLE REPRODUCED

e Gadget Case studies

TheThing!"  Hulk
Vite 67.2K v5.4.5 CVE-2024-45812 ® °
Webpack 64.4K v5.93.0 XSS CVE-2024-43788 O °
Astro 45.7K v4.5.9 XSS CVE-2024-47885 O °
plausible-analytics 19.7K v2.1.0 CSRF Reported °
plotly.js 16.9K v2.35.2 CSRF  Reported
Prism 12.2K v1.29.0 XSS CVE-2024-53382
Mathjax2 104K v2.7.9 XSS Acknowledged
Math)ax3 104K v3.2.2 XSS Acknowledged
tsup 8.9K v8.2.4 XSS CVE-2024-53384
rspack 8.6K v1.0.0-rc.0 XSS Patched
seajs 8.3K v3.0.3 XSS CVE-2024-51091
Google Closure 4.9K v20230103 XSS Acknowledged
pagefind 3.3K v1.1.0 XSS CVE-2024-45389
Google Client APl  3.2K 5BLk7BglYEE XSS Patched
Mavo 2.8K v0.3.2 XSS CVE-2024-53388
Stage.js 2.4K vi-alpha XSS CVE-2024-53386
cusdis 2.6K v1.3.0 XSS CVE-2024-49213
inspire.js 1.7K v1.10 XSS CVE-2024-53385
steal 1.4K v2.3.0 XSS CVE-2024-45939
UMeditor 1.4K v1.2.2 XSS CVE-2024-53387
doomcaptcha 1K latest Reported

o: indicates that the gadget cannot be detected or exploited by the tool.
¢: indicates successful detection but failed exploit generation.
e: indicates successful detection and verification.

e Hulk vs. TheThing! . U

B ™ S S

Reported @ TP/FP Reported = TP/FP
Tranco Top 500 | 33 6 6/0 27 33 33/0
Known Gadgets 12 4 4/0 8 5

[1] It's (dom) clobbering time: Attack techniques, prevalence, and defenses, Khodayari S, Pellegrino G, (S&P ‘23)
[2] Ground Truth of Tranco Top 500 dataset = TP from TheThing N TP from Hulk
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