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ABSTRACT

We performed an investigation of the Border Gateway Pro-
tocol 4 (BGP-4) [9] behavior in the presence of intermit-
tent satellite channels. Specifically, we developed an ana-
lytic model of BGP-4 state transitions and use this model
to estimate bandwidth consumption of BGP-4 over the in-
termittent channels. We compare our model’s estimates
with fidelity simulation results of bandwidth consumption
of BGP-4. We briefly discuss this work in the context of
the Global Information Grid (GIG) and our ongoing efforts
to develop a system wide simulation model of the GIG.

1. INTRODUCTION

The U.S. Government is building the Global Information
Grid (GIG), which will support convergence of its current
disparate communication networks onto a common IP net-
work. A critical aspect of its design is the inter-domain
BGP-4 routing architecture required to meet the diverse
requirements imposed by its various user networks. BGP-
4 will be required to handle routing through a vast array
of networking technologies, including intermittent satellite
links, high speed fiber backbones, highly mobile networks
and numerous types of wireless links.

In this paper, we investigate the performance and behav-
ior of BGP-4 in the presence of intermittent links. We de-
velop analytic models for engineering studies and compare
with simulation models of BGP-4. There exist few, high fi-
delity simulation studies which model BGP-4 performance
[8] [5]. To our knowledge, no studies examine the impact
of running BGP-4 over intermittent satellite links.

2. BGP-4 ANALYSIS

Various types of satellite and terminal configurations are
deployed or planned for the GIG. BGP-4 must support
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routing over these intermittent links. These satellite con-
nections suffer channel fading due to obstructions, rain,
antenna placement on ships and other mobile platforms.
BGP-4 must support routing over intermittent links, re-
quiring the proper protocol tuning and local decision poli-
cies. Here, we develop an analytic model of the state of the
BGP-4 link running over an intermittent channel. We use
this BGP-4 state model to derive the bandwidth required
to support BGP-4 status, policies and routing updates.

When two peer BGP-4 routers first come up, they en-
ter an ACTIVE state [9]. In the ACTIVE state, they fre-
quently attempt to establish a TCP connection between
themselves. Once a TCP connection is established, the
BGP-4 ESTABLISHED state is entered. The peers then
negotiate protocol parameters, and transmit their entire
network layer reachability information, or prefixes. In the
ESTABLISHED state, the BGP-4 routers sense the state
of the underlying communications channel with the BGP-
4 KEEP ALIVE timer mechanism. Upon the expiration of
the KEEP ALIVE timer, the BGP-4 router transmits a keep
alive message to its peer if no other BGP-4 traffic had been
sent over the previous keep alive time interval. If the peer
router fails to receive any BGP-4 traffic over the channel
within the HOLD DOWN time interval, it terminates the
TCP connection and transitions back to the ACTIVE state.

To derive our model, we first consider a relatively sim-
ple Gilbert model of the satellite channel [3]. The satellite
channel is characterized by two states, i.e., a good state
with zero packet loss and a bad state with a probability of
packet loss of unity. BGP-4 periodically samples the exis-
tence of the links with its peers through its KEEP ALIVE
mechanism. Hence, we convert the channel model to a
BGP-4-sensed channel model, where the sensing is per-
formed by BGP-4’s KEEP ALIVE mechanism. We then
derive expressions for the frequency of BGP-4 routing up-
dates over the channel by treating the BGP-4 peering state
as the result of applying a low band-pass filter to the BGP-
4-sensed channel state. The characteristic of the filter is
directly related to the BGP-4 HOLD DOWN timer. Our
process for modeling this behavior is illustrated in Figure
1. The result is a model of the frequency of BGP-4 state
thrashing over an intermittent communications channel as
a function of channel characteristics and protocol parame-



ter values. This thrashing frequency is related to the band-
width requirements of BGP-4 necessary to communicate
reachability information.

Fig. 1. The model development process.

Our Gilbert model is characterized byδ, the number of
seconds for which the system stays in a given state prior to
making a transition decision, and the transition probabil-
ities between the good-to-good and the bad-to-bad states,
pgg andpbb respectively. We assume that the underlying
Gilbert model describes the actual state of the channel.
The “Sensed-State” of the link is also a Two-State, Gilbert
Model where we assume that the BGP-4 peer senses the
underlying channel eachM time increments,δ, i.e., Mδ
equals the BGP-4 KEEP ALIVE timer. Hence, we define
the primed transition probabilities as the probabilities that,
in M transitions, the sensed-state transitions from good-
to-good or bad-to-bad based upon the following iterative
equations (assumingM > 1)

p′gg(M) = pggp
′
gg(M − 1) + pgbp

′
bg(M − 1) (1)

and

p′bb(M) = pbbp
′
bb(M − 1) + pbgp

′
gb(M − 1) (2)

We transform these iterative equations to

p′gg(M) = pggp
′
gg(M − 1)

+(1− pgg)(1− p′bb(M − 1)) (3)

p′bb(M) = pbbp
′
bb(M − 1)

+(1− pbb)(1− p′gg(M − 1)) (4)

wherep′gg(1) = pgg andp′bb(1) = pbb. To complete our
Sensed-State Model we replace the time increment,δ, with
Mδ.

To estimate the BGP-4 traffic over the satellite channel,
we need to compute the mean time in the BGP-4 ESTAB-
LISHED state given a HOLD DOWN timer ofNMδ sec-
onds. We denote this mean time in the good and bad states

ast
(N)
g andt

(N)
b respectively. We computet(N)

g using the
following recursive expression

t(N)
g = 1 + p′ggt

(N)
g

+p′gb

N∑
i=1

(i + t(N)
g )Pr{tB = i}

+p′gbNPr{tB > N} (5)

which we solve to yield

t(N)
g = t(0)g

[
1 + p′gbf

(N)(p′bb)
1− h(N)(p′bb)

]
(6)

where

f (N)(x) = N(1− x)x(N+1)

+
1− (N − 1)xN + Nx(N+1)

(1− x)
(7)

h(N)(x) = 1− xN (8)

andt
(0)
g = (1 − p′gg)

−1. It turns out thatt(N)
b = t

(0)
b , due

to the memoryless nature of the Markov model and the
mechanisms in BGP-4 for transitioning from the ACTIVE
and ESTABLISHED state. Thus, our expression for the
BGP-4 overhead on an intermittent satellite link is

T =
α

tKEEPALIV E
+

β

tcycle
(9)

whereα and β are fitting parameters,tKEEPALIV E is
equal to the KEEP ALIVE timer value, and

t
(N)
cycle = t(N)

g + t
(0)
b (10)

The first term in Eq.(9) reflects the chatter overhead re-
quired to maintain the peering session and the second term
is the overhead of advertising prefixes over the intermit-
tent link. The overhead includes all BGP-4 messages and
communications related to the underlying TCP connec-
tion. The term,β, includes control traffic related to prefix
advertisements and initial protocol negotiations after tran-
sitioning to the ESTABLISHED state. Ignoring the traffic
due to negotiation and drawing upon [10], we can interpret
β as

β = (N + MA)OL (11)

whereN is the number of prefixes advertised within the
entire network,A is the number of ASes in the network,
M is the average number of AS hops in a prefix AS-PATH
attribute, andOL is the protocol overhead in advertising
the prefixes and associated attributes. Then, Eqs. (10) and
(11) give the expected BGP-4 traffic over an intermittent
link in terms of channel and protocol parameters. These
estimates represent a conservative prediction as techniques
exist, e.g., route aggregation, which can reduce the size of
router advertisements under reasonable topology assump-
tions, as discussed in [9].



3. BGP-4 SIMULATIONS

We have developed a scalable and easily parameterized
model of the GIG topologies for numerous performance
studies, see [1]. We use the Network Simulator 2 (NS2)
[6] and BGP++ [2] simulation tools, which require config-
uration in TCL and GNU-Zebra style BGP-4 router config-
urations [4]. Using BGP++ offers us a high fidelity repre-
sentation of the BGP-4 protocol mechanisms and protocol
exchanges over the simulated network.

Fig. 2. The BGP-4 reference satellite configuration.

To test our model, we made a series of simulation runs
of a simple three router network. Figure 2 shows the simu-
lated configuration. It consists of three BGP-4 routers sit-
ting in three distinct Autonomous System (AS) domains.
The two routers on the Left Hand Side (LHS) of the figure
are peering over a T1 wired facility, while the two routers
on the Right Hand Side (RHS) of the figure are peering
over a 1.5 Mbps satellite link. Each router represents a
single AS advertising 1000 prefixes. We assume that all
prefixes are advertised over the link, i.e., that no BGP-4
policy is applied. We set the HOLD DOWN timer to equal
three times the KEEP ALIVE timer, as recommended in
[9]. We set the transition parameters for the good and bad
states of the satellite channel to be identical. The mean
lifetime in the good state was set to 250, 500 and 1000
seconds, respectively. We ran each combination of param-
eters 200 times for a simulated duration of 20,000 seconds.
The traffic metric is the mean number of bytes per second
related to BGP-4 exchanges transmitted over the satellite
link averaged over the length of each simulation run.

Figure 3 shows the results of the simulation runs. We
see, as expected, that the mean traffic overhead decreases
as the HOLD DOWN timer increases due to both the less-
ening of the effects of the KEEP ALIVE chatter and the
prefix advertisements over the intermittent links. Also, as
the mean lifetime of the good state increases, the amount
of traffic overhead decreases.

We performed a relatively simple fitting procedure to
test our expression, Eq.(9). We first setβ = 0 and varied
α until we fit reasonably well the maximum traffic point in
Figure 3. This yieldedα = 23, 000 and is shown in Figure
5. As theα parameter is related only to the HOLD DOWN
timer, we see that all curves for different satellite lifetimes
overlap. We then setα = 0 and variedβ to fit the maxi-

Fig. 3. The simulation data of BGP-4 traffic.

Fig. 4. The fit to the simulation data.



mum traffic point in Figure 3. This yieldedβ = 180, 000
as shown in Figure 6. We then took a weighted average
of these two cases where the weightings are described by
γα and (1 − γ)β and found thatγ = 3/8 gave a rea-
sonable fit. This final case is shown in Figure 4 and is to
be compared with Figure 3. We see that this expression
(with only two free parameters) does a reasonable job of
characterizing the dependence of the BGP-4 traffic over-
head on the HOLD DOWN and KEEP ALIVE timers and
the satellite channel model. This expression also shows a
cross-over behavior between the different satellite models
as the HOLD DOWN timer is increased from 90 seconds
up to 1080 seconds as found in the simulation runs.

Fig. 5. The fitting to the simulation data settingβ = 0.

Fig. 6. The fitting to the simulation data settingα = 0.

4. CONCLUSIONS

The GIG is planning on using BGP-4 as its inter-domain
routing protocol. As such, we have embarked upon a series
of studies investigating performance, scale and security is-

sues relating to BGP-4 deployment in the GIG. In this ini-
tial study, we focused on the impact of running BGP-4 over
an intermittent satellite link. Satellites are relied upon ex-
tensively by the DoD for connectivity to remote and in-
creasingly to mobile platforms. As an aid to the design,
configuration and deployment of BGP-4 connectivity over
satellites, we developed an analytic model to predict the
traffic overhead of running BGP-4 over a satellite channel.
We validated the model against high fidelity simulation
studies. We are in the process of running further BGP-4
routing studies for the Global Information Grid [1].
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