
 

1 2321 Lecture 2 pets and basil methanisms

plausible DeniabilityI

hE.fr imiad raise

want to know how many people have property P

Methanism for each person

with prob
1
2 answer truthfully

with prob 4 answer Yes

with prob 4 answer No

Intuitively pirate
If P corresponds to illegal activity answering
Yes art incriminating

But useful
If p frankin

have property P

fraction say yes p 4 tp
IP

given fraction say yes can figure out p

Lilintitin since plausible deniability doesn't

make much difference whether or not I'm in database



might as well participate

ir iiitii i ma

as input a database and outputs something

in Range M

Two databases re neighboring if exantly one entry

has been added renived IPAD 1 1 1010 t 10 D 1

Note Ian generalize

Def M satisfies a 8 differential privary if

for all neighboring D D and for all Range M

PrCM D S Ee premiales 8 arent

If M satisfies 19,01 DP then inst say e DP

think of a small mat.fi g tat

signifiantly for lowiii iii
Idea no matter what the algorithm does outrut is

dr



basically the same in D and D So consider some

person FD let p plx For any event SeReuseml

probability that a tent is in it is basically the

sane in D and D

doesn't matter to whether in database or act

And set plausible deniability

En't death anything about that talk't have

otherwise figured out
cause example left fat et etc

Antonetiially protest against at ist linkage or

difference attenks but at attanks since no way to

tell from a test whether in database

Formalination immune to postpreleasing Even if you

get more info later do extra computatin etc doesn't

matter

Thy Let m D R he randomized als that

is E 8 DP Let f R R he arbitrary randomized

mapping Then fom D R is 9,81 DP



PE so f deterministic

Let P D The neighboring databases

Let SER

Let T rtR FCM 5

PREFLMCODES PCM DIET

PrCMCD ET S

fCf MCD'll 5 8

Now sp f randomized

convex combination of deterministil g s

It FACADES Efs
molles

ftp.lgilmCDI 5

Ethics meal es 8

diffs m P 1 S 8

ÉPrCF MIDDES S

f m



Other nite things we'll eventually prove about DP

composition running a few DP algs still DP

gra p privaty ere if databases differ in 71

still get some guarantee

1

doniad meme

Did you break
the law last week

A1 v p respond truthfill

Wip I say Yes

v p.tt say No

This lab DP

Pf fix respondent D where truth is Yes

p where trith is No

p.cm plates e e _premen't Yes



Elif
preman No e

premen no

Lemethanism first arise adding methanism

Laplate distribution centered at 0 with scale b

PDF Laplx b Es e
centered at a
Larly min Eexpl

1

symmetric exponential

variance o 262

write a Larch

Lap bttt.mn

Def h sensitivity stilal sensitivity f Jak
If Theighan ft Fdle

How math can a single individual's data thange f

Cannon case k 1 so F D R



Ex Counting queries

How many people in this database satisfy

party P

Df 1

What frantion DF th

i

can he hge if data is IR if qury is

average mat ett then If unbanded

Laplace mechanism add Laplace noise to each entry

scaled by DF c Formally

Pef Laplace Mechanism Given f D IR Carly
is McCD f c f D in Yr

Iwhe Yi's are ii d random was from Lap E
Equivalent McCD f c 2 2k where

Zi's are iii d random us from

Lpl FCD



then Laplace Mechanism is E DP

PE Fit son ZelR let p he Pof of

McCD feel P Pof of McCD t e

Ii i

II E.EEII
fetp tkji tEil

Effete Etf sing

exp 11011
exp s def of Df

Ex counting queries
1 query Df 1 add Cap noise

k queries think of f as vector of answers



to all queries

It could be k

add cap a to envy quy impotent

EI histogram queries

Divide ruse into cells reart tent in each cell

Ed height 5 52 52 s't etc

of 1
can tins art in each salat

add cap e to eash query even though

Kquies

Q How good is this mechanism faraway utility approx

Fact If X Lap b then

p.CH 2t h exp t tail bond

Thy Let f R let y Mc D f s

then Se 0,1

PC 11710 v16 a 8 8



PI picked v12 n

Prl it In f
noiseadded to
tardinate

k Pr 1412415
min band all

Yi's i i d

ke precious fact

S

Ex first names

Live list of loose names how achy people

from last census had each name

Histogram awy Df 1

add cap 1 noise to each innt get 1 DP

set g 0.05

with probability 95 no estimate off by
are than In 1

0,1 12.2

Pretty good



Gaussianmechanism will talk about mere

why get to RDP CDP 2COP

Mechanism add NCO Affluts noise

Tariance

At can even use la sensiti ity

It neightris

The For e 0,1 this is 48 DP

See Appendix A


