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Abstract—Current Computer Vision algorithms for classifying
objects, such as Deep Nets, lack robustness to image changes
which, although perceptible, would not fool a human observer.
We quantify this by showing how performances of Deep Nets degrades badly on images where the objects are partially occluded
and degrades even worse on more challenging and adversarial
situations where, for example, patches are introduced in the
images to target the weak points of the algorithm. To address this
problem we develop a novel architecture, called Compositional
Generative Networks (Compositional Nets) which is innately
robust to these types of image changes. This architecture replaces
the fully connected classification head of the deep network by
a generative compositional model which includes an outlier
process. This enables it, for example, to localize occluders and
subsequently focus on the non-occluded parts of the object.
We conduct classification experiments in a variety of situations
including artificially occluded images, real images of partially
occluded objects from the MS-COCO dataset, and adversarial
patch attacks on PASCAL3D+ and the German Traffic Sign
Recognition Benchmark. Our results show that Compositional
Nets are much more robust to occlusion and adversarial attacks,
like patch attacks, compared to standard Deep Nets, even
those which use data augmentation and adversarial training.
Compositional Nets can also accurately localize these image
changes, despite being trained only with class labels. We argue
that testing vision algorithms in an adversarial manner which
probes for the weakness of the algorithms, e.g., by patch attacks,
is a more challenging way to evaluate them compared to standard
methods, which simply test them on a random set of samples,
and that Compositional Nets have the potential to overcome such
challenges.
Index Terms—Deep Networks, Compositional Networks, Robustness

I. I NTRODUCTION
Datasets have been pivotal for the advancement of the
computer vision field over the last two decades. Early datasets
such as Caltech-101 [12] defined standardized benchmarks
that enabled the comparison of computer vision algorithms
with standard metrics. These developments sparked the current

Alan L. Yuille
Dept. Computer Science
Johns Hopkins University
Baltimore, USA
ayuille1@jhu.edu

paradigm of measuring research progress in computer vision
in terms of performance improvements on well-known datasets
for large-scale image classification [8], segmentation [10],
[25], pose estimation [40], and part detection [4].
However, the focus on dataset performance encourages
researchers to develop computer vision models that work well
on a particular dataset, but do not transfer well to other
datasets. We argue that this lack of robustness is caused by
the paradigm of evaluating computer vision algorithms on
balanced annotated datasets (BAD). This can be criticized as
being problematic due to combinatorial complexity of visual
scenes. Tougher performance measures are needed [45] that
evaluate algorithms on data that differs in statistical properties
from the training data [33] or by adversarial examiners [29].
These tougher performance tests can prune out algorithms
(whose performance on BAD looks good) and encourage the
community to develop algorithms that are reliable and which
can lead to assured autonomy.
In this paper, we study a particularly important special
case where objects are partially occluded, either randomly
placed or selected by an adversarial mechanism (e.g., patchbased attacks [44]). The algorithms are trained on data without
occlusion or patch attacks and hence the statistics of the
test dataset differ from those in the training set. Occlusions
are important because they happen frequently in real world
conditions while patch attacks can be thought of as attacks
where occluders are placed so as to confuse the algorithms.
Our experiments show that the performance of deep networks
degrades badly under these conditions, almost dropping to
zero for black-box targeted patch attacks, while an alternative
algorithms known as compositional networks [20] are much
more robust (by an order of magnitude to patch attacks). We
also show that standard deep network defenses [26], e.g.,
training using occluded or attacked images, only improves
performance slightly.

Compositionality is a fundamental aspect of human cognition [2], [3], [14], [35] that is also reflected in the hierarchical
compositional structure of the ventral stream in visual cortex
[28], [34], [43]. A number of works in computer vision showed
that compositional models can robustly classify partially occluded 2D patterns [15], [19], [37], [47]. Kortylewski et al.
[20] proposed to integrate compositional models and DCNNs
into a unified deep model with innate robustness to partial
occlusion. In particular, they replace the fully-connected classification head of a DCNN with a compositional layer that is
regularized to be fully generative in terms of the neural feature
activations of the last convolutional layer. The generative
property of the compositional layer enables the network to
localize occluders in an image and subsequently focus on the
non-occluded parts of the object in order to classify the image
robustly. This novel deep architecture is called Compositional
Convolutional Neural Network (CompositionalNet). Figure 1
illustrates the robustness of CompositionalNets at classifying
partially occluded objects and at defending very powerful
patch-based attacks. In particular, it shows an image of a
car that is occluded by other objects (Fig. 1a). Next to the
image, we show occlusion scores that illustrate the position
of occluders as estimated by the CompositionalNet. Note how
the occluders are accurately localized despite having highly
complex shapes and appearances. Moreover, Figure 1b shows a
successful patch-based attack on a standard deep network [44].
Only a small modification of the image induces a misclassification of the t-shirt as pretzel with high confidence. In Figure
1c, we show a patch-based attack on a CompositionalNet [20].
The CompositionalNet can defend the attack, by localizing the
adversarial patch and discarding it during classification.
Our experiments demonstrate that CompositionalNets outperform related approaches by a large margin at classifying
partially occluded objects, even when they have not been
exposed to occluded objects during training. They also show
that CompositionalNets can defend against patch-based attacks
with very large success compared to standard deep networks.
II. R ELATED W ORK
Classification under partial occlusion. Recent work [22],
[48] has shown that current deep architectures are significantly
less robust to partial occlusion compared to Humans. Fawzi
and Frossard [11] showed that DCNNs are vulnerable to partial
occlusion simulated by masking small patches of the input
image. Related works [9], [46], have proposed to augment the
training data with partial occlusion by masking out patches
from the image during training. However, our experimental results in Section IV show that such data augmentation
approaches only have limited effects on the robustness of
a DCNN to partial occlusion. Xiao et al. [41] proposed
TDAPNet a deep network with an attention mechanism that
masks out occluded features in lower layers to increase the
robustness of the classification against occlusion. In contrast
to deep learning approaches, generative compositional models
[7], [13], [17], [24], [49] have been shown to be inherently
robust to partial occlusion when augmented with a robust

(a)

(b)
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Fig. 1: Localizing occluder and patch-based attacks with
CompNets. (a) CompositionalNets can localize the occluders
(occlusion scores on the right) and subsequently focus on the
non-occluded parts of the object to classify the image. (b) A
patch-based attack induces a state-of-the-art model to misclassify an image of a t-shirt as pretzel with very high confidence.
(c) Similarly to natural occluders, CompositionalNets can also
localize and discard patch-based attacks.

occlusion model [19]. Such models have been applied for
detecting partially occluded object parts [37], [47] and for
recognizing 2D patterns under partial occlusion [15], [23].
Combining compositional models and DCNNs. Related
works proposed to regularize the convolution kernels to be
sparse [32], or to force feature activations to be disentangled
for different objects [31]. As the compositional model is not
explicit but rather implicitly encoded within the parameters of
the DCNNs, the resulting models remain black-box DCNNs
that are not robust. Kortylewski et al. [22] proposed to learn
a generative dictionary-based compositional models from the
features of a DCNN. They use their compositional model as
“backup” to an independently trained DCNN, if the DCNNs
classification score falls below a certain threshold. This idea
was subsequently extended [20], [21], [36] such that the compositional model was integrated into an end-to-end trainable
deep network architecture, and was shown to have enhanced
robustness to random natural occluders.
Adversarial patch attacks and defenses. Deep networks’
fragility under occlusion is not limited to “natural” examples:
their accuracy drops to near zero when presented with carefully crafted adversarial patches. Black-box adversarial patch
attacks adapt the texture of an adversarial patch to achieve a
high attack success rate with small area [6], [44], and refine
the location search strategy using reinforcement learning rather
than random search [44].
Many defenses against perturbation-based adversarial attacks have been proposed [16], [18], [26], [42]; however,
defenses against patch-based attacks are less well studied. Two
recent works have adapted adversarial training to the patch
attack setting [5], [27]. In contrast, we are the first to show
that black-box patch-based adversarial attacks can be defended

against without adversarial training by using an architecture
that is innately robust to occlusion.
III. C OMPOSITIONAL C ONVOLUTIONAL N EURAL N ETS
We now present CompositionalNets [20], a fully generative
compositional model that is integrated with DCNNs in an endto-end image classification system.
A. Fully Generative Compositional Models
We denote a feature map F l ∈ RH×W ×D as the output of
a layer l in a DCNN, with D being the number of channels.
A feature vector fpl ∈ RD is the vector of features in F l
at position p on the 2D lattice P of the feature map. In
the remainder of this section we omit the superscript l for
notational clarity because this is fixed a-priori.
We define a differentiable generative compositional model
of the feature activations p(F |y) for an object class y. We
model p(F |y) as a mixture of von-Mises-Fisher (vMF) distributions.
Y
p(F |θy ) =
p(fp |Ap,y , Λ)
(1)

mixture component m will represent a different viewpoint of
an object.
Occlusion modeling. Following the approach presented
in [19], compositional models can be augmented with an
occlusion model. The intuition behind an occlusion model is
that at each position p in the image either the object model
p(fp |Am
p,y , Λ) or an occluder model p(fp |β, Λ) is active:
Y
m
m
p(F |θym , β)=
p(fp , zpm = 0)1−zp p(fp , zpm = 1)zp , (5)
p

p(fp , zpm = 1)
p(fp , zpm = 0)

= p(fp |β, Λ) p(zpm =1),

(6)

m
= p(fp |Am
p,y , Λ) (1-p(zp =1)).

(7)

The binary variables Z m = {zpm ∈ {0, 1}|p ∈ P} indicate if
the object is occluded at position p for mixture component
m. The occlusion prior p(zpm =1) is fixed a-priori. Related
works [19], [22] use a single occluder model. We instead use
a mixture of several occluder models that are learned in an
unsupervised manner:
Y
p(fp |β, Λ) =
p(fp |βn , Λ)τn
(8)
n

p

p(fp |Ap,y , Λ) =

X

αp,k,y p(fp |λk ),

(2)

n

k

where θy = {Ay , Λ} are the model parameters and Ay =
{Ap,y } are the parameters of the mixture models at every
position p ∈ P on the 2D lattice of the
feature map F .
PK
In particular, Ap,y = {αp,0,y , . . . , αp,K,y | k=0 αp,k,y = 1}
are the mixture coefficients, K is the number of mixture
components and Λ = {λk = {σk , µk }|k = 1, . . . , K} are
the parameters of the vMF distribution:
T

p(fp |λk ) =

eσk µk fp
, kfp k = 1, kµk k = 1,
Z(σk )

(3)

where Z(σk ) is the normalization constant. The parameters of
the vMF distribution Λ can be learned by iterating between
vMF clustering of the feature vectors of all training images
and maximum likelihood parameter estimation [1] until convergence.
The mixture coefficients αp,k,y can also be learned with
maximum likelihood estimation from the training images.
They describe the expected activation of a cluster center µk
at a position p in a feature map F for a class y.
Mixture of compositional models. The model in Equation
1 assumes that the 3D pose of an object is approximately
constant in images. This is a common assumption of generative models that represent objects in image space. We can
represent 3D objects with a generalized model using mixtures
of compositional models as proposed in [22]:
X
p(F |Θy ) =
ν m p(F |θym ),
(4)
m
m

with V={ν ∈ {0, 1}, m ν m =1} and Θy = {θym , m =
1, . . . , M }. Here M is the number of mixtures of compositional models and νm is a binary assignment variable that
indicates which mixture component is active. Intuitively, each
P

=

YX

 τn
,
βn,k p(fp |σk , µk )

(9)

k

P
where {τn ∈ {0, 1}, n τn = 1} indicates which occluder
model explains the data best. The parameters of the occluder
models βn are learned from clustered features of random
natural images that do not contain any object of interest.
Hence, the mixture coefficients βn,k intuitively describe the
expected activation of µk anywhere in natural images.
Inference as feed-forward neural network. The computational graph of the fully generative compositional model is
a directed acyclic graph. Hence, we can perform inference in
a single forward pass as illustrated in Figure 2.
We use a standard DCNN backbone to extract a feature
representation F = ψ(I, ω) ∈ RH×W ×D from the input image
I, where ω are the parameters of the feature extractor. The
vMF likelihood function p(fp |λk ) (Equation 3) is composed
of two operations: An inner product ip,k = µTk fp and a nonlinear transformation N = exp(σk ip,k )/Z(σk ). Since µk is
independent of the position p, computing ip,k is equivalent to
a 1 × 1 convolution of F with µk . Hence, the vMF likelihood
can be computed by:
L = {N (F ∗ µk )|k = 1, . . . , K} ∈ RH×W ×K

(10)

(Figure 2 yellow tensor). The mixture likelihoods
p(fp |Am
p,y , Λ) (Equation 2) are computed for every position
p as a dot-product between the mixture coefficients Am
p,y and
the corresponding vector lp ∈ RK from the likelihood tensor:
H×W
Eym = {lpT Am
,
p,y |∀p ∈ P} ∈ R

(11)

(Figure 2 blue planes). Similarly, the occlusion likelihood can
be computed as O = {maxn lpT βn |∀p ∈ P} ∈ RH×W (Figure
2 red plane). Together, the occlusion likelihood O and the
mixture likelihoods {Eym } are used to estimate the overall
m
likelihood of the individual mixtures as sm
y = p(F |θy , β) =

Fig. 2: Feed-forward inference with a CompositionalNet. A DCNN backbone is used to extract the feature map F , followed by
a convolution with the vMF kernels {µk } and a non-linear vMF activation function N (·). The resulting vMF likelihood L is
used to compute the occlusion likelihood O using the occluder kernels {βn }. Furthermore, L is used to compute the mixture
m
likelihoods {Eym } using the mixture models {Am
y }. O and {Ey } compete in explaining L (red box) and are combined to
}.
The
binary
occlusion
maps {Zym } indicate which positions in L are occluded. The
compute an occlusion robust score {sm
y
and
the
occlusion
map Zy is selected accordingly.
final class score sy is computed as sy = maxm sm
y
m
, Op ). The final model likelihood is computed
max(Ep,y
as sy = p(F |Θy ) = maxm sm
y and the final occlusion map
is selected accordingly as Zy = Zym̄ ∈ RH×W where m̄ =
argmaxm sm
y .
Training of CompositionalNets with clustering and backpropagation. The compositional model is integrated with
DCNNs into Compositional Convolutional Neural Networks
(CompositionalNets) by replacing the classical fully connected classification head with a compositional model head
as illustrated in Figure 2. The model is fully differentiable
and can be trained using a combination of clustering-based
initialization and fine-tuning using end-to-end using backpropagation. The trainable parameters of a CompositionalNet are
T = {ω, Λ, Ay }. We optimize those parameters jointly using
stochastic gradient descent. The loss function is composed of
four terms:

P

p

L(y, y 0 , F, T ) =Lclass (y, y 0 ) + γ1 Lweight (ω)+
γ2 Lvmf (F, Λ) + γ3 Lmix (F, Ay ).

(12)
(13)

Lclass (y, y 0 ) is the cross-entropy loss between the network
2
output y 0 and the true class label y. Lweight = kωk2 is a
weight regularization on the DCNN parameters. Lvmf and
Lmix regularize the parameters of the compositional model
to have maximal likelihood for the features in F . {γ1 , γ2 , γ3 }
control the trade-off between the loss terms.
The vMF cluster centers µk are learned by maximizing the
vMF-likelihoods (Equation 3) for the feature vectors fp in the
training images. They are initialized by k-means clustering of
the feature vectors fp of the training images. Afterwards, they
are fine-tuned by maximizing the vMF likelihood [39]:
X
Lvmf (F, Λ) = C
min µTk fp ,
(14)
p

k

where C is a constant. Intuitively, this loss encourages the
cluster centers µk to be similar to the feature vectors fp .
In order to learn the mixture coefficients Am
y we need to
maximize the model likelihood (Equation 4). The mixture
coefficients are also initialized using clustering. In particular,
we perform spectral clustering of the training images based
on their vmf cluster center activations. For fine-tuning, we
can avoid an iterative EM-type learning procedure by making
use of the fact that the the mixture assignment νm and the
occlusion variables zp have been inferred in the forward
inference process. Furthermore, the parameters of the occluder
model are learned a-priori and then fixed. Hence the energy
to be minimized for learning the mixture coefficients is:
hX ↑
i
X
m
Lmix (F, Ay ) = - (1-zp↑ ) log
αp,k,y
p(fp |λk )
(15)
p

k

Here, zp↑ and m↑ denote the variables that were inferred in the
forward process (Figure 2).
IV. E XPERIMENTS
Datasets. For evaluation we use the Occluded-Vehicles
dataset as proposed in [38] and extended in [22]. The dataset
consists of images and corresponding segmentations of vehicles from the PASCAL3D+ dataset [40] that were synthetically
occluded with four different types of occluders: segmented
objects as well as patches with constant white color, random
noise and textures. The amount of partial occlusion of the
object varies in four different levels: 0% (L0), 20-40% (L1),
40-60% (L2), 60-80% (L3).
We also test algorithms under realistic occlusion by introducing a dataset with images of real occlusions which we term
Occluded-COCO-Vehicles. It consists of the same classes as
the Occluded-Vehicle dataset. The images were generated by

PASCAL3D+ Vehicles Classification under Occlusion
Occ. Area
L0: 0%
L1: 20-40%
L2: 40-60%
L3: 60-80%
Mean
Occ. Type
w
n
t
o
w
n
t
o
w
n
t
o
VGG
99.2
96.9 97.0 96.5 93.8 92.0 90.3 89.9 79.6 67.9 62.1 59.5 62.2 83.6
CoD [22]
92.1
92.7 92.3 91.7 92.3 87.4 89.5 88.7 90.6 70.2 80.3 76.9 87.1 87.1
VGG+CoD [22]
98.3
96.8 95.9 96.2 94.4 91.2 91.8 91.3 91.4 71.6 80.7 77.3 87.2 89.5
TDAPNet [41]
99.3
98.4 98.9 98.5 97.4 96.1 97.5 96.6 91.6 82.1 88.1 82.7 79.8 92.8
CompNet-p4
97.4
96.7 96.0 95.9 95.5 95.8 94.3 93.8 92.5 86.3 84.4 82.1 88.1 92.2
CompNet-p5
99.3
98.4 98.6 98.4 96.9 98.2 98.3 97.3 88.1 90.1 89.1 83.0 72.8 93.0
CompNet-Multi
99.3
98.6 98.6 98.8 97.9 98.4 98.4 97.8 94.6 91.7 90.7 86.7 88.4 95.4

TABLE I: Classification results for vehicles of PASCAL3D+ with different levels of artificial occlusion (0%,20-40%,40-60%,6080% of the object are occluded) and different types of occlusion (w=white boxes, n=noise boxes, t=textured boxes, o=natural
objects). CompositionalNets outperform related approaches significantly.
Train Data
Occ. Area
VGG
CoD
VGG+CoD
TDAPNet
CompNet-p4
CompNet-p5
CompNet-Mul

L0
97.8
91.8
98.0
98.0
96.6
98.2
98.5

PASCAL3D+
L1 L2 L3
86.8 79.1 60.3
82.7 83.3 76.7
88.7 80.7 69.9
88.5 85.0 74.0
91.8 85.6 76.7
89.1 84.3 78.1
93.8 87.6 79.5

MS-COCO Vehicles Classification under Occlusion
MS-COCO
MS-COCO + CutOut
Avg L0 L1 L2 L3 Avg L0 L1 L2 L3 Avg
81.0 99.1 88.7 78.8 63.0 82.4 99.3 90.9 87.5 75.3 88.3
83.6
84.3
86.4 99.4 88.8 87.9 69.9 86.5 99.3 90.1 88.9 71.2 87.4
87.7 97.7 92.2 86.6 82.2 89.7 97.8 91.9 87.6 79.5 89.2
87.5 99.1 92.5 87.3 82.2 90.3 99.3 93.2 87.6 84.9 91.3
89.9 99.4 95.3 90.9 86.3 93.0 99.4 95.2 90.5 86.3 92.9

MS-COCO + CutPaste
L0 L1 L2 L3 Avg
99.3 92.3 89.9 80.8 90.6
98.1 89.2 90.5 79.5 89.3
98.3 93.8 88.6 84.9 91.4
99.4 93.9 90.6 90.4 93.5
99.4 95.8 91.8 90.4 94.4

TABLE II: Classification results for vehicles of MS-COCO with different levels of real occlusion (L0: 0%,L1: 20-40%,L2
40-60%, L3:60-80% of the object are occluded). The training data consists of images from: PASCAL3D+, MS-COCO as well
as data from MS-COCO that was augmented with CutOut and CutPaste. CompositionalNets outperform related approaches in
all test cases.

cropping out objects from the MS-COCO [25] dataset based
on their bounding box. The objects are categorized into the
four occlusion levels defined by the Occluded-Vehicles dataset
based on the amount of the object that is visible in the image.
A. Classification under Partial Occlusion
PASCAL3D+. In Table I we compare our CompositionalNets to a VGG-16 network that was pre-trained on ImageNet
and fine-tuned with the respective training data. Furthermore,
we compare to a dictionary-based compositional model (CoD)
and a combination of both models (VGG+CoD) as reported
in [22]. We also list the results of TDAPNet as reported in
[41]. We report results of CompositionalNets learned from the
pool4 and pool5 layer of the VGG-16 network respectively
(CompNet-p4 & CompNet-p5), as well as as a multi-layer
CompositionalNet (CompNet-Multi) that is trained by combining the output of CompNet-p4 and CompNet-p5. In this setup,
all models are trained with non-occluded images (L0), while
at test time the models are exposed to images with different
amount of partial occlusion (L0-L3).
We observe that CompositionalNet outperforms VGG-16,
CoD and the combination of both significantly when occlusion
exists. CompositionalNet also achieves better performance at
level L0. Notice that CompNet-p5 outperforms CompNet-p4
in most situations.
MS-COCO. Table II shows classification results under a
realistic occlusion scenario by testing on the Occluded-COCOVehicles dataset. The models in the first part of the Table

are trained on non-occluded images of the PASCAL3D+ data
and evaluated on the MS-COCO data. While the performance
drops for all models in this transfer learning setting, CompositionalNets still outperform the other approaches significantly.
The second part of the table (MS-COCO) shows the classification performance after fine-tuning on the L0 training set of
the Occluded-COCO-Vehicles dataset. VGG-16 gets slightly
improvement while TDPANet only improves at level L0. By
contrast, CompositionalNets increases at all stages.
The third and fourth parts of Table II (MS-COCO-CutOut &
MS-COCO-CutPaste) show classification results after training
with strong data augmentation in terms of partial occlusion.
In particular, we use CutOut [9] regularization by masking
out random square patches of size 70 pixels. Furthermore, we
propose a stronger data augmentation method CutPaste which
artificially occludes the training images in the OccludedCOCO-Vehicles dataset with all four types of artificial occluders used in the OccludedVehicles dataset. All methods can
benefit from these data augmentation strategies while VGG
and TDAPNet still suffer from high occlusion situations.
B. Occlusion Localization
We test the ability of CompositionalNets and dictionarybased compositional models at occluder localization. We compute the occlusion score as the log-ratio between the occluder
model and the object model: log p(fp |zpm =1)/p(fp |zpm =0),
where m= argmaxm p(F |θym ) is the model that fits the data
the best. We study occluder localization quantitatively on the

targeted

untargeted

Attack success rates: PASCAL3D+

VGG16
VGG16

+ adv. train [27]

Acc.

TPA
(n = 1)

TPA
(n = 4)

Sparse-RS
(n = 1)

98.8

91.6

95.4

99.6

96.0

34.2

79.5

75.4

CompNet

98.2

7.8

24.9

18.0

VGG16
VGG16

98.8

52.6

88.0

84.7

96.0

8.6

53.3

33.5

98.2

2.4

8.2

5.8

+ adv. train [27]
CompNet

TABLE III: CompNets are significantly more robust than
normal and adversarially trained CNNs under targeted and untargeted Texture Patch Attacks [44] and Sparse-RS attacks [6].
Fig. 3: ROC curves for occlusion localization with dictionarybased compositional models and the proposed CompositionalNets averaged over all levels of partial occlusion (L1-L3).
Occluded-Vehicle dataset using the ground truth segmentation
masks of the occluders and the objects. Figure 3 shows the
ROC curves of CompositionalNets (solid lines) and dictionarybased compositional models (dashed lines) when using the
occlusion score for classifying each pixel as occluder or object
at all occlusion levels L1 − L3. Overall, we observe that
CompositionalNets can localize occluders accurately for
real as well as artificial occluders.
C. Defense against Patch-based Attacks
Baselines. We compare against two baselines: an standard
CNN and a CNN that was trained on patch-based adversarial
examples [27]. For both cases, we use a VGG16 [30] model
pretrained on ImageNet [8] (the same as the backbone used
for our CompNet), and we fine-tune on the training set. For
patch-based adversarial training, we use the best-known stateof-the-art code provided with [27].
Attacks. We study black-box attacks because they are
architecture-agnostic and more likely to arise in the real
world [44]. In particular, we compare the robustness of these
models on two state-of-the-art methods: Texture PatchAttack [44] and the patch attack version of Sparse-RS [6].
Both of these attack methods use patches whose locations
and textures are optimized in a black-box fashion (where
the objective is to fool the model with the smallest number
of queries possible). We evaluate with two different attack
methods because they use different methods for determining
the patch locations and generating the patch textures.
CompNets are robust to patch attacks. Table III shows
that CompNets are robust to patch attacks. When only one
patch is used, CompNets are able to defend against more
than 90% of TPA attacks and 80% of Sparse-RS attacks
on PASCAL3D+. This shows that CompNets are the first
architecture that is naturally robust to black-box patch attacks.
CompNets are more robust than adversarially trained
architectures. Our results show that CompNets are significantly more robust than normal and adversarially trained
CNNs on PASCAL3D+ (Table III). For example, CompNets

Untargeted TPA success rate: PASCAL3D+
# patches:

n=1

n=4

n=8

VGG16
VGG16 (+adv. train)
CompNet

91.6
34.2
7.8

95.4
79.5
24.9

94.1
95.7
49.2

TABLE IV: CompNets are more robust than adversarially
trained CNNs, even with more patches.

are up to 4x more robust than a comparable adversarially trained CNN on PASCAL3D+. Remarkably, training the
CompNet comes at negligible computational cost compared to
adversarial training, and it has superior robustness. This result
has never been shown before in prior work.
CompNets are robust under harder attacks. We conduct
an ablation study varying the number of patches (Table IV).
We observe that increasing the number of patches leads to
drops in robustness. However, CompNets are able to handle
multiple patches more gracefully than the other models: going
from one patch to four patches only results in a 17-point
increase in attack success rate, whereas the adversarially
trained model suffers a 45-point increase in attack success
rate. Overall, CompNets show greater robustness across the
board, even against harder attack configurations.
V. C ONCLUSION
We question standard performance measures evaluating
computer vision algorithms on balanced annotated datasets
(BAD). Tougher performance tests are needed to prune out
algorithms (whose performance on BAD look good) and will
help develop algorithms that are reliable leading to assured
autonomy. We studied this problem for the special case of
occluders and patch-based attacks, showing that standard deep
nets perform poorly in these scenarios, while deep networks
with compositional representations are robust to patch attacks
out of the box. Without expensive adversarial training, CompositionalNets can detect, locate, and ignore adversarial patches.
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