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Abstract

Adversarial attacks to image classification systems
present challenges to convolutional networks and oppor-
tunities for understanding them. This study suggests that
adversarial perturbations on images lead to noise in the
features constructed by these networks. Motivated by this
observation, we develop new network architectures that
increase adversarial robustness by performing feature
denoising. Specifically, our networks contain blocks that
denoise the features using non-local means or other filters;
the entire networks are trained end-to-end. When combined
with adversarial training, our feature denoising networks
substantially improve the state-of-the-art in adversarial
robustness in both white-box and black-box attack set-
tings. On ImageNet, under 10-iteration PGD white-box
attacks where prior art has 27.9% accuracy, our method
achieves 55.7%; even under extreme 2000-iteration PGD
white-box attacks, our method secures 42.6% accuracy.
Our method was ranked first in Competition on Adversarial
Attacks and Defenses (CAAD) 2018 — it achieved 50.6%
classification accuracy on a secret, ImageNet-like test
dataset against 48 unknown attackers, surpassing the
runner-up approach by ~10%. Code is available at
https://github.com/facebookresearch/
ImageNet—-Adversarial-Training.

1. Introduction

Adversarial attacks to image classification systems [20]
add small perturbations to images that lead these systems
into making incorrect predictions. While the perturba-
tions are often imperceptible or perceived as small “noise”
in the image, these attacks are highly effective against
even the most successful convolutional network based sys-
tems [11, 14]. The success of adversarial attacks leads to
security threats in real-world applications of convolutional
networks, but equally importantly, it demonstrates that these
networks perform computations that are dramatically differ-
ent from those in human brains.

Figure 1 shows a randomly selected feature map of a
ResNet [9] applied on a clean image (top) and on its ad-
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Figure 1. Feature map in the ress block of an ImageNet-trained
ResNet-50 [9] applied on a clean image (top) and on its adversar-
ially perturbed counterpart (bottom). The adversarial perturbation
was produced using PGD [16] with maximum perturbation e =16
(out of 256). In this example, the adversarial image is incorrectly
recognized as “space heater”; the true label is “digital clock”.

versarially perturbed counterpart (bottom). The figure sug-
gests that adversarial perturbations, while small in the pixel
space, lead to very substantial “noise” in the feature maps
of the network. Whereas the features for the clean image
appear to focus primarily on semantically informative con-
tent in the image, the feature maps for the adversarial image
are activated across semantically irrelevant regions as well.
Figure 2 displays more examples with the same pattern.

Motivated by this observation, we explore feature
denoising approaches to improve the robustness of convolu-
tional networks against adversarial attacks. We develop new
convolutional network architectures equipped with building
blocks designed to denoise feature maps. Our networks are
trained end-to-end on adversarially generated samples, al-
lowing them to learn to reduce feature-map perturbations.

Empirically, we find that the best performance is
achieved by networks using non-local means [2] for fea-
ture denoising, leading to models that are related to self-
attention [23] and non-local networks [24]. Our ablation
studies show that using mean filters, median filters, and
bilateral filters [21] for feature denoising also improves
adversarial robustness, suggesting that feature denoising is
a good design principle.
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Figure 2. More examples similar to Figure 1. We show feature maps corresponding to clean images (top) and to their adversarial perturbed
versions (bottom). The feature maps for each pair of examples are from the same channel of a res3 block in the same ResNet-50 trained on
clean images. The attacker has a maximum perturbation € = 16 in the pixel domain.

Our models outperform the state-of-the-art in adversarial
robustness against highly challenging white-box attacks on
ImageNet [18]. Under 10-iteration PGD attacks [16], we
report 55.7% classification accuracy on ImageNet, largely
surpassing the prior art’s 27.9% [10] with the same at-
tack protocol. Even when faced with extremely challeng-
ing 2000-iteration PGD attacks that have not been ex-
plored in other literature, our model achieves 42.6% accu-
racy. Our ablation experiments also demonstrate that fea-
ture denoising consistently improves adversarial defense re-
sults in white-box settings.

Our networks are also highly effective under the black-
box attack setting. The network based on our method won
the defense track in the recent Competition on Adversarial
Attacks and Defenses (CAAD) 2018, achieving 50.6% ac-
curacy against 48 unknown attackers, under a strict “all-or-
nothing” criterion. This is an 10% absolute (20% relative)
accuracy increase compared to the CAAD 2018 runner-up
model. We also conduct ablation experiments in which we
defend against the five strongest attackers from CAAD 2017
[13], demonstrating the potential of feature denoising.

2. Related Work

Adversarial training [6, 10, 16] defends against
adversarial perturbations by training networks on
adversarial images that are generated on-the-fly dur-
ing training. Adversarial training constitutes the current
state-of-the-art in adversarial robustness against white-box
attacks; we use it to train our networks. Adversarial logit
paring (ALP) [10] is a type of adversarial training that
encourages the logit predictions of a network for a clean
image and its adversarial counterpart to be similar. ALP
can be interpreted as “denoising” the logit predictions for
the adversarial image, using the logits for the clean image
as the “noise-free” reference.

Other approaches to increase adversarial robustness in-
clude pixel denoising. Liao et al. [15] propose to use high-

level features to guide the pixel denoiser; in contrast, our
denoising is applied directly on features. Guo et al. [8]
transform the images via non-differentiable image prepro-
cessing, like image quilting [4], total variance minimiza-
tion [17], and quantization. While these defenses may be
effective in black-box settings, they can be circumvented
in white-box settings because the attacker can approximate
the gradients of their non-differentiable computations [1].
In contrast to [8], our feature denoising models are differ-
entiable, but are still able to improve adversarial robustness
against very strong white-box attacks.

3. Feature Noise

Adversarial images are created by adding perturbations
to images, constraining the magnitude of perturbations to
be small in terms of a certain norm (e.g., Lo, or L>). The
perturbations are assumed to be either imperceptible by hu-
mans, or perceived as noise that does not impede human
recognition of the visual content. Although the perturba-
tions are constrained to be small at the pixel level, no such
constraints are imposed at the feature level in convolutional
networks. Indeed, the perturbation of the features induced
by an adversarial image gradually increases as the image is
propagated through the network [15, 8], and non-existing
activations in the feature maps are hallucinated. In other
words, the transformations performed by the layers in the
network exacerbate the perturbation, and the hallucinated
activations can overwhelm the activations due to the true
signal, which leads the network to make wrong predictions.

We qualitatively demonstrate these characteristics of
adversarial images by visualizing the feature maps they give
rise to. Given a clean image and its adversarially perturbed
counterpart, we use the same network (here, a ResNet-50
[9]) to compute its activations in the hidden layers. Figure 1
and 2 show typical examples of the same feature map on
clean and adversarial images, extracted from the middle of
the network (in particular, from a ress block). These figures



Figure 4. A generic denoising block. It wraps the denoising oper-
ation (e.g, non-local means, bilateral, mean, median lters) with
al 1 convolution and an identity skip connection [9].

4. Denoising Feature Maps

Motivated by the empirical observations above, we pro-
pose to improve adversarial robustness by adding denoising
blocks at intermediate layers of convolutional networks.
The denoising blocks are trained jointly with all layers

Figure 3. Adversarial images and their feature migfore (left) of the network in an end-to-end manner using adversarial
and after (right) the denoising operatior{blue box in Figure 4). training. The end-to-end adversarial training allows the re-
Here each pair of feature maps are from the same channel of asulting networks to (partly) eliminate feature map noise that
res block in the same adversarially trained ResNet-50 equippedis data-dependent,e., noise that is generated by the at-
with (Gaussian) non-local means denoising blocks. The attackertacker. It also naturally handles the noise across multiple
has a maximum perturbatiorr 16 for each pixel. layers by considering how changes in earlier layers may im-
pact the feature/noise distributions of later layers.

reveal that the feature maps corresponding to adversarial Empirically, we nd that the best-performed denoising
images have activations in regions without relevant visual blocks are inspired by self-attention transformers [23] that
content that resemble feature noise. Assuming that strongare commonly used in machine translation and by non-local
activations indicate the presence of semantic information networks [24] that are used for video classi cation. In this
about the image content (as often hypothesized [27]), thestudy, we focus on the design of denoising blocks and study
activations that are hallucinated by adversarial images re-their denoising effects. Besides non-local means, we also
veal why the model predictions are altered. experiment with simpler denoising operations such as bilat-

In this study, we attempt to address this problem by fea- eral Itering, mean lItering, and median ltering inside our
ture denoising. In Figure 3, we visualize the feature maps convolutional networks.
of adversarial images, right before and right after a feature
denoising operation (see the next section for details). The
gure shows that feature denoising operations can success- Figure 4 shows the generic form of our denoising block.
fully suppress much of the noise in the feature maps, andThe input to the block can be any feature layer in the convo-
make the responses focus on visually meaningful content.|utional neural network. The denoising block processes the
In the next sections, we present empirical evidence show-input features by aenoising operationsuch as non-local
ing that models that perform feature denoising operations,means or other variants. The denoised representation is rst
indeed, improve adversarial robustness. processed by a 11 convolutional layer, and then added to

Before we move on to describing our methods, we the block's input via a residual connection [9].
note that although the feature noise can be easily observed The design in Figure 4 is inspired by self-attention [23]
qualitatively, it is dif cult to quantitativelymeasure this  and non-local blocks [24]. However, only the non-local
noise. We found it is nontrivial to compare feature noise means [2] operation in the denoising block is actually doing
levels between different models, in particular, when the the denoising; the 11 convolutions and the residual con-
network architecture and/or training methods (standard ornection are mainly for feature combination. While various
adversarial) changeE.g.,, adding a denoising block in a operations can suppressisg they can also impaatignal
network, end-to-end trained, tends to change the magni-The usage of the residual connection can help the network
tudes/distributions of all features. Nevertheless, we believe— , e -

. In our terminology, a “denoisingperatiori refers to the computa-

the observechoisy appearance of features re ects a real ijon that only performs denoising (blue box in Figure 4), and a “denoising
phenomenon associated with adversarial images. blocK refers to the entire block (all of Figure 4).

4.1. Denoising Block




