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Salsa and ChaCha

ARX based stream ciphers.
Designed by Dan Bernstein.
Salsa accepted into the eStream software portfolio (2007).

ChaCha designed to address some concerns about Salsa (2008).
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Motivation

Standardization process for inclusion of cipher suite based on
ChaCha20-Poly1305 AEAD in TLS1.3 is almost complete.

Existing cryptanalysis treats ciphers as black-boxes.

Brute force search for multiple components in cryptanalysis.
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No security guarantees.



Non Randomness
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Attack idea (for R rounds) [Aumasson et al. 08]
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Complexity of attack increases with increase in number of significant bits.
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Salsa update function

b = bd((a+d) K7),
c = ¢cd((b+a)K9),
d = d&((c+b) x13),
a = a®((d+c) kK 18)




Differential-Linear Biases
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Given ¢4 and ¢;, we can
find the differential-
linear bias for r+r’
rounds.




Linear approximation with g = 1

Let’s look at the Salsa update function again



Linear approximation with g = 1

Let’s look at the Salsa update function again

b = bd((a+d) K7,
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Get rid of the carry.
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Move things around, from the linearity of XOR

Ad[13|®Ac|0]BAD|0] = Ad[13
Aa|18]®Ad|0]BAc|0] = Aa[18].

& &

Lets us search over 8 possible bits instead of (5§2) 3 bit
combinations.



Similar idea for ChaCha, but involves more bits because of a
more involved state update function.



Similar idea for ChaCha, but involves more bits because of a
more involved state update function.

“Unlike Salsa20, our exhaustive search showed no bias in 4-round ChaCha, be it with
one, two, or three target output bits.”
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(z 4+ y)[d]
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d[13] = d[13] & c[0] @ b[0]

Combination of 19 bits from the subsequent round
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Salsa

Reference le] Reference le]
This work ~ 271513 This work ~ 279513
6 rounds 7 rounds

Distinguisher with complexity =~ 232
241 improvement

ChaCha

Reference l] Reference l]
This work ~ 2772 This work ~ 2-572
5 rounds 6 rounds
Distinguisher with complexity ~ 216 Distinguisher with complexity ~ 211¢
22% improvement



Implications to the key recovery attack
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ChaCha

Reference Time
Aumasson et al. (2008) 2151
Shi et al. (2012) 2148
This work 2137
7 rounds
Reference Time
Aumasson et al. (2008) 2139
Shi et al. (2012) 2136
This work 2127.5
6 rounds

Reference Time
Aumasson et al. (2008) 2251
Shi et al. (2012) 2250

Maitra(2016) 2245.5

This work 2244.9

8 rounds

Reference Time
Aumasson et al. (2008) 2248
Shi et al. (2012) 2246.5
Maitra(2016) 2238.9
This work 2237.7

7 rounds
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We obtain biases in Salsa and ChaCha not obtained for almost a
decade. Develop a theory on how to do this.

Improve attacks on some reduced round versions, importantly
moving some to practical realms.

A different method to partition the key space could potentially
improve our attacks in both complexity and rounds.

(or is this inherent to this kind of cryptanalysis?)



Thank you. Questions?
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