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Abstract

Fully homomorphic encryption (FHE) provides a simple template for secure computation
between two parties (Alice and Bob) where: (I) Alice encrypts her input under her key, (II)
Bob homomorphically evaluates the desired function on Alice’s ciphertext and his own input,
and sends the encrypted output to Alice. Extending this approach to multiple parties raises
the problem of which key to encrypt under; if all parties choose a key on their own, then
homomorphic evaluation on ciphertexts under different keys will not be possible, and if a single
party chooses the key for everyone then corrupting this party will break privacy for all.

In this work, we explore the option of using threshold fully homomorphic encryption (TFHE),
allowing many parties to cooperatively generate a common public key whose secret key is
shared/distributed among them. Moreover, the parties can cooperatively decrypt a cipher-
text without learning anything but the plaintext. We show how to instantiate this approach
efficiently using the recent FHE schemes of Brakerski et al. (FOCS ’11, ITCS ’12) based on
the learning with errors (LWE) assumption. Our main tool is to exploit the property that such
LWE-based encryption schemes are homomorphic over their keys.

Using TFHE, we construct multiparty computation (MPC) protocols secure against fully
malicious settings, tolerating any number of corruptions, and providing security in the universal
composability framework. Our schemes have several benefits over prior templates for MPC.
Interaction: We get protocols with only 3 rounds of interaction in the common random string
model, or 2 rounds with a reusable public-key infrastructure, improving on prior known results.
Communication: The communication in our protocol is only proportional to the input and
output size of the function being evaluated and independent of its circuit size. Computation:
The only computation that depends on the size of the circuit being computed is a homomorphic
evaluation over public ciphertexts. This computation can be performed by a single party or
can be outsourced to an external server. Novel Approach: Prior approaches to MPC with
a dishonest majority rely in part on some combination of the techniques of Yao (FOCS ’86)
and/or Goldreich, Micali and Wigderson (STOC ’87). Our approach is fundamentally different
and relies only on the homomorphic properties of LWE-based encryption.
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1 Introduction

Multiparty Computation. Secure multiparty computation (MPC) allows multiple participants
to evaluate a common function over their inputs privately, without revealing the inputs to each
other. This problem was initially studied by Yao [Yao82], who gave a protocol for the case of two
honest-but-curious parties that follow the protocol specification honestly but wish to learn as much
information as possible [Yao86]. The work of Goldreich, Micali and Wigderson [GMWS8T7] extended
this to many fully malicious parties that may arbitrarily deviate from the protocol specification.
Since then, the problem of MPC has become a fundamental question in cryptography with much
research activity. Interestingly, on a very high level, most prior results for general MPC can be

seen as relying in some way on the original techniques of [Yao86, [GMWS8T].

Fully Homomorphic Encryption. A very different approach to secure computation relies on
fully homomorphic encryption (FHE). An FHE scheme allows us to perform arbitrary computa-
tions on encrypted data without decrypting it. Although the idea of FHE goes back to Rivest et
al. [RADTS], the first implementation is due to the recent breakthrough of Gentry [Gen09], and
has now been followed with much exciting activity [vDGHVT0], SVI0, [GHTT [CMNTTIl BVIIb),
BGV12]. Using FHE, we immediately get an alternative approach to MPC in the case of
two honest-but-curious parties (Alice and Bob): Alice encrypts her input under her own key and
sends the ciphertext to Bob, who then evaluates the desired function homomorphically on Alice’s
ciphertext and his own input, sending (only) the final encrypted result back to Alice for decryption.
This approach has several benefits over prior ones. Perhaps most importantly, the communication
complezity of the protocol and Alice’s computation are small and only proportional to Alice’s in-
put/output sizes, independent of the complexity of the function being evaluated. Moreover, the
protocol consists of only two rounds of interaction, which is optimal (matching M)

MPC via Threshold FHE. Since FHE solves the secure computation problem for two honest-
but-curious parties, it is natural to ask whether we can extend the above template to the general
case of many fully malicious parties while maintaining its benefits. Indeed, there is a simple positive
answer to this question (as pointed out in e.g. [Gen09]) by using a threshold fully homomorphic
encryption (TFHE). This consists of a key generation protocol where the parties collaboratively
agree on a common public key of an FHE scheme and each party also receives a share of the
secret key. The parties can then encrypt their individual inputs under the common public key,
evaluate the desired function homomorphically on the ciphertexts, and collaboratively execute a
decryption protocol on the result to learn the output of the computation. Moreover, it is possible
to convert any FHE scheme into TFHE by implementing the above key-generation and decryption
protocols using general MPC compilers (e.g. [GMWST]). Although this approach already gives
the communication/computation savings of FHE, it suffers from two main problems: (1) It does
not preserve round complexity since generic implementations of the key-generation and decryption
protocols will each require many rounds of interaction. (2) It uses the “heavy machinery” of generic
MPC compilers and zero-knowledge proofs on top of FHE and is unlikely to yield practical solutions.

'Indeed, Yao’s garbled circuits can be thought of as instantiating an FHE with long ciphertexts (see e.g. [GHV10]).



1.1 Our Results

In this work, we present an efficient threshold FHE scheme under the learning with errors (LWE)
assumption, based on the FHE constructions of Brakerski, Gentry and Vaikuntanathan
BGV12]. Our starting observation is that basic LWE-based encryption ([Reg05]) is key homomor-
phic, where summing up several public/secret key pairs (pk;, sk;) results in a new valid public/secret
key pair (pk*,sk*) = >, (pki, sk;). & Therefore, if each party broadcasts its own public-key pk;,
and we define the common public key as the sum pk* = >, pk;, then each party already holds a
share sk; of the common secret key sk*. Moreover, if each party decrypts a ciphertext ¢ under pk*
with its individual share sk;, then these partial decryptions can be summed up to recover message.
This gives us simple key-generation and decryption protocols, consisting of one round each. Un-
fortunately, the above discussion is oversimplified and its implementation raises several challenges,
which we are forced to overcome.

Smudging Distributions. The first challenge is that summing-up key pairs as above does not
result in a correctly distributed fresh key pair, and summing up decryption shares may reveal more
than just the plaintext. Nevertheless, we show the security of this basic approach when augmented
with a technique we call smudging, in which parties add large noise during important operations
so as to “smudge out” small differences in distributions.

Evaluation Keys. Perhaps our main challenge is that, in LWE-based FHE schemes, the public
key must also contain additional information in the form of an evaluation key, which is needed to
perform homomorphic operations on ciphertexts. Although the above key-homomorphic properties
hold for the public encryption keys of the FHE, the evaluation keys have a more complex structure
making it harder to combine them. Nevertheless, we show that it is possible to generate the
evaluation keys in a threshold manner by having each party carefully release some extra information
about its individual secret-key and then cleverly combining this information. Although this forces
us to add an extra round to the key-generation protocol in order to generate the evaluation key,
the parties can already encrypt their inputs after the first round. Therefore, we get MPC protocol
consisting of only 3 broadcast rounds: (Round I) generate encryption key, (Round II) generate
evaluation key & encrypt inputs, (Round III) perform homomorphic evaluation locally and decrypt
the resulting ciphertext.

Security in the Fully Malicious Setting. Our basic TFHE protocol allows us to achieve
MPC in the honest-but-curious model. To transform it to the fully malicious setting, we could
use generic techniques consisting of: (1) coin-flipping for the random coins of each party, and (2)
having each party prove at each step that it is following the protocol honestly (using the random
coins determined by the coin-flip) by a zero-knowledge (ZK) proof of knowledge. Unfortunately,
even if we were to use non-interactive zero knowledge (NIZK) in the common-random string (CRS)
model for the proofs, the use of coin-flipping would add two extra rounds. Interestingly, we show
that coin-flipping is not necessary. We do so by showing that our basic MPC protocol is already
secure against a stronger class of attackers that we call semi-malicious: such attackers follow the

2This key-homomorphic property only holds if the keys are created with some common randomness (e.g. analogous
to using a common generator for ElGamal encryption). Therefore, our protocols will assume some such common setup,
which can be thought of as a common random string.



protocol honestly but with adaptively and adversarially chosen random coins in each round. We
can now generically convert our MPC in the semi-malicious setting to a fully secure one using (UC)
NIZKs ﬂm while preserving the round complexity. This gives the first 3 round protocol for
general MPC in the CRS model (while achieving UC security for free)ﬁ

Efficient NIZKs in RO Model. Instantiating the above approach with general UC NIZKs
proofs might already achieve asymptotic efficiency, but it has little hope of yielding practical pro-
tocols. Therefore, we also build efficient X-protocols [CDS94] for the necessary relations. We start
with YX-protocols for basic LWE-based languages (to the best of our knowledge, these are the first
such protocols and may be of independent interest) and then show how to use these to construct
Y-protocols for the required relations using a series of AND and OR proofs. Lastly, we can compile
the 3-protocols into efficient UC NIZKs in the random-oracle (RO) model. Therefore, we can get
an efficient and simple 3-round protocol for general MPC in the RO model.

1.2 Variants and Applications

Public-Key Infrastructure. Our approach also yields 2-round MPC in the public-key infras-
tructure (PKI) setting, by thinking of each party’s original (Round I)-message as its public key
and the randomness used to generate it as the secret keyl]l We can think of this PKI as being
set-up honestly by a trusted party, or we can imagine that a trusted party only chooses a CRS and
every party can then choose its own public key at will (possibly maliciously). This gives the first
two-round MPC construction in the PKI setting, which is optimal (see [HLP11]). We note that
the PKI can be reused for many MPC executions of arbitrary functions and arbitrary inputs.

Outsourced Computation. Next, we notice that each party’s computation in the protocol is
independent of the complexity of the evaluated circuit, exzcept for the homomorphic evaluation over
public ciphertexts. In the semi-honest setting, a single party or external entity can perform this
evaluation and can tell the result to the rest of the parties at the expense of one extra round. In that
case, the computation complexity of all other parties is independent of the evaluated circuit. In the
fully-malicious setting, such outsourcing of computation would also require a short and efficiently
verifiable proofs of correctness. These can be instantiated in 4 rounds or even made non-
interactive in the random-oracle model [Mic00] or under appropriate non-black-box assumptions

[BCCTI12, [GLRI1, DFHTI].

Fairness. We also give a variant of our protocol which achieves fairness in the case of an honest
majority. In particular, an attacker cannot cause the protocol to abort, and honest parties always
learn the output.

Application to Computing on the Web. We also note that our protocol is especially appli-
cable in the setting of “secure computation on the web” [HLP11] where a single server or website
coordinates the computation and parties “log in” at different times without coordination. Using our

30ne downside is that our CRS is long and proportional to the number of parties. We leave it as an open problem
to get rid of this inefficiency while maintaining round complexity.

4We rely on the fact that the (round I) message in our original protocol is already broadcast to everyone and does
not depend on the parties’ inputs. However, one downside of this approach is that the size of each public key is long
and proportional to the total number of parties.



2-round MPC in the PKI model, we immediately get a solution to this problem with full security
where the computation occurs in 2 stages (optimal) and each party “logs in” once per stage to post
a message to the server. Note that the server does not do any processing on messages until the end
of each stage. (Thus, the parties may, in fact ,“log in” concurrently in each stage.) Moreover, using
the above ideas for “outsourcing” computation, only the computation of the server is proportional
to the evaluated circuit. In contrast, the solution of only requires each party to log in
once, but achieves a necessarily weaker notion of security. Furthermore, the server needs to perform
non-trivial and sequential processing for each new party that logs in, and the computation of each
party is large and proportional to the circuit size.

1.3 Related Work

Traditionally, in theory of cryptography, the round-complexity of protocols has been studied as
an important measure of efficiencyly In the context of general MPC, starting from the original
proposal of Yao [Yao86], there has been a rich line of work studying the round-complexity of secure
two-party and multi-party computation protocols, both in the semi-honest and malicious settings.

The Semi-honest case: The original proposal of Yao [Yao86] in fact already gives a two-round
two-party computation protocol. In the multi-party case, Beaver, Micali and Rogaway [BMRI0]
gave the first constant-round protocol, which is asymptotically optimal. An alternative approach
using randomized polynomials was also given by [IK00, [ATK05]. Although the concrete constants
were not explicitly stated, they seem to require at least 4 rounds.

The Malicious case. In the fully malicious case, [BMRI(] gave the first constant-round protocol for
an honest magjority ([DI05] later improved upon it to make only black-box use of the under-
lying primitives). In the two-party setting, Lindell [Lin01] gave the first constant-round protocol.
Katz et al. [KOS03] gave the first constant-round multi-party protocol tolerating dishonest major-
ity, by building on [BMR90], [CLOS02] and using non black-box simulation techniques. Using recent
results ILP11], one can obtain similar result w.r.t. black-box simulation. Finally, we note
that in the plain model, a lower bound of 5 rounds for the dishonest majority case was established
by Katz and Ostrovsky [KOO04]. Note that in the CRS model, we can compile any semi-honest
protocol into one that is (UC) secure against malicious adversaries by using coin-tossing and (UC)
NIZKs ﬂm, at the cost of adding two extra rounds for the coin flip. In contrast, our compiler
(from semi-malicious to malicious) does not add any extra rounds.

Another line of work considers protocols split into a “pre-processing” stage (that is independent
of the actual inputs and the circuit to be evaluated) and an “online” stage in which the inputs
and the circuit become known. Recently, Choi et al [CEMY09] obtained a UC secure protocol in
this model with a 2-round online stage. However, their pre-processing stage requires “expensive”
computation of garbled circuits. Moreover, this pre-processing can only be used for a single future
online computation and is not reusable. In contrast, our results give a 2-round UC-protocol in the
PKI model, which we can think of as a very simple pre-processing that is only performed once and
be reused for arbitrarily many computations in the future. The works of [FH96, [JJ00, [CDNOT]
obtain multi-party protocols in the pre-processing model using the template of
threshold additively homomorphic encryption, providing some of the most practically efficient MPC
implementations. However, since the underlying encryption cannot handle multiplications, the

5In fact, recent implementations show that the latency of sending and receiving messages back and forth can be
a dominating factor in running cryptographic protocols [MNPS04, [BNPOS].



round complexity in these works is large and linear in the depth of the circuit.

The work of Bendlin and Damgard builds a threshold version of encryption
based on LWE and ZK protocols for plaintext knowledge. Indeed the idea of using extra noise for
“smudging” comes from that work, as do the main ideas behind our decryption protocol. We seem
to avoid some of the main difficulties of [BD10] by analyzing the security of our threshold scheme
directly within the application of MPC rather than attempting to realize ideal key-generation and
decryption functionalities. However, we face a very different set of challenges in setting up the
complicated evaluation key needed for FHE schemes based on LWE.

In a concurrent and independent work, Myers, Segi and shelat [MSS11] instantiate a threshold
version of the FHE scheme of based on the “approximate-integer GCD” problem, and
use it to build an explicit MPC protocol whose communication complexity is independent of the
circuit size. Perhaps due to the amazing versatility and simplicity of LWE, our scheme enjoys
several benefits over that of [MSST11], which only works in the setting of an honest majority and
suffers from a large (constant) round-complexity. Most importantly, we believe that our protocol
is significantly simpler to describe and understand.

2 Preliminaries

Throughout, we let x denote the security parameter and negl(x) denote a negligible function.
For integers n,q, we define [n], to be the unique integer v € (—q/2,¢/2] s.t. n = v (mod gq).

Let x = (z1,...,2,) € Z" be a vector. We use the notation x|[i] 4 2 to denote the ith component

scalar. To simplify the descriptions of our schemes, we also abuse notation and define x|[0] def .

The ¢;-norm of x is defined as /1 (x) et >y |zi|. For an integer N, we define [N] = {1,...,N}.

For two distributions X,Y, over a finite domain €, the statistical distance between X and Y

is defined by A(X,Y) o 23 veq X (W) = Y(w)|. We write w < X to denote that w is sampled

at random according to distribution X. We write w £ Q to denote that it is sampled uniformly
at random from the set Q. For a distribution ensemble y = x(k) over the integers, and integers
bounds B = B(k), we say that x is B-bounded if Pry(.[|z| > B(k)] < negl(x).

We rely on the following lemma, which says that adding large noise “smudges out” any small
values.

Lemma 2.1 (Smudging Lemma). Let By = Bi(k), and By = Ba(k) be positive integers and let

e1 € [—Bi1, B1] be a fized integer. Let ey & [—Ba, Ba] be chosen uniformly at random. Then the
distribution of es is statistically indistinguishable from that of ea + ey as long as B1/Bs = negl(k).

Proof: The statistical distance of the distributions is:

1 (B2+Bl) 1 —Bs 1 B>+Bq 1
3 Z |PI‘[€2:3§‘]—PI‘[€2:$—61]|:§ Z 5t Z B = B1/B>
e=—(B2+B1) e=—(Ba+B1) 2 a=By 2

Learning With Errors. The decisional learning with errors (LWE) problem, introduced by
Regev |[Reg05], is defined as follows.



Definition 2.2 (LWE [Reg05]). Let & be the security parameter, n = n(k),q = q(k) be integers and
let x = x(k), ¢ = @(r) be distributions over Z. The LWE,, 4, assumption says that no poly-time
distinguisher can distinguish between the following distributions, given polynomially many samples:
Distribution I. Each sample (a;,b;) & ZZLH is chosen independently, uniformly at random.

Distribution II. Choose an initial value s < ¢". Then choose each new sample (a;,b;) by taking

a; & Zy, e; < x and setting b; == (a;,s) + €;.

The works of [Pei09] show that the LWE problem is as hard as approximating short vector
problems in lattices (for appropriate parameters) when y is a Gaussian with “small” standard
deviation and ¢ = U(Z,) is the uniform distribution over Z,. The work of [ACPS09] shows that,
when ¢ is a prime power, then LWE,, ;, | is as hard as LWE,, ; 7(z,),y- Therefore, we can assume
that the secret s of the LWE problem is “small” as well. It is also easy to see that, if ¢ is odd, then
LWE is as hard as LWE,, 4, v, where the distribution 2y samples e <— x and outputs 2e.

One useful property of LWE shown in the following claim is that, given sufficiently many random
LWE samples, the secret s is uniquely determined.

7,4,%,(2X)

Claim 2.3 (Uniqueness of LWE Secrets). Let n,q,m > nlog(q) + w(log(x)) and B < q/8 be

integer parameters with q prime. Then with probability 1 — negl(k) over the choice of A il Zy™"
the following holds: for every p € Zy' there exists at most a single pair (s,e) with s € Z; and
e € [-B,B|™ such that p = As + 2e.

Proof: Assume that some p has two representations of the given form p = As + 2e = As’ + 2¢’
with s # s’ and e, e’ € [-B,B|™. Then A(s —s')/2 = (¢/ — e) and so there exists some non-zero
s* € Z; such that As* € [-2B,2B|™. For any fized s* # 0 the probability (over random A) that
As* € [-2B,2B|™ is just (4B/q)™ < 27™. The claim follows by taking a union-bound over all ¢"
values s* € Zy. B

3 Homomorphic Encryption from LWE
In this section, we give a brief description of the FHE schemes of BGV12|.

3.1 Basic LWE-based Encryption

We start by describing a basic symmetric/public encryption scheme E, which is a variant of [Reg05]
encryption scheme based on the LWE problem. This scheme serves as a building block for the more
complex FHE schemes of BGV12] and of our threshold FHE scheme.

e params = (1%,q, m,n, ¢, x) : The parameters of the scheme are an implicit input to all
other algorithms, with: 17 is the security parameter, ¢ = ¢(k) is an odd modulus, m =
m(k),n = n(k) are the dimensions, and ¢ = ¢(k), x = x(k) are distributions over Z,.

e E.SymKeygen(params) — (symmetric key generation): Choose a secret key s < ™.

e E.PubKeygen(s) — (public key generation): Choose A < Zj"", e < x™ and set p :=
A-s+2-e. Output the public key pk := (A, p) for the secret key s.

e E.SymEncs(pr) — (symmetric encryption): To encrypt a message p € {0,1}, choose
a < Zj, e+ x, and set b def (a,s) + 2 - e+ p. Output the ciphertext ¢ = (a, b).

7



e E.PubEncy,(¢) — (public key encryption): To encrypt a message p € {0, 1} under public
key pk = (A, p), choose r + {0,1}" and set a def A, b def (r,p) + p. Output ¢ = (a,b).

Note that: b = (r,p) + u = (r,A-s+ 2e) + u = (a,s) + 2(r,e) + p. Therefore, ciphertexts

have the same form as in the symmetric key scheme, but with an error distribution 2(r, e).

e E.Decs(c) — (decryption): To decrypt ¢ = (a,b), output [b — (a,s)], mod 2.

Under appropriate parameters and LWE assumption, the above scheme is semantically secure with
pseduorandom ciphertexts, meaning that, given pk, a ciphertext of a chosen message is indistin-
guishable from a uniformly random ciphertext over the appropriate domain ZZ”H

Theorem 3.1 (Variant of [Reg05]). Assuming n,q, m > (n+ 1)log(q) + w(log(k)) are integers
with q odd, and that the LWE, , .\ assumption holds, the above public key encryption scheme
(E.PubKeygen, E.PubEnc, E.Dec) is semantically secure with pseudorandom ciphertexts.

Proof: The view of the attacker consists of
pk=(Ap=As+2) , c= (A (r,p)+p) : A & Zy™" s @™ r & {0,1}" e + x™

where p € {0,1}. By the LWE, 4., assumption, we can replace p with a uniformly random and
independent value to get the indistinguishable distribution:

pk = (Ayp) y €= (rTA7 (I‘,p> + :u) A <i Z[r]nxn’p <i Zzn’ r <i {07 1}m

Since h(4,p)(x) = (xT A, (x,p)) is a universal hash function keyed by (A, p), we can now apply
the Leftover-Hash Lemma with (A,p) as a “random seed” and r as the “source” to replace the
“extracted randomness” (r” A, (r,p)) by uniform. Note that the min-entropy of r is Hy(r) = m
and the size of the extracted randomness is (n + 1)log(q) < m — w(log(x)). Therefore, we get the
indistinguishable distribution:

pk=(A,p) , ¢c=(v,w) : AiZ?X”,p&Z?,véZZL,w&Zq.

Lastly, we can apply LWE,, , , , once more to switch the public key back to an LWE tuple, giving
us the indistinguishable distribution:

pk=(A,p=A4s+2) , c=(v,w) AﬁZZ"X",s%cp",e%xm,vﬁZZ‘,w&Zq.

Therefore, an honestly generated encryption of the bit 1 € {0,1} is indistinguishable from a uni-
formly random ciphertext, even conditioned on pk. [ |

Noise. We define the noise of a ciphertext ¢ = (a,b) with respect to a key s and a modulus ¢ to

be noise,(c, s) et b — (a,s>]qﬁ The parity of the noise is the decrypted message. In symmetric-

key encryption, the noise is just [2 - e + p], where e < x is the randomness of the encryption
algorithm. Decryption is therefore successful as long |e| < ¢/4. For public-key encryption, the noise
is [2(r,e) + 1], where e < ™ is the error in the public-key and r < {0,1}™ is the randomness of
the encryption. Decryption is successful as long as |(r,e)| < ¢/4.

Recall, we define [n], to be the unique integer v € (—q/2,q/2] s.t. n =v (mod q).



Approximate encryption. Although we defined symmetric/public key encryption for the mes-
sage space p € {0,1}, we can (syntactically) extend the same algorithms to any p € Z,. Unfor-
tunately, if p is larger than a single bit, it will not be possible to decrypt u correctly from the
corresponding ciphertext. However, we can still think of this as an approximate encryption of p,
from which it is possible to recover the value b — (a,s) which is “close” to p over Z,.

Fixing the coefficients. We use the notation E.PubKeygen(s; A) to denote the execution of the
key generation algorithm with fixed coefficients A (but still choosing a random error term e). We
use the notation E.PubKeygen(s; A;e) to denote the execution of the key generation algorithm with
the fixed coefficients A and the fixed error vector e. In fact, this is a deterministic algorithm, and it
determines the output uniquely. Similarly, we use the notation E.SymEncs(u;a), E.SymEncs(u; a;e)
to denote the analogue cases for the symmetric encryption algorithm.

3.2 Key-Homomorphic Properties of Basic Scheme

It is easy to see that the scheme E is additively homomorphic so that the sum of ciphertexts encrypts
the sum of the plaintexts (at least as long as the noise is small enough and does not overflow). We
now show it also satisfies several useful key-homomorphic properties, which make it particularly
easy to convert into a threshold scheme. In particular, if we keep the coefficient vector a fixed, then
summing just the b values of ciphertexts ¢ = (a,b) gives an encryption of the sum of the plaintexts
under the sum of the secret keys and the noise increases additively.

Claim 3.2. Let s1,s5 be two secret keys, u1,us be two messages in {0,1}, a be some vector of
coefficients and ey, ez two noise values. Moreover, let (a,b;) = E.SymEncg, (1115 a;5e1) and (a,by) =
E.SymEncg, (u2; a;e2). Then (a,by 4+ be) = E.SymEncg, 1s, (111 + ;a5 e1 + e2).

Proof: Writing explicitly, we have (a,b;) = E.SymEncg, (11;a;€1) = (a, (a,s1) + 2e1 + pu1) and
(a,by) = E.SymEncs, (112; a; €2) = (a, (a,s2) + 2e2 + u2), and so:

(a,b1 +b2) = (a,(a,s1+s2) +2(e1 +e2) + (1 + p2))
= E.SymEncg, 45, (11 + p2;ase1 + e2).

Also, if we keep A fixed, then the sum of two key pairs gives a new valid key pair.

Claim 3.3. Let s1,s9 be two secret keys, let A be some matriz of coefficients and let e1, e be two er-
ror vectors. Moreover, let (A, p1) = E.PubKeygen(s1; 4;e1) and (A, p2) = E.PubKeygen(ss; A;es).
Then, (A,p1 + p2) = E.PubKeygen(s; + s2; A;e1 + e2).

Proof: Explicitly, we have: (A,p;) = E.PubKeygen(s1; A;e1) = (A, A-s1 + 2e1) and (A,p2) =
E.PubKeygen(sa; A;e2) = (A, A - sy + 2e3). Then,

(A,p1+p2) = A-(s1+s2)+2- (e +ey) =E.PubKeygen(s; +s2; A;e; + e2)



Security of Joint Keys. We show a useful security property of combining public keys. Assume
that a public key (A, p) is chosen honestly and an attacker can then adaptively choose some value
p’ = As’ + 2¢’ for which it must know the corresponding s’ and a “short” e’. Then the attacker
cannot distinguish public-key encryptions under the combined key (A,p + p’) from uniformly
random ones. Note that the combined key p + p’ may not be at all distributed like a correct
public key. Indeed, we can only show that the above holds if the ciphertext under the combined
key is “smudged” with additional large noise. We define the above property formally via the
experiment JoinKeys 4(params, By, By) between an attacker A and a challenger, defined as follows:

1. Challenger chooses s «<— E.SymKeygen(params), and gives (A, p) + E.PubKeygen(s) to A.
2. A adaptively chooses p’, s, €’ satisfying p’ = As’' 4+ 2¢/ and /;(e’) < B;y. It also chooses
p € {0,1} and gives (p’,s’, €, ) to the challenger.
3. The challenger sets pk* := (A,p* = p + p’). It chooses a random bit & {0,1}.
e If B =0 it chooses a* & Ly, b* & Zgq uniformly at random.
e Else it chooses (a*,b) <= E.PubEnc,-(p), e* & [=Bs, By] and sets b* = b+ 2¢*.
4. A gets (a*,b*) and outputs a bit B.

The output of the experiment is 1 if 3 = 3, and 0 otherwise.

Lemma 3.4. Let params = (1%,q,m,n,p,x) be a setting of parameters for which the give en-
cryption scheme E has pseudorandom ciphertexts. Let By = Bi(k), By = Ba(k) be integers s.t.
Bi1/Bs = negl(k). Then, for any PPT A: | Pr[JoinKeys 4(params, By, Bo) = 1] — 1| = negl(x).

Proof: We build a reduction to the pseudorandom ciphertexts property of the scheme E. The reduc-
tion gets a challenge pk = (A, p) and a “ciphertext” (a,b) which is either chosen as E.PubEnc,(0)
(8 = 1) or is uniformly random (5 = 0). It gives pk = (A4, p) to A in the first round and receives

back p’,s’, € such that p’ = As’ + 2€’ and ¢;(€') < Bj. It then selects e* & [—Ba, Ba] and sets
a*=a, b"'=0b+(as)+ 2"

Lastly, it sends (a*,b*) to A and outputs the bit B produced by A.

It is easy to see that, if 5 = 0, then (a*,b*) is just uniformly random. On the other hand, if
B =1, we can write a = rA, b = (r,p) for some r € {0,1}" therefore get:

b* (r,p) + (rA,s') + 2¢* = (r,p) + ((r,p') — 2(r,€')) + 2¢* = (r,p*) + 2(e* — (r,€'))
(r,p*) + 2¢*

(eI

where p* = p+p’. The second line above follows from Lemma[2] by noticing |(r,€')| < ¢1(€) < By.
Therefore, the reduction acts indistinguishably from the real challenger with challenge bit 8. Hence
it breaks pseudorandomness of ciphertetxts with the same (up to negligible) advantage as A. Wi

3.3 Fully Homomorphic Encryption from LWE

In this section we present the construction of BGV12]. We start with the syntax of fully
homomorphic encryption.
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Definition. A fully homomorphic (public—key) encryption (FHE) scheme is a quadruple of PPT
algorithms FHE = (FHE.Keygen, FHE.Enc, FHE.Dec, FHE.Eval) defined as follows.

e FHE.Keygen(1*) — (pk, evk, sk): Outputs a public encryption key pk, a public evaluation
key evk and a secret decryption key sk.

e FHE.Encp,(p) — c: Encrypts a bit p € {0,1} under public key pk. Outputs ciphertext c.
e FHE.Dec i (c) — p*: Decrypts ciphertext ¢ using sk. Outputs plaintext bit p* € {0,1}.

e FHE.Evalcyi(f,c1,-..,ce) = cg: The homomorphic evaluation algorithm is a deterministic
poly-time algorithm that takes the evaluation key evk, a boolean circuit f : {0, 1}6 —{0,1},
and a set of £ ciphertexts ci,...,¢,. It outputs the result ciphertext c;.

We say that an FHE scheme is secure if it satisfies the standard notion of semantic security for
public-key encryption, where we consider the evaluation key evk as a part of the public key. Next
we define what it means for a scheme to be homomorphic.

Definition 3.5 ((Leveled) Fully Homomorphic Encryption.). An encryption scheme is fully ho-
momorphic if for any boolean circuit f : {0, 1}5 — {0,1} and respective inputs 1, ..., ue € {0,1},
it holds that:

Pr [FHE.Dec(FHE.Evaley (f,c1,...,c0) # f(pa,- -, )] < negl(k)

where (pk,evk, sk) < FHE.Keygen(1%) and ¢; < FHE.Encpi(pi). We say that the scheme is a
leveled fully homomorphic if the FHE.Keygen algorithm gets an additional (arbitrary) input 17 and
the above only holds for circuits f consisting of at most D multiplicative levels.

Construction. We give an overview of the FHE construction of [BVITal BGV12]. See Appendix
[Blfor a full description. The construction begins with the basic encryption scheme E which is already
additively homomorphic. We associate ciphertexts ¢ = (a,b) under E with symbolic polynomials

¢e(x) ey - (a,x) : an n-variable degree-1 polynomial over x.

so that Decg(c) = [¢pc(s)]g mod 2. If ¢1,co encrypt bits 1, uo under a secret key s, we can define

the polynomial @, (X) et ¢ey (X) + ¢ey(x). This already “encrypts” pp - po in the sense that

[Dmuit(8)]g = p1 - 2 + 2e* where €* is “small”. Unfortunately, ¢, is a degree-2 polynomial and
hence its description is much larger than that of the original ciphertexts ¢y, co.

The main challenge is to re-linearize the polynomial ¢y,,;; to convert it into a degree-1 polyno-
mial ¢/ . which still encrypts g - po. Such re-linearization is possible with two caveats: (1) The
polynomial ¢/ .. encrypts pi1 - 12 under a new key t. (2) We need to know additional ciphertexts

i ;- that (approximately) encrypt information about the key s under a new key t as follows

{4i ;- < ESymEnce( 27 -s[i] -s[j]) : i€ [n],j€ [n]uU{0}, 7€ |{0,...,log(q)]}}.

See Appendix [Bl for the details of this re-linearization procedure. The above ideas give us leveled
homomorphic encryption scheme for circuits with D multiplicative levels simply by choosing D + 1

"Recall, we define s[0] ety
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secret keys sq, ...,sp and publishing the ciphertexts {tq; ;} which encrypt the required informa-
tion about the level-d secret sy under level-(d 4+ 1) secret sgi1. The public key of the scheme is
pk < E.PubKeygen(sp), corresponding to the level-0 secret key sg. The ciphertexts will have an
associated level number, which is initially 0. Each time we multiply two ciphertexts with a common
level d, we need to perform re-linearization which increases the level to d + 1. Using the secret key
sp, we can then decrypt at the top level.

In the above discussion, we left out the crucial question of noise, which grows exponentially
with the number of multiplications. Indeed, the above template only allows us to evaluate some
logarithmic number of levels before the noise gets too large. The work of [BGV12] gives a beautifully
simply noise-reduction technique called “modulus reduction”. This technique uses progressively
smaller moduli ¢4 for each level d and simply “rescales” the ciphertext to the smaller modulus
to reduce its noise level. See Appendix [Bl for further details. As an end result, we get a leveled
FHE scheme, allowing us to evaluate circuits containing at most D multiplicative levels, where D
is an arbitrary polynomial, used as a parameter for FHE.Keygen. To get an FHE scheme where key
generation does not depend on the number of levels, we can apply the bootstrapping technique of
[Gen(9], at the expense of having to make an additional “circular security assumption”.

4 Threshold Fully Homomorphic Encryption

Syntax. A threshold fully homomorphic encryption scheme (TFHE) is basically a homomorphic
encryption scheme, with the difference that the Keygen and Dec are now N-party protocols instead
of algorithms. We will consider protocols defined in terms of some common setup.

e TFHE.Keygen(setup) — (key generation protocol): Initially each party holds setup. At
the conclusion of the protocol, each party Py, for k € [N] outputs a common public-key pk,
a common public evaluation key evk, and a private share skj of the implicitly defined secret
key sk.

e TFHE.Decgy, ... sk, (c) — (decryption protocol): Initially, each party P} holds a common
ciphertext ¢ and its private share of the secret key ski. At the end of the protocol each party
receives the decrypted plaintext p.

e TFHE.Encpi(pt), TFHE.Evaly,(f,c1,. .., ce): Encryption and evaluation are non-interactive
algorithms with the same syntax as in FHE.

We do not define the security of TFHE on its own. Indeed, requiring that the above protocols
securely realize some ideal key-generation and decryption functionalities is unnecessarily restrictive.
Instead, we will show that our TFHE scheme is secure directly in the context of our implementation
of general MPC in section G

4.1 Construction of TFHE

We now give our construction of TFHE, which can be thought of as a threshold version of the
[BGV12] FHE scheme. The main difficulty is to generate the evaluation key in a threshold manner,
by having each party carefully release some extra information about its key-shares. Another im-
portant component of our construction is to require parties to add some additional smudging noise
during sensitive operations, which will be crucial when analyzing security.
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Common Setup. All parties share a common setup consisting of:
e params = ({paramsd = (1%, qq,m, 1,9, X) }o<d<D , By, By Bg;’r%g,Bse%Cdg,ngdg) where

— params, are parameters for the encryption scheme E with differing moduli gq4.
— B, B, € Z are bounds s.t. ¢ is By-bounded and x is By-bounded.

_ Reval enc dec « CE ) :
Bsmdg’ smdg? Bsmdg € Z are bounds for extra “smudging” noise.

e Randomly chosen common values (i.e. a common random string or CRS):
$ mxn k $ n . ke|[N]ie[n]
{Ad < 24" }acqo,...0y {ad,iw “Zgy  ae(Dlredo. .., loglaa)]} } :

Convention. Whenever the protocol specifies that a party is to sample x < ¢ (resp. z + x), w
assume that it checks that |z| < B, (resp. |z| < By) and re-samples if this is not the case (which
happens with negligible probability). This will be crucial when analyzing semi-malicious security,
since it implies that a semi-malicious attacker needs to stay within these bounds.

TFHE.Keygen(setup). This is a two-round protocol between N parties.

e Round 1:

1. Each party Pk invokes the key generation algorithm of the basic scheme E for each level
d € {0,...,D} to get sk < E.SymKeygen(params,) and
(Aq, pk) < E.PubKeygen(sh ; Ay)

so that p’é =Ay s’fl —1—2'e§ for some noise e’;. We can think of the values s’fl as indiwidual

secret keys and p’; as individual encryption keys of each party Pj.
2. For every d € [D], i € [n], 7 € {0,...,|logq|}, the party P, computes:

(agw,bd”> < E.SymEncg: ( 27 sl [i] ; a§7i77 )

so that bfl ZkT = (af“ T,sd> + 2edl L2 sk | [i] for some small noise ed . In addition,
for every d, i, T as above and £ € [N]\ {k}, the party P, computes encryptlons of 0”:

(af;”,bfl’:T) — E.SymEncss(O : afl,i,r)

so that bf;]fT = (ag i sky + 2edk for some noise ed . The values {bz ok -} will be used

to create the evaluation key.

3. Each party P, broadcasts the values {pd}d , { 0 T}z R
Y 9 7i7T

e End of Round 1: At the end of round 1, we can define the following values.

1. For every d € {0,...,D}, define: p} := Zévzl pg. Let pk := (A, pg) be the common
public encryption key of the TFHE scheme.

Notice that, if all parties follow the protocol then (A4, p)) = E.PubKeygen(s’; A4 e)).
where s := Zévzl sh, e == Zévzl e’ We can think of these values as the “combined
public keys” for each level d.
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2. For every { € [N],d € [D], and all i, 7 define Bd” =N d”

Notice that, if all parties follow the protocol then:

N
. N
()i r Bhsr) = ESymEnce; (27 -sf il 1 @, 1 e) wheree=Y et
k=1

These “approximate encryptions” are already encrypted under the correct combined
secret key s} of level d. However, the “plaintexts” still only correspond to the individual
secret keys sfl_l at level d — 1, instead of the desired combined key s’ ;. We fix this in
the next round.

e Round 2:

1. Each party Py does the following. For all ¢ € [N],d € [D], 4,5 € [n], 7 € {0,..., [logq|}:
sample (Vf;]f]T,ngZ] ;) < E.PubEnc;:(0) and e & [—Beval peval | Qe

smdg’ ~ smdg
k . l l L.k
( d,Z,] T’BCLZ,_] 7’) = Sd—l[J] : (ad7’i7T7ﬁd,i,T)+( dz]‘r’ dz]r+2e)

Note that, if all parties follow the protocol, then the original tuple (afuj, 6572.77) approx-
imately encrypts the value 2Tsd 1[i]. The above operation has party P, “multiply in”

its component s” J_1l7] (and re-randomizing via a public encryption of 0) so that the final

0k 0,k
tuple (ad”T, i ) approximately encrypts 27 - sd noE s’j 1)

2. Each party Py broadcasts the ciphertexts {(afl]: ﬁf j’T)}dij iy

7-7 T’
e End of Round 2: At the end of round 2, we can define the following values.

1. We define the combined evaluation key components for all d € [D] and all i € [n],j €

[n] U {0}, 7 as:
. Ze 1Zk (o dm,wﬁdw, ) J#0
1/}d,l,j,‘l' .
S (af i B Jj=0
Note that, if all parties follow the protocol, then
Ydijr = E.SymEncsz(T +sg_1 ] - sg_1[7])

where s 1= Zé\f: 1 85 is the combined secret key and all “errors” are “sufficiently small”.
e Outputs:

1. Public Evaluation key: Output evk = {tq; jr}d,i ;- as the evaluation key.
2. Public Encryption key: Output pk = (Ap, p;) as the public key.
3. Share of secret key: Each party Py has a secret-key share SIB.

TFHE.Encpi(p):  Once the first round of the key-generation protocol is concluded, the public
key pk = (A, p§) is well defined. At this point anybody can encrypt as follows. Choose (v, w) <
E.Enc,; (1) using the basic scheme E with the parameters paramsy = (1%, o, m,n, ¢, x). Choose

additional “smudging noise” e < [— By Banagl and output the ciphertext ¢ = ((v,w + 2¢),0)

with associated “level” 0.
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TFHE.Evalei(f,c1,...,ct):  Once the second round of the key-generation protocol is concluded,
the evaluation key evk is defined. The evaluation algorithm is exactly the same as that of the
underlying scheme FHE of [BGV12|. See Appendix [B for details.

The Decryption Protocol: TFHE.Dec(c). This is a one-round protocol between N parties.
Initally all parties hold a common ciphertext ¢ = (v, w, D) with associated “level” D Moreover,
each party Pk holds its share S% for the joint secret key s}, = Zi\;l s'i). At the end all parties get
the decrypted bit p.

dec Bdec ] )

e Each party Py broadcasts w* = (v,s%) + 2 ¢, for some noise ey, < (= By Beag

e Given w!

,...,wN, each P, computes the output bit: = [w — Y w'],, mod 2.

Correctness. In Appendix we show that the above protocol satisfies correctness (for ap-
propriate parameters) in the following sense. Assume that: (1) the key-generation protocol is
executed honestly, (2) data p € {0,1}" is encrypted under the public encryption key bit-wise and
some homomorphic evaluation corresponding to a function f is performed on the ciphertexts, (3)
the decryption protocol is executed honestly on the resulting ciphertexts. Then the output of the
decryption protocol is f(u). In fact, we show a stronger statement that the above holds even if the
protocols and encryptions aren’t executed with honestly and independently chosen randomness for
each party, but we are only guaranteed that the noise levels in each step are sufficiently bounded.

5 Secure MPC via TFHE

PROTOCOL 5.1 (7¢: Secure MPC Protocol for f.).
Let f : ({0, 1}&")]\’ — {0, 1}&”” be a function computed by a circuit of multiplicative depth D.

Input: Each party Py has input x;, € {0, 1}&". The parties share some common setup for our
D-level TFHE scheme, where D is the number of levels for f.

The Protocol:

Round I. The parties execute the first round of the TFHE.Keygen protocol. At the end of this
round, each party Py holds the common public key pk and a secret-key share sky.

Round II. The parties execute the second round of the TFHE.Keygen protocol. Concurrently,
each party Py also encrypts its input x; bit-by-bit under the common public key pk and
broadcasts the corresponding ciphertexts { cx,; = TFHE.Encpr (xx[i]) }icq1,....00,1-

At the end of this round, each party can locally compute the common evaluation key evk,
and homomorphically evaluate the function f to get the output ciphertexts
{ ¢ == Evalewr (fj;{cki}) }ieqn......) Where f; is the boolean function for the jth bit of f.

Round III. The parties execute the decryption protocol TFHE.Dec on each of the output ci-
phertexts {c;‘} concurrently. At the end of this invocation, each party learns each of the
bits of the underlying plaintext y = f(x1,...,2x), which it sets as its output.

8We can assume w.l.o.g. that the ciphertext to be decrypted has level exactly D (rather than at most D) since
we can always deterministically upgrade the ciphertext level to D. See Appendix [Bl
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We now present a protocol for general MPC, using the threshold fully homomorphic scheme
TFHE from the previous section. The protocol, given in Figure .1, realizes general multiparty
computation for any polynomial-time deterministic functions f which produces a common output
for all parties. It does so with respect to a static semi-malicious attackers corrupting any t < N
parties. We extend this result to deal with probabilistic functions with individual outputs in
Section [6] and to fully malicious attackers in Section [El We state our main theorem without
concrete parameters. The proof appears in Appendix[C.2] where we also discuss the settings of the
parameters for our protocol and the corresponding LWE assumption required for security.

Theorem 5.2. Let f be any deterministic poly-time function with N inputs and single output.
Let params satisfy the constraints given in Appendiz[C.3, and assume that the corresponding LWE
assumption holds. Then the protocol m; securely UC-realizes the ideal functionality Fy in the
presence of a static semi-malicious adversary (Definition[A.2) corrupting any t < N parties.

Proof Intuition. We now give a high-level (somewhat inaccurate) description of how the proof
of security works. The simulator essentially runs rounds I and II honestly on behalf of the honest
parties, but encrypts Os instead of their real inputs. Then, in round III, it tries to force the real-
world protocol output to match the idea-world output p*, by giving an incorrect decryption share on
behalf of some honest party P,. That is, assume that the combined ciphertext at the end of round II
is ¢ = (v,w, D). The simulator can get the secret keys s’f) of all semi-malicious parties P, at the end
of round I (recall that semi-malicious parties follow the protocol honestly up to choosing bad random
coins which are available to the simulator). It can therefore approximately compute the decryption
shares w* ~ (v,s%) of the semi-malicious parties before (round III) starts. It then chooses the
decryption share w” of the honest party Pj, by solving the equation w — > ooV, w') = 2e+ p* where

e & Bgf;fdg is added noise. The decrypted value is therefore p*. We claim that the simulation is
“good” since:

e The way that the simulator computes the decryption share of party P, is actually statistically
close to the way that the decryption share is given in the real world, when the noise Bgﬁfdg is
large enough. This follows by the “smudging” lemma.

e The attacker cannot distinguish encryptions of 0 from the real inputs by the “security of
joint keys” (Lemma [34]). In particular, the combined public encryption-key pk is derived as
the sum of an honestly generated public-key pg (for party Pp) and several other honestly
and semi-maliciously generated keys for which the attacker must “know” a corresponding
secret key. Moreover, the secret key sg of party P, is now never used during the decryption
protocol. Therefore, by the “security of joint keys”, encryptions under pk maintain semantic
security. There is an added complication here that extra information about the secret key sg
is released during rounds I and II of the protocol to create the evaluation key. However, this
extra information essentially consists of ciphertexts under the higher level secret keys SZ for
d=1,...,D. Therefore, the full proof consists of several hybrid games where we replace this
extra information with random values starting with the top level and going down.

6 Variants and Optimizations

We consider several variants and optimizations of our basic MPC protocol from the previous section.
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Randomized Functionalities and Individual Outputs. Our basic MPC protocol only con-
siders deterministic functionalities where all the parties receive the same output. However, we
can use standard efficient and round-preserving transformations to get a protocol for probabilistic
functionalities and where different parties can receive different outputs. See Appendix[Dlfor details.

Security for Fully Malicious Attackers. Our basic MPC protocol is only secure in the semi-
malicious setting. In Appendix[E] we give a general round-preserving compiler from semi-malicious
to fully malicious security using UC NIZKs [SCOT01] in the CRS model. In particular, in each
round, the attacker must prove (in zero-knowledge) that it is following the protocol consistently
with some setting of the random coins.

In Appendix[E], we then turn to the question of efficiency. We first present simple, efficient, and
statistical 3-protocols for basic LWE-languages, along the lines of Schnorr’s protocol [Sch91] (and
bearing much similarity to X-protocols of [MV03] for various lattice problems ). These X-protocols
crucially rely on the idea of “smudging” and have an interesting caveat that there is a gap between
the noise-levels for which zero-knowledge is shown to hold and the ones for which soundness holds.
We then use the ¥-protocols for these basic LWE-languages along with a series of AND and OR
proofs to convert them into -protocols for the more complicated language showing that a party
is following our MPC protocol specification honestly with some (not necessarily honestly chosen)
random coins. Using the Fiat-Shamir heuristic [F'S86] we then get efficient UC NIZKs, and therefore
also general 3-round MPC protocols, in the random oracle model.

Two Rounds with PKI . An alternative way to present our protocol is as a 2-round proto-
col with a public-key infrastructure (PKI). In particular, we can think of the (round I) message
({p}}, {627,12;} ) sent by party Py as its public key and the value {s¥} as its secret key (in the fully
malicious setting, the public key would also contain the corresponding NIZKs). The entire MPC
execution then only consists of the remaining two rounds. Note that this PKI is very simple and
does not need a trusted party to set up everything; we just need a trusted party to choose a CRS
and then each party can choose its own public key individually (possibly maliciously). Moreover,
the PKI can be reused for many MPC executions of arbitrary functions f with arbitrary inputs.
The main drawback is that the size of each party’s public key is proportional to the total number
of parties, and it would be interesting to remove this. The security analysis is exactly the same
as that of our original three round protocol in the CRS model, just by noting that the first round
there consists of broadcast message, which does not depend on the inputs of the parties (and hence
we can think of it as a public key).

Bootstrapping. In our basic MPC protocol, the communication complexity is proportional to the
maximal number of multiplicative-levels in the circuit of the evaluated function. This is because we
start with a leveled TFHE scheme. To make the communication complexity completely independent
of circuit size, we can rely on the bootstrapping technique of [Gen(09]. In particular, since the
TFHE scheme can evaluate any polynomial D = D(x) number of levels, it can also evaluate its
own decryption circuit and some extra operations when we set D large enoughE To apply the

9This is not generically true for leveled FHE since the depth of decryption may depend on (and exceed) D so
that the scheme would be unable to evaluate its own decryption circuit. However, in our case, only the dimension n
depends polynomially on D, while the multiplicative depth of the decryption circuit only depends poly-logarithmically
on n. Hence it is possible to choose a sufficiently large D so that the scheme can evaluate its own decryption.
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bootstrapping technique, each party P, only needs to encrypt its secret-key share sk, = s’f) (bit-
by-bit) under the combined public-key pk in (round II) of the protocol, and we add these values
to the evaluation key. With this modification, we can instantiate our TFHE scheme with some
fized polynomial D and maintain the ability to homomorphically evaluate arbitrarily large circuits
with the same correctness guarantees as previously. Therefore, the communication/computation
complexity of the key-generation and decryption protocols is completely independent of the circuit
size of the function f. For security, however, we must now rely on a non-standard circular-security
assumption for the basic LWE-based encryption scheme E.

Outsourcing Computation. The only intensive computation in our protocol, that depends on
the circuit size of the evaluated function, is the homomorphic evaluation. In our basic description
of the protocol, we assumed that each party performs this computation individually at the end
of round II. However, it is also possible to designate one special party P* (or even an external
entity e.g. a powerful server, or the “cloud”) that does this computation alone on everyone’s behalf
and broadcasts the resulting output ciphertexts to everyone else Moreover, P* does not need to
broadcast its input ciphertexts to everyone else, as it alone needs to know them when performing
the evaluation. That is, the communication complexity is only proportional to the output size and
the inputs of all parties other than P*. This may be useful if the MPC computation involves one
powerful party with a huge input and many weaker parties with small inputs.

The above simple idea already achieves security in the semi-honest model, where we can trust P*
to perform the computation honestly and return the correct result. However, in the fully malicious
setting, we would also require P* to prove that the resulting ciphertext is the correct one, using a
computationally-sound proof system with a fixed polynomial (in the security parameter) verification
complexity. Such non-interactive proofs are known to exist in the random-oracle model [Mic00] or

under appropriate non-black-box assumptions [BCCT12, [GLRIT] [DFHTI].

Fairness. Our basic MPC protocol achieves security with abort for any number of corrupted
parties. We can also achieve fairness for t < N/2 corruptions. The main idea is that, in Round
I, each party also (threshold) secret-shares its individual secret skfj so that any |N/2| + 1 parties
can recover it, but any fewer will not get any extra information. If a party P aborts in Rounds
IT or III, the rest of the parties will reconstruct skfj (at the cost of one extra round) and use it
to continue the protocol execution on Pg’s behalf. Although an honest execution of our fair MPC
protocol still uses 3 rounds of interaction, the protocol may now take up to 5 rounds in the worst
case when some parties abort, where the extra rounds are needed to reconstruct the keys of the
aborted parties. See Appendix [G] for details.
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A Definitions

A.1 The Universal Composability Framework (UC)

We work in the standard universal composability framework of Canetti [Can01] with static corrup-
tion. The UC framework defines a PPT environment Z that is invoked on security parameter 17
and an auxiliary input z, and oversees the execution of a protocol in one of two worlds. The “ideal
world” executions involves dummy parties Py, ..., Py, an ideal adversary S who may corrupt some
of the dummy parties, and a functionality F. The “real world” execution involves the PPT parties
Py, ..., Py, and a real-world adversary A who may corrupt some of the parties. The environment Z
chooses the inputs of the parties, may interact with the ideal / real adversary during the execution,
and at the end of the execution need to decide whether a real or ideal execution has been taken
place. The output of the execution is simply the output of the environment. We refer to [Can01]
for further details.

Let IDEALF s z(1%, z) denote the random variable describing the output of the environment 2
after interacting in the ideal process with adversary S, the functionality F, on security parameter
1% and input 2. Let IDEALF s z denote the ensemble {IDEALF s z(1%, 2)}.en zeq0,13+- Similarly,
let REAL, 4 z(1%, z) denote the random variable describing the output of the environment Z after
interacting with the adversary A and parties running protocol 7 on security parameter x, and input
z. Let REAL; 4 z denote the ensemble {REALz 4 z(1%, 2)}cen 20,1}

Definition A.1. For N € N, let F be an N -ary functionality, and let m be a N -party protocol. We
say that w securely realizes F if for any PPT adversary A there exists a PPT ideal adversary S such
that for any PPT environment Z we have:

IDEALF,S z = REAL; A 2

We sometime want to restrict the definition so that it quantifies over adversaries from a certain
class: semi-honest adversaries, or malicious adversary that corrupted only a certain number of
parties. That is done in a straightforward way.

General functionality. We consider the general UC—functionality J, which securely evaluates

any function f : ({0, 1}%)N — ({0,1}%")N . The functionality F  is parameterized with a function
f and is defined as follows:
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e Each party P; sends (x;, sid) to the functionality.
e Once all parties send their inputs, evaluate (y1,...,yn) < f(x1,...,zN).

e Send to each party P; the output (y;, sid).

Fairness. Our default notion is “security-with-abort” meaning that the ideal adversary (simula-
tor) can abort the computation and cause the functionality to not give output. In addition, we say
that a protocol m securely and fairly realizes a functionality F if S does not get the ability to abort.
Meaning, the functionality always sends to the honest party the outputs.

A.2 Security Against Semi-Malicious Adversaries

As a stepping stone towards realizing the standard definition of secure multi-party computation
against active adversaries, we define a notion of a semi-malicious adversary that is stronger than the
standard notion of semi-honest adversary. We formalize security against semi-malicious adversaries,
and later in Section [E] we present a generic transformation from an MPC protocol that is secure
against semi-malicious adversaries, to a protocol that is secure against fully malicious adversaries.

Semi—malicious adversary. A semi-malicious adversary is modeled as an interactive Turing
machine (ITM) which, in addition to the standard tapes, has a special witness tape. In each round
of the protocol, whenever the adversary produces a new protocol message m on behalf of some
party Py, it must also write to its special witness tape some pair (z,r) of input x and randomness
r that explains its behavior. More specifically, all of the protocol messages sent by the adversary on
behalf of Py up to that point, including the new message m, must exactly match the honest protocol
specification for P, when executed with input z and randomness r. Note that the witnesses given
in different rounds need not be consistent. Also, we assume that the attacker is rushing and hence
may choose the message m and the witness (z,r) in each round adaptively, after seing the protocol
messages of the honest parties in that round (and all prior rounds). Lastly, the adversary may also
choose to abort the execution on behalf of Py in any step of the interaction.

Definition A.2. We say that a protocol m securely realizes F for semi-malicious adversaries if it
satisfies Definition [A. 1 when we only quantify over all semi-malicious adversaries A.

We remark that this definition captures the semi-honest adversary who always follows the
protocol with honestly chosen random coins (and can be easily modified to write those on its
witness tape). On the other hand, a semi-malicious adversary is more restrictive than a fully
malicious adversary, since its behavior follows the protocol with some input and randomness which
it must know. Note that the semi-malicious adversary may choose the different input or random
tape in an adaptive fashion using any PPT strategy according to the partial view it has seen.

Discussion. The main benefit in considering semi-malicious adversaries is shown in Appendix
[El In particular, we get a simple general compiler from semi-malicious security to fully malicious
security, just by having each party in each round give a ZK proof that it is following the protocol
honestly with some input z and randomness r. Unlike the general compiler from semi-honest
security to fully malicious security, we do not need to coin-flip for the random coins of the parties.
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B FHE Scheme of [BV1la, BGV12]

Modulus Reduction. Before describing the scheme, let us start with a basic lemma from
[BGV12] called the “modulus switching lemma”.

Lemma B.1 (Modulus Switching [BGV12]). Let ¢ > p be two odd moduli and let ¢ be an integer
vector. Define ¢’ to be the integer vector closes to (p/q)c such that ¢’ = ¢ (mod 2). Then, for any
s with |[(c,s)]q| < q/2 = (q/p) - l1(s), we have:

(9] = [{e,8)]y (mod 2)  and [[(€,8)],] < (p/a) - [{e.)lg| + 2(5)

The lemma shows that, if we use the basic LWE-based encryption scheme E with some modulus
q and a secret key s which is “sufficiently small”, we can take a ciphertext ¢ = (v, w) and “scale it
down” by a factor of p/q, to get a new valid ciphertext under the same key s (encrypting the same
message) but using a smaller modulus p. Moreover, the absolute value of the noise decreases by
essentially a factor of p/q. This lemma is used to keep the noise level “small”, by simply scaling
down the ciphertext to a smaller modulus before each multiplication operation.

The Construction We now define the homomorphic encryption scheme of in
terms of the basic LWE-based encryption scheme E from Section Bl We start by only describing the
“leveled homomorphic encryption” which can evaluate any circuit with up to D multiplicative levels,
where D is arbitrary but known to the key-generation algorithm. To get a “fully” homomorphic
encryption where a single key-generation algorithm is sufficient to evaluate any polynomial number
of levels, we can then use the “bootstrapping technique” of [Gen09] (requiring an additional circular
security assumption).
The scheme defined as follows:

Parameters: params = {params; : 0 < d < D}, where params is the tuple (17, ¢4, m,n, ¢, x) as
in the basic scheme E. Note that only the modulus ¢, differs for each “level” d.

FHE.Keygen(params) : The key generation algorithm creates (pk, sk, evk) as follows.

e The evaluation key: For every level d € {0,..., D}, choose a key s; - E.SymKeygen(params,).
Then, for all d € {1,...,D},i € [n],j € [n]U{0} and 7 € {0,..., [logg4]} compute:

def . .
Vaijr = (@dijr bdijr) < E.SymEncs, (27 - sq-1[i] - sa—1[j])

so that
baijr = (AdijrSd) + 2 edqijr+2" -Sq_1[i] - sq-1[J]

for some coefficients ag; ;- and noise eq; ;. The above is an approximate encryption of

sa_1[i] - sa_1[j] under s4, where s4_1[0] % 1. We define evk = {(agi ;i bair) b jr-

e The public key: Invoke (A,p) < E.PubKeygen(sy) and set pk = (A,p). Note that p =
Asg + 2e for some noise vector e.

e The secret key: The secret key is simply sk def D-
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FHE.Encpr () : The encryption algorithm computes (v,w) < E.PubEncy,(x) and outputs
(v,w,0) to indicate that the “level” of the ciphertext is 0. Note that:

v=rT- A, w={(rp)+u ( =(v,so)+2(r,e)+pwhenp=Asg+2 )

for some random vector r € {0,1}".

FHE.Decg,(c): On input ¢ = (v,w, D) the decryption algorithm returns:

E.Decsi((v,w)) = [w — (v,sp)],  (mod 2).

ap
FHE.Evalc,x(f,c1,...,¢t): Let f be a function computed by a boolean circuit C' which consists
of ‘4’ gates and ‘x’ gates with fan-in 2. Furthermore, assume the circuit is layered meaning that
it is composed of levels consisting either entirely of ‘+’ gates or entirely of ‘x’ gates, and that the
number of multiplicative ‘x’ layers is bounded by D. We associate the input ciphertexts with the
input wires and homomorphically evaluate the circuit gate by gate. Given two ciphertexts cq, ca,
where ¢; = ((vy,w1),d) and ¢y = ((va,ws),d), having matching “levels” d, we can perform the
following operations:

e Addition gates. The resulting ciphertext is:
def
Cadd = ((Vadd> Wada); d) = ((v1 + va, w1 + ws) , d)

o Multiplication gates. As a first step, we do a “modulus switch” on the values (vy,w1), (va, w2)
to convert them from ciphertexts over the modulus g4 to ones over the (smaller) modulus
Gd+1- To do so define the “scaling factor” By := (q4/qa+1) € R. Then, for b € {1,2},
let (v}, w}) be the integer vector which is closest to (1/84) - (v, wp) in ¢1-norm and which
satisfies (v}, w;) = (vp,wp) (mod 2) component-wise.

Next, consider the n-variate symbolic polynomial over the unknown vector x given by:

Gt (x) = (w) — (V%)) - (wh — (vh,x))
= 3 hiy-xli)-x[j]
0<i<j<n

for some coefficients h; ; over Zg, +1 We can expand it more as:

Gt (X) = > hijr - 27 - x[i] - x[j]
0<i<j<n
T7€{0,...,|logqar1]}

where (hij1,. ., Rij|logqe, ) 15 the binary representation of h; ;. Then, we set:
; def
c = Z hijr Vst
0<i<j<n

T7€{0,...,|logqar1]}

"Recall that we define x[0] = 1.
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and set cmult def (d,d+1). Notice that if ¢~ is the symbolic polynomial associated with ¢/

then
¢C’(Sd+1) = Z hi jr - (bwd,i,j,r (Sd-l—l)
0<i<j<n
T€{0,...,|logqas+1]}
~ Z hi,j,TZTSd[i]Sd[j] = @bmult(sd) = ¢c1 (Sd) : @bcz (Sd)
0<i<j<n

T E {07 ey Uqud+1J}

where the “~” hides the sum of the noises in the ciphertexts 1q; ; . Therefore the ciphertext
¢ encrypts the product of the plaintexts associated with ¢y, co, but under the new key sgy1
and the new (smaller) modulus gg4.

Upgrades. If we want to perform operations on two ciphertexts ¢; = ((vi,w;),d;) and co =
((ve,ws),d2), having differing levels dy > dy, we first “upgrade” the level of ¢; to dy and then
perform operations as above. To do the upgrade, we can just evaluate sufficiently mane extra
“dummy” multiplication gates where we multiply the plaintext by 1. We use the fixed ciphertexts
(v=1(0,...,0),w =1,d) as “dummy” encryptions of 1.

Correctness. We now show that the scheme satisfies correctness for the following parameters.

Proposition B.2. Assume that params = {params; = (1%, qq,m,n,p,x) : d € {0,...,D}} are
chosen so that the moduli qo, . .. ,qp satisfy qi—1/qqa > p for all d € [D], the noise ¢ is By-bounded,
and x is By-bounded. Further assume that:

ap >2p- (nBy+2) , p>2°08W) max{B2 B,}.
Then FHE satisfies the correctness property of leveled fully homomorphic encryption.

Actually, we will need to prove something more general. Fix params = {params; : d €
{0,...,D}}, any evaluation key evk = {(a4;;r,bdijr)}dij- any ciphertexts {¢; = (vi, w;,0)},
and message-bits {;} for which that there exist some values {sq}, {eq ;r}, {ei} satisfying:

baijr = (AdijrSd) +2-eqijr+ 27 -sq1[t]-sq-1[]]
w; = (vi,S0) + 26 +

with bounds ¢, (Sd) < Bisee, |ez| < Benes |ed,i,j;r| < Beyat for Bgee, Bene, Beval € Z.

Proposition B.3. Let (params, evk, sk, {c;},{p:}) satisfy the above requirements and let p be some
value such that q4—1/qq > p for all d € [D], and

ap > 2p (Beee +2) , p>2°080)) - max{ B2 Bene, Bevai }-

Let f be some boolean function whose circuit has at most D multiplicative levels, and let ¢ =
FHE.Evaleyk(f,c1,...,¢t). Then FHE.Decgr(c*) = f(u1, ..., ut). Furthermore, noise(c*,sp) < p.

2 Above, we implicitly define 1q41,0,0,7 := (0™,27) and ¥ay1,i=0,j,- := Ya,j,0,-. Notice that this retains consistency
of Yat1,,5- “aproximately encrypting” 27sq[é][j] under the key sq1.
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Proof: We look at the noise of the intermediate ciphertexts created during evaluation of the
circuit and inductively show that its magnitude never exceeds p and its parity corresponds to the
correct bit for the corresponding wire in the circuit.

Initial Noise. For the initial ciphertexts ¢; we have noisey,(¢i, so) < Binit where Bt := (2Bene +
1) < p and the parity of the noise is p; by assumption.

Multiplicative Noise. Let ¢ = ((vi,w1),d) and co = ((va,ws),d) be two ciphertexts such that
noise,, (cp,sq4) < p and where the parity of the noise is p1, p12 respectively. Let ¢, be the resulting
ciphertext after evaluating a multiplication gate on ¢y, ¢s.

e Firstly, let us consider the ciphertexts ¢, ¢, produced by performing “modulus reduction”.
Namely, by applying Lemma [B.1] we see that

noiseg,,, (¢}, sq4) < noisey, (c1,84)/p + £1(sq) + 1 < Byee +2
and similarly for ;. Further, the parity of the noise remains the same.

e Now consider the symbolic polynomial ¢(x) over Z,,,  [x]. If we define y = ¢(syg) then

|[y]q¢1+1| < (Bsec + 2)2 and [y]Qd+1 = 1 - p2 mod 2.

qd+1 [

e Lastly, let

def
Crult = (Vmult7 wmult) = E hi,j,T : (ad,i,jfrv bd,i,j,‘r)
0<i<j<n
TE {07"'7 Lqud+1J}

where the coefficients h; j - are given by the expansion of ¢. Then:

def
v F it~ Vot Sas1) = D hijir - (b — (@i Sasn)
i?j77-
= > i (27 -saali] sacali] + 2-eaigs ) =y +2Y hijreaigs
i7j7T i7j7T

Therefore noisey,., , (Cruits Si+1) < Bmuir Where
Bmult = (Bsec + 2)2 + 2(” + 1)2(L10g Qd-i—lJ + 1) : Beval < P
and its parity again remains gy - po.

Additive Noise. We can assume that there are at most v = poly(k) successive levels of addition.
Then the noise of any ciphertext c,qq which corresponds to the output of an addition gate is
bounded by B,gq := 7 - max{Byuirs Binit }- Since Binits By = p/2°0°2%) we see that Bygg < p as
we wanted to show. B

Proof of Proposition[B.4. Notice that, if the distributions ¢, x are B, B, bounded respectively and
the values (pk, evk,sk) < FHE.Keygen(params), {¢; <~ FHE.Encp(u;)} are chosen honestly then
the above requirements on (params, evk, sk, cy,..., ¢, i1, ..., jt¢) are satisfied with B = n - By,
Beyai = By and Bepe = m - B, [ |
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C Proof of Security for TFHE-Based MPC

C.1 Correctness of TFHE Protocol

Let us assume that:
1. The scheme TFHE is honestly initialized with some setup.

2. The N-party protocol TFHE.Keygen is executed according to the protocol specification but
with some arbitrary (worst-case) random coins, resulting in the common public outputs
pk,evk and a secret-key share skj, for party P,. Let sk™ := ZLVZI skp.

3. The ciphertexts {¢;} are chosen as encryptions of the bits {y;} via ¢; <= TFHE.encp(p;), but
again using some arbitrary (worst-case) random coins for encryption.

4. Let f be some boolean function whose circuit has at most D levels and let
¢* = TFHE.Evaleyi (f,c1,. .., ct).

5. The N-party protocol TFHE.Dec is executed on the ciphertext ¢* as common input and the
individual keys sk for party Py, where each party follows the protocol specification with
some arbitrary (worst-case) random coins. Let p* be the common output.

Recall that, in all above steps, we assume that any sample from x < x (resp. = < ) is bounded by
|z| < By (resp. |z| < B,). We make one additional generalization and assume that whenever the
protocol specifies a value r & {0,1}™ is to be chosen in the above steps (i.e. during second round
of key generation and for encryption), we are only guaranteed r € [—B,, B,]™ for some positive
integer bound B,..

Theorem C.1. Let params be chosen so that, for some p, we have qq_1/qq > p for all d € [D] and:

v

p

g (log(x) 'max{ srrzlchg ) N2Bse;)%g ) N2n2Bs20 ) NngBso ) NgmBrBX}

a > max{ 2 (NnB,+2), 2p+2NBlty, +1) |

Then
" = E.Decgp=(c*) = f(p1,...,¢) and noisey, (c*, sk™) < p.

Proof: We rely on Proposition [B.3] which shows the correctness of the underlying FHE scheme.
In particular, when the key-generation protocol is executed as specified (with worst-case random
coins), we get the combined secret keys s’ = Zévzl Sfl for each level d satisfying

01(55) < Boee © NnB,.

As for the errors in the evaluation key, we have:
e The combined values (af;’iﬁ, ﬁg,i;) defined at the end of Round 1 “approximately encrypt”
27s! | [i] under s} with error |e| < N - By,.
0k 0.k

e The values (a; ; , B;; ; ;) sent out in Round 2 are “approximate encryptions” of 27sh  [i]sk 14

under s’ with error |e| < NBy B, + NmB, B, + B:}jfég.
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e The combined values 14 j - defined at the end of Round 2 are “approximate encryptions” of
27sy_,li]s;_,[j] under s} with error

def

le| < Beyat = N*(NB, B, + NmB, B, + B&% ).

smdg

Finally, the ciphertexts ¢; are encryptions of y; under s with error
def
le| < Bene = mNB, By + Bi,.

By applying Proposition [B.3] with Bgec, Bepais Bene as defined above, we get ¢* = (v,w) such
that E.Decgy«(c*) = p* and noisey,, (c*,sk*) < p. If each party correctly follows the decryption

. . . def .
protocol with some randomness and gives the decryption share w* = (v, skD> + 2 ey, for some noise

8 dec dec
e [_Bsmdg’Bsmdg] then

N N
w—Zwk = "+ 2€” —2Zek
i=1 k=1
Therefore, the decryption protocol recovers u* as long as p+ N B;lf,fdg +1 < ¢/2 which follows from
the assumption of the theorem. [ |

C.2 Security of MPC in the Semi-Malicious Setting

We now prove the security of our MPC protocol in the semi-malicious setting (Theorem [5.2]). Before
we do so, let us describe the restrictions on the parameters params for which correctness/security
hold and which also correspond to the parameters of the LWE assumption needed for security.

Parameters (General). For full generality we can show the correctness/security of our scheme
for any choice of params = ({paramsd = (1%, ga, m,n, ¢, X) }o<d<D » Bw,BX,Bgﬁfég, se;?fdg,Bgfrfdg)
satisfying the following conditions:

1. Firstly, the parameters need to satisfy the conditions of Theorem for correctness so that
the moduli g4 are sufficiently large in relation to the noise bounds. In particular we need
some value p such that { ¢4—1/q4 > p }4e;p) and

P 2 2w(10g(n)) : max{ s;rllcdg ) N2B§g7%g ) N2TL2B$ ) NgBXBSO ’ NgmBX}

ap > max{ 2p- (NnBy,+2) , 2(P+2NBgﬁfdg+1) }

2. Secondly, we need the “smudging” noise to be sufficiently large. Specifically:
Bgﬁfdg > qwllog(r)) . p enc B;%g > guw(log(x)) . B,.

’ smdg»

3. Thirdly, we need the parameters params; = (n,m,qq, ¢, x) to be chosen so that the un-
derlying encryption scheme E is semantically secure with pseudorandom ciphertexts when
instantiated with params, for all d € {0,...,D}. Furthermore, we need the public-key to
uniquely determine a secret key as in Claim 2.3l In particular:

e We set m > (n+ 1)log(qo) + w(log(k)).
e All moduli ¢4 are odd primes.

Given params as above, security will follow if the LWE,, 4, ., \ assumption holds for all d € {0,..., D}.
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Parameters (Concrete). For concreteness, we can choose parameters as follows:

. 9K eval enc  ._ 92K dec __ odk
e Set B, B, = 2%, By Bemdg 7= 27", Bgag = 27"

D—d+1) g5r(D—d+1)+1]

e Choose primes gg € [25%( . This ensures: gp > 2°%, qq_1/qq > 23".

e Choose a sufficiently large n = n(x) and any distributions x, ¢ which are 2”-bounded so that
the LWE,, ¢, . is hard for all d € {0,...,D}.

Note that the hardness of the LWE problem depends on the ratio of the modulus ¢ to the noise B,,
and on the dimension n. In our case, the ratio of modulus to noise is exponentially large, but we are
free to choose n so that 2" is a bigger exponential. For example, by choosing n = k2, the security
of our scheme can be based on the worst-case (quantum) hardness of getting sub-exponential
20(k) = 20(Vn) approximation to GapSVP on n dimensional lattices in sub-exponential 20V

time [Reg05], [Pei09].

Theorem C.2 (Theorem (2] restated). Let f be any deterministic poly-time function with N
inputs and single output. Let params satisfy the above general constraints and assume that the
corresponding LWE,, 4. .\ assumptions holds. Then the protocol 7y securely UC-realizes the ideal
functionality Fy in the presence of a static semi-malicious adversary (Definition [A.2) corrupting
any t < N parties.

Proof: Let A be a static semi-malicious adversary, and let I be the set of corrupted parties. Since
simulating the case I = [N] is trivial, we assume that t = |[I| < N — 1. Let h & I be some arbitrary
index of an honest party P,. We first assume a restricted semi-malicious adversary that is not
allowed to abort. As a result, the simulator is not allowed to abort as well. After proving security
with respect to this kind of adversary, we add a simple extension to the general case with aborts.

The Simulator. We start with an informal description of the simulator. For the execution of
the TFHE.Keygen protocol, it simulates all the honest parties according to the honest protocol,
except for Py, for which it just sends uniformly random values. It then encrypts Os instead of the
real input bits of all honest parties. Finally, for the execution of the TFHE.Dec protocol on some
ciphertext ¢*, the simulator again simulates all of the honest parties honestly except for Py, for
which it sends some value so as to “fix” the decrypted plaintext to the correct output. We describe
this formally.

e For every honest party k & I, k # h, simulate Py by following the TFHE.Keygen and TFHE.Dec
protocols honestly in all rounds.

e For every honest party k ¢ I (including Py), choose the ciphertexts ¢y, ; as ¢ ; - TFHE.Enc,;(0)
to be encryptions of 0 instead of encrypting the actual input bits xg[i].

e For the special party Py, proceed as follows:

— During the execution of Keygen, the simulator & chooses the values {bg’f j Ydijre and

{ys’? j _}d,ij,re on behalf of the party Py uniformly at random instead of as specified, for

every level d € [D]. It still chooses the public-key shares {Pg}de{o,...7 py honestly.
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— At the conclusion of the second round, the simulator reads the special “witness tape” of
the semi-malicious adversary to learn the values sﬁl and the inputs x; for ¢ € I. It sends
the values {x;}ics to the ideal functionality on behalf of the parties in I, and receives
back the output y.

— For simulating Pj, during the decryption round (round 3), the simulator computes the
evaluated ciphertexts c; = (vj,wj, D) for each output bit j as per the protocol. More-
over, it knows the extracted values {s),};es (see previous bullet) for dishonest parties
and the values {S’B}kgf,k;ﬁh chosen on behalf of honest parties. It then computes the
decryption shares on behalf of P}, for each output bit j as:

whi=w;—(v;, Y sp)—ylil+2¢
Le[N\{h}

where e; & [—Bfﬁfdg, Bfﬁfdg] is chosen at random and y[j] is the jth bit of the output y.

It send the values wy, ; on behalf of Pj.

Hybrid Games. We now define a series of hybrid games that will be used to prove the indistin-
guishability of the real and ideal worlds:

IDEALF,S z = REAL; A 2 (1)
The output of each game is always just the output of the environment.

The game REAL; 4 z: This is exactly an execution of the protocol 7 in the real world with envi-
ronment Z and semi-mlaicious adversary A.

The game HYB}H Az In this game, we modify the real world experiment as follows. Assume (as
a mental experiment) that P, is given all the secret keys S}j, . ,sg and (as written on the
“witness tape” of the adversary in round 2 or chosen by honest parties), and the ideal output
y as in the simulation. Then, during the decryption protocol, it computes the decryption
shares as the simulator via:

whi=w;—(v;, Y sh)—ylil+2¢
Le[N\{n}

for the output bit j (instead of using its own secret share S%). Moreover, we define the output
of the honest parties in this game to be the ideal output y rather than the result of the real
computation.

The game HYBfr'(jl’Zd 2); This game is just like an execution of HYB! with the following differences.

In round 1, for everly level d > dy it chooses the values {bfl’? T}Z’ﬂ—,g uniformly at random

instead of compting them as specified. In round 2, for every level d > do, P, chooses the
values {Bﬁ’? ; _}i,jre uniformly at random instead of as specified.

The game HYB?’F’ Azt This is the same as HYBZ (09 with the modification that now every honest
party Py also just sends encryptions of 0 in round 2 instead of encrypting the bits correspond-
ing to its real inputs xy.
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The game IDEALF s z: This is the ideal-world execution with simulator S and environment Z.

Claim C.3. It holds that: REALx 4 =z = HYB}r,AZ'

Proof: Firstly, we can assume the “witnesses” that A writes on its auxiliary witness tape on behalf
of a corrupted parties {P, : k € I} in various rounds contains the same consistent values S’j in
each round. This follows by the uniqueness of secret-keys (Claim [2.3)) which implies that the values
p’fl sent on behalf of P, in the first round already information theoretically commit the attacker A
to unique corresponding witness sfl. Therefore we will speak of well-defined, consistent values ss
used by the adversary A on behalf of P, independently of which round we’re talking about.

The view of the adversary is exactly the same in both worlds, except for the message that P

sends in the last round and the output y. In HYB', P, sends the “decryption shares”

h ‘
w; ::wj—<vj,ZsD>—yj+2-ej

(£h
for each output bit j, where e; < [ Bgﬁfd » Bgﬁfd g] and y; is the jth bit of the ideal output y. By

correctness (Theorem [CT]), we know that (v;, w;) actually encrypts y; with noise at most p so that

wj:<vj,ZS% >+2-e;-—|-yj
4

for some noise e;- € [—p, p]. Therefore, combining the above two equations, we can write

w;-‘ = wj — (VJ,ZS%> —yit+2-e = <Vj,5}[l)> +2(€j +¢5)

t+£h

This matches the real world protocol, up to the “error” being e;- + e; rather than just e;. However,
since p/ Bgf;fdg = negl(k), we can apply the “smudging lemma” (Lemma 2] to see that this is
statistically indistinguishable.

Claim C.4. It holds that HYB. , ; = uYB>'Y) and, for all d € [D],

(d d) < 2.(d—1,d) © 2.(d—1,d—1)

HYB, 7 = HYB, 'y ' = HYB, ) -

Proof: The equivalence of HYB! = HYBZ(P:D) just follows directly from the definition.
Next, let us show HYB2(@d) = gyp2(d-1d) The only difference between the two games is in
the values {b }ire sent on behalf of P, in round 1. Notice that, in both of the games, the secret

sd is only used to compute the values {bg?r}imf and pZ and nothing else. Therefore, we can prove
indistinguishability of the two games via two applications of the LWE,, ,, .\ assumption: first we

d,i, T

apply it to switch all of {b di T} and pd from being chosen honestly to being uniformly random, and
next we apply it again to switch pd back to being chosen honestly.

Finally, let us show HYB2 (d-1d) = gyg2(d-1,d-1) The only difference between the two games is
in the messages {ad i 5d,z,; . }ijre sent on behalf of the honest party P, in round 2. In HyBp2(dd)
these values are computed in a complicated way, but are “blinded” by E.PubEncy=(0)+(0, 2¢) where
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e & [—Bse;’:ég, Bse;’:ég], while in HYB2(@=14=1) they are chosen uniformly at random. Note that, in

both of the hybrid games, the secret key SZ is only used to compute pg and nothing else. Therefore,
we only need to show that the values E.PubEncp- (0) + (0, 2¢) are indistinguishable from uniform.
Unfortunately, the public key p} is not chosen honestly and is partially under adversarial control.
Nevertheless, we can show indistinguishability of each such value (one-at-a-time) via the security
of joint key (Lemma [3.4]).

The reduction A’ plays JoinKeys 4 (params). It gets a challenge public key pk = (A4, p) which
it plugs into the setup matrix Ay := A and the value pg := p sent on behalf of P, in round 1
of the protocol. It also chooses p’fl = Ag-sq+ 2e’§ at random for honest parties k # h,k & [
and gets the values p’; = Ay - ss + 2e§ and sg,eg on behalf of corrupted parties k € I from
the “witness tape” of the semi-malicious attacker at the end of round 1, with the guarantee that
el € [—By,B,]™. It then sets p’ = D kth ph.s = D kth sk e = zk;,éhe'j and gives (p/,s/,€’) to
its challenger and chooses the challenge message p = 0. Finally it gets a challenge ciphertext from

the challenge which it uses as the “blind” when computing (ag”?’ o ﬁé’h ). If the challenger runs
p2-(d-1,d)

d—1,d—1)

d7i7j77—
with bit 8 = 0 (e.g. random ciphertexts) than this perfectly simulates HY and else (e.g.
honest ciphertext with smudging noise Bssz’ég) it perfectly simulates HYB2( . Therefore, we
get indistinguishability as long at the requirements of Lemma [B.4] are satisfied, which occurs when

we set Berat = 2<(0e() . g, |

Claim C.5. It holds that: 0YB. ') = HYB? , .

Proof: Note that, in both games, the only infomration given about the secret Sg of party P is
just the public-key component pg. Again, we only need to prove that ciphertexts encrypted under
the joint public key pk = (Ao, p;) are “semantically secure” so that the attacker cannot distinguish
encryptions of the correct input bits from encryptions of 0. To show this, we use the security of
joint key in the exact same way as in the proof of Claim [C.4] (second part). We use it twice: first to
switch from encryptions of the correct input bits to random ciphertexts and then again to switch
from random ciphertexts to encryptions of 0. To apply security of joint keys, we use the fact that
Bse;zcdg — gw(log(k)) B,. ]

Finally, we notice that HYB? is the ideal world simulation. Therefore, equation [ follows by com-
bining Claims [C.3] and We conclude that:

C

IDEAL]:’S’Z REALmA’Z

Handling abort. We now consider the case where an adversary A may abort the execution. In
this case, the simulator S works exactly the same with the only difference that it sends abort to
the trusted party in case A aborts the (simulated) execution. In case A does not abort, S sends
continue to the trusted party at the end of the execution. We now turn to show that the ensembles
are indistinguishable. We have already seen it for the case that the adversary does not abort. In
case the adversary aborts, both in the ideal and real executions, the honest parties output L, and
so we need to consider only the view of the adversary. However, we have already seen that the
whole view is indistinguishable, and so any partial view is indistinguishable as well. This completes
the proof of Theorem [ |
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D Generalized Functionalities

Our basic MPC construction from Section [l only considers deterministic functionalities where all
the parties receive the same output. We would like to generalize it to handle with randomized
functionalities and individual outputs. First, the standard transformation from a randomized
functionality to a deterministic one (See [Gol04], Section 7.3) works for this case as well. In
this transformation, instead of computing some randomized function g(z1,...,xy;7), the parties

compute the deterministic function f((r1,x1),...,(rn,zN)) o g(x1,. .., xn;®N ;). We note that
this computation does not add any additional round.

Next, we move to individual outputs. Again, we use a standard transformation (See [LP09], for
example). Given a function g(z1,...,zn) — (y1,...,yn), the parties can evaluate the following
function which has a single output:

f((kl,ajl),...,(kN,a:N)):(gl(xl,...,a:N)EBkl H H gN(xl,...,xN)EBkN)

where a||b denotes a concatenation of a with b, and g; indicates the ith output of g. Then, the
parties can evaluate f which is a single output functionalities, instead of g. The only difference is
that f has one additional exclusive-or gate for every circuit-output wire. Again, this transformation
does not add any additional round of interaction.

Alternatively, for the case of individual outputs, we can just modify our protocol so that, during
the decryption round (Round III), the parties will send their “decryption shares” of each output
bit over a private channel to the appropriate party for whom the output bit is intended, instead of
just using broadcast.

We conclude:

Theorem D.1. Let f: ({0,1}5)N — ({0,1})N be any (possibly randomized) poly-time func-
tion. Under the same conditions as Theorem[2.2, there exists a protocol 7y that securely UC-realizes
the ideal functionality Fy in the presence of a static semi-malicious adversary (Definition[A.2), cor-
rupting any t < N parties.

E From Semi to Fully Malicious

E.1 The Zero-Knowledge Functionality

We start with a formal description of the zero-knowledge functionality. In this case, we have one
prover, P, and several verifiers, Ps, ..., Py.

FUNCTIONALITY E.1 (The Zero-Knowledge Functionality FX).
e The functionality is parameterized with an NP relation R of an NP language L.

e Upon receiving a common input (z, sid) from Py,..., Py, and an input (w, sid) from P,
check that R(x,w) = 1. If so send (1, sid) to all parties.

E.2 From Semi-Malicious to Malicious

In this section we present a general transformation from the semi-malicious model to the malicious
model. Namely, given a protocol 7 in the semi-malicious model in the authenticated broadcast

34



channel model, we present a protocol 7’ in the F,-hybrid model, that is secure in the presence
of a malicious adversary (in the broadcast channel model as well). In the CRS mode, we can use
UC-NIZKs [SCO*01] to obtain a 3-round UC-secure protocol.

We denote by NextMessagef(a:k;rk;ml,...,mg_l) the next message function of party Pj in
round £. This is a deterministic function that takes the input x; of party Py, its random tape rg,
and the messages it has received so far (mq,...,my_1). The function outputs the message of P} in
round £ according to the protocol w. Giving a protocol 7 in the broadcast communication model,
we parse the code of the protocol 7 as the sequence of {Nextl\/lessage?(:nk; Ty, oy My—1) bt

In order to verify that indeed each party follows the description of the protocol, at each round
the party has to prove in zero knowledge that the message that it has produced is consistent.
Formally, let Ly, = {(m1,...,mg — 1, mi?)} be the language that consists of all the messages that
were broadcasts in levels 1,...,¢ — 1, and the message mf that was broadcasted by P in round .
Let Ry ¢ be the relation that gets as input « = (mq,...,me_1, mlg) and a witness w = (zy, 7)), and
returns 1 if and only if NextMessageé?(a;k,rk,ml, cee M) = mé?. In addition, let r(7) denote the
number of rounds in 7.

In case a party abort, we replace its message with the special symbol L. The next message
function NextMessage should specify how to react in such a case.

PROTOCOL E.2 (The protocol 7’ in the fu-hybrid model).
e Input: An input zy, and a random tape r.

e Common input: The semi-malicious protocol = which is parsed as
k
{NextMessage, (Tx; ri;m1, ..., Me—1) b

e The protocol:

1. For each round £ =1,...,r(n):

(a) Giving all the messages m}_,,...,m} , that were broadcasted in round ¢ — 1,
concatenate them into my, and store it.

(b) Compute m% = NextMessage} (., 75, m1, ..., ms_1). Broadcast m5.

(¢) Forany k¥’ =1,...,N :
The parties invoke the ]-"Zlik/’e on a common input (my,...,me_1,mt ). In addi-

tion, for k = K/, P, acts as the prover and inserts its private input w = (z, 7).

2. Output NextMessage]:(w) (Th; TR ML, o Mp()—1)-

Theorem E.3. Let F be any N-ary functionality, let m be a N-party protocol, and let t < N. If
7 (fairly) t-securely realizes F in the semi-malicious model in the authenticated broadcast channel
model, then 7' (fairly) t-secure in the Fy-hybrid model, in the presence of a malicious adversary.

Proof: Let A™' be a malicious adversary for 7/ controlling subset I C [n] of cardinality at most
t. We build a semi-malicious adversary A*™ for 7w as follows. The adversary A°™ is interacting with
honest parties in execution of the protocol 7, and uses the adversary A™ to determine the behavior
of the corrupted parties. Whenever the adversary A% receives a broadcast message from honest
parties, it proceed the message to A™. At the end of each round, it simulates the invocations of
the F,i functionality. When an honest party should be the prover, it just checks that the adversary
sends the correct statement and returns 1 as the response of F,i. In case where a corrupted party
is the prover, it check the statement and the witness (the input and the randomness). Formally,
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for P;, i € I in round ¢, it checks that indeed Nextl\/lessagez(a:,-;ri;ml, ceeyMyp_q) = mé. In case the
above holds, it return 1 to .A™', and updates the special random tape of AS™ to include (z;,7;). In
case AM the above check fails, it aborts the party P;. At the end of the computation, A%™ outputs
whatever A™' outputs and halts.

Given the adversary A°™, we have a simulator S, for which for every environment Z, the
ideal and real are indistinguishable. We build a simulator S™ using S™. The simulator works
exactly the same. This include querying the functionality as S*™, aborting in case S*™ aborts (if
they both allowed to abort), and interacting with the environment in the same way. Since S™?!
and 8™ works exactly the same, and since A™ and AS™ has the same behavior, we have that for
every environment Z:

Fok <
HYB]:’SmaI7Z = REALW,A,Z

F Efficient >-Protocols and Fully-Malicious Compiler

In this section, we give an efficient compiler for transforming our MPC protocol for semi-malicious
adversaries into one that is secure against fully malicious adversaries. In order to achieve this
objective, we will construct efficient NIZKs in the random oracle model and then use them to
compile the semi-malicious protocol. We start by constructing gap Y-protocols for some LWE-
based languages. We will then show how to use these Y-protocols for the “required” relations
by using a series of AND and OR proofs. Finally, we can compile the Y-protocols into efficient
UC NIZKs in the random oracle model, and then use these NIZKs to compile the semi-malicious
protocol and obtain an efficient 3-round MPC protocol against fully malicious adversaries.

The rest of this section is organized as follows. We start by recalling the syntax and security
properties of gap Y-protocols in Section [ELIl Next, in Sections [F.2] and [F.3] we construct gap
Y-protocols for some LWE-based languages. Finally, in Section [F4] we show how to use the
Y-protocols (from Sections [[.2] and [E.3)) for the required relations in the semi-malicious protocol.

F.1 Gap X-Protocols

We consider a weaker version of X-protocols [CDS94] that we call gap 3-protocols. Let Rk, Rsound <
{0,1}* x {0,1}" be two NP relations such that R,k € Rsound, and Lo = {z : Jw s.t. (z,w) € Ry},
Leound = {z : Jw s.t. (z,w) € Reound} be the corresponding languages. A gap Y-protocol (P, V)
for (R, Rsound) is a three-move interactive protocol between a prover P and a verifier V' of the
following form. P and V get as common input a statement x € L,y, additionally P gets as private
input w € R(z). (P, V) proceeds as follows:

e P samples a value a and sends it to V.

e I/ samples a random “challenge” ¢ & @ from the “challenge space” ® and sends it to P.

e P gives an answer z. V either accepts or rejects the conversation (a,c, z) for statement z.
A gap Y-protocol must satisfy the following properties:

Correctness: For any (z,w) € R, V(x) always accepts the interaction with P(z,w).
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Special Soundness: There exists a PPT extractor E such that for any two valid transcripts
(a,c,2), (a,cd,2") for a statement x, if ¢ # ¢ and w <+ F(x,a,¢,2z,¢,2") then w € Reound ().

Honest-Verifier Zero-Knowledge: There exists a PPT simulator .S, such that for any statement
z € Ly and challenge ¢ € ® we have (d/, ¢, 2') = (a, ¢, z), where (¢, 2') < S(z,¢) and (a, c, 2)
denotes a protocol transcript between P(x,w) and V(z) with challenge ¢ (for w € Rk (z)).

F.2 (P,V)w : A Gap X-Protocol for LWE

In this section, we give a gap Y-protocol (P, V) that allows a prover P to prove to a verifier V
that a given tuple A, b is an LWE tuple; i.e., there exists a secret vector s and a “short” error
vector e such that b = A - s + 2e.

More formally, let x be the security parameter, and ¢ = ¢(x) be an odd integer modulus. In the
discussion below, unless stated otherwise, all the operations are performed mod ¢. Let m = m(k),
n =n(k), and B = B(k) be positive integers. We define the NP relations:

Riye = {(A,b), (s,2e) : b=A-s+2, AcZ]™", beZl seZy 2 €[-B, B}

Iwe q

B
lwe

Let L{fve be the NP language corresponding to the relation R

RE C RlB* and LB C LB

lwe we lwe = “lwe *

For integers B* > B we have

Protocol (P, V). We now give a gap X-protocol (P, V). for the relation pair (Rﬁe,Rﬁ;),
which is secure as long as B/B* < negl(k). The machines P and V get as common input the
statement (A,b) € Lffve. Additionally, P gets as private input a witness tuple (s, 2e) € RZ_(A,b).

Iwe
Protocol (P, V)we proceeds as follows:

1. P samples a random vector s <~ Zy and an “even” error vector 2e’ E—(E-B), (B -B)™.
It then sends b’ = A - s’ +2¢e’ to V.

2. V sends a random challenge ¢ € {0,1} to P.
3. Psendsz=¢s'+cs to V.
B* B*

4. V outputs 1 iff (b’ +cb — A - z) is an “even” noise vector 2e* € [—=-, 5-|™.

Theorem F.1. Protocol (P,V)we is a gap X-protocol for the relation pair (Rﬁe,Rﬁ;) as long as
B/B* < negl(k).

Proof: We will prove that (P, V). satisfies each of the three properties — completeness, special
soundness, and honest verifier zero-knowledge.

Completeness. If P is honest, we have

B* B*]™
b/+cb—A-z:A-s'—|—2e'—|—c(A-s—|—2e)—A-(S/+cs):2e'—|—2ce€[—7,7] .

Further, 2e’ + 2ce is clearly “even”.
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Special Soundness. Let (b’,1,2z1), (b’,0,2z2) be two transcripts for protocol (P,V)e. The
extractor F(A,b, b’ 1,21,0,29) simply outputs (s*,2e*) defined as:

s* =2z —2zy , 2e":=b-—A(z; —2z9).

If both transcripts are valid, then there exist “even” noise vectors 2ej, 2e; € [—BT*, %*]m such that:

b'+b—-A-z =2, b —A-zy=2e}.

Subtracting the above equations, we get b = A(z; — z2) + 2(e] — e3). Further, note that 2e* =
2el — 2el € [~ B*, B*]. Tt follows immediately that (s*,2e*) € RE (A,b).

lwe

Honest Verifier Zero Knowledge. We first give the simulator strategy S(A,b,c):

e Sample z < Z7", 2¢* < [~ (& - B), (& - B)|"™
e Compute b’ = A -z + 2e* — cb.
e Output (b',c,z).

First note that b’ +cb — A -z = 2e* [—%, %*]m, and clearly 2e* is “even”. Thus, the above
transcript is accepting. Further note that when (A,b) € L{,, there exists s € Z!,e € [-B, B]™
such that b = A-s+2e. Thus, in the simulated transcript (b’, ¢, z), we have b’ = A-z+2e* —cb =
A -5’ +2€/, where s’ =z — cs € Z7, and 2e’ = 2e* — 2ce. When ¢ = 0, it is straightforward to see
the distribution of the transcript output by S (over the coins of S) is identical to the distribution
of the transcript from honest execution between P and V. When ¢ = 1, the only difference
between the honestly generated transcript and a simulated one is that instead of using “even” noise
2’ & [—(% — B), (% — B)]™, the “effective” noise used in the computation of b’ by S is of
the form 2e’ — 2e, where 2e € [—B, B]™ is fixed. Then, since B*/% < negl(k), it follows from

the “smudging lemma” (Lemma 2.1]) that the simulated transcript is statistically indistinguishable
from a real transcript. [ |

F.2.1 Applications of (P, V).

We now discuss some applications of our gap Y-protocol (P, V)e; specifically, we consider some
more complicated NP relations and show that (P, V) can be used for these relations as well.
Looking ahead, these relations will be relevant in Section [F.4] where we build an efficient compiler
for our semi-malicious MPC protocol to achieve security against fully malicious adversaries.

Y-protocols for “approximate” symmetric key encryptions. We show that (P, V) can
be used to prove that a given tuple (a,b) is an approximate encryption of a message p under the
secret key s corresponding to a public key (A,p). To this end, we first consider a relation pair
(RE oy RE ), where RE is defined as:

approx> /“approx approx
7?’aBpprox = {(a,b,,u,A,p), (2675728) P b= a'S+2€—|—M, p= A-s+2e

acy, beZy pc€lyAcZy™", pely, scly, 2¢c[-B, B, 2ec|[-B,B|"},

q )
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and REZ _ is defined analogously, except that 2e € [~B*, B*], and 2e € [-B*, B*|™

approx
Reducing (Rapprox, pr*prox) (RE_,RE.). There is a simple transformation between

prprox = {z=(a,b,u, A,p),w = (2¢,8,2e)} = RE. ={2'=(A,b), v = (s, 2¢)}

Al = [A} b’ = [ p ],s’:s,2e’: [Qe].
a b—pu 2e

This transformation ensures (x,w) 6 RE

by simply equating

B oo I (2, w') € RE.. The same idea can be used to

transform an instance of relation RE. into an instance of relation lee One can therefore use

approx

the protocol (P, V) directly to a gap protocol for (Rapprox, pr*prox)

Extension to multiple Noise Levels. We can also define a variant of the above relation where the
noise level in the public key and the ciphertext differ.

ngﬁg = {(a,b,u,A,p), (2¢e,8,2e) : b=a-s+2e+pu, p=A-s+2e
acy, bcZy pn€lyAcly™ ", peEly, scly, 2¢c|[—By B, 2e € [-B1,B1]"},

The gap Y-protocol for this relation is a simple extension of the one above and that for Rffve

Y-protocol for Secret Key Bits. We show that protocol (P, V) can also be used to prove
that a particular component of the secret key vector s corresponding to a public key (A, p) is 0 or
1. To this end, we first consider a relation pair (RfI /he Rgt ’Z’C) where RB’Z’C is defined as follows:

Bic pP=A-s+2e sfi|=c
Ryt ™ = {(A,p), (s,2e) : AcZp", pely, scly, 2ec[-B,B™ [’

and RB "¢ is defined analogously, except that 2e € [—B*, B*], and 2e € [-B*, B*]™

Reducing (Rfi;i’c,Rfi: Zc) (lee,lee) Let the vector a; € Zg" denote the i" column of matrix
A. Let A_; be the matrix A with the i*" column removed. Then

p=A-s+2 A slij=c if A_s[—i]+2e=p—c-a;.

where s[—i] denotes the vector s with the i*® component removed. Therefore, there is a simple
transformation between

Ry ={x=(A,p)w=(s,2¢)} <= Rh={a'=(Ab)uw =, 2)}

given by equating
A=A, b =p-—ca; s =s[-i, 2e=2¢.

This transformation ensures (z,w) € Rt]fi{i76 iff (z/,w') € RE_. Hence the protocol (P, V)jye can be
used as a gap Y-protocol for (Rg e Rf{’“).
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F.3 (P, V)e: A Y-Protocol for LWE-based Public-Key Encryption

We now give a gap X-protocol (P, V)ene that allows a prover P to prove to a verifier V that a given
tuple (A, p,v,w) is a “smudged” encryption of 0 with public key pk = (A, p); i.e., there exists a
noise vector r and “even” noise 2e such that v=r7 - A, and w = r - p + 2e.

More formally, let x be the security parameter, and ¢ = g(k) be an odd integer modulus. Let
m =m(k), n =n(k), and B, = B,(k), B. = Be(k) be positive integers. Now, we consider two NP
relations Rﬁnge as follows:

RErBe — {(A,p,v,w), (r,2¢) : v=rl A, w=r-p+2, Ac Zyg™",
p € Z(r]n’ rc [_BryBr]mv 2e € [_BeaBe]}a

Let LZwP¢ be the corresponding NP language. Given integers B} > B, and B} > B, we have
P C R’ and L™ € Laie™

Protocol (P,V)enc. The X-protocol (P, V )enc for the relation pair gnﬁnge,Rﬁi’Bg) is described

as follows. P and V get as common input a tuple (A, p,v,w) € LenTC’BE; additionally, P gets as

private input a witness tuple (r,2e) € RErBe (A, p,v,w). Protocol (P, V)enc proceeds as follows:

1. P samples the “short” vectors

B
T _B,),
=~ B, (

B _
2

Be
2

Be

v & 5

e R a3

It then computes v/ = (r')7 - A, w’' =/ - p + 2¢/, and sends (v/,w’) to V.
2. V sends a random challenge ¢ & {0,1} to P.

3. Psendsz=1"+crtoV.

4. Verifier V outputs 1 iff :
B B:
®zc [_TT7 2r]m
ez A =V +cv,
B B;f]

o (W' +cw—z-p)isan “even” noise value 2¢* € [—=¢, 5

9

Theorem F.2. Protocol (P, V)enc is a gap X-protocol for the relation pair (Rﬁ’g’Be,Rgi’B:) as long

as B,/B} < negl(k) and B./B} < negl(k).

Proof: We will prove that (P, V)en satisfies each of the three properties — completeness, special
soundness, and honest verifier zero-knowledge.

Completeness. If P is honest, we have that

/ B: B: " T / T /
z=r1r +ecre€ 55 , zo cA=@x"4cr) A=V Fov.
Further,
/ / / / / B; B;
wHcw—z-p=r-p+2 +c(r-p+2) —(r+cr)-p=2 +2ce€[—7,7]

is small and even.

40



Special Soundness. Let (v,w,1,21), (v,w,0,22) be two transcripts for protocol (P, V)ene. The
extractor F(A,b,v,w,1,z1,0,2z2) outputs (s*,2e*) given by

v =z —2zy , 2" =w—(z] —z))A.

Now, note that if both the transcripts are valid, the following holds:

B B
71,79 € [—7?,7’1]7”, 2l A=V +v, zl - A=V, (2)
Jdel, e5 € [—76,76] st.w +w—zl -A=2ef, w -zl A=2e} (3)

From the set of equations (2)), we have that v = (z] —2z2)A; also r* = z; —2zy € [~ B}, B}]. Further,
from (), we have that w = (z7 — z)A + 2e} — 2¢3; also 2¢* = 2*6”{*— 2e5 € [-B}, B}]. Combining
the above arguments, it follows immediately that (r*,2e*) € REBe (A, p,v,w).

Honest Verifier Zero Knowledge. We first give the simulator strategy S(A,p,v,w):

e Sample z & [—(B;j - B,), (BT: — B)|™, 2e* & [—(BTZ — B.), (BTZ — B.)].

e Compute v =z' - A —cv, w =z -p + 2¢* — cw.
e Output (v, ', ¢, 2).

Now, first note that the transcript (v/,w’,c,z) computed as above is accepting because the
following conditions hold: z € [—BT:, %]m, 2l A=V +ev,w +cw—z-p=2e*c [—BTZ, BTZ] and
clearly, 2e* is even.

Further note that when (A, p,v,w) € Lg{c’Be, there exists r € [—B,, B,|", e € [—Be, B.] such
that v.= r’ - A, and w = r - p + 2e. Thus, in the simulated transcript (v, W', ¢,z), we have
vVi=zl ' A-cv=>)"-A andw =z -p+2e* —cw=(r)T- A +2¢, where v’ = z — cr, and
2¢/ = 2e* — 2ce.

When ¢ = 0, it is straightforward to see the distribution of the transcript output by S (over the
coins of S) is identical to the distribution of the transcript from honest execution between P and
V. When ¢ = 1, the only differences between the honestly generated transcript and a simulated
one are the following:

1. Instead of using noise vector 1’ <- [—(% - B,), (% — B,)]™, the “effective” noise vector used

in the computation of v/ and w’ is of the form r’ — r, where r € [—B,, B,] is fixed.

2. Further, instead of using “even” noise 2¢’ & [—(BT: — B.), (BTe — B.)], the “effective” noise

value used in the computation of w’ is of the form 2¢’ — 2e where 2e € [—B, B] is fixed.

Then, since % < negl(k), and % < negl(k), it follows from Lemma 2] that the simu-
lated transcript is statistically indistinguishable from a real transcript. [ |
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F.4 Efficient Compiler for Our Semi-Malicious MPC Protocol

We now give an efficient compiler for transforming our MPC protocol 7 (described in Section [H)
that is secure against semi-malicious adversaries into one that is secure against fully malicious
adversaries. Specifically, we will show how the Y-protocols from the previous sections can be used
for the “required” relations (that capture the honest party strategy in the semi-malicious protocol
m) by using a series of AND and OR proofs. We note that this suffices for our purposes since we can
first transform these Y-protocols into NIZKs in the RO model and then uses the resultant NIZKs
to compile the semi-malicious protocol 7.

Modifications. We make several modifications to our protocol 7 from Section Bl The first modi-
fication is that we now require that the distribution ¢ used to select secret key positions S’j [i] < ¢ is
just the uniform distribution over {0,1}. We rely on the result of [GKPV10], which shows that the
LWE assumption remains secure even when the secret s is chosen from such distribution (for appro-
priate choices of other parameters). Secondly, in addition to the bounds By, Bg}fr% ” Bse;ifdg, Bgfrfd g
we will also have corresponding “starred” values (e.g. B;) which are super-polynomially larger (e.g.

By /By, = negl(x)). We will also have two additional bounds B, = 1 and B;". Lastly, we will require
that the moduli ¢4 are prime, which allows us to rely on Claim [2.3] showing that the public-keys

pk g Will commit the party P} to a unique secret key sk q-

Proving “Honest” Behavior. We now examine each of the three rounds in protocol 7, one
by one, and describe how a party can prove that it is following the protocol “honestly” with some
input x; and some randomness r,. Since we use gap -protocols, there will be a gap between the
noise-levels (e.g. B,) that honest parties need to use for their (zero-knowledge) security, and the
“starred” noise levels (e.g. B;) that dishonest parties are guaranteed to be using. We describe the
proof needed in each round of the protocol.

Round 1. Recall that in this round, each party Py sends the following values (for every ¢,d, i, 7):
1. individual public keys p’j,

2. symmetric-key encryptions <ad i Ui T) of 0 under the secret key sfl, and

3. approximate encryptions (a’fl i bfl fT) of 27 - gk J_1[?] under the secret key S’;.

Then, in order to prove “honest behavior” in round 1, each party P, must prove all of the following;:

Well-formedness of public keys: The public key p'jl is “well-formed” i.e. there exists a secret
key sk and noise 2e% € [~ B, B]™ such that p% = A, - sk + 2ek. This is equivalent to showing
(Aqg, pd) € L|We We use a gap-proof with B = 2B, for ZK and B = 2B} for Soundness.

Encryptions of 0: The values <afl i bfllf T) are symmetric-key encryption of 0 under the (unique)
secret key S’j corresponding to the public key p¥ - This is just showing that

14
(adrr’bdz—r’o Ad7pd) € Lapprox

We use a gap-proof with B = 2B, for ZK and B = 2B7 for Soundness.
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Well-formedness of evaluation key: The values (a'j”, bg fT) are “approximate” encryptions

of 27 . sd 1[7] under the (unique) secret key sfl corresponding to public key pfl, where ss_l[i]
is the i""-component in the (unique) secret key sfl 1 corresponding to p’; 1-

That is, bdz = (a’j’iﬁ, s’j) +27. 52—1[ ]+ QedZ - for some noise es fT, and pd and pd , are of
the form as described above. Proving this is equlvalent to showmg
k B,i,b k B
\/ { (Ad—17pd—1) € LbitZ A <ad,i,7' ) bdz—r ) 27 . b Ad ’ pd) € Lapprox}
be{0,1}

We use a gap-proof with B = 2B, for ZK and B = 2B7 for Soundness.

Round 2. Recall that in this round, each party Py sends the following values:

1. Ciphertext tuples (a dijr ﬁ 4, ) that are used to determine the “joint” evaluation key.
2. Encryptions ¢ ; = (Vj,i, w,;) of each input bit x;[i] under the “joint” public key p.

Then, in order to prove “honest behavior” in round 2, each party P, must prove the following:

Well-formedness of ciphertext tuples: The tuple (ad” T,ﬁd” T) is computed as:

Ok 0.k ok r ¢ ¢ Ok Ok
(ad,i,jn—’ d,i,j,r) = sq_10J] - (ad,i,q—a d,i,T) + (Vd”T,wd”T + 2e>
where (afl i 55 ; T) are public values determined after round 1, sfl[ ] is the j'" component of

the secret key corresponding to the public key pd, and (Vd” - dm . +2e) is a “smudged”
public-key encryption of 0 under the (joint) public key p}. This is equivalent to proving:

\/ (Ag-1,pP§) GLbléjb A
Br,Be
be{0,1} ( Ad’ pd’ {( d,z,] T’Bd,z,j 7') —b- (der7wdz7')] > Lenc
We use a gap proof with B = 2B,, B, =1, B, = 2Bev for ZK and B = 2By, B, = By,

smdg
B, = QBS;)%Q for soundness.

Valid encryption of input bits: Lastly for each input ciphertexts c;; = (Vi;,w,i) we prove
that it is a valid encryption of a bit u € {0,1}. This is equivalent to showing that:

* B,,B * B,,B
(A07 Pos Vk,ia wkﬂ') Lenrc Y (A07 Pos Vk,ia wkﬂ' - ) Lenrc ¢

We use a gap proof with B, = 1, B, = 2B¢"¢, for ZK and B, = B}, B, = 2B§g£g for

smdg
soundness.

Round 3. In this round, for each output ciphertext c}k» = (vj,w;), each party Py sends a “decryp-

tion share” wf =vj- SIB + 2ej, where ey is some noise, and SIB is the secret key corresponding to

the public key p’z). This is equivalent to proving:
k k Bi1,B
(Vjv wy, 0, ADv pD) € Laplp’rmz(

We use a gap proof with By = 2B,, By = 2B§l§fdg for ZK and By = 2B},Bs = 2B§l§f;g for soundness.
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F.5 Mind the Gap

In the above section we showed how to “prove honest behavior” using simple relations (along
with AND and OR proofs) while also providing simple (gap) Y-protocols for these relations. We
need to argue that the gap does not harm security. Unfortunately, this does not follow in a
“black-box” way from the analysis of our general compiler from semi-malicious to fully malicious
security (Section [E]). To argue this property, we need to go back to our basic semi-malicious
protocol (Theorem [(.2)) and analyze security in the case that honest parties use noise-bounds
B,,B, =1, Bse;’:é 3> Bemdg Bgfrfd ’ while malicious parties can use super-polynomially larger “starred”

bounds By, By, Bszfé;, 57?597 Bgﬁf;g. We notice that the proof goes through the same way as before
as long as the requirements needed for correctness (see Theorem [C.I]) now also hold for the “starred”
noise values and the smudging noise added by honest parties is larger than the starred noise used

by malicious parties.

Parameters. For full generality we can show the correctness/security of our scheme for any choice
of params satisfying the following conditions (recall B, = 1 since the secret key is just bits):

1. Firstly, the parameters need to satisfy the conditions of Theorem for correctness so that
the moduli g4 are sufficiently large in relation to the “starred” noise bounds. In particular
we need some value p such that { g4—1/qa > p }4e;p) and

v

P 2w(log(l€)) . maX{ enc”* N2Beval* N2n2 7 NgB; 7 N?’mBX}

smdg smdg

aw > max{ 2p- (Nn+2) , 2(p+2NBY +1) }

2. Secondly, we need the “smudging” noise added by honest parties to be sufficiently large.
Specifically:

Bitag 2 2050 o B, Bod, > 2205 By

3. Thirdly, we need the parameters params; = (n,m,qq, ¢, x) to be chosen so that the un-
derlying encryption scheme E is semantically secure with pseudorandom ciphertexts when
instantiated with params, for all d € {0,...,D}. Furthermore, we need the public-key to
uniquely determine a secret key as in Claim 2.3l In particular:

e We set m > (n+ 1)log(qo) + w(log(k)).
e All moduli ¢4 are odd primes.

Given params as above, security will follow if the LWE,, ;, .\ assumption holds, where ¢ is uniformly
random over {0,1}, for all d € {0,..., D}. By [GKPVI0] this follows from standard LWE where ¢
is uniformly random over Z,, with slightly dimension n.

G  Fairness

In Section Ml we provided a multiparty computation protocol that is secure-with-abort, meaning
that the adversary may learn the output alone without the honest parties. In this section, we show
how to modify the construction in order to obtain full security (with fairness). In order to achieve
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this, we cannot tolerate any number of corrupted parties, and we assume an honest majority (full
security without an honest majority is impossible to achieve [Cle86]). We also assume authenticated
broadcast channel, where the adversary cannot modify (or omit) messages sent by honest parties.

In order to achieve full security, the parties should proceed with the execution of the protocol
even when some of the parties abort. In particular, the parties should be able to decrypt the
common ciphertext even when some of the parties do not participate. Therefore, we also need to
modify the construction to be a threshold scheme. The original scheme can be seen as an N-out-of-
N scheme, meaning that all the parties should participate in the decryption. On the other hand,
the modified scheme can be seen as a t-out-of-N scheme, meaning that any subset of ¢ parties is able
to decrypt a common ciphertext, but any subset of less than ¢ parties cannot gain any information
about the underlying message of a common ciphertext.

Building block — secret sharing scheme. An important building block for our solution is
a secret sharing scheme [Sha79]. Loosely speaking, a t-out-of-N secret sharing scheme enables a
dealer to distribute some secret s, such that each party P;, ¢ € [N] receives one share s;. Every
subset of ¢ parties should be able to reconstruct s from their shares, while the secrecy requirement
is that any subset of less than ¢ parties cannot learn any information about s from the shares they
hold.

The protocol. The protocol should enable the parties to finish successfully the execution even
when some minority of the parties abort, while we are still interested in having minimal number
of rounds. In general, in order to continue the execution after some party has aborted, the parties
should be able to simulate this party’s action. This is usually done by secret sharing: at the first
round each party distributes shares of its random tape and its input. Once a party has aborted,
the parties are able to reconstruct its input and randomness, and to (deterministically) compute its
actions until the end of the execution. Observe that making this information public does not give
the adversary any new information, since this public information is in fact part of the adversary’s
secret information.

We follow almost the same technique as above, and we now show how to instantiate this general
idea to our protocol, and show the necessary modifications for the Keygen and Dec protocols, as
well as to the general MPC protocol.

We begin with the Keygen protocol. In this protocol each party does not have any private input.
Moreover, an important property of the protocol (and protocols that are secure with respect to
semi-malicious adversary), is that the protocol is secure even if the adversary choose worst case
random coins, and the randomness is not chosen in advanced. Therefore, we can avoid the sharing
of the random tapes in the beginning of the protocol. Instead, a party needs to share its internal-
state, which is, in fact, the individual private keys — slg, . ,slf). In case a party aborts, the parties
reconstruct its internal state, and run the next message function with some common arbitrary
coins. Therefore, any abortion is equivalent to an execution of the protocol with some different
random tape. We describe formally the differences.

The Keygen protocol.

e Round 1: In addition to all messages that are broadcasted, each party Pj distributes {S’j}d

using the regular secret sharing scheme, with threshold N/2 + 1. Let ssfl’k be the P;’s share
of s’fl, for every d € {0,...,D}, k,¢ € [N].
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e End of Round 1: In case some party aborts before sending its message in round 1 — the
party is just ignored, and the parties continue running the protocol like this party has not
participated at all.

e Round 2: Exactly at the original protocol.

e End of round 2: In case some party P, aborts before sending its message in round 2, the
parties proceed to round 3. Otherwise, they can terminate the execution.

e Round 3 — in case of abort only: For each party P, that did not broadcast its message
in round 2, each party P broadcasts its shares {Ssg’g}d. Giving all the shares that were
broadcasted, each party can reconstruct the secrets sg, . ,SZD, and compute the messages Py
should have sent in round 2. This is done by just invoking the next message function on the

internal state sf;, . ,s%, and the messages that were broadcasted in round 1.

e Output: each party defines as decryption share: (S’B, ssgk, e ,ssg’k), instead of just S]B.
Note that in case the adversary does not abort, the protocol takes 2 rounds. However, in the
worst case, the execution takes one additional round.

The decryption protocol Dec. We show the necessary changes:

e Input: Each party P holds a share of the secret key SIB and the sub-shares (ss}jk, ey ssg’k).

(recall that the actual input in the original protocol is s¥, only).
e Round 1: Same as the original protocol.

e Round 2 — in case of abort only: For each party P, that did not broadcast its message
in round 1, each party P, broadcasts sséD’k. Giving all the broadcasted shares, reconstruct
s‘b. Then, compute the message that P, should have sent using the private input S‘b and

arbitrary randomness 0.

Note that in the optimistic case, where the adversary does not abort prematurely, the protocol
takes one round of interaction only. In case where the adversary does abort, the interaction takes
one additional round, where the parties simply reconstruct the adversary’s data.

The general multiparty computation protocol. In addition, in round 2 each party is in-
structed to broadcast encryption of its input using the joint public-key. Once a party does not
broadcast messages in round 2, the parties just take a default input 0 and arbitrary random coins,
compute an encryption of 0 using this common coins, and take the result as the encryption of the
input.

Giving a function f : ({0,1}*)Y — {0,1}", let m; be the protocol after applying the necessary
changes in Keygen, Dec and the general protocol. Since some parties can abort in Keygen, and some
can abort in Dec, we have that in worst case the overall protocol takes 5 rounds of interaction,
while in the optimistic case, it takes 3 rounds only. We have the following Theorem:

Theorem G.1. Let f: ({0,1}*)Y — {0,1}"* be any deterministic poly-time function and params
satisfy the above restrictions. Then protocol w; securely and fairly realizes Fy in the presence of a
semi-malicious adversary (Definition[A.2), corrupting any t < N/2 parties.
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Proof Sketch: Clearly, in case where the adversary does not abort the theorem hold, relying
on the proof of Theorem Next, consider the case where some of the corrupted parties abort.
In such a case, the honest parties reconstruct the missing information, and the resulting of the
execution is equivalent to an execution with some different randomness and inputs of some different
semi-malicious adversary that does not abort. Since execution of adversaries that do not abort is
indistinguishable, we get that the ensembles for our case are indistinguishable as well. [ |
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