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The Web Platform

Dynamic Ubiquitous
Interactive Instant updates

Pages Web Applications Programs




The Web in 1996

. A security policy is born

. One page, one principal
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The Web in 2009

Many tabs
Many sources of content == e~ Ti— e
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. Concurrent sessions




Meet the Web Attacker

A server with an introduction




Non-Assumption

o " Hampsterdance.cog = MySpace | A Place for Friends +
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Blake Ross, Collin Jackson, Nick Miyake, Dan Boneh, and Collin Jackson, Dan Simon, Desney Tan, and Adam Barth.
John C. Mitchell. Stronger Password Authentication Using An Evaluation of Extended Validation and Picture-in-
Browser Extensions (USENIX Security 2005) Picture Phishing Attacks (USEC 2007)



The Web Attacker wants:

. Your pixels

. Your keystrokes e —

2| Syahbilize your payments with a fixed rate morteage

Refinsnce now with the bank vou trust
s Lovk | alow, fixed reie
» Knowwhat youll pay every month

. Your messages

. Your session B

. Your browsing history

. Your |IP address



A blacklist approach?

Reported Attack Site!

[=] hup:/fazerbaijan.usaid.gov/

Reported Attack Sitel
This web site at azerbaijan.usaid.gov has been reported as an attack

site and has been blocked based on your security preferences.

Attack sites try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack sites intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Get me out of here! Why was this site blocked?




Servers are cheap

Domain and hosting: S10
Domain-validated HTTPS: SO

. Targeted introductions S1 per 2000




Value of an introduction

Cumulative Duration of Successful Attacks
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Leveraging the Introduction

Adam Barth, Collin Jackson, and John C. Mitchell. Securing
Browser Frame Communication. (USENIX Security 2008)

. Your pixels

Helen J. Wang, Xiaofeng Fan, Jon Howell, and Collin
Jackson. Protection and Communication Abstractions for

Your keyst ro kes Web Browsers in MashupOS. (SOSP. 2007)

Collin Jackson and Helen J. Wang. Subspace: Secure Cross-

YOU rm essages / Domain Communication for Web Mashups (WWW 2007)

Adam Barth, Collin Jackson, and John C. Mitchell. Robust

E Defenses for Cross-Site Request Forgery (CCS 2008

Collin Jackson, Andrew Bortz, Dan Boneh, and John C. Mitchell.

I I — Protecting Browser State from Web Privacy Attacks (WWW
. Your browsing history s

Collin Jackson, Adam Barth, Andrew Bortz, Weidong Shao,

A You r | P add ress < and Dan Boneh. Protecting Browsers from DNS Rebinding
Attacks (CCS 2007)




Web Attacker vs. Keystrokes

"

/~ Welcome to AdSense - Windows Internet Explorer
’Q:? v |Gl hetps:{jwwm.google.comfadsensefloginjen_US)

§ @ |[C]welcome to AdSense

GO l‘i-__ nge English {US)

Earn money from relevant ads on your website
Google AdSense matches ads to your site's content, and you earn money

whenever your wisitors click on them
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Adoption: fom




Web Attacker vs. Messages

A httn .'il .‘IauaCkEf.CDﬂf |- |!:__| !K.

Could hijack frames and
Integratﬂr postMessage(secret)

read their secret messages
Gadget

Proposed a revised
protocol

€3 http: //attacker.com/

Attacker

Integratﬂ'r postMessage(secret)

Adoption: W’—
£O®



Web Attacker vs. Sessions
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Understanding Referer Privacy

http://x = http://v

?'Itl::l ."I,".:ll _:' h,..tp ,"I.'. (

http://x = https://y

http://x = https://x

https://x > https:/fy [ ¥ B Image
O Form
O document.referrer

B XMLHttpRequest

https://x = https://




Stronger Threat Models

. Network attacker

Collin Jackson and Adam Barth. ForceHTTPS Cookies: A
Defense Against Eavesdropping and Pharming (WWW 2008)

. Malware containment

Collin Jackson, Dan Boneh, and John C. Mitchell. Transaction
Generators: Rootkits for the Web (HotSec 2007)

Collin Jackson and Adam Barth.
Beware of Finer-Grained Origins (W2SP 2008)

ot

Adam Barth, Collin Jackson, Charles Reis, and the Google
Chrome Team. The Security Architecture of the Chromium
Browser (Tech Report)



The Web in 2019

. Cheaper introductions

Less confusing authentication

Different problems, same Web Attacker



http://www.oIIinjackson.com/
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