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Prior WOorks on
Multi-key FHE with 1-round decryption

* [CM15, MW16, BP16, PS16] need a trusted setup.
* IDHRW16] sub-exponentially secure indistinguishable obfuscation.
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1. Multi-key FHE with 1-round decryption in the plain model
from Learning with Error (LWE), Ring-LWE, and Decisional

Small Polynomial Ratio problem.
* O(1)-party Multi-key FHE from only LWE.

2. Multiparty Homomorphic Encryption (a weaker notion of
MK-FHE) from LWE.
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* Reusability: public keys can be reused for different circuits.
* Compactness: communication complexity I1s independent of the circuit.

* It implies 2-round Multiparty Computation.
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* [LTV1Z]1sin plain mode, but has a multi-round decryption protocol.

Public Keys:
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* Run reusable MPC for Dec(+).
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* [LTV1Z]1sin plain mode, but has a multi-round decryption protocol.
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Public Keys & |/ o | /)
Reusable MPC 15t Round PK1 |sk; pPK; sk, PRy |sky
Ciphertexts: mq m; my
C C(ml,mz, ...,mN)
* Run reusable MPC for Dec(+).
Reusable MPC
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2"d Round
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| 1-time MPC | 2-times MPC |

* Use 1-time MPC to generate 2 sets of fresh new 15t round messages

15t Round: my m, My
mq| | My my
G(ml, m,, ..., mN):
mq | |My mpy
2"d round: > < S
ﬁ Need the 3" round my | |m; my| 1St time
to compute C — my| 279 time
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Round Compression to Rescue

* Garble the 3@ round next message function Next‘to compress to 2 rounds.

-
@J ! L% ma coe m My
15t round my m, My
Lab6|( mq || My mpy )
G(ml, mo,..., mN):
Label( my | [m, B |)
> < >

2" round
Garble(Next' )  Garble(Next®) Garble(Next")
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Full-Fledged Tree-Based Approach

* From 2-times usable to reusable:

Recursively apply the self-synthesis 1-time MPC

0 1

Given C, walk down the

tree according to C. 1-time MPC 1-time MPC

e.g.C =01.. 0

1-time 1-time 1-time
MPC MPC MPC

. Eval.C
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* For 1-time MPC in plain model, PER 1-time MPC
Time(1st Round) = |C| - poly(A)
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A Time Complexity Blow Up

* For 1-time MPC in plain model, PER 1-time MPC
Time(1st Round) = |C| - poly(A)

Time(Root node) ) 22 @RETITN Ve 1-time MPC
IS exponential in A

1-time 1-time 1-time
|IC| A MPC MPC MPC
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*  [MW16] satisfies succinctness, succinct MPC Succinct MPC
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Necessary Condition for Recursion

* Succinct 1-time MPC: Plain Model
Time(1% Round) is independent of |C]. 1-time MPC

. £ - CRS CRS
[I\/IWlG] satisfies succinctness, succinct MPC Succinct MPC
but In CRS model.
CRS CRS B CRS CRS *
Succinct Succinct Succinct Succinct
 |n fact succinct 1-time MPC MPC MPC MPC MPC

IN preprocessing model suffices.



Thank you!



