Statistical Zaps and New
Oblivious Transfter Protocols

Vipul Goyal  Abhishek Jain Zhengzhong Jin Giulio Malavolta

Carnegie Mellon University
University of California,
Berkeley

Carnegie Mellon Johns Hopkins Johns Hopkins
University University University



Statistical Security in 2-party Protocols



Statistical Security in 2-party Protocols

* Everlasting security Computational unbounded adversary can't break.

* Hard to achieve
* Impossible for both parties to achieve for general functionalities

* Focus of this work: One-side Statistical Security
* Interactive Proof Systems: Statistical Privacy for Prover
* Oblivious Transfer: Statistical Privacy for Receiver




Statistical Security in 2-party Protocols

* Everlasting security Computational unbounded adversary can't break.

* Hard to achieve
* Impossible for both parties to achieve for general functionalities

* Focus of this work: One-side Statistical Security
* Interactive Proof Systems: Statistical Privacy for Prover
* Oblivious Transfer: Statistical Privacy for Receiver




Interactive Proof System

X € L .
Prover Verifier

w : Withess



Interactive Proof System

x
x € L

Prover Verifier

w : Withess




Interactive Proof System

x
x € L

Prover Verifier

w : Withess

Accept/Reject



Witness Indistinguishability (WI)

% x €L aé % x €L aé

I
I
- - I n =
Prover Malicious | Prover Malicious
w € witness(x) Verifier : w' € witness(x) Verifier
I
< ! <
~
> NS >
I
< | <&
I
> | >
|




Witness Indistinguishability (WI)

% x €L aé' % x €L ag

I
I
- - I n =
Prover Malicious | Prover Malicious
w € witness(x) Verifier : w' € witness(x) Verifier
I
< ! <
~
> NS >
I
< | <&
I
> | >

* Unlike zero-knowledge, WI can be achieved in 2-round
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Many Applications:
* Round-efficient secure multiparty computation [HHPV18]

* Resettable-secure protocols [DGS09]
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[KKS18] achieves statistical private-coin WI.
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Many Applications:
* Secure multiparty computation [Yao86, GMW87]

e 2-round WI [JKKR17, BGI+17, KKS18]
Non-malleable commitment [KS17/]
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* [KKS18] 3-round protocol from super-poly hardness assumptions
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Correlation Intractable Hash (CIH)

A CIH is a hash function {H;, (:) },:
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Prepare m
| TP OT,, CIH key k
<
Sender
f = CIH,(OT,)
Compute y OT,,y §

e Statistical WI with err =~ 1/2! (negligible)
* Computational Soundness via Complexity Leveraging
* Public Coin Property : OT; is pseudorandom

Statistical Zaps
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Statistical Recelver-Private OT

Sender Receiver(p € {0,1})
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Statistical Recelver-Private OT

Sender Receiver(p € {0,1})

< Ge’lmﬁ
m, |

Statistical Receiver-Privacy: [ Is statistical hidden
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Main Tool: Statistical Hash Commitments (SHC)

2

@

Recelver
Committing Phase:

Opening Phase:
Hash value for g = 0: .
Hash value for f = 1 .

Check [ =7 B8 S
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Statistical Hash Commitments (SHC);
Statistical Hiding Property

® ®

Malicious Committer

Malicious Committer
Receiver =0 +  Recelver p=1
NS
> ~ >
| S
< | <
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Statistical Hash Commitments (SHC);
Computational Binding
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Statistical Hash Commitments (SHC);
Computational Binding

2

@

Receiver
Committing Phase:

Malicious
Committer

Hash value for f = 0: .
Hash value for g = 1 .

Computational Binding:
it's hard for committer to find both [ R
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3-round Statistical Receiver-Private OT from SHC

” 3

) b
Sender(mg, m,) Committing Phase Receiver(b € {0,1})

—— ——— — — — — — — — — —

Hash values [ I >
for opening: - < I

I < |
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3-round Statistical Receiver-Private OT from SHC

2

)
Sender(my, my)

Hash values . |

for opening: . <_:

hc(-) : Goldreich-Levin
hardcore predicate he(B) @ m,

hC(.) D m, N

e Statistical Hiding = Statistical Receiver-Private
 Computational Binding = Computational Sender-Private
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Statistical Hash Commitment from 2-round OT

Receiver Committer(S € {0,1})

Secure 2-Party S —
Computation from
I A
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— e e E—— E—— E—— E—— E—— E—— E— — — —]




26

Statistical Hash Commitment from 2-round OT

Receiver

Secure 2-Party

Computation from
] 2-round OT

* Statistical Sender-Privacy of OT = Statistical Hiding
» Computational Hiding of [J§ = Computational Binding
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Summary of Results

* Statistical Zaps from quasi-poly hardness Learning with Errors

* 3-round statistical receiver-private oblivious transfer from poly hardness
e 2-round statistical sender-private oblivious transfer
* Computational Diffie-Hellman Assumption

Full version : 1a.cr/2020/235
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