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Abstract—ASes in inter-domain routing receve little
information about the quality of the routes they receve.
This lack of information can lead to inef cient and even
incorrect routing. In this paper, we quantitati vely charac-
terize BGP announcementghat violate the so-calledvalley-
free property—an indicator that universal best practices
are not being presewred in the propagation of routes. Our
analysisindicates that valley announcementsare more per-
vasive than expected. Approximately ten thousand valley
announcementsappear every day and involve a substantial
number of pre xes. 11% of provider ASespropagatevalley
announcements,with a majority of violations happening
at intermediate providers. We nd that large surges of
violating announcementscan be attrib uted to transient
con guration errors. We further proposea dynamic mech-
anism that provides route propagation information as
transitive attrib utes of BGP. This information implicitly
re ects the policies of the ASes along the path, without
revealing the relationship of each AS pair. BGP-speaking
routers use this information to identify (and presumably
avoid) routesthat violate the valley-free property.

|. INTRODUCTION

Creatingand using policy in inter-domainrouting is
hard. Understandingwhen a route should be selected
as “best” is a function of the current network state,
relationshipsbetweenrouting bodies,and other admin-
istrative and operationalfactors.However, routershave
only a partial (and surprisingly small) view of this
information—which often leadsto poor and incorrect
decisions.Thesepoor decisiongranslateto poor perfor
mance,unbalancedoads,andnetwork instability. Policy
is the meansby which network administratorscorrect
for a lack of information by tuning the rules for the
processingf routes.

Policy is also one of the major factorsthat lead to
BGP's bewildering complexity. Independenbf routing
mechanismnie.g.,pathvector, link-state,etc.) andopera-
tion details,mary BGP problemsresultfrom inability to
satisfypolicy requirementgl]. For example,it hasbeen
shavn that interaction of independentlyimplemented
policies may leadto policy disputesand causeBGP to
oscillateinde nitely [2], [3]. Gao [4] armguesthat BGP
export rulesindicatethat AS pathsshouldbe valley-freg
i.e., typically ASeswantto Iter andavoid propagating
routesthat usea small (customer)AS to transitbetween
two larger ASes[1]. However, it has beenfound that
somead\ertisedAS pathsdo not conformto the valley-
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free property[5], [6], [7]. In responsef-eamsteetal. [1]

point out that it is not soundto assumethat ASes
adwertiseroutescorrectlyin the rst place.They further
suggesthat detectingroutesthat violate policy remains
a dauntingproblemin interdomainRouting.

Unfortunately guaranteeinghat BGP routesare in-
deedvalley-free and globally reasonablds particularly
dif cult becaus®f thelack of strictguidelineson setting
policiesandthe propertythatBGP keepspolicy informa-
tion private.In fact,it is suggestethatstaticexamination
not only requiresa global view of policies but is also
NP-complete[3]. Therefore,a practical solution must
be dynamic.One suchapproachis to extend BGP and
allow policy conicts to be identi ed at run time [8].
Therehave alsobeensomecallsfor applyingguidelines,
which capitalize on AS commercial relationships,in
con guring their routing policiesandfor disclosing(part
of) policy-relatedinformation[9], [10].

In this paper we quantitatiely characterizéhe extent
to which BGP routesviolate the valley-free property We
further proposea dynamicmechanisnthat extendsBGP
andenablesASesto avoid constructingand propagating
valley routes.We begin our studywith empiricalanalysis
of real-world BGPtraf c. Ourresultssuggesthatvalley
announcementare more penasve than expected.Ap-
proximatelyten thousandvalley announcementappear
every day and surprisingly a substantialpercentageof
pre xes (e.g., as high as 26% during a one month
period) are involved. Moreover, large suges of valley
announcementslue to con guration errors also occur
andsigni cantly increasethe routing load. Furthermore,
we characterizevalley patternsobsene their dynamics,
examine the contributors, and explore potential causes
for thesevalleys.

Lastly, we evaluateeffective solutionsto guardagainst
valley routes.We proposea dynamic mechanismthat
adds additional information to BGP which implicitly
re ects the policies of the ASesalongthe path,without
revealingthe relationshipof eachAS pair. In particular
we associatghe AS pathwith differentstates The state
symbolizesthe pattern of the adwertised AS path by
re ecting the sequencef edgesthe path hastraversed.
The state information helps ASes decide whether to
import or export the route. If the routeis to be further
propagatedthe AS updatesthe stateaccordinglybased



on the previous stateand its agreementsvith neighbor
ASes. This way, constructionand propagationof routes
that are not valley-free can be prevented.Furthermore,
we shav that adoptingthe mechanismand eliminating
the valley pathsdoesnot affect connectvity.

The remainderof this paperis structuredas follows.
Section Il presentsthe backgroundknowledge about
AS relationships,routing policies and the valley-free
property In Sectionlll, we empirically analyzereal-
world BGP trafc and quantitatvely characterizeBGP
announcementthat are not valley-free. In SectionlV,
we proposea dynamic mechanismthat extends BGP
andeffectively preventsconstructionand propagatiorof
valley routes.Relatedwork is presentedn SectionV,
andwe concludein SectionVI.

Il. BACKGROUND

At a high level, the Internetconsistsof a collection
of interconnectedindependentlyoperatednetworks re-

ferredto as AutonomousSystems.EachAS represents

a portion of the network under single administratve
control. Routing betweenASes is constrainedby the
commercialkgreementbetweeradministratve domains,
which translateinto routing policies.

ThecommercialgreementbetweemSescanbe cat-
egorizedinto customesprovider, peering,mutual-transit,
andmutual-backu@agreementfl1]. A provider provides
Internet connectvity to its customersA pair of peers
exchange trafc between their respectie customers.
Mutual-transitagreementsillow administratve domains
(normally small ISPscloseto eachother)to connectto
the Internetthrougheachother In casethe connection
to its provider fails, an AS may get connectity to the
Internetvia anotherAS through mutual-backupagree-
ment. The commercialagreementamongASesplay an
importantrole in decidinghow the trafc ows in the
Internet and are thus critical for us to understandthe
Internetstructureandend-to-endperformanceHowever,
suchinformationis not publicly availabledueto privacy
concernsor commercialreasons.

In generalrouting policiesincludeimport and export
policies. Import policies specify whetherto dery or
permit a recevved route and assigna local preference
indicating how favorable the route is. Export policies
allow ASesto determinewhetherto propagateheir best
routesto the neighborsMost ASesfollow the following
guidelinesin their export policy settings[11], [4]: while
exporting to a provider or peer an AS can export its
routes and its customerroutes, but usually does not
export its provider or peer routes; while exporting to
a customeror sibling, an AS can export its routesand
its customerroutes, as well as its provider or peer
routes. These exporting rules indicate that AS path
should be valley-freg i.e., after a providerto-customer

ede or a peerto-peer edge, the AS path can not
traverse customeito-provider edgesor anotherpeerto-
peer edege [4]. In other words, a providerto-customer
or peerto-peeredgecanonly be followed by provider-
to-customeror sibling-to-siblingedges.However, it has
been obsened that some adwertised AS paths do not
conformto thevalley-freeproperty[5], [6], [7], implying
that commonpolicies are not followed in thosecases.

Figure 1 shavs an examplethat illustratesAS topol-
ogy and relationships.For example, paths fD,AEg
(assuming the leftmost AS is the originating AS),
fALEFgfD,ABg and fH,E,F,Gg are valley-free
while pathsfD,AE,B,Gg, fAE,F,Gg, fD,AB,Cg,
andfH ,E,F,G,Cg arenot.

Provider —» Customer

Peering = =— — Peering

Sibling

Fig. 1. AS topology andrelationshipexample

The adwerseeffects of valley routes(i.e., the routes
that are not valley-free) include but are not limited to:
(1) unnecessarilyincreasingrouting load by introduc-
ing valley announcementshat should not appear;(2)
inadwertently violating commercialagreementsn oper
ation; (3) intendedroutesnot being chosenbecauseof
valley ones;(4) ASesbeing unavare of unintentionally
transitingtrafc over valley paths;(5) obtaininginternet
connectvity thatis provided for others.

I1l. CHARACTERIZING VALLEY VIOLATIONS

We bggin by analyzingreal-world BGP updatesthat
violate the valley-free property implying that common
BGP policiesarenot compliedwith during the propaga-
tion of suchadwertisementsBecausénformationregard-
ing AS relationshipss not publicly available, we adopt
Gao's work [4] on heuristically inferring AS relation-
ships.Basedon BGP routing tablesnapshotgsapturecdat
Routeviews [12], we build an AS topologygraphwhere
nodesrepresentASes. We then apply Gao's heuristics
and label the edgesaccordingto the relationshipsof
the end nodes,i.e., provider-to-customer customeito-
provider, peerto-peer andsibling-to-sibling We exam-
ine BGP updatesarchived at Routeviews for a period
acrossseveralmonths(Apr—Jul2006),andquantitatiely



characterizethose BGP announcementghat are not
valley-free.

A. ObservingValley Announcements

[ Valleys | Announcementg Distinct paths | Pre xes |
Apr | # | 458,498 42,067 22,209
% | 0.15% 1.01% 9.93%
May | # | 487,458 49,474 17,400
% | 0.16% 1.20% 7.90%
Jun | # | 2,155,565 65,035 60,237
% | 0.60% 1.43% 26.4%
Jul | # | 393,332 46,162 52,490
% | 0.12% 1.00% 23.0%

TABLE |
VALLEYS OBSERVED IN BGP UPDATES

Tablel shovsthe numberof BGP announcementhat
containvalleys (i.e., arenotvalley-free) obsenedin each
month,aswell asthe numbersof distinct AS pathsand
the pre x es that are affected (i.e., that are involved in
valley announcementsplthough the percentagef val-
ley announcementss relatively low, it doesnot suggest
thatvalleys neednot receve signi cant attention.In fact,
there are hundredsof millions of BGP announcements
in each month and even a small percentagecan be
substantial(e.g., 2 million in June). Additionally, an
overwhelming majority of BGP announcementse ect
pre x oscillations(repetitive pre x re-additionsandsub-
sequentwithdrawals) [13], which makesthe percentage
of otherabnormalitiesappeatrivial andignored.Indeed,
surprisinglya substantiapercentag®f pre xes(e.g.,as
high as26% in June)have beenaffectedby valleys.

Figure 2 illustratesthe CDF of the valley announce-
ments obsened from 46 different obseration points
(i.e., peersof Routeviews' sener). It appearsthat a
high percentageof valley announcementare obsened
through a relatively small numberof peers,e.g., 70%
valley announcementthrough10 peersin June.

Figure 3 illustratesthe numberof valley announce-
mentsobsened eachday during the four-month period.
Approximately ten thousandvalley announcementap-
pear every day Moreover, a few large surges which
signi cantly increasedoutingload canbe seenfrom the
gure, especiallyin the month of June.For example,
as mary as about 0.7 million valley announcements
were obsened during a one-dayperiod. We return to
an examinationof thesesuigesin Sectionlll-D.

B. CharacterizingValley Patterns

To betterunderstandheir characteristicswe further
examine the patternsof the valleys. Based on how
the valley-free property is violated, we classify valley
violationsinto four categories:
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Type |: Customeiprovider edgeis obsened after
provider-customeredge,i.e., an AS propagatesa
paththat hastraverseda provider-customeredgeto
its provider.

Type Il: Customeiprovider edgeis obsered after
peerpeeredge,i.e., an AS propagates path that
hastraverseda peerpeeredgeto its provider.
Typelll: Peerpeeredgeis obsened after provider-
customeredge,i.e., an AS propagates path that
hastraverseda provider-customeredgeto its peer

TypelV: Peerpeeredgeis obsened after peerpeer
edgej.e.,anAS propagatea paththathastraversed
a peerpeeredgeto its peer

Tablell shovs the numberandpercentagef different
typesof valley violationsobsened in eachmonth. Note
that the total numberof valley violationsis higherthan
that of valley announcementge.g., 647,073 violations
versus487,458valley announcementm May), because
in some casesone announcementontainsmore than
onevalley violation. The resultsindicatethat a majority
of valleys are Type | or Il violations, while the other



Violation | Typel | Typell | Typelll | TypelV |

Apr | # | 490,046 | 4,097 184,421| 3,667
% | 71.83% 0.60% | 27.03% | 0.54%

May | # | 524,304 | 6,384 113,813| 2,572
% | 81.03% 0.98% | 17.59% | 0.40%

Jun | # | 2,224,941\ 464 533,603 | 771
% | 80.6% 1.68e-4| 19.3% | 2.79%-4

Jul # | 241,076 | 7,49 246,788 1,741
% | 49.16% 0.15% | 50.33% | 0.36%

TABLE I

BREAKDOWN OF VALLEY VIOLATIONS BASED ON PATTERNS

two types(Typell andlV) arerelatively rare. Therefore,
it appearsthat ASes violate valley-free property more
frequently when propagating adwertisementsreceved
from providers than when propagatingadwertisements
receved from peers.lt is also not surprisingthat Type
| valley is the dominatingtype since provider-customer
relationshipsare much more commonthan sibling and
peeringrelationshipg4].

Thevalley-freepropertysuggestshat,aftera provider-
to-customepor peerto-peeredge the adwertisedAS path
shouldnot traversecustometto-provider or anothempeer
to-peeredge.When the propertyis not maintained,we
referto theedgewhichthe AS pathshouldnottraverseas
violation edge, andreferto thelast provider-to-customer
or peerto-peeredgebeforethe violation edgeascritical
edee. We useviolation edgeandcritical edgeto identify
a valley. A particular valley may appearin different
valley pathsandin multiple valley announcements:or
example, assumeboth ASes A and C are AS B's
providers. If the sequenceof ASes?! ..., A, B, C, ...
appeaiin anadwertisedAS path,we call theedgeB A
the violation edge,andC B the critical edge.These
two edgesde ne a particularvalley and B is the AS
responsiblgor the violation.

Tablelll showvs the numberof distinctvalleys andthe
numberof ASesthat propagatevalley routes.We cluster
valley violations (and distinct valleys) basedon the
contrituting ASes. The resultsindicatethat a relatively
small numberof ASes propagatea high percentageof
valley routes.For example, as illustrated in Figure 4
that shavs the CDF of the valley violations(anddistinct
valleys) contrituted by the 410 ASesin May 2006, the
top 50 contributing ASesare responsiblgor 90% of all
violations (about80% distinct valleys).

C. Valley Dynamics

To explorethe dynamicsof valley announcementsye
compareBGP updatesf differentmonths,andexamine
thevalley pathsthatarerepeatedlyannouncedAs shavn

1Herewe assumehat the rightmostAS is the originating AS based
on the format of BGP updatemessages.

| | Distinct valleys | Contrituting ASes |

Apr 2,752 405

May 3,299 410

Jun 3,452 440

Jul 3,447 430

Apr=Jul 8,749 771
TABLE 1l

DISTINCT VALLEYS AND THE CONTRIBUTING ASES
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Fig. 4. CDF of the valleys contrituted by 410 ASesin May 2006

in Table IV, a relatively small percentagg8-16%) of
adwertised valley paths are re-announcedn the next
month.

Re-announceth
Valley path next month
# ] %
Apr (42,067) | 6,733 | 16.01%
May (49,474) | 3,948 | 7.98%
Jun(65,035) | 5,108 | 7.85%
Jul (46,162) | 4,014 | 8.70%
TABLE IV

DYNAMICS OF VALLEY PATHS.

During the four-month obsenation period, we have
obsened 8,749 distinct valleys (identi ed by the viola-
tion edgeand critical edge)in BGP updates.From the
perspectie of distinctvalley, 70%of valleys appeato be
transient—thg disappeawithin onemonth.Herewe use
arelatively long periodasthe thresholdbecausen most
casesyalley routescausedby export miscon gurations
do not affect connectvity directly and theseerrorsare
not easily noticed[7]. As aresult,they take a relatively
long time to be corrected. Another 5.8% of distinct
valleys arepersistentlypropagatediuringthefour-month
period,andthe remainingvalleys are obsened intermit-
tently.



D. Valley Contributors and Causes

Recentwork [14] classi esthe Internetinfrastructure
into threehierarchylevels: the core forms the top level
which consistsof tier-1 providers, the middle includes
those intermediate ASes that provide transit services,
and the edge consistsof stub ASesthat are customers
only. Under suchclassi cation, a total of 15 ASesare
considerediscore,6,580asmiddle,and19,158asedge.
We adopt this classi cation, and examine the number
of ASesof different hierarchylevels that contribute to
valley routes.It appearghata majority of the contribut-
ing ASes (732 out of 771) are middle ASes, and the
remaining contritutors include 25 edge ASes and 14
core ASes.lt is not surprisingthat mostcore ASesare
involvedin valley routesbecausé¢hey areresponsibldor
transitinga signi cant volume of trafc in the Internet.
However, it is interestingto noticethat AS 4513 (Globix
Corporation) is the only top level AS that did not
propagateary valley announcementsluring the entire
obsenation period. Overall, 11% (746 out of 6,595)
of provider ASes (core or middle ASes) are obsened
propagatingvalley announcementfrom time to time,
while customerASesappearto comply with the valley-
free propertyvery closely (only 0.1%, 25 out of 19,158,
male violations).

Potentialcausedor valley violations can be unusual
policies of some ASes, exceptions, miscon gurations,
or intentional violations. However, it appearsthat a
signi cant portion of valley announcementare caused
by miscon gurations(errors). For example, AS 19429
(ETB-Colombia), the top 1 culprit AS for the large
sulgesobsened in Figure 3, is responsiblefor 697,266
valley announcement$3,385 distinct valley paths) of
June 2006. It exported routes from its provider AS
1239(Sprint) to anotherprovider AS 3491 (Beyond The
Network America, Inc.) and therefore causeda large
numberof Type | valley violations. In July 2006, only
66 announcement&5 distinct AS paths)are obsened
containing this valley, indicating that the problem is
largely x ed.Othertop contrituting ASesfor the suilges
in Figure3, suchasAS 26656(Misys Intl. BankingSys.,
Inc.), AS 19262 (Verizon),and AS 24103 (Green eld-
AS-AP), are eachinvolved in several hundredsof thou-
sandsof valley announcementgthousandsof distinct
valley paths)in June.ASes 26656 and 24103 violated
the valley-free property by exporting routesfrom one
provider to anotherprovider, and AS 19262 exported
routesfrom one provider to its six peers.However, no
announcementthat containthesevalleys are obsered
in July, implying that thosevalleys are very likely due
to transientcon guration errorsin June.

Miscon gurations can arise for a variety of reasons
and are yet to be well understood7]. Frequentlymis-
con gurationsarisebecaus®f humanfactorssuchasin-

adwertentadministratve errors.Also, routerinitialization
or Itering may be incorrectly implemented Moreover,
con guration-relateddatabaseare found to be obsolete
or notconsistenfl5]. Additionally, a poorunderstanding
of con gurationandpolicy semanticsnight bethelikely
reasonfor thesemiscon gurations.

In somecaseghe propagatiorof valley routesappears
deliberate. A few ASes(mostly middle-sizeintermedi-
ate providers) do not seemto follow common export
policies, or they tend to have more exible policies
of their own.They are involved in tensor hundredsof
distinct valleys which consistof differentvalley types,
and persistentlypropagatevalley announcementduring
the obsenation period. It is possiblethat these ASes
have more complex commercialagreementsith their
neighbors, or that special operationalor commercial
stratgiesare employedin suchcases.

AS relationship inference: Undoubtedly our ex-
perimentalresults are affected by the accurag of the
heuristics[4] we adoptedfor inferring AS relationships.
Incorrectly classi ed AS relationshipsmay causeeither
valley-free routesto be labeledasvalleys, or corversely
valley violations not being detected.However, Gao's
resultsshow that 99% of their inferencebetweenAT&T
and its neighboring ASes are conrmed by AT&T
internal information [4]. Additionally, recentwork on
evaluating AS relationshipinference[6] suggeststhat
Gao's algorithm achieves 94% overall accurag and
99% accurag for provider-customertype relationship
classi cation. Moreover, the volume and frequeng of
obsenedvalley announcement&@ majority of which are
Typel) indicatethat they cannotbe explainedaway by
smallerrorsin classi cation.Hence while it canbe said
that reportedresultsare quantitatvely affectedby these
errors,they arevery unlikely to be qualitatively affected.

It remains dif cult to accurately characterizeAS
relationships.For example, AS relationshipsmay be
dynamic (while uncommon)due to administratve or-
ganizationchangesDuring connectvity failures,some
ASesmay exploit hiddentransientbackuprelationships.
Thereare also complex instanceghat AS relationships
are de ned at pre x level, insteadof AS level. For all
thesereasonsand cases,improving the algorithmsfor
assessingelationshipsandthe datauponwhich they are
basedwill certainlyincreasgheaccurag of ouranalysis.
We plan to exploit theseimprovementsas they become
available.

IV. PROTECTION MECHANISM

The commonBGP export rules suggesthat AS path
shouldbe valley-free[4]. Typically an AS wantsto lter
and avoid propagatingroutesthat have valleys—those
that use a small (customer)AS to transit betweentwo
larger ASes[1]. However, our empiricalstudyin Section



Il shows that approximatelyten thousandvalley an-
nouncementappearevery day andinvolve a substantial
percentagef pre xes.Moreover, large suigesof valley
announcementshich signi cantly increaseoutingload
due to con guration errorshave beenobsened. In this
section,we explore effective solutionsto guardagainst
valley routes.

The challengeof detectingvalley routesis that an
AS must know the relationshipsbetweenother ASes.
However, mostASesarereluctantto sharethis informa-
tion. Our solution is to extend BGP with information
that implicitly re ects the policies of the ASes along
the path, without revealing details about their business
relationshipsSpeci cally, we proposeto addstateto the
routing protocolthatre ects the patternof the adwertised
AS path. The stateis dynamicallyassociatedo the AS
path as a transitve BGP attribute. Through examining
the currentstateof a recevedrouteandits relationships
with neighbor ASes, an AS can prevent constructing
and propagatingoutesthat are not valley-free, andthus
avoid violating commonBGP export policy. The state
implicitly re ects the relationshipsof the ASes along
the pathwithout revealingthe exact relationshipof each
AS pair.

ﬂ; Customer-to-Provider edge

_P£> Provider-to-Customer edge

PP p Peer-to-Peer edge
....55. Sibling-to-Sibling edge

Fig. 5. Statetransitionof AS paths

Figure 5 illustratesthe transition of the statesof ad-
vertisedAS pathsandthe basicalgorithmis summarized
in Algorithm 1. During the propagationprocessof the
path, the stateis updatedbasedon the previous state
and the policy of eachAS along the path. The state
symbolizesthe pattern of the adwertised AS path by
re ecting the sequencef edgesthe path hastraversed.
Greenimplies that all edgestraversedso far are either
custometto-provider or sibling-to-siblingedgessoit is
safeto export the routeto anybody. Yellow indicatesthat
the lastedgeof the adwertisedpathis peerto-peeredge,
while otheredgesarecustomeito-provider or sibling-to-
sibling edgesBlueindicatesthatthe adwertisedpathhas
traversedeitheroneprovider-to-customeor peerto-peer

Algorithm 1 Associatestateto the adwertisedAS path
[? AS A; adwertisesapre x to AS Aj.p ?/
if RelationAj;Aj+1) = “Customet Providef or
“Sibling Sibling’ then
router ff Ajg, Greem;
if Relatior(A;j;Ai+1) = “Peel Peel then
router ff Ajg, Yellong;
if Relatior(A;j;Ai+1) = “Providet Customet then
router ff Ajg, Blueg;

/? AS A; recevesarouter = ff A; 1;:::; AgQ; Stateg
from A; 1. Aj updateshe route shouldit be further
propagatedo Aj.; ?/
if Relatior(A;j;Ai+1) = “Customet Providef then
if State = “Greeri then
router  ff Aj; A 1;: Apg; Greem;
else
stop
else if Relation(A;;Ai+1) = “Providet Customef
then
router  ff Aj;Ai 1;::;A00; Blueg;
elseif Relatior(A;j;Ai+1) = “Sibling Sibling’ then
if State = “Greeni then
router  ff Aj;Ai 1;:; Apg; Greem;
elseif State = “Yellow” or State = “Blu€’ then
router  ff Aj;Ai 1;:;Ao0; Blueg;
elseif Relation(A;;Aj+1) = “Peetl Peer’ then
if State = “Greeni then
router  ff Aj;Ai 1;:Ao0; Yellowg;
else
stop

edge,andthe last edgeis eitherproviderto-customeior
sibling-to-sibling edge. Therefore,if the receved path
is Blue or Yellow, an AS knows it has traversed at
leastone provider-to-customemor peerto-peeredge,and
will not further announcethe route to its provider or
peer With suchadditionalinformation,constructionrand
propagatiorof valley routescan be effectively avoided.

A few questionsmay arise regarding the proposed
mechanismFirst, one may wonderwhethereliminating
the valley routes affects connectity. To answer this
guestionwe extractthe valley pathsobsenedin Section
[l andexaminethe connectvity betweernthe end ASes,
i.e., the originating AS and the last AS. For example,
for eachof the affected 29,216 AS pairs (the two end
ASes of the valley path) in June 2006, we simulate
route propagationon the annotatedpartially-directed
AS graph starting from the origin AS. We follow our
proposedmechanismsuchthat the propagated\S paths
are guaranteedo be valley-free Our experimentresults
shav thattherealwaysexist non-valley pathsconnecting
the pairs (100% successrate). Therefore, eliminating



valley routesshouldnot affect connectvity.

SecondlyalthoughmostASesobey commonBGP ex-
port polices,someASesmay have more e xible policies
of their own andchooseto constructandadwertisevalley
routes. We leave the questionwhether such practices
should be encouragedo future work. However, it is
advisablethat such routesare labeledand other ASes
receving such routes are informed. For example, the
protocol (see Algorithm 1) can be revised such that,
when an AS intentionally constructsa valley path it
labelsthe stateof the routeasred Uponreceving such
route,other ASesare awarethatit is a valley route and
can decide whetherto acceptit at their will. If they
further propagatehe route, the red stateis passedilong.
Thisway, an AS canexpressits preferencenot to follow
commonexport policiesfor theseroutesand other ASes
areinformed.

V. RELATED WORK

Many BGP problems result from the inability to
satisfy policy requirementg1]. BGP policiesareimple-
mentedocally with little globalknowledge.Varadharet
al. [2] showved thatinteractionof independentlyde ned
policies may causerouting problems such as persis-
tent oscillations.Grif n et al. suggestedhat the static
analysisapproachto solve policy disputerequiresfull
knowledgeof the AS graphand the routing policies of
eachAS. Unfortunatelysuchinformationis unavailable
and the situation is not expectedto changeary time
soon. Moreover, the compleity of static checkingis
NP-complete[8], [3]. However, Gao and Rexford [9]
obsened that, if ASes apply a set of guidelinesthat
capitalizeon AS commercialrelationshipswhile con g-
uring their route import policies, then BGP is provably
shawvn to corverge. The guidelinessuggestthat routing
via a customeris preferredover routing via a peeror a

provider and backuprouteshave the lowest preference.

They further proposeda routing registry that requires
each AS to disclose its relationshipswith neighbor
ASes.Recentwork on the next generationnter-domain
routingprotocol[10] alsoadwcatesxplicitly publishing
the provider-customerrelationshipsand restricting the
normal pathsto thosethat obey the hierarchiesde ned
by theserelationshipsOur proposedmechanismextends
BGP with dynamicinformationwhich implicitly re ects
the relationshipsof the ASesalongthe path,and guar
anteesthat commonBGP export policies are complied
with. A number of other solutions are not aimed at
dealingdirectly with policy-complianceput with the au-
thenticity andfreshnes®f the BGP adwertisement$16],
[17], [18], [19], [20], [21], [22], [23].

AS relationshipsplay an important role in decid-
ing how the trafc ows and are thus vital to un-
derstandinternetinfrastructure.In recentyearsseveral

algorithms [4], [24], [5], [6] have been proposedto
infer AS relationshipsFor example,Gao[4] cateyorized
AS relationshipsinto providerto-customer customer
to-provider, peerto-peer and sibling-to-siblingrelation-
ships,basedon the obsenation that a provider is typi-
cally largerthanits customersandtwo peersareof com-
parablesize. Subramanineet al. [24] formally de ned
the problem and presentecan approachcombining AS
pathsfrom multiple vantagepoints.Xia etal. [6] propose
to retrieve partial relationshipsfrom BGP community
AS-SET objects,and routing policies recordedin IRR
databas@ndapply suchpartialinformationin inference.
Thenetwork communityhasalsostartedrying to infer
BGP policiesandunderstandheir implications.Wanget
al. [25] studiedboththe BGP import andexport policies
network operatorsemploy to con gure their networks
andhow factorssuchastrafc engineeringmpactthese
policies. Most ASesfollow certainrulesin their export
policy settings[11], [4]. ThesecommonBGP export
policies suggesthat AS path shouldbe valley-free [4].
However, recentwork [5], [6] on AS relationshipshas
obsened that valley pathsexist in routing tables and
pointedout that thesepathsarelikely causingthe infer-
encealgorithmsto beinaccurateOurwork quantitatvely
characterizesvalley BGP announcementsor a four-
monthperiodfrom a variety of aspectandfurtherexam-
ines their patterns,dynamics,contributors, and causes.
Recentwork on miscon gurationg 7] shavedthatorigin
andexport miscon gurationswereindeedpenasive and
further investigatedtheir causeshrough email suneys.
Their study suggestghat reducing administratve mis-
takesby minimizing operatorinteractionand promoting
self-con guredsystemsremainsa high priority task.

VI. CONCLUSION

In this paperwe characterizedhe BGP announce-
mentsthat violate the valley-free propertyon the Inter-
net. This analysisshavs that valley announcementare
more penasie than one might expect: approximately
tenthousandralley announcementsppearvery dayand
(overtime) involve a substantiapercentagef the adver
tisedpre xes(e.g.,26%in a one-monttperiod).Further
suiges of valley announcementsiue to con guration
errors have beenobsened, and 11% of provider ASes
(core or middle ASes) propagatevalley announcements
regularly, with a majority of violations happeningat
intermediateproviders (middle ASes).All of this goes
to paint a rather clear picture: route valleys occur with
high frequeng, are emitted from mary sources,and
effect mary routes. This suggeststhat suppressiorof
suchpathswould have a potentiallylarge positive impact
on the quality and stability of Internetrouting.

We addressvalley adwertisementsby proposing a
dynamicmechanisnthat addspath-statanformationto



adwertisementsThis transitive attribute attachedo each
adwertised path implicitly re ects the policies of the

ASesalong the path without revealing the relationships
amongthe ASesin the path. Such global information
malesit possibleto preventconstructingandpropagating
undesirableroutes,and will lead to the suppressiorof

potentiallydamagingvalley routes.
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