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Abstract

We describethe architectureof softwaretools that aid
scientistsin designingand programmingwirelesssensor
networks (WSNSs). The goalsof our systemare(1) to re-
ducethe compleity of deploymentby automaticallypro-
gramminga sensometwork and databasdrasedon a vi-
sualdescriptionof a site and experimentand (2) to pro-
vide a simple,intuitive network designtool that explores
trade-ofs in cost, reliability, and network lifetime. We
motivatethe needfor suchtools basedon our experience
in deploying a sensometwork usedto studysoil ecology
We also presenttechniquedor the developmentof site-
speci ¢ transmissiomodels the placementf motesand
gatevays,anddataprocessingn hierarchicahetworks.

1 Intr oduction

Currently developinganddeploying a scienceexperi-
mentusing sensometworks is an oneroustask executed
with primitive techniques.lt requiresa greatdeal of ex-
pertisein computerscience. For datamanagementhis
includesprogrammingnotesfor dataextraction,oftenus-
ing SQL variantsfor sensometworks (e.g. [5]. While
declaratve languagegor sensometworks have madethis
processsimpler it demandssophisticatiorandis a time-
consumingtask. For network design,the scientistmust
understandhe transmissiompropertiesof network nodes
to ensurethatthey can communicateandthat redundant
pathsexist sothatthe network survivesfailures.

Furthermoremary ervironmentsof interestarefragile
andhostileto sensohardware— a badcombination.Hos-
tile environmentsresultin unpredictablgerformanceind
frequentfailures[9]. This, in turn, leadsto frequentand
damagingsite incursions: trial-and-errorcon guration
andrepairof the network. Additionally, high-variancein
performancedactors,suchasradio range,makesit dif -
cultto over-provisionanetwork reliably andatreasonable
cost.

Fromthis descriptionwe concludethatdomainscien-
tists today lack the intuitive, high-level tools necessary
to designand deploy eld experimentsthat utilize sen-
sor networks. To addresghis need,we are developing
network and datadesigntools that simplify dramatically
thedeplgymentof asensomnetwork andthecollectionand
compilationof data. Thesetools economicallyprovision
thetopologyof ahierarchicabensonetwork, programthe
motes,managadata o ws from motes throughgataevays,
to a back-enddatabaseanalyze cleanandcalibratedata,
andprovide Web-serviceinterfaceso the data.

Using thesetools, scientistswill be ableto purchase
motesanda databassener and,usingan electronicmap
andspeci ¢ knowledgeof the site of the experiment,con-
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Figure1: Averagelink Quality Indicators(LQI) for the
wirelesslinks betweerthebasestationandten motes(51-
60) over onemonth. Darker links have higherquality and
lowerlossrate.

structan end-to-enddatacollectionandanalysisapplica-
tion with no programming—in thetraditionalsense Fur-

thermore,no manualtuning of the placementand char

acteristicqe.g. transmissiomangeandfrequeng) of net-
work nodesis necessary Thesetools sene asa “design
wizard] hiding compleity and obviating programming
effort. Also, they achieve a solutionrapidly in bothtime

and numberof iterations,which reducescostsand mini-

mizesimpacton fragile sites.

2 A SensorNetwork Experiment

Recentexperiencedeploying asensonetwork at Johns
Hopkins University highlightsthe poor stateof tools for
designingand conductingexperimentsusing sensomet-
works. The goalwasto build anexperimentalplatformto
study soil ecologyat a meso-scalén collaborationwith
Dr. Szlavreczfrom the EarthandPlanetarySciencedDe-
partmenttJHU[4]. We deployedasmallgrid —10motes
total — with sensorsvery 3 meters. The grid coversthe
hill of awoodlandsitewith threelayersof foliageandin-
termittentsurfacewater, i.e. aroundheavy rainfall. The
site is semi-urbani;it is locatedneara campusbuilding
androads. Thus, it is subjectto interferencerom build-
ingsandotherman-madestructureqe.g. fences)aswell
asRF noisefrom nearbyWiFi networks.

The developmentand deployment were labor inten-
sive and presentednajor hurdlesin network design,cal-
ibration, and programming. All told, eight teammem-
berscontributedto thisinstallation,includingfour faculty
membersin three disciplines— Physics,ComputerSci-
ence,and Earth and PlanetarySciences. The combined
effort, including hardwareandsoftwaredesignaswell as
managemerndf thedeplojednetwork, tookmorethan400
personhours,including 80 faculty-persorhours.

Throughthis processwe identi ed two major hurdles



thatmustbeovercome;(1) Programmingensonetworks
is complex owing to the network's distributed natureand
the heterogeneityf components We spentthe majority
of our efforts programmingthe collection of motesand
processinghe dataat multiple levels. This includesthe
samplingdiscipline,the coordinatedransmissiorof col-
lectedsamplego a basestation,theinjectionof datainto
a databasecalibrationroutines,and Web-servicesnter
facesfor remoteaccess. (2) The vagariesof the wire-
lessmediumseverely hamperedhe datacollection pro-
cess. Figure 1 representshe averagelink quality for all
wirelesslinks in our network for the durationof our ex-
periment. It is evident from this graphthatlink quality
is highly variableboth spatiallyandtemporallyresulting
in obsened lossratesup to 60%. To countertheseneg-
ative effects, we hadto manually measurdransmission
propertiesadjustmotelocationsto improve signalrecep-
tion, and ne tunea customreliabletransferprotocolto
minimize power consumption.Similar experiencesvere
reportedor othersensonetworksusedfor ervironmental
monitoring[9, 10].

Basedon the collective experiencefrom previous de-
ployments,we concludethat a high-level experimentde-
sign toolkit is neededcritically. While individual sys-
temcomponentfiave the necessargapabilitiesthechal-
lengedie in integratingandautomatinghesecapabilities
to presenta uni ed, simpleview of the whole systemto
the scientistsunningthe experiment.

3 Network Design

Unpredictabilityand variancein performancecompli-
catethedeploymentof afunctioningsensometwork. The
MicaZ moteswe usehave a ratedtransmissiorrangeof
100m and they easily achieve that in a nearbyparking
lot [7]. However, four out of tenmotesin our grid could
barely communicatewith a basestation 10m away and
5mup. The“out-of-service”’motesdid notfollow atrivial
patterne.g. farthestway or greatestingleto basestation.
Rather they were sensitve to refraction, scattering,and
re ections from foliage and other site obstaclesas well
asinterferencdrom nearbyWiFi networks. Furthermore,
receptionquality changediaily andseasonally

We concludethatfor network design,onemustcapture
the baselinetransmissiorpropertiesof the site througha
customsignal propagatiormodel. This model estimates
connectvity amongnetwork nodesand boundsthis con-
nectvity variationover time. As a network is deployed,
performanceneasurement® ne thepropagatiormodel.
We posit that this information allows the constructionof
practicalpropagatiormodelsthataccuratelydescribethe
actualperformancehroughinstrumentation.We usethe
propagatiormodelto positionadditionalrelay points(i.e.
network devicesthatact solely asdataforwarders)wher
ever predictednetwork quality is low.

Evolving modelsmay be usedfor subsequeninstalla-
tionsaswell asfor network tuningandrepair This leads
to adeploymentstrategyy in whichasmallnetwork maybe
deployedto “learn” asiteprior to building alarge,longer
lived,andmoreexpensve deployment. This strateyy will
resultin a more accurateand inexpensve con guration,
thatis aminimally over-provisionednetwork. It alsoreal-
izesa network solutionquickly, by not placinghardware
until transmissiormodelshave beenlearned Finally, this

approachminimizessite degradationassociatedvith the
trial anderrortopologycon gurationprocessbecausé¢he
limited deploymentis lessinvasive.

Cartographic Interface Thederivationof the propaga-
tion modelthroughanalysisandnetwork measuremenis
hiddenfrom the scientistsdesigningthe sensometwork.
Instead,their interfaceto experimentaldesignis a map,
overlaid with site-speci c signal propagatiorproperties.
Figure2 presentsucha map of the authors'experimen-
tal site. The grayedregions of the map describethe es-
timated signal attenuationfor radio signalsfrom motes
placedon the ground. The tool derivesinformation for
the site-speci ¢, propagatiormodel from mary sources.
In this case,a modelgeneratedising collectedmeasure-
mentsfrom the existing network at Patch A providesan
accurateand more detailedmodel, when comparedwith
new deploymentsat PatchesB andC. For PatchesB and
C andotherregions,we derive estimatef signalatten-
uationbasedon site morphology(e.g. densityof foliage
andelevationdifferenceamongdifferentmotes). Finally,
thescientistmayannotatehe mapwith additionalknowl-
edge. In our case,we selectthe region occupiedby the
Olin Hall building andmarkit asa hardbarrierto radio
transmissions.

Usingasensotool fromthetoolbarshavnin Fig. 2, the
scientistselectdocationsat whichto collectdata.Having
selectedocations,sherequestghe tool to constructthe
bestnetwork topology(x5.1), subjectto constraintssuch
asthe numberof additionalgatevaysandrelaysor mini-
mumavailability at eachmote. Thetool placesrelaysand
gatevays and draws a routing graph,which it annotates
with link characteristicsuchasaveragdink quality.

By manipulatingdataobjectson the map,the scientist
speci esthe datato be collectedandthe analysisagainst
thatdata.A menu(PatchB), associateavith eachmoteon
themap,shovsthecapabilitiesof thatmote. In thismenu,
oneselectghequantitieto bemeasure@ndthe sampling
discipline. Sampleddatamay be transferredo the back-
end databaseor they may be manipulated, ltered, and
analyzedwithin the network. The scientistbuilds expres-
sionsagainstthat datato computeaggreyatesor correla-
tions. For example,in Patch C we computea regional
meantemperaturecrosshe patch. Becauséemperature
hassmallvariationoverthesescalesjt maybe computed
within the network to save bandwidth(x5.2).

4 Data Management

Basedonthescientistsinputs,ourdesigntoolsdevelop
a datamanagemenapplicationthat runs acrossmotes,
gatevays, and a back-enddatabas€Figure 3). For data
handling,we divide the architecturanto two major soft-
warecomponents(1) Declarative Mid-T ier Processing
basedon the High Fan-In system(HiFi) [1] and(2) Data
Sewices which storesand analyzesdata and malkes it
availableto usersandapplications.

TheMid-Tier processingdayervirtualizesthehierarchi-
cal network of motesand gatavays, presentinga stable
view of in-network datato the database.The Mid-Tier
layerpopulategableswithin adatabaseyhereagheData
Servicedayeranalyzesndtransformgollecteddata pre-
sentingthe information as requestedy the scientist. It
also performsanalysespftenin the form of OLAP dat-
acubeghatpermitmulti-dimensionatiatato becorrelated
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Figure2: Designtool interfacesdemonstratedn the authors'soil monitoring eld site.

andcompared.Onceanalyzedandstored,dataaremade
availableto usersaandWebapplicationghroughseveralin-
terfaceqincludingthe emeging SensorMLstandard?2]).

While similar functionsmay be performedin both the
Mid-Tier and Data Serviceslayers, the archival nature
of the databasalifferentiategheir roles. The Data Ser
viceslayer preseresall datain the database An aggre-
gatecomputedin the databasee.g. a meanvalue over
a sensoipatch, preseresthe original data. Whereaghe
sameaggreyatecomputedn the Mid-Tier layer, reduces
the sampleddatato the meanvalue, discardingthe com-
ponentinputs. The bene t of computingin the Mid-Tier
lies in datareduction,which leadsto power savings, in-
creasedetwork lifetime, reducedstorageandbandwidth
consenration. While scientistoftenwishto retain“all the
data thismightbeimpossibledueto sensonetwork lim-
itations[6].

The datadesignprocesson guresandprogramsboth
of thesesystemsothatthey actin concert.Usersdescribe
thedatato be gatherechndcomputationggainsthatdata
using sensomanagemenand query-huilding tools. We
divide eachuserqueryinto two sub-queries:onein the
Declaratve Mid-Tier systemthatcorvertsinputsinto the
datato be storedat the databaseand one that analyzes
or transformsthe datain the database.For example,in
our soil ecologyexperiment,we track the light intensity
andsoil moistureat eachmote alongwith the meansoil
temperatureat eachpatch and the ambientair tempera-
ture. Mid-Tier processingampleshe data,computeghe
aggrejatetemperatureat eachpatch, integratesexternal
climatologicaldata(for ambienttemperature)andpopu-
latesthedatabasevith theresults. TheDataServicedayer
storesandanalyzeghe data,andprovidesusersaccesgo
bothraw (collected)andanalyzed(processedjlata. The
proposedoolsmale veryfew assumptionaboutthecode
thatrunson the devicesof the deployjednetwork. Specif-
ically we assumehat mote-classievicescandeliver raw
measurementsver multi-hop wirelesspathsto gatevay-
classdevicesandthatcanrun HiFi-lik e queries.

5 Techniques

In this sectionwe sketchsomeof the speci c technolo-
giesthatsupportthe designtools. Theseincludetheiter-
ative re nementof network models,operatorplacement
for in-network processingandsensowirtualization.

5.1 Network TopologyDesign

The network designprocesshuilds a modelbasedon
informationaboutthe deploymentsite andthe properties
of sensorandgatevays. Siteinformationincludesthedi-
mensionf the site,the sitetype (e.g. indoorvs. outdoor
ervironment),andthe locationand characteristicef ob-
stacledn thedeploymentarea.The network ownerinputs
this informationusinga graphicalinterface,for example
througha oor planif the deplgymentis within a build-
ing, or topographicamapsfor outdoordeployments.Fur-
thermore the userannotate®bstacleon the mapof the
deploymentsite basedon a library of different obstacle
catgoriesincludedin the network designtool.

Basedon theseinputs, the designtool estimatesthe
quality of a sensometwork and proposeshe location of
additionalrelay points and sensorgatavays to improve
this quality. In this context, we de ne quality asthe per
centagef sensomeasurementsuccessfullyetrievedby
the back-endseners. In calculatingthis metric, we esti-
matethe underlyinglossrateof all network links in order
to determinehe percentagef measuremenweliveredto
the root of the “best” (i.e. leastlossy) tree. If the cal-
culatedpercentagef retrieved measurementkes below
a userde ned threshold thetool determineghe location
of additionalrelay pointsthatmaximizequality improve-
ment.

As Figure4 illustratesthe rst stageof thenetwork de-
signtool is theModeler This stagegeneratesite-speci ¢
signalpropagatiormodelsthat arevariantsof previously
proposednodeld8], customizedor thesiteandthehard-
ware used. Thesemodelsestimatethe power of the sig-
nal receved at eachnetwork nodewhenoneof the other
nodegransmitsata givenfrequeny andpower. Thegoal
of the Physical-layeisimulator(PHY for short)is to cal-
culatethebit errorratefor every transmittesrecever pair
in the network. The Optimizerdetermineghe quality of
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the sensometwork as originally laid out on the deploy-

ment map, basedon the link qualities predictedby the

PHY-layer simulator If the network quality is belowv a

threshold,the Optimizerwill suggesthe locationof ad-

ditional relay points. Furthermore the Optimizer com-

putesthe locationsof sensomatevayswithin each“sen-

sorpatch”(cf. Figure2) to minimize power consumption
and maximizethe percentag®f measurementdelivered
to thegatevays.

As noted previously the outcomeof this processacts
only asa r st level approximationof the productionnet-
work performanceandis mainly usedto guidethe small
initial deployment. Measurementsollectedfrom that pi-
lot deploymentcanbe usedto furtherimprove the accu-
ragy of thedervedmodels.

5.2 Declarative Mid-T ier Processing

A key aspecbf our architecturas the declaratve mid-
tier level thatsitsbetweerthe sensodevicesandthe Data
Servicedayer Thislevel consistof datastreamprocess-
ing software that runs on gatevay devices. By declara-
tive, we meanthat datamanipulationis speci ed usinga
high-level, set-basedanguagesimilar to querylanguages
developedfor relationaldatabasesystems. We adaptit
to processingver continuousstreamof sensoreadings.
The advantage®f the declaratve approachinclude: ease
of initial deployment,ability to incorporatea wide range
of datasourcesanddevices, automaticand dynamicop-
timization of dataprocessingoperators,and integration
with externaldatastreamsandrepositories.

Our approachto building this middle tier is to lever-
agetheHiFi sensodataprocessingysten[1]. HiFi was
originally targetedatlarge-scalewidely-distributedenter
priseapplicationssuchasRFID andsensotenabledsup-
ply chains. Instead,we focus on the self-managingand
ease-of-usaspectf the systemfor highly errorprone
ervironmentalsensingsystems.

Operator Placementand Optimization: Dynamicap-
proachedor placingapplicationfunctionality within the
network presenta fundamentakthallenge. This includes
identifying and exploiting commonalityamong concur
renttasksrunningwithin the system.

A key considerationis the placementof queriesand
dataacrosghe nodesof the system.Givena querywith a
setof operatorsthequeryplannerdeterminesvherein the
hierarchyto placeeachoperator Thisdecisionattemptgo
reduceoverall systembandwidthusageby pushingoper
atorsdown the hierarchy Somedatastreams(or static
relations)may not be visible at lower levels of the hierar
chy. For example,processinghatrequiresthecorrelation
of outputsfrom multiple devicescannot beplacedonary
oneof thosedevices,but mustbe placedat a node(typi-
cally agatevay node)thatcanreadthestreamgrom all of
thedevices. Thus,the queryplannertendsto pushopera-
torsto thelowestlevel at which the streamsandrelations
overwhichthey operatearevisible.

Furthermore when addinga newv queryto a running
sensornetwork, the query plannerconsidersdata o ws
and queriesthat are executing alreadyin order to ex-
ploit sharedprocessing.For instance,if multiple opera-
tors from different queriesprocessthe sameunderlying
datastreamthenit maybeadvantageous$o pull theoper
atorsup. Alternatively, it may be possibleto improve the
visibility of somequeriesby pushingexternalstreamsor
staticdatadown toward the edgeof the network. Down-
ward data ow incurs initial bandwidthcostsand com-
plexity dueto replication, but may improve parallelism
and resourceutilization, and can provide overall band-
width savings. Cachingcan alsoimprove performance,
but this raisesadditionalissues becausejuery and data
placementn a cache-basedystemare inherentlyinter-
dependen{3].

Virtual Device Interface: The needto seamlesslyn-
tegratethe physicalworld with the digital world presents
themostuniquechallengén data-intensie sensodeploy-
ments.Realworld datacompriseanin nite collectionof
unboundedtontinuousstreamswith inherentambiguities
and inconsistencieswhereasthe digital world is inher
entlydiscretewith strictsemanticsFurthermoredatacol-
lectiontechniquesreimperfectatbest.Physicalreceptor
devicesintroducecomplexity, owing to a wide variance
in interface,behavior, andreliability. Thus,sensotbased
systemamust bridge thesedisparateworlds in a manner
thatenablesisergto bothtrustandmake sensef thedata
providedby the system.
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Figure5: A sensomdatacleaningpipelineandits parallel
quality assessmenipeline.

Towardthisend,we provideavirtual deviceinterfaceto
encapsulatpointsof interactionwith the physicalworld.
A virtual device compriseggroupsof sensorsprocessing
andfusing their streamgo producemore useful, higher
quality data. It doesso by incorporatingdata-cleaning
techniquesgorversionandcalibration,virtualization,lin-
eagetracking, and quality assessmentA virtual device
combinegdeclaratve andnon-declaratie processingn a
pipelinedfashion.

Figure5 givesanexampleof suchavirtual device with
two parallelpipelines:the main sensoistreamprocessing
pipelineon the left anda parallel,“shadav” pipelineon
theright. The shadav pipelinemonitorsthe datastreams
asthey areprocessedandcalculategstimate®f thequal-
ity of the data. The outputsof thesepipelinesaremerged
to producereadingsof the form <val, time location,
quality>, which areconsumedy the DataServicedayer.
This exampledemonstratethreestagesn the dataclean-
ing pipeline(andhencethreecorrespondingtagesn the
shadaev quality pipeline). Theloweststages Filteringand
Calibration,whichappliestypically to individualreadings
from thesensorspne-at-a-timeAbovethisbasicprocess-
ing level, we placedifferenttypesof smoothingstages,
usedto boostthe quality of thereadings.

Virtual devices provide supportfor notionsof answer
quality. Thevirtual device augmentsaw sensodatawith
errorestimatesndcon denceintervals,usingtheshadev
pipeline (Figure 5). For example,a virtual device for a
sensometwork can use model-basedechniquedor de-
termining dataquality basedon probability distributions
and/orsamplingaccordingo thetype of processindyeing
doneateachpipelinestage Theseerrorestimatesrepre-
senedandadjustedasthereadingsareprocessethrough
the cleaningpipeline. Applicationsusetheseestimates
for thresholding,to provide overall quality estimatesn
experimentspr to monitorthe effectivenesof the sensor
deploymentovertime.

6 Concluding Remarks

Researchand developmentin WSN infrastructure—
hardware, networking, operatingsystems,and middle-

ware — have madesensornetworks a powerful tool for

sciencechangingthe scale resolution,andcostat which

datamay be collected. We have hadjust this experience
with our eld deplgymentfor soil ecology Ratherthan
collecting samplesmanually every month, our network

samplegemperaturelight, and soil moisturedataevery
minute, allowing usto obsene transientphenomenand
episodicpunctuatedvents.

However, the scienti c communitylacksthe manage-
menttoolsto make sensorsetworks widely useful. Cur-
rentdeploymenttechniquesequiremanualtuning of the
network andlow-level programmingandthusthe exper
tiseto performthesetasks.

Our efforts in developingdesigntools aim to remove
thesebarriersby providing high-level, intuitive toolswith
which a scientistcan managethe lifetime of an exper
iment. This includesapplicationdevelopment,deploy-
ment,tuning, monitoring,andrepait
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