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Abstract
We describethe architectureof softwaretools that aid

scientistsin designingandprogrammingwirelesssensor
networks(WSNs). Thegoalsof our systemare(1) to re-
ducethecomplexity of deploymentby automaticallypro-
gramminga sensornetwork anddatabasebasedon a vi-
sualdescriptionof a site andexperimentand(2) to pro-
vide a simple,intuitive network designtool thatexplores
trade-offs in cost, reliability, and network lifetime. We
motivatetheneedfor suchtoolsbasedon our experience
in deploying a sensornetwork usedto studysoil ecology.
We also presenttechniquesfor the developmentof site-
speci�c transmissionmodels,theplacementof motesand
gateways,anddataprocessingin hierarchicalnetworks.

1 Intr oduction
Currently, developinganddeploying a scienceexperi-

mentusingsensornetworks is an oneroustaskexecuted
with primitive techniques.It requiresa greatdealof ex-
pertisein computerscience.For datamanagement,this
includesprogrammingmotesfor dataextraction,oftenus-
ing SQL variantsfor sensornetworks (e.g. [5]. While
declarative languagesfor sensornetworkshave madethis
processsimpler, it demandssophisticationandis a time-
consumingtask. For network design,the scientistmust
understandthe transmissionpropertiesof network nodes
to ensurethat they cancommunicateandthat redundant
pathsexist sothatthenetwork survivesfailures.

Furthermore,many environmentsof interestarefragile
andhostileto sensorhardware– a badcombination.Hos-
tile environmentsresultin unpredictableperformanceand
frequentfailures[9]. This, in turn, leadsto frequentand
damagingsite incursions: trial-and-errorcon�guration
andrepairof thenetwork. Additionally, high-variancein
performancefactors,suchasradio range,makesit dif�-
cult to over-provisionanetwork reliablyandatreasonable
cost.

Fromthis description,we concludethatdomainscien-
tists today lack the intuitive, high-level tools necessary
to designand deploy �eld experimentsthat utilize sen-
sor networks. To addressthis need,we are developing
network anddatadesigntools that simplify dramatically
thedeploymentof asensornetwork andthecollectionand
compilationof data. Thesetoolseconomicallyprovision
thetopologyof ahierarchicalsensornetwork,programthe
motes,managedata�o ws from motes,throughgateways,
to a back-enddatabase,analyze,cleanandcalibratedata,
andprovideWeb-servicesinterfacesto thedata.

Using thesetools, scientistswill be able to purchase
motesanda databaseserver and,usinganelectronicmap
andspeci�c knowledgeof thesiteof theexperiment,con-

Figure1: AverageLink Quality Indicators(LQI) for the
wirelesslinks betweenthebasestationandtenmotes(51-
60) overonemonth.Darker links havehigherquality and
lower lossrate.

structanend-to-enddatacollectionandanalysisapplica-
tion with noprogramming—in thetraditionalsense.Fur-
thermore,no manualtuning of the placementand char-
acteristics(e.g. transmissionrangeandfrequency) of net-
work nodesis necessary. Thesetools serve asa “design
wizard,” hiding complexity and obviating programming
effort. Also, they achieve a solutionrapidly in both time
andnumberof iterations,which reducescostsandmini-
mizesimpacton fragilesites.

2 A SensorNetwork Experiment
Recentexperiencedeploying asensornetwork atJohns

HopkinsUniversity highlightsthe poor stateof tools for
designingandconductingexperimentsusingsensornet-
works.Thegoalwasto build anexperimentalplatformto
studysoil ecologyat a meso-scalein collaborationwith
Dr. Szlaveczfrom the EarthandPlanetarySciencesDe-
partmentatJHU[4]. Wedeployedasmallgrid – 10motes
total – with sensorsevery 3 meters.The grid coversthe
hill of awoodlandsitewith threelayersof foliageandin-
termittentsurfacewater, i.e. aroundheavy rainfall. The
site is semi-urban;it is locatedneara campusbuilding
androads.Thus,it is subjectto interferencefrom build-
ingsandotherman-madestructures(e.g. fences),aswell
asRFnoisefrom nearbyWiFi networks.

The developmentand deployment were labor inten-
sive andpresentedmajorhurdlesin network design,cal-
ibration, and programming. All told, eight teammem-
berscontributedto this installation,includingfour faculty
membersin threedisciplines– Physics,ComputerSci-
ence,andEarth andPlanetarySciences.The combined
effort, includinghardwareandsoftwaredesignaswell as
managementof thedeployednetwork, tookmorethan400
personhours,including80 faculty-personhours.

Throughthis process,we identi�ed two major hurdles
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thatmustbeovercome:(1) Programmingsensornetworks
is complex owing to thenetwork's distributednatureand
the heterogeneityof components.We spentthe majority
of our efforts programmingthe collection of motesand
processingthe dataat multiple levels. This includesthe
samplingdiscipline,thecoordinatedtransmissionof col-
lectedsamplesto a basestation,theinjectionof datainto
a database,calibrationroutines,andWeb-servicesinter-
facesfor remoteaccess. (2) The vagariesof the wire-
lessmediumseverely hamperedthe datacollectionpro-
cess.Figure1 representsthe averagelink quality for all
wirelesslinks in our network for the durationof our ex-
periment. It is evident from this graphthat link quality
is highly variablebothspatiallyandtemporallyresulting
in observed lossratesup to 60%. To countertheseneg-
ative effects, we had to manuallymeasuretransmission
properties,adjustmotelocationsto improvesignalrecep-
tion, and�ne tunea customreliable transferprotocol to
minimize power consumption.Similar experienceswere
reportedfor othersensornetworksusedfor environmental
monitoring[9,10].

Basedon the collective experiencefrom previous de-
ployments,we concludethata high-level experimentde-
sign toolkit is neededcritically. While individual sys-
temcomponentshavethenecessarycapabilities,thechal-
lengeslie in integratingandautomatingthesecapabilities
to presenta uni�ed, simpleview of the whole systemto
thescientistsrunningtheexperiment.

3 Network Design
Unpredictabilityandvariancein performancecompli-

catethedeploymentof a functioningsensornetwork. The
MicaZ moteswe usehave a ratedtransmissionrangeof
100m and they easily achieve that in a nearbyparking
lot [7]. However, four out of tenmotesin our grid could
barely communicatewith a basestation10m away and
5mup. The“out-of-service”motesdid not follow atrivial
pattern,e.g. farthestawayor greatestangleto basestation.
Rather, they weresensitive to refraction,scattering,and
re�ections from foliage and other site obstaclesas well
asinterferencefrom nearbyWiFi networks.Furthermore,
receptionqualitychangeddaily andseasonally.

We concludethatfor network design,onemustcapture
thebaselinetransmissionpropertiesof thesite througha
customsignalpropagationmodel. This modelestimates
connectivity amongnetwork nodesandboundsthis con-
nectivity variationover time. As a network is deployed,
performancemeasurementsre�ne thepropagationmodel.
We posit that this informationallows theconstructionof
practicalpropagationmodelsthataccuratelydescribethe
actualperformancethroughinstrumentation.We usethe
propagationmodelto positionadditionalrelaypoints(i.e.
network devicesthatactsolelyasdataforwarders)wher-
everpredictednetwork quality is low.

Evolving modelsmay be usedfor subsequentinstalla-
tionsaswell asfor network tuningandrepair. This leads
to adeploymentstrategy in whichasmallnetwork maybe
deployedto “learn” asiteprior to building alarge,longer-
lived,andmoreexpensivedeployment.This strategy will
result in a moreaccurateand inexpensive con�guration,
thatis aminimally over-provisionednetwork. It alsoreal-
izesa network solutionquickly, by not placinghardware
until transmissionmodelshavebeenlearned.Finally, this

approachminimizessite degradationassociatedwith the
trial anderrortopologycon�gurationprocess,becausethe
limited deploymentis lessinvasive.

Cartographic Interface Thederivationof thepropaga-
tion modelthroughanalysisandnetwork measurementsis
hiddenfrom the scientistsdesigningthe sensornetwork.
Instead,their interfaceto experimentaldesignis a map,
overlaid with site-speci�c signal propagationproperties.
Figure2 presentssucha mapof the authors'experimen-
tal site. The grayedregionsof the mapdescribethe es-
timatedsignal attenuationfor radio signalsfrom motes
placedon the ground. The tool derives information for
the site-speci�c, propagationmodel from many sources.
In this case,a modelgeneratedusingcollectedmeasure-
mentsfrom the existing network at PatchA providesan
accurateandmoredetailedmodel,whencomparedwith
new deploymentsat PatchesB andC. For PatchesB and
C andotherregions,we derive estimatesof signalatten-
uationbasedon site morphology(e.g. densityof foliage
andelevationdifferenceamongdifferentmotes).Finally,
thescientistmayannotatethemapwith additionalknowl-
edge. In our case,we selectthe region occupiedby the
Olin Hall building andmark it asa hardbarrier to radio
transmissions.

Usingasensortool fromthetoolbarshown in Fig.2, the
scientistselectslocationsat which to collectdata.Having
selectedlocations,sherequeststhe tool to constructthe
bestnetwork topology(x5.1),subjectto constraints,such
asthenumberof additionalgatewaysandrelaysor mini-
mumavailability at eachmote.Thetool placesrelaysand
gatewaysanddraws a routing graph,which it annotates
with link characteristicssuchasaveragelink quality.

By manipulatingdataobjectson themap,thescientist
speci�esthedatato becollectedandtheanalysisagainst
thatdata.A menu(PatchB), associatedwith eachmoteon
themap,showsthecapabilitiesof thatmote.In thismenu,
oneselectsthequantitiesto bemeasuredandthesampling
discipline. Sampleddatamaybe transferredto theback-
end databaseor they may be manipulated,�ltered, and
analyzedwithin thenetwork. Thescientistbuilds expres-
sionsagainstthat datato computeaggregatesor correla-
tions. For example, in Patch C we computea regional
meantemperatureacrossthepatch.Becausetemperature
hassmallvariationover thesescales,it maybecomputed
within thenetwork to save bandwidth(x5.2).

4 Data Management
Basedonthescientists'inputs,ourdesigntoolsdevelop

a data managementapplicationthat runs acrossmotes,
gateways,anda back-enddatabase(Figure3). For data
handling,we divide thearchitectureinto two major soft-
warecomponents:(1) Declarative Mid-T ier Processing
basedon theHigh Fan-Insystem(HiFi) [1] and(2) Data
Services, which storesand analyzesdata and makes it
availableto usersandapplications.

TheMid-Tier processinglayervirtualizesthehierarchi-
cal network of motesand gateways, presentinga stable
view of in-network datato the database.The Mid-Tier
layerpopulatestableswithin adatabase,whereastheData
Serviceslayeranalyzesandtransformscollecteddata,pre-
sentingthe informationas requestedby the scientist. It
alsoperformsanalyses,often in the form of OLAP dat-
acubesthatpermitmulti-dimensionaldatato becorrelated
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Figure2: Designtool interfacesdemonstratedon theauthors'soil monitoring�eld site.

andcompared.Onceanalyzedandstored,dataaremade
availabletousersandWebapplicationsthroughseveralin-
terfaces(includingtheemergingSensorMLstandard[2]).

While similar functionsmaybe performedin both the
Mid-Tier and Data Serviceslayers, the archival nature
of the databasedifferentiatestheir roles. The DataSer-
viceslayer preservesall datain the database.An aggre-
gatecomputedin the database,e.g. a meanvalue over
a sensorpatch,preservesthe original data. Whereasthe
sameaggregatecomputedin the Mid-Tier layer, reduces
thesampleddatato themeanvalue,discardingthe com-
ponentinputs. Thebene�t of computingin theMid-Tier
lies in datareduction,which leadsto power savings, in-
creasednetwork lifetime, reducedstorage,andbandwidth
conservation.While scientistsoftenwish to retain“all the
data,” thismightbeimpossibledueto sensornetwork lim-
itations[6].

Thedatadesignprocesscon�guresandprogramsboth
of thesesystemssothatthey actin concert.Usersdescribe
thedatato begatheredandcomputationsagainstthatdata
usingsensormanagementandquery-building tools. We
divide eachuserquery into two sub-queries:one in the
Declarative Mid-Tier systemthatconvertsinputsinto the
datato be storedat the databaseand one that analyzes
or transformsthe datain the database.For example,in
our soil ecologyexperiment,we track the light intensity
andsoil moistureat eachmotealongwith the meansoil
temperatureat eachpatchand the ambientair tempera-
ture. Mid-Tier processingsamplesthedata,computesthe
aggregatetemperatureat eachpatch, integratesexternal
climatologicaldata(for ambienttemperature),andpopu-
latesthedatabasewith theresults.TheDataServiceslayer
storesandanalyzesthedata,andprovidesusersaccessto
both raw (collected)andanalyzed(processed)data. The
proposedtoolsmakeveryfew assumptionsaboutthecode
thatrunson thedevicesof thedeployednetwork. Specif-
ically we assumethatmote-classdevicescandeliver raw
measurementsover multi-hopwirelesspathsto gateway-
classdevicesandthatcanrunHiFi-lik e queries.

5 Techniques
In thissection,wesketchsomeof thespeci�c technolo-

giesthatsupportthedesigntools. Theseincludethe iter-
ative re�nement of network models,operatorplacement
for in-network processing,andsensorvirtualization.

5.1 Network TopologyDesign
The network designprocessbuilds a model basedon

informationaboutthedeploymentsiteandtheproperties
of sensorsandgateways.Siteinformationincludesthedi-
mensionsof thesite,thesitetype(e.g. indoorvs. outdoor
environment),andthe locationandcharacteristicsof ob-
staclesin thedeploymentarea.Thenetwork ownerinputs
this informationusinga graphicalinterface,for example
througha �oor plan if the deploymentis within a build-
ing, or topographicalmapsfor outdoordeployments.Fur-
thermore,theuserannotatesobstacleson themapof the
deploymentsite basedon a library of differentobstacle
categoriesincludedin thenetwork designtool.

Basedon theseinputs, the designtool estimatesthe
quality of a sensornetwork andproposesthe locationof
additional relay points and sensorgateways to improve
this quality. In this context, we de�ne quality astheper-
centageof sensormeasurementssuccessfullyretrievedby
theback-endservers. In calculatingthis metric,we esti-
matetheunderlyinglossrateof all network links in order
to determinethepercentageof measurementsdeliveredto
the root of the “best” (i.e. least lossy) tree. If the cal-
culatedpercentageof retrievedmeasurementslies below
a user-de�ned threshold,the tool determinesthe location
of additionalrelaypointsthatmaximizequality improve-
ment.

As Figure4 illustrates,the�rst stageof thenetwork de-
signtool is theModeler. Thisstagegeneratessite-speci�c
signalpropagationmodelsthatarevariantsof previously
proposedmodels[8], customizedfor thesiteandthehard-
wareused. Thesemodelsestimatethe power of the sig-
nal receivedat eachnetwork nodewhenoneof theother
nodestransmitsat a givenfrequency andpower. Thegoal
of thePhysical-layersimulator(PHY for short)is to cal-
culatethebit errorratefor every transmitter-receiverpair
in the network. The Optimizerdeterminesthequality of

3



(NetD)

Ingress

Local Access

Database

Data Cleaning
Calibration

Archival

Matlab/Excel

H
ar

dw
ar

e 
V

irt
ua

liz
at

io
n

Web Services
Internet Users
Web Applications

Climatological DataUSGS Streamflow Data

Virtualization
Data

Declarative Mid�Tier Processing Data Services

Analysis
Motes

Motes

Figure3: InputsandElementsof theDesignTools.

Tx Power&
Frequency

PHY-layer
simulator

Mote
locations

Model

SignalStrength

Measurements
Field

Bit Error

Rate

Deployment
sitelayout

ReceiverRadio
Model layout

Network

OptimizerModeler

Figure4: Block diagramof theNetwork Designtool.

the sensornetwork asoriginally laid out on the deploy-
ment map, basedon the link qualitiespredictedby the
PHY-layer simulator. If the network quality is below a
threshold,the Optimizerwill suggestthe locationof ad-
ditional relay points. Furthermore,the Optimizer com-
putesthe locationsof sensorgatewayswithin each“sen-
sorpatch”(cf. Figure2) to minimizepowerconsumption
andmaximizethepercentageof measurementsdelivered
to thegateways.

As notedpreviously the outcomeof this processacts
only asa �r st level approximationof theproductionnet-
work performanceandis mainly usedto guidethesmall
initial deployment.Measurementscollectedfrom thatpi-
lot deploymentcanbe usedto further improve the accu-
racy of thederivedmodels.

5.2 Declarative Mid-T ier Processing
A key aspectof our architectureis thedeclarativemid-

tier level thatsitsbetweenthesensordevicesandtheData
Serviceslayer. This level consistsof datastreamprocess-
ing software that runson gateway devices. By declara-
tive, we meanthatdatamanipulationis speci�ed usinga
high-level, set-basedlanguagesimilar to querylanguages
developedfor relationaldatabasesystems. We adaptit
to processingovercontinuousstreamsof sensorreadings.
Theadvantagesof thedeclarative approachinclude: ease
of initial deployment,ability to incorporatea wide range
of datasourcesanddevices,automaticanddynamicop-
timization of dataprocessingoperators,and integration
with externaldatastreamsandrepositories.

Our approachto building this middle tier is to lever-
agetheHiFi sensordataprocessingsystem[1]. HiFi was
originally targetedatlarge-scale,widely-distributedenter-
priseapplications,suchasRFID andsensor-enabledsup-
ply chains. Instead,we focuson the self-managingand
ease-of-useaspectsof the systemfor highly error-prone
environmentalsensingsystems.

Operator Placementand Optimization: Dynamicap-
proachesfor placingapplicationfunctionality within the
network presenta fundamentalchallenge.This includes
identifying and exploiting commonalityamongconcur-
renttasksrunningwithin thesystem.

A key considerationis the placementof queriesand
dataacrossthenodesof thesystem.Givena querywith a
setof operators,thequeryplannerdetermineswherein the
hierarchyto placeeachoperator. Thisdecisionattemptsto
reduceoverall systembandwidthusageby pushingoper-
atorsdown the hierarchy. Somedatastreams(or static
relations)maynot bevisible at lower levelsof thehierar-
chy. For example,processingthatrequiresthecorrelation
of outputsfrom multipledevicescannotbeplacedonany
oneof thosedevices,but mustbeplacedat a node(typi-
cally agatewaynode)thatcanreadthestreamsfrom all of
thedevices.Thus,thequeryplannertendsto pushopera-
torsto thelowestlevel at which thestreamsandrelations
overwhich they operatearevisible.

Furthermore,when addinga new query to a running
sensornetwork, the query plannerconsidersdata �o ws
and queriesthat are executing already in order to ex-
ploit sharedprocessing.For instance,if multiple opera-
tors from different queriesprocessthe sameunderlying
datastream,thenit maybeadvantageousto pull theoper-
atorsup. Alternatively, it maybepossibleto improve the
visibility of somequeriesby pushingexternalstreamsor
staticdatadown toward theedgeof thenetwork. Down-
ward data�ow incurs initial bandwidthcostsand com-
plexity due to replication,but may improve parallelism
and resourceutilization, and can provide overall band-
width savings. Cachingcan also improve performance,
but this raisesadditionalissues,becausequeryanddata
placementin a cache-basedsystemare inherentlyinter-
dependent[3].
Virtual Device Interface: The needto seamlesslyin-
tegratethephysicalworld with thedigital world presents
themostuniquechallengein data-intensivesensordeploy-
ments.Realworld datacomprisean in�nite collectionof
unboundedcontinuousstreamswith inherentambiguities
and inconsistencies,whereasthe digital world is inher-
entlydiscretewith strictsemantics.Furthermore,datacol-
lectiontechniquesareimperfectatbest.Physicalreceptor
devices introducecomplexity, owing to a wide variance
in interface,behavior, andreliability. Thus,sensor-based
systemsmustbridgethesedisparateworlds in a manner
thatenablesusersto bothtrustandmakesenseof thedata
providedby thesystem.
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Figure5: A sensordatacleaningpipelineandits parallel
qualityassessmentpipeline.

Towardthisend,weprovideavirtual deviceinterfaceto
encapsulatepointsof interactionwith thephysicalworld.
A virtual device comprisesgroupsof sensors,processing
andfusing their streamsto producemoreuseful,higher-
quality data. It doesso by incorporatingdata-cleaning
techniques,conversionandcalibration,virtualization,lin-
eagetracking,andquality assessment.A virtual device
combinesdeclarative andnon-declarativeprocessingin a
pipelinedfashion.

Figure5 givesanexampleof sucha virtual devicewith
two parallelpipelines:themainsensorstreamprocessing
pipelineon the left anda parallel, “shadow” pipelineon
theright. Theshadow pipelinemonitorsthedatastreams
asthey areprocessed,andcalculatesestimatesof thequal-
ity of thedata.Theoutputsof thesepipelinesaremerged
to producereadingsof the form < val, time, location,
quality> , whichareconsumedby theDataServiceslayer.
This exampledemonstratesthreestagesin thedataclean-
ing pipeline(andhence,threecorrespondingstagesin the
shadow qualitypipeline).Theloweststageis Filteringand
Calibration,whichappliestypically to individualreadings
from thesensors,one-at-a-time.Abovethisbasicprocess-
ing level, we placedifferent typesof smoothingstages,
usedto boostthequality of thereadings.

Virtual devicesprovide supportfor notionsof answer
quality. Thevirtual deviceaugmentsraw sensordatawith
errorestimatesandcon�denceintervals,usingtheshadow
pipeline (Figure 5). For example,a virtual device for a
sensornetwork can usemodel-basedtechniquesfor de-
terminingdataquality basedon probability distributions
and/orsamplingaccordingto thetypeof processingbeing
doneateachpipelinestage.Theseerrorestimatesarepre-
servedandadjustedasthereadingsareprocessedthrough
the cleaningpipeline. Applicationsusetheseestimates
for thresholding,to provide overall quality estimatesin
experiments,or to monitortheeffectivenessof thesensor
deploymentover time.

6 Concluding Remarks
Researchand developmentin WSN infrastructure–

hardware, networking, operatingsystems,and middle-

ware – have madesensornetworks a powerful tool for
science,changingthescale,resolution,andcostat which
datamay be collected. We have hadjust this experience
with our �eld deployment for soil ecology. Ratherthan
collecting samplesmanuallyevery month, our network
samplestemperature,light, andsoil moisturedataevery
minute,allowing us to observe transientphenomenaand
episodic,punctuatedevents.

However, the scienti�c communitylacks the manage-
menttoolsto make sensorsnetworkswidely useful.Cur-
rentdeploymenttechniquesrequiremanualtuningof the
network andlow-level programming,andthustheexper-
tiseto performthesetasks.

Our efforts in developingdesigntools aim to remove
thesebarriersby providing high-level, intuitive toolswith
which a scientistcan managethe lifetime of an exper-
iment. This includesapplicationdevelopment,deploy-
ment,tuning,monitoring,andrepair.
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