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Abstract

A number of dierent Overlay network designshave
beenproposedto provide a large range of servicesrang-
ing from content delivery and application-level multi-

cast to robust data delivery in the presenceof under-
lying network path outages and periods of degraded
network performance. Previous work has showvn that

overlay networks can be very e ective in protecting

against faults that are due to the underlying network
conditions. Our goalis to extend the existing model of
protecting against network faults where faults are due
to malicious attacks that speci cally target the over-
lay network. We further assumethat the adversaries
can generateany fault pattern and have full knowledge
of the overlay network including the routing algorithm

used.

We presert in this paper a novel routing algorithm
that is provably competitive against the best o ine
routing strategy. Our algorithm works by measuring
the reliabilit y of the overlay links and then probabilis-
tically routing padkets along multiple paths using the
computed reliability metrics. We have simulated the
algorithm and our experimental results show that our
solution performs aswell as existing overlay routing al-
gorithms in the caseof non-malicious errors but o ers
orders of magnitude improvemert over existing algo-
rithms in the caseof malicious attacks.

1 Intro duction

Recert studies[18, 1] have shawn that Internet routing
is sulpptimal in the sensethat it does not follow the
\optimal" path from the endpoints' point of view. At
the sametime, other studies[1Q 11] have shown that
Internet routing is slow to convergeto a new path after
an outage has occured resulting in prolonged periods
where padkets can be delivered to their nal destina-
tion. To make matters even worse, Distributed Denial
of Service attacks are becoming prevalent [15] further
reducing the delit y of Internet paths.

Recerly, Overlay networks such as RON[1] and [1§]

have been proposedto solve the problems of path out-
agesand performancefailures. The basicidea, is that
overlay network nodesdetect failures in the underlying
network and route around them by redirecting tra c
through other nodesin the overlay network.

While previous attempts in this areahave focusedon
combating against \random" faults we presert in this
paper a novel algorithm that is able to overcomefaults
causedby a malicious adversary that has total knowl-
edgeof the routing algorithm usedby the overlay net-
work and also has the capability to generatelosseson
any network path. In addition, our algorithm perfoms
against random faults as well as existing algorithms.
Our routing algorithm works by calculating the reputa-
tion of dierent network links and sending packets on
the paths that have the highest repuation.

We simulated our algorithm for both random aswell
as malicious fault patterns in synthetic and realistic
topologies. Our experimental results shawv that our al-
gorithm perfomsaswell as RON for random fault pat-
terns but it is not vulnerable to malicious DoS attacks.
In one of the tested scenariosagainst a malicious ad-
versary, while the RON strategy resulted in 97% of lost
padkets, our algorithm was able to deliver closeto the
optimal 33% of the padkets.

The cortributions of this paper are:

1. We proposea new routing algorith that can route
around random faults aswell asfaults causedby a
malicious adversary. The performanceof our algo-
rithm can be proved theoretically.

2. We experimentally veri ed that our algorithm per-
forms comparably to existing overlay routing algo-
rithms for random error patterns but it's not vul-
nerableto DoS attacks.

The rest of the paper is organizedasfollows. In Sec-
tion 2 we describe the overlay model and intro duce the
failure model. In Section 3 we present our algorithm
and give the intuitiv e aswell asan outline of the math-
ematical proof of our algorithm's performance. Section
5 presens our results where we show the performance



of our algorithm against RON in adversarial and non-
adversarial cases.We place our work in the context of
related work in Section6 and we closein Section7 with
a summary of our results and our thoughts for future
work in this area.

2 Background

2.1 Overlay Networks

As [8] argues,overlay networks have many advantages:

Incremen tally Deplo yable An overlay network re-
quires no changesto the existing Internet infrastruc-
ture, only additional servers. As nodes are added to
an overlay network, it becomespossibleto cortrol the
paths of data in the substrate network with ever greater
precision.

Adaptable Although an overlay network abstrac-
tion constrains padkets to ow over a constrained set
of links, that set of links is constartly being optimized
over metrics that matter to the application.

Robust By virtue of the increasedcontrol and the
adaptable nature of overlay networks, an overlay net-
work can be more robust than the substrate fabric. For
instance, with a su cien t number of nodes deployed,
an overlay network may be able to guarantee that it
is able to route between any two nodesin two inde-
pendent ways. While a robust substrate network can
be expectedto repair faults evertually, such an overlay
network might be able to route around faults immedi-
ately.

Customizable Overlay nodesmay be multi-purp ose
computers, easily out tted with whatever equipmert
makes sense. For example, Overcast makes extensive
use of disk space. This allows Overcast to provide
bandwidth savings even when cortent is not consumed
simultaneously in di erent parts of the network.

Adaptivit y and robustnessare two of the major driv-
ing forcesbehind overlay networks. In [1], the authors
describe a system designedto realize this potential by
utilizing redundant network connectionsamongoverlay
network participants. The goal of RON aspreseried by
the authors is to enablea group of nodesto communi-
cate with ead other in the face of problems with the
underlying Internet paths connecting them. RON de-
tects problems by aggressiely probing and monitoring
the paths connecting its nodes. If the underlying In-
ternet path is the best one, the path is used and no
other RON node is involved in the forwarding path. If
the Internet path is not the best one, the RON will
forward the padket by way of other RON nodes. RON

nodes exdchange information about the quality of the
the paths amongthemselwesvia a routing protocol and
build forwarding tables basedon a variety of path met-
rics, including latency, padket loss rate and available
throughput. Each RON node obtains the path metric
using a combination of active probing experiment and
passive obsenations of on-going data transfers. RON
networks by designare small and organized as a fully-

connectednetwork so ead node collects path informa-
tion on the paths to ead other node in the overlay.
RON usesa link-state routing protocol to disseminate
topology information between nodes which in turn is
usedto build forwarding tables. Each node in an N -
node RON has N -1 virtual links. Each node period-
ically requests summary information of the dierent
performancemetrics to the N 1 other nodesfrom its
local performance database and disseminatesits view
to the others. To estimate loss rates, RON usesthe
averageof the last k = 100 probe samplesas the cur-
rent average. Lossmetrics are multiplicativ e on a path:
if we assumethat lossesare independert, the proba-
bility of successon the ertire path is roughly equal
to the probability 6f surviving all hops individually:

lossratepamn = 1 12path (1 lOssratey)

2.2 Failure model

Internet paths lossesdue to congestionand physical er-
rors (although the percertage of physical errors is very
small at the core of the network). Paxsonin [17] studied
the lossrate for a number of Internet paths and found
that it ranged from 0.6%to 5.2%. Furthermore in this
study and a follow-up [24], Paxsondiscoveredthat loss
processescan be modeled as spikes where loss occurs
according to a two-state process,where the states are
either \packets not lost" or \packets lost". According
to the same studies, most loss spikes are very short-
lived (95% are 220 ms or shorter) but outage duration
spansse\eral orders of magnitude and in somecaseshe
duration can be modeled by a Pareto distribution.

The other major factor contributing to padket losses
is Internet path outagesdue to equipmert and link fail-
ures. Labovitz et al [10] usea combination of measure-
mernts and analysisto show that inter-domain routes in
the Internet may take tens of minutesto reac a consis-
tent view of the network topology after a fault. They
nd that during this period of \delayed convergence”,
end-to-end communication is adversely aected. In
fact, outageson the order of minutes causeactive TCP
connectionsto terminate when TCP does not receive
an acknowledgmert for its outstanding data.

In [11], Labovitz etal. nd that 10%of all considered
routes were available lessthan 95%of the time and that



lessthan 35% of all routes were available more than
99.99% of the time. In a followup study [7], it was
shown that 5% of all failures last more than 2 hours
and that failure durations are heavy-tailed and can last
aslong as 20 hours before being repaired.

The Detour measuremen study [19] made the obser-
vation that path selectionin the wide-areaInternet is
sub-optimal from the standpoint of end-to-end latency,
padket loss rate and TCP throughput. This study
showed that for 75 to 85 percert of the paths there
werealternates with lower lossrate and that for roughly
10% of the paths the best alternativ e has 50% better
latency. The authors of this study argued for the rst
time about the potential bene ts of using waypints to
route packets via intermediate nodesby comparing the
long-term averageproperties of detoured paths against
Internet chosenpaths.

In addition to these\b enewlent" padket lossesthat
are part of the normal operation of the Internet, a
new type of lossesis wide-spreadin the Internet today.
Theseare lossedueto malicious activit y such asDenial
of Service (DoS) attacks. Particularly in Distributed
Denial of Service attacks, adversariescan use the re-
sourcesof large numbers of end hosts or even routers
(in the caseof re ector attacks) to inundate their vic-
tims with a o od of packets. These huge padket o ws
not only overwhelmthe resourcesf the victims but also
sewerely congestthe Internet paths leading to thoseend
hosts. In [15] Moore et al. investigatedthe number and
sewerity of DoS around the globe by observing the at-
tacks' sidee ects on a network they monitored. During
a period of oneweekthey monitored 12,805attacks tar-
geted against 5,000 distinct victim |IP addresses.Half
of the obsened attacks had a padket rate greater than
350 padkets per secondwhereasthe fastest attack had
a rate of 679,000packets per second. The duration of
these attacks also varies a lot: while 50% of the at-
tacks are lessthan 10 minutes in duration and 80% are
lessthan 30 minutes, 1% are greater than 10 hours and
dozensspannedmultiple days!

Given the presenceof malicious and endemic losses
in the Internet today, we believe that an adversarial
model is the appropriate model under which the per-
formance of overlay routing algorithms should be com-
pared. In this model, the adversary has potentially
complete knowledge of the routing algorithm used by
the overlay network (although might not know in ad-
vancethe parameter valuesusedby the algorithm) and
furthermore has the capability to generate losseson
ead network path for any duration of time. While
such an adversary is considerably more powerful com-
pared to random padket losses,this model is not far
from the reality today wheresoftware is developed using

the open sourcemodel and attackers can have millions
of end hosts at their disposalto executetheir attacks.

3 Vulnerabilities of

routing

dynamic

Consider a generic dynamic routing algorithm where
ead node is measuring the reliability of its adjacert
links, asin RON [1].

After the reliability of ead link has been measured
the nodes exchange these reliability metrics as they
would exchange routing metrics. The reliability of a
path is then computed asthe product of the reliabilities
of eadh of the links on that path. After calculating the
di erent path reliabilities ead node send a packet to-
wards a destination by using all the paths. A pad<et is
sert along path i with probability equalto p;= E':l P«

In general,there may not be an ideal fault-free path,
but yet there may be the best path in terms of accunu-
lated losson that path. Our goalis to make path selec-
tions, such that our overall performanceis comparable
to that of the best path. The problem is that we are
making decisions\online”, where the online algorithm
needsto servicerequestsby selectingactions while hav-
ing only information regarding past requests,and no (or
very limited) information regarding the future requests.
There are no stochastic assumptionsabout the way ad-
versary is acting. are generated. Moreover, it is also
assumedthat there is a powerful adversary that gener-
atesthe worseinput sequencefor the online algorithm.

Onemay be tempted to think that convergingto best
xed route may be easily accomplished by \greedy"
heuristic: keep track of past error rates on dierent
links, and simply selectthe path with the smallestover-
all failure rate, namely sum of failure rates of its links.
The intuition is very strong: extrapolate past failure
pattern into the future. This may work if failure pat-
tern is static or if there is a statistical model of failures.

However this method fails quite spectacularly in case
of dynamic adversaries. For example, consider100 par-
allel path betweensenderand receiver. At time i path
i (modulo 100) is under cortrol of the adversary, and
is failing all padkets; at all other times path is perfect.
The greedy algorithm will always pick the worst path,
even though at nay momert in time only 1% of paths
is faulty.

To seethe principle aw in this greedystrategy, con-
sider performanceof an investor who tries to follow the
best performing stock on the stock market, with the
naive assumption that \past performanceis guarantee



of future results". In fact, in an adversarial setting, e.g.,
the stock market, it may well be the casethat past per-
formance correlates negatively with future results, and
algorithms must not be fooled into easytrap.

Another \quick x" isto try to selectrandom path.
This method fails in situation whereadversaryis rmly
in cortrol of 99 out of 100 paths. There is something
appealing about random strategiesin the sensethey al-
lows to spreadthe risk; what is wrong with the above
quick x isthat there is no attempt to adapt the prob-
abilities.

A fundamertal question for online algorithms is how
to ewaluate their performance. It is impossible rare
that one algorithm always outperforms another algo-
rithm. One classical method has been to assumea
stochastic model regarding the environment, and com-
pare the performance of dierent algorithms on the
samemodel. However, in adversarial setting, there is
no reasonwhy adversary should follow the rules of the
stochastic model we invernted - if anything, adversary
will do exactly the the opposite of what our model would
predict. (There no reasonto hope adversary will not
know our model.)

In hasbeengenerallyrecognizedthat sendingpadkets
along random path is more \fault-toleran t" than send-
ing padket over a single path. Our goal is thusto nd
a robust randomized algorithm that works well on all
inputs, in the sensethat expected behavior of our al-
gorithm is comparableto optimum xed path on eath
input. Our goal is to design a distributed algorithms
sendingmessage®n paths with overall smallestlossra-
tio. The contribution of this paper is a novel distributed
algorithm for choosing routes that and its proof of op-
timality in the sensethat the total number of messages
lost in our algorithm exhibits a very small additiv e gap
with optimum prescient route assignmen. The opti-
mum assignmet is made with complete knowledge of
adversary actions, in the past, current, and future, and
hasin nite computational power. The only restriction
on optimum route is that it must change infrequertly;
for simplicity of exposition we consider rst the case
that the route is xed.

4 Outline of our approach

The solution usesthe following componerts.

Local geneation of link reputation. Accumulated
fault rate are transformed into \reputation" for
ead link. The direct reputation of the link is in-
versely proportional exmpnential of the past loss
rate. (Our reputation values are essetially the
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Figure 1: Con dence as a function of

inversevalues of weights in [2]).

Dissemination. After these\reputation" valuesare
measuredlocally by endpoints of edgebeing sam-
pled, they are signed by eat endpoint and o oded
thru the network, as in link-state routing algo-
rithms.

Upon receipt of Basedon link reputations, we com-
pute hop-reputations for nodes. The h-hop repu-
tation of a node is the online estimate of the likeli-
hood that node is capable of reaching destination
on a path with h hops. Speci cally, 0-hop reputa-
tion is 1 for receiver and O for everyone else. The
h-reputation of an adjacert link is product ofh 1-
reputation of the endpoint of that link, and direct
link reputation. Finally, h-reputation of a node is
sumof h 1 reputation of the links.

when node receives padket (for a certain destina-
tion), that traversedexactly h i links, it will for-
ward the packet on its next edgewith probability
proportional to i-reputation of the links.

4.1 Reliabilit y Measuremen ts

Each overlay node sendsperiodic probesto ead of its
neighbors to measurethe reliability of the links con-
necting the node with its neighbors. Each node sends
a probe every 1 secand if it does not receive an ac-
knowledgemen from the neighbor withing someperiod
of time it considersthat the probe was lost. These
probesproduce a statistical estimate on the packetloss
on ead overlay network edge. The lossrate is calcu-
lated using a sliding window of the last 100 probessert.



4.2 Transforming agraph into a layered
directed graph

As it turns out, it is more conveniert to explain the
algorithm in layereddirected graphs. In this sectionwe
show how to accomplishthis.

Transforming a graph into a layered dir ected
graph. Without loss of generality, we assumethat
we can transform original undirected network graph
G(V;E) (e.g., seeFig. 2) into a directed layeredgraph,
with the receiver being in layer 0 of this graph (Fig,3).
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Figure 2: The original network.
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Figure 3: Layered graph w.r.t. receiverr (in layer 0).

All the nodesthat can potentially reach the receiver
in i hops (or less),for 0 i H are represental in
layeri of the graph. HereH is the upper bound on hop
court of a routing path. The directed edgesconnect
these represenativ e nodesin layer i to represenativ e
nodesin layeri 1.

Supposethat a padket starts at sources, and while
traversing the network carries a hop count. When
padket arrivesto node v after traversingi hops, we con-
sider the packet asif it arrivesat \virtual" nodevy ;.
We can consider a directed levelled acyclic \virtual"

graph GYV%E% where

Vo= fvijv2 Vii Hg

E°=fvi! Uij(uv)2E oru=vg

Supposewe have a senders, a receiver r, and a hop
court H. The algorithm constructing the graphis given
in g. 16.

\70 So

repeat j = Odownto H 1
Wit fya jOu; 2 VI(upv) 2 Eg
E*Y fvia ! oupj9y 2V (u;v) 2 Eg
remove all edges/vertices unreachable from sy

Figure 4: Algorithm for constructing layered graph.

We obsenethat a directed leveled graph G° of depth
H simulates any communication where pacet traverses
a bounded number of hopsH  jVj. Thus, for the rest
of the paper, we consider, without loss of generality,
our network graph to be leveled, directed, acyclic, and
every node is reachable from the source.

Now, we will imagine a node s and r which we refer
to asthe \source" and \sink" nodesrespectively. The
sink node r will be placedin layer 0 of the graph.

4.3 Reputation-based solution

Our setting is similar to the classic\online experts" set-
ting in [12], and we will baseour solution on the algo-
rithms in [12]. The major di cult y in this construction
is the fact that the number of experts is exponertial,

which makesthe algorithms in [12] infeasible. We also
commert that Kalai and Vempala have independertly

suggestedan alternativ e framework to handle exponen-
tial number of choice using generalLP-basedgeometric
approach [9] that is applicable to oblivious adversaries.

Consider (e;t) being the current measuremen of
lossof a link e at time t.

De ne the averageerror rate in a sliding window of
length T (namely, the result of our measuremets) as

xt
(et)= (e; )

=t T1

As in the weighted majority learning algorithm [12],
de ne areputation of an edgee at time t:

(ety= (0



Analogously, de ne for ead path of length H =<

Y .
( = (epp= (O (1)
g2
where ( ;t) is averagelosson path . also, de-

ne the total reputation of the system as the sum of
reputation of all the paths  consisting of h hops and
connecting sources to receiver r

X
(1= (

2

0

4.4 Creating
dence

routing scheme from con-
levels

The previous section suggestsusing ( ;)= ¢
as probability for a path . It remainsto showv how to
pick up a path with probability proportional to ()
at time t. This is not that easy becauseof exponertially
many paths exists.

We solve this problem in a way similar to [21]. The
algorithm is formally preserted in Appendix (Fig. 16).
Here, we informally sketch its operation, and show how
it works via a numerical example.

Supposewe have the above edgecon dences ( €) =

(e asin g. 5. (We omit time index t in this sec-
tion.) Our rst stepis assigningthesecon dence levels
to edgesin our layered graph. Here, full con dence (1)
is assignedto self-edges(see g.6). Now, we will as-
sign cumulativ e con dencesto vertices. Con dence of
the receiver (node rg) in g. 6is 1. Con dence of the
nodes at layer 1 (neighbors of the receiver s; and ¢;)
is the con dences of their direct edgeto the receiwer.
Con dence of a node at layer 2, say, ay, is the sum of
two terms:

the con dence of going thru s;, which is product of
con dence of edgefrom a, to s;, times cumulative
con dence of vertex s;.

the con dence of going thru ¢z, which is product of
con dence of edgefrom a; to ¢z, times cumulative
con dence of vertex c;.

This processcontinues,asindicated in g. 6.

The nal routing is very simple: source(s,;) obsenes
its neighbors, sz and a3, and cheds their cumulative
con dences, which are 0.41 and 1.041. It then splits

its decisionson its outgoing edgesproportionally to the
cumulative con dence levels. That is, it decidesto go
thru az with probability 1:041=(1:041+ 0:41). Namely,
padket arriving at a node proceedsto an outgoing edge
with probability equalto the fraction of the total con -

denceof that node, contributed by the paths going that

outgoing edge. With remaining probability we route to
s3 (which actually meansstaying in the samephysical
node). If we do go to a3, we chooseto cortinue to go
to b, with probability 0:9=1:041, etc.

Figure 6: Con dence on ead edgein the layeredgraph.

4.5 Statement of comp etitiv e bounds

The following theoremis a corollary of [12], [2]]. (Sim-
ilar result was obtained in [9].)

Theorem 4.1 Consider an algorithm that picks each
path  at time t with prokability

(39 ()
(v

Consider any adversarial sequene of fault patterns on
edges, that is potentially changel adaptively basal on

)
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Figure 7: Con dence on ead edgein the layeredgraph.

algorithms decisions, under the constraint that the av-
erageloss of someother optimal solution is at most

Then, the loss exhibited by the alove strategy exeeds
optimal loss by an additive factor of at most

H logE N
T
This is accomplishel by chaosing
s _
_ 1 . _ 4H logn

We can make the following obsenations:

error is increasinglinearly with squareroot of the
number of hopsH on the optimal path

error decreasingwith the squareroot of the time
window T

length of window T required to arbitrarily ap-
proach optimal rate is inversely proportional to

. There is no chanceto get closeto small with
a small window.

4.6 Practical Enhancemen ts

One problem with using multiple paths is that subse-
quert padkets from the same o w can be sert through
di erent paths causing out-of-order arrivals at the re-
ceiver. Out of order arrivals have adversee ects both
for real-time and non-real time applications using TCP
since they can causemultiple duplicate acknowledge-
mernts to be sert bad to the sender. To avoid this prob-
lem we hash padkets into buckets that have \length"
proportional to the reputation of ead of the next hop
neighbors. That way packets from the same o w will
be consistertly sert towards the same neighbor while

the percertage of packets sert to eac of the neighbors
will follow the percertages calculated by our routing
algorithm.

5 Exp erimental Evaluation

We usea locally written, packet-level, event basedsim-
ulator to evaluate our routing protocol. The simulator
assumesshortest delay routing betweenany two nodes.
The simulator models the propagation delay of physi-
cal links but does not model queuing delay. This was
doneto make our simulations more scalable. There are
two kinds of nodesin the simulator: network nodesand
overlay nodes The underlying network nodes provide
the network connectivity and simulate padcet lossesby
drop padkets accordingto two di erent modes: A. ran-

dom where a node drops ead incoming packet with a
speci ed probability and B. pulse where a node drops
all incoming padkets during it's OFF interval while it
allows all padketsto passthrough during it's ON inter-
val. This secondmodel tries to match the ndings from
Internet path losseswe mertioned in Section 2.2.

Overlay nodesimplement two overlay routing algo-
rithms: Our algorithm described in Section 3 and a
skeleton version of RON that takesonly loss measure-
mernts. Both algorithms send a probe every 1 secand
usea sliding window W of the last 100 samplesto cal-
culate the links' error rate. Every 20 seconds,ead
node o odsthe network with link state advertisemerts
as well as recalculating its routing table. When a
padket arrives at an overlay node, the node looks up
the padket's destination in it's overlay forwarding ta-
ble. If that forwarding table cortains no entry then
the padket is forwarding along the underlying network
path towards its destination, otherwise the padket is
sert to the overlay node returned by the forwarding ta-
ble lookup. If the forwarding table lookup returns as
result the ID of the node the padket is currently on
then we reducethe packet's hop count and do another
lookup (but this time with reducedwith the hop count
reducedby one).

The data sourcesthat we implemened, simulated
UDP sourcessending padkets at a constart rate. We
are able to measurethe number of serts padets that
werereceived at the destination and usethe ratio of re-
ceived packets to evaluate the performance of the two
algorithms.

Using this simulator we canshow how the di erent al-
gorithms parameterscortrol the performanceof our al-
gorithm and also how our algorithm comparesto RON
in the casesof random drops aswell asdrops generated
by malicious adversaries. We have usedboth synthetic



Figure 8: Multi Hop Topology

and realistic topologiesin our simulation to highlight
the corntribution of dierent parameters to the algo-
rithms performanceand to show their performanceun-
der (somewhat) realistic conditions.

5.1 The eect of

As we explained in Section 3, our algorithm usesthe
parameter to calculate the reputation of an edge =

¢ where e = d=W is the link's error rate, calculated
asthe number of dropped probesd over the size of the
sliding window W. As Fig. 1 shows, large values of
translate to very low link e reputations for relatively low
link error rates. As a result, given the option between
two paths, one having slightly higher error rate than
the other oneour algorithm will have a strong negative
bias against the path with higher loss. The question is
though, if our algorithm will pick asa next hop a node
that leadsto multiple moderateley lossy paths over a
next hop that leadsto a single higher quality path. The
rationale behind this question is that a node's weight
is the sum of all the paths that go through that node
and so a node that leadsto multiple paths might look
as attractiv e as a node that leadsto a single path.

To answer this question we have used the topology
shown in Fig. 8. In this network node S is the source
and node D the data sink connectedby the other nodes
in the network. When sendingpackets towards D node
S has three options: going to node 1;2 or 3. Node 1
hasonly a single path to the destination while nodes?2
and 3 have 4 paths to D. Each link connecting adja-
cent overlay nodesrandomly drops packetswith varying
probability. The most reliable links areS! 1,1! 4
and 4! D that drop 5%, 4% and 3% of all packets
respectively. The worst links are the onesconnecting
nodesb5; 6; 7 and 8 with drop rates ranging between20%
to 30%. The justi cation for picking thesenumberswas
that nodes2 and 4 had ead four paths but they were
\four times worse" that 1's path.

Figure 9 shows the percertage of padkets received
at D for dierent valuesof . When is small then
a larger portion of packets is lost since our algorithm
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sendsmore padkets down the lossy paths. However as
the value of increasesour algorithm reacesthe the-
oretical maximum (equal to (1 0:05) (1 0:04)
(1 0:03) = 0:88) showing that most of the padkets
are routed through the high-quality path over node 1.
When = 10° our algorithm achieves 95% of the op-
timal value. For comparison, RON successfullysends
85% of the packets to the destination.

Another potential concern regarding our algorithm
has to do with the maximum number of hops h and
whether this hopcount forces the padkets to take a
longer path through the network. The concernis that
a padket might \b ounce" inside the network until it
\consumes" it's allocated number of hopsbefore nally
reaching the destination. To investigate the validity
of this claim, we used the topology showvn in Fig. 8,
and loggedthe accurulated hop courts of the packets
arriving to D.

Figure 10 shows the cumulative density function
(CDF) of the padket hopcourt's for di erent values of



Figure 11: Adversarial strategy

. Again we notice that when hassmall values,then
padkets arrive to D using longer paths. Padkets with
hop court larger than 4 have traveled a path through
the network that includes a loop. After closerinvesti-
gation of the results we discovered that most of these
paths are caseswhere node 1 sendsa padket to node 2
or 3which subsequetly sendthe padcket badk to 1 since
sendingthe packet badk to the origin is better than for-
warding it to towards D sincethe origin has paths high
higher reputation. However, asthe value of increases
the vast majority of the packets (> 80%) have a hop
court of three which meansthat they traveled though
the (S! 1! 4! D) path.

5.2 Performance against malicious ad-
versaries

Next, we evaluate the performance of the two overlay
routing algorithms against malicious adversaries that
potentially know the algorithm used by the overlay
nodesand havethe capability of creating losseson every
path of the network.

We start by describing the strategy of the adversary.
This strategy is basedon the knowledgethat RON uses
the averageerror rate over the past W (=100) samples
to determine which path to useover the next period and
ead period is 20 secondslong. Using this knowledge
the adversariescreate a pattern whereknowledgeof the
past has negative correlation to the future. In other
words, the path that hasbeenthe bestin the past (and
consequelly is goingto bethe onethat RON will pick)
is going to be the worst in the future.

Figure 11 shows a loss pattern that has this exact
e ect for the topology showvn in Fig. 12. Let's assume
that RON starts by picking path 1 during the rst in-
terval. During that interval all pacets are lost and
then during the next interval RON will pick the second
interval' again su ering total loss. At this point, the

1Since we assume that the adversary has total knowledge of
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Figure 13: Packet Losson \3-ark" network

third path looksideal sinceduring the last two intervals
all probeswere successfull. So, RON will pick the third
path only to incur more lost packets. At this point the
cycle repeats and all the padkets get dropped. Note
that in this case,the best strategy, which is the one
that consisterlly sendspadkets down the same path,
should get 2=3 of the padkets successfullydelivered to
the destination.

Figure 13 shawsthe results of simulating the scenario
we just described. The line labeled \R ON" shows the
percertage of dropped padkets for RON. As one can
see, for the caseof RON almost all (actually 97.3%)
padkets are dropped. The line at the bottom of the
graph corresponds to the best casewhere only 1=3 of
the padkets are dropped. The same graph shows the
performanceof our algorithm for varying valuesof . In
this case,small valuesof are actually better sincethe
algorithm doesnot sewerely penalize past bad behavior
and thereby spreading padkets acrossthe three paths
almost evenly.

At this point the reader might think that this ad-
versee ect is speci ¢ to the particular topology or the
attack pattern used. In order to show that this is not

the algorithm, it knows what interval RON will pick up next
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true, we repeated our experiment but this time using
the topology shown in Fig. 14. The attack pattern used
in this caseis one where the attacker drops all padkets
during oneinterval and then stays quiet for the subse-
quert v eintervals. Adversariesagain align themseles
in a\ladder" solossinterval from adversarieshappen
at successie intervals. Note that in this casethere is
oneinterval whereno adversaryis dropping packetsand
so at least 1=6 of the padkets should be delivered. On
the other hand, the best strategy will deliver 5=6 of the
padkets by consistently staying on the samepath.

Figure 15 shows the results in this case.Once again,
we seethat RON is very closeto the worst possible
strategy (where 5=6 of the packets are dropped) while
our algorithm comesvery closeto the optimum for small
values of

Finally, to remove any doubts that these e ects are
not applicable to real topologiesbut are rather an ar-
tifact of the specic arti cial topologieswe simulated
the sameoverlay network asthe one mertioned in the
deployment of RON [1]. For this scenariothe adversary

has control over someof the nodeson a network "cut"
separating the sendersfrom the receiwers.

Table 1 the resultsfrom this simulation. The rst row
correspond to the casewhere the adversary randomly
drops padket with probability between 20% and 50%.
The column titled "Static" corresponds to an overlay
routing algorithm that simply usesthe best underlying
network path. In the caseof random drops we seethat
both RON and our algorithm are ableto nd the least
error-prone path and route packets through that path
e ectiv ely doubling the percert of packets successfully
received. For the secondrow, we replaced the adver-
sary with onethat uses"pulses" like the onesshown in
Fig. 11. In this case,the adversary has ON and OFF
periods of 20 secondsthat is it drops all the padketsin
one period and then it stays quiet for the next period.
We madeno e ort to "align" the losspatterns but the
results show that RON is adverselya ected in this case
while our algorithm is very closeto the optimal strategy
(which has a loss probability of 50%).

Scenario || Multipath | RON Static
Random 0.834 0.816 0.382
Pulse 0.44 0.18 0.49

Table 1: Percert of successfullyreceived padkets

The results in this paragraph point us a tradeo in
the choiceof . Small valuesof are bad for random
losspatterns sincethey don't penalizebad paths but are
good for adversarial attacks such asthose we described
in this section. We are currently investigating how the
value of can be dynamically adjusted.

6 Related Work

RON [1] is a well-known overlay network usedto im-
prove delivery characteristics over the Internet. The
di erence between RON and our work, is that RON
was designedto overcomepath outagesnot causedby
adversaries. On the other hand, our work is able to pro-
tect the overlay network participants against both ran-
dom aswell as adversarial losses.Dynabone [23] which
is the follow-on to the X-Bone [22] project, mertions
using adaptivit y to protect against active attackers but
o ers no description of these adaptive protocols. Our
algorithm hassoundtheoretical badkground and our ex-
perimental results verify it's performancein practice.

The algorithmic results that we are basing our work
upon are basedon a computational learning framework
[13, 6]. Near optimal learning algorithms, with reli-
able glokal information for nding a shortest path in
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a graph, where at ead time a di erent known cost is
assignedto ead edge, were studied in [13, 6]; these
solutions have an exponertial computational overhead.
Polynomial computational overhead schemeswere re-
cently suggestedby [21, 9. Our work is relying on
theserecert theoretical advances.

Our work is related to the Work on \Swarm Intelli-
gence", describedin [14, 4, 3].

This work is very relevant for reactive routing proto-
cols, rather than pro-active routing consideredin this
paper. The di erence is that our work usedglobal link
state approad, rather than exploration by individual
agerts asin aforemertioned work. Thus, our work will
feature faster convergence.

7 Summary

Overlay networks such as RON[1] have the potential of
masking the e ects of Internet path outagesby rout-
ing around network faults. We presenied in this pa-
per a new algorithm that is similar to RON in the
sensethat nodes probe links to evaluate their reliabil-
ity and disseminatethe links' reputation to the other
overlay nodes. Basedon the links' reputations, the net-
work nodescomputetheir routing tables sothat packets
travel down paths that have the highest reputation.

The novel aspect of our algorithm is that is tunable so
it's more or lesssensitiveto changesto the error rateson
di erent network links. Theoretical work provesthat,
with proper tuning, this type of algorithms are not vul-
nerableto DoS attacks. Theory also shows that in ex-
treme case,of our dynamic algorithms turn into \greedy
routing algorithms, such as RON, which are vulnerable
to adaptive DoS attacks.

We have experimentally validated these algorithms
via simulations, which indeed demonstrate theoretical
vulnerabilities of greedy algorithms such as RON, as
well as shaw our algorithm doesnot have thesevulner-
abilities.

As future direction, we will be working on extend-
ing this work to other types of attacks, in addition to
DoS attacks consideredin this paper. Speci cally, we
will alsoconsidervarious Byzantine attacks and various
security mechanismsto prevert them.

App endix A
Below, we formally presen operation of the algorithm

(seeFig. 16) which is computing outgoing probabili-
ties from con dences, which was informally described

in Section4.4.
Initialization
°%%v) 08 ver
°r)y 1
repeati=0toi=h
'(viu) = p(u) (v;u)
i+1 (U) = (Uv)2E '(V; U)

Path Generation

i h
Vi S
repeat h times
i 1y -
selectv; 1  u with probab. %

i1

Figure 16: Links state version of the algorithm. The above
algorithm is performed at the source.

App endix B - Comparison with stochas-
tic model

If the failure were totally randomly distributed and
independert, then in fact we would be interpreting
( e;t) asthe estimate of fault probability, and (e;t) =
1 ( e;t) asestimate of succesgrobability. Under this
assumption, the algorithm such as RON [1] try to pick
path maximizing

Y Y
()= (e;t) = 1 (e;t) 3)
e.2 e 2
X
=1 (est)+ =1 ( )+ (4
e 2
Where term is the second-ordercross-probabilities

term, which is generally small for low probabilities. In
this case,maximizing Egn. 4 above meanspicking path
with total minimal fault rate ( ;t). This is accom-
plishing by picking paths 1 with probability ¢ ),
provided that is large enough. (Remenber that
needsto grow with duration of window T.)

Notice that
( &), we have

if we choose = 1=, then for small

() 1@ ) (e) 1 (e)

Thus, our algorithm will be acting very similarly in
this caseto existing work such as RON [1].
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