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Abstract

Veri able secret sharing is a cryptographic primitive usednany distributed applications. To en-

gineer realistic applications, it is bene cial to have dgmieally changing shares and shareholder
groups. Proactive secret sharing schemes deal with dyaiynahanging shares. Secret redistri-

bution schemes solve issues of both dynamically changiageshand shareholder groups. In this
dissertation, we identify the shortcomings of the tradiéibproactive secret sharing model and pro-
pose a new modeDynamic Secret Redistributipthat allows for dynamically changing thresholds
and group sizes. We describe this model for both synchroandsasynchronous systems and also

develop dynamic secret redistribution schemes in accosdaith these models.



Chapter 1

Introduction

1.1 Introduction To Secret Sharing

Secret Sharings a technique of distributing trust among a group of pgy&ais. The primary
motivation behind secret sharing is that a single node carulveerable to attack and compromise.
Distributing the secret information to multiple nodes Egses the con dentiality of the application
employing the sharing scheme. More formally a seciistdivided into pieces called shares. These
shares are distributed among nodes such that the poolegssiaspeci ¢ subsets of nodes allows
reconstruction of the original secret. A threshold secret sharing scheme for a secret
(distributed among shareholders) is one such that or more shares pooled together can reveal
, but a group with lessthan  shares cannot. In such a scheme an adversary must compromise

or more shares to learn the secret and corrupt at leastshares to destroy the information.

Secret sharing schemes were introduced independentlyaikyel! [Bla79] and by Shamir [Sha79]
in 1979. Shamir used polynomial interpolation for secretrsty where the constant term in the
polynomial corresponds to the secret. Blakley introducedreeme where the intersection of

of vector spaces yields a one dimensional vector that repgset®nsecret.

Veri able Secret Sharing extends the original secret sttpachemes by tolerating a possibly cor-
rupted dealer. Veri cation allows the shareholders to test correctness of the shares they hold

[Fel87, CGMA85, GMW87, Coh87, Ped92]. Veri cation is uslyahccomplished using witness



information distributed by the dealer. A witness value iesrnecessary information for the share-

holders to verify their shares but does not reveal anythbayathe original secret.

The goal of secret sharing is greater security by distnigutine knowledge of a secret and increasing
the number of nodes an adversary must compromise to gaissatedhe secret. In the case of
long-lived secrets, however, simple secret sharing is ufatisnt—if the secret is distributed once
to nodes and never changed again throughout the lifetime cfebeet, an adversary would have
ample time to compromise enough shares and ultimately ez¢be secret. Proactive secret sharing
[HIKY95, WWWO02, CKLS02, Jar95, Rab98] overcomes this peabby dividing the life time of
the secret into periodic refresh cycles. Within each cybke ghares of each node are refreshed
without changing the original secret. Compromised old ebidecome useless once the shares are
renewed, thereby resulting in greater security for longdisecrets. In order for the adversary
to learn the secret, he must compromise at least threshohibeuof shares before the shares are
refreshed. Proactive schemes make the assumption that wétbh refresh cycle less than threshold

number of shares can be compromised by the adversary.

A class of proactive schemes also allows change in the tbigkgimd the membership of the share-
holder group. The notable ones include Desmedt and Jagoskaret redistribution scheme [DJ97],
an improved veri able redistribution scheme introducedWgng et al. [WWWO02], and an RSA
sharing scheme by Franket al. [FGMY97]. Desmedt and Jajodia described a non-interactive
secret redistribution protocol for linear sharing schembstheir protocol, each existing share-
holder distributes share-of-shares to new shareholdens, then interpolate them to form new
shares. Desmedt's scheme does not readily support vaorca malicious shareholder can pass
fraudulent share-of-shares and result in faulty shareleaend of the redistribution. Woreg al.
[WWWO02] proposed a veri cation capability based on Desmaltl Jajodia’s protocol. Frankel's
scheme has a similar oversight that could allow maliciowsetiolders to corrupt the redistribution

process. However the x for Frankel's scheme differs frorattbf Desmedt's.

In this thesis we investigate dynamic groups and thresholtte context of secret sharing schemes.
We develop general redistribution models for both asynotwe and synchronous environments.

We develop dynamic secret redistribution protocols in edaoce with the proposed models. We



discuss the security of these protocols and also analyrepirormance.

1.2 Motivation for Dynamic Secret Redistribution

Proactive secret sharing (PSS) provides protection tetetrough periodic updates of the shares.
In a PSS scheme the lifetime of the secret is divided into lefoét the beginning of each period
the shareholders execute an update protocol, followinghvhach shareholder has new shares of
the original secret and all old shares are erased. A proactive scheme allows a maximum of

compromises and can tolerate up to failures in each period.

Most proactive schemes, however, do not allow for dynamiowgs and thresholds. The ability to
change group size (and thus the members) and thresholddpsogontrol over the availability and
security of the sharing scheme. For instance increasingrthe size can potentially increase fault
tolerance and availability of the secret. Dynamic grougsialso allow the ability to deal with

changing requirements.

Dynamic thresholds provide the exibility for changing tlsecurity of the system in accordance
with a dynamic adversary whose abilities may change ovee.tifmoactive update schemes assume
a mobile adversary whose capabilities do not change with.tiie call such an adversaryrigid
mobile adversaryA rigid mobile adversary is one whose abilities are knowfoteehand: the rate

at which the adversary compromises servers is known. Thiwlatdge makes it easy to model a

proactive update system.

It is more dif cult to model an adversary with changing atids. We call such an adversary a
exible mobile adversaryA exible mobile adversary is one whose abilities are nobkm before

hand and can change with time. For instance such an advearaarincrease or decrease the rate
at which he compromises the servers based on the informhagidras learned over time. Such an

adversary can become more powerful or less powerful wite.tim

Traditional proactive schemes do not deal with such an adwer One possible way of dealing

with a exible mobile adversary is by adopting a reactive mggzh which is similar in all aspects



to the proactive approach except in the concept of statie fimervals for updates. Instead of
having scheduled proactive updates, updates are triggéred a threshold number of servers are
compromised assuming there exists a mechanism which detegipromises automatically. In a

system this threshold would lie between . Thus in such a scheme the life time of a

secret would be divided into updates that need not occur egwar basis.

While the reactive approach can defend against a exibleilea@mversary, it does not allow for
change in threshold and group size. In addition the updatepearformed within the same group
of servers. The possibility of replacing a server when itdmpromised is not considered. These
limitations motivate the need for a new way of secret sharwhgh we call dynamic secret redistri-

bution.

1.3 Related work

As described previously, Shamir [Sha79] and Blakley [Bla¥€re the rst to introduce the concept

of secret sharing. Desmedt introduced threshold cryppdgréhat combines threshold secret shar-
ing with cryptography [Des94]. In threshold cryptograpthg cryptographic key is shared among
a group of users. Each shareholder performs their share @yiptographic operation independent

of one another. The secret is revealed during the operdiiead7].

The notion of Veri able Secret Sharing (VSS) allows shaildres to verify the authenticity of their

shares in the event of a faulty dealer. Ckoal. introduced the notion of VSS in 1985 [CGMAS85].
They present a scheme in which the dealer and the sharefi@ddorm an interactive secure dis-
tributed computation for veri cation purposes. FeldmaviSS scheme [Fel87] is a non-interactive
scheme in which a shareholder proves its shares validitgp@ddently of other shareholders in
the group. Pedersen's scheme [Ped92] is also non-intesalikie that of Feldman's. However

Pedersen's scheme is more secure compared to Feldmanmeclenaloh [Coh87] describes a
homomorphism property attained by several secret shadngnses which allows multiple secrets
to be combined by direct computation of shares. He also ifbeschow his method can be used
to simplify prior veri able secret sharing schemes. Goldreet al. [GMW87] present a zero-

knowledge proof system that can be used to create a conetamd mteractive scheme for VSS for



a threshold.

Ostrovsky and Yung introduce the concept of mobile adversdOY91] that corrupt participants
in a distributed protocol and a constant rate. Jerethi. [Jar95, HIKY95] introduced the concept
of Proactive Secret Sharing for Shamir's sharing schemehichveach shareholder periodically

distributes update shares to all other shareholders.

Desmedt and Jajodia [DJ97] introduced the concept of sleglistribution that allows shares to be
refreshed periodically without changing the original ecOnce redistribution is completed, the old
shares are erased. Any old shares that are compromisea beétistribution are rendered useless.
While Desmedot's redistribution scheme does allow for rettistion between different (possibly

disjoint) sets of shareholders with different access #nes, it does not support for veri cation—a

faulty shareholder can therefore corrupt the redistrdmupirocess by sending spurious information
during redistribution. Wonet al. identi ed the aw in Desmedt's scheme and proposed a modi -

cation specialized for Shamir's sharing scheme [WWW02].

Frankelet al. proposed a proactive secret sharing scheme for RSA in [FGI1YBheir scheme
incorporates a combination of polynomial and additive stgato achieve the refreshing of shares in
each period. Frankel's scheme uses a poly-to-sum redistibfrom polynomial sharing scheme
to an additive sharing scheme. and a sum-to-poly redisimibdrom an additive sharing scheme to
a polynomial sharing scheme. They claim that their schemererporate dynamic group sizes
and thresholds. However their veri cation relies on usingplic information distributed during the
previous round to validate the correctness of the new shdiesir scheme will work if the same
group of shareholders is used during share refreshing. #awehen new members join this group,
they will be unable to perform these veri cations becausyttho not have the corresponding public

information. Wonget al. identify this aw in Frankel's scheme and suggest a x foriit(WWWO02].

Rabin et al. [Rab98] also proposed a proactive RSA scheme. Their prbisceimpler than
Frankel's protocol. They use an  additive sharing scheme to share the signature key. In or-

der to provide for a threshold, they introduce the concep sthare back upvhere each share is



further shared using a  threshold scheme. Since their scheme uses additive shegingshing
of shares is fairly simple. However like Frankel's schemeirtischeme also does not support for

dynamic groups and thresholds.

Wonget al. [WWWO02] introduced a protocol for Veri able Secret Redibtrtion. Their protocol,
unlike other proactive secret sharing protocols, can teliige shares to arbitrary access structures.
Their primary contribution is to allow the new shareholderserify the validity of their shares after
redistribution. Their scheme allows for dynamic changethiashold a group size. Their scheme

works only in the synchronous system environment.

Cachinet al. [CKLS02] and Zhou [Zho01] have independently proposed girea secret sharing

protocols for asynchronous systems. Zhou [Zho01] desefiibeactive secret sharing in the asyn-
chronous environment using a concept of combinatorialetestraring. Their scheme eliminates
the assumption of a reliable broadcast channel which isrgyp@ssumed in all synchronous pro-
tocols for proactive secret sharing. Their scheme howeyvapi very ef cient and has a message

complexity of

Cachinet al. [CKLS02] give general model and de nition for proactive seicsharing in asyn-
chronous systems. Their model is more formal and more eftc@mpared to Zhou's model.
Cachin rst describes a veri able secret sharing protoaml &synchronous systems and uses this
protocol as a building block in his proactive secret shanmgdel. Cachin's protocol also uses
Threshold cryptographic primitives [CKS00] and a Multivatl Validated Byzantine Agreement
protocol [CKPSO01] and achieves a message complexity of . Since Cachin's proactive secret
sharing protocol uses underlying threshold signatureisfpachemes, it is dif cult to ef ciently

extend Cachin's scheme to support for dynamically changnogps and thresholds.

1.4 Organization of this thesis

In Chapter 2 we describe some preliminaries of secret gpahinChapter 3 we describe a general
model for secret redistribution in synchronous systems. dé&cribe the general system model,

the redistribution protocol, and present an analysis ofpifidocol. In Chapter 4 we describe an



implementation of secret redistribution protocol for syronous systems and present our results.
We move on to a general model for redistribution in asyncbusrsystem in Chapter 5. We present
preliminary building blocks needed for our asynchronoustgarol followed by a general system

model. We then explain our redistribution protocol and pnesn analysis of the same. In Chapter
6 we describe an implementation of the protocol for asynobus systems and present our results.

Finally we conclude this thesis in Chapter 7.



Chapter 2

Preliminaries of Secret Sharing

Let denote the initial access structure wherdenotes the initial set of shareholders,
and denotes the threshold of the sharing scheme. Idetnote the secret that has to be shared.
In order to distribute to the access structure threshold secret sharing schemes generally

employ two functions:

1. A sharing function

2. Areconstruction function
For a sharing, the sharing function takes as input the seceatd generates an ordered
-tuple employing the expression

2.1)

The sharing function is a homomorphism from the secret spatiee share space. Each

, is called a share of and is distributed to each shareholder .

The reconstruction function takes as input the -tuple and reconstructs the original

secret .

(2.2)



where denotes an authorized subset of the set of shareholdbedonging to access
structure . Our model assumes a particular class of sharing schemlesl ¢imlear secret

sharing. In such a scheme the secret can be written as

(2.3)

where , the reconstruction function, is a homomorphism from therslspace to the secret space.

To allow the shareholders to verify the correctness of thleare we need to incorporate commit-
ments (veri cation information) that are distributed agpwith the shares. We denote as the

veri cation function. is also homomorphic that is

(2.4)

It is computationally infeasible to computefrom

Applying the function to Equation 2.1 and Equation 2.3 we get two veri cation caoiodis as

follows:

(2.5)

(2.6)

Equation 2.5 allows a shareholder to ensure that his shaseequivalent to the result of the shar-
ing function evaluated at, that is . Equation 2.6 allows a shareholder to verify that the
commitments , correspond to the shares  , that can be used together to reconstruct
to the correct secret. Each shareholder can thus verify the correctness of hie shagiven the

veri cation information



Chapter 3

Dynamic Secret Redistribution in

Synchronous Systems

3.1 Model

In this section we propose a general system model for Dyn&excet Redistribution from an access
structure to access structure . The model is described for a synchronous system
where all communication is in accordance with a common dlologk. The model is reactive and

tolerates a exible mobile adversary.

SystemThe system initially comprises of a set afervers that share a secrethrough a
linear threshold scheme. The system must toler&alty servers. In order to ensure that there exist

at least correct servers in the system, we introduce the constraint

Along with the share each server  stores the veri cation information , which is the
commitment to the original secret. The secret needs to bstribdted to a set of possibly disjoint

servers such that or more correct servers can reconstruct the original seblete that

All the servers are connected by a complete network of seandeauthenticated point-to-point
channels. They also have access to a common broadcast thEmaaystem is synchronized with

respect to a common global clock. We assume that all honestrsewill execute the protocol

10



operations and send the respective messages within a conmmbound. We denote this bound

as .

The Adversarial ModelOur model considers a exible mobile adversary. The advgrsan com-

promise less than threshold number of servers simultaheous

Updates:To defend against a exible mobile adversary dynamic upslare performed during the
life of the secret. These updates are triggered when the eunflservers compromised by the
adversary reaches a threshold . The updates can also be triggered when the require-
ments of the system have changed. The updates comprise sfitworotocolssecret redistribution
protocol which refreshes the old shares asithare recovery protocalhich recovers the corrupted
new shares. We assume that the system has an built in dateatichanism to detect compromised

servers.

Redistribution Period and Update phasedfe de ne the period during a dynamic update as an
update phase. In addition we de ne the period between update phasad update phase

as aredistribution period

3.2 Dynamic Update Protocol

In this section we describe our dynamic update protocol. Asationed in the model, each update
is invoked when the compromise threshold is reached or when the requirements of
the system have changed. Each update invokes a secretibaiish protocol which redistributes
shares from access structure to access structure . The redistribution protocol results
in new shares held by each server belonging to These shares reconstruct to the same secret
After the redistribution protocol some honest new shamdrsl may engage in a recovery protocol

to recover their corrupted share of shares and consequetyer their new share.

3.2.1 Secret Redistribution Protocol:

In this section we present a de nition for Dynamic Secret R&ibution in synchronous systems and

present a protocol for redistribution from access stractur to . During redistribution

11



the new servers in engage in an agreement protocol to decide on a correct aebtmet

, which will be used for reconstruction of their new shares.

De nition 1 A protocol for dynamic secret redistribution, in a synclwos system, from access
structure to for a secret , assuming a exible mobile adversary who can com-
promise less than threshold number of servers in any religton period, satis es the following

conditions:

Correctness: The new shares of all the correct servers, at the end of eadistriution, can be

used to reconstruct the secret

Secrecy: An adversary, at any point of time during a redistributiorripd, who knows less than
threshold number of shares and knows the veri cation infaiion gains no information about the

secret.

RobustnessThe honest servers can reconstruct the correct secesten in the presence of faulty
shareholders. A robust redistribution protocol can tolera faulty old shareholders and faulty
new shareholders provided there are at least correct old shareholders and at least

correct new shareholders and and

Flexibility: The redistribution allows for
Changing old threshold to a new threshold

Changing old group sizeto new group size.

such that and . This provides exibility with respect to security and azdility

of the sharing scheme

The protocol is detailed in Figure 3.1. This protocol retlisites from access structure to
access structure . We further impose the constraint that a maximum afew shareholders
can be faulty and and a maximum of old shareholders can be faulty and

We denote faulty shareholders by over-bars.

In our protocol each new shareholder maintains a setich is used locally to store the identities

of the old shareholders who sent out incorrect commitmetiiécsecret, thatis . We denote

12



the faulty shareholders with over-bars. We assume that all have an enumerated list  of

authorized sets chosen from . This is the same for all correct . During the

protocol each new shareholder participates in an agreepnetuicol to decide on the authorized set
to use for reconstructing their new share. Each shareholderhas a variable , initialized

to one, which identi es the current round of agreement. Waingl the readers of our assumption

that all correct shareholders will execute the protocofapens and send the necessary messages in

bounded time. We denote this bound asVe assume there exists a global timer which is initialized

to before each round of agreement commences.

We remind the reader that  is the sharing function, is the reconstruction function and
is the veri cation function as described in Chapter 2. Weuass initially each honest shareholder
has a valid share and also has the veri cation information  which is the commitment to

the original secret.

Referring to Step 1 in Figure 3.1, each shareholderuses the sharing function to compute share
of shares and distributes these share of shares to all shareholdersover the
private channel. In Step 2 each shareholder uses the vaarcéunction to compute

and and broadcasts

In Step 3 each new shareholder rst waits for  broadcasts with the same  to complete
and then stores this as the correct value of . If a particular shareholderhas sent an incorrect
commitment to the secret theris added to the set of bad old shareholdersAfter all broad-
casts have completed each shareholder constructs the enumerated list of authorized sets

chosen from the set in Step 5 of the protocol.

In order to ensure that the information sent by the sharehnsld is correct each shareholder
needs to perform certain veri cations. In Step 6 nds the rst authorized set  which
satis es Equation 2.6. This equation allows the shareholde to verify that the commitments
correspond to shares which when used together will reconstruct to the correct

secret .

13



To ensure that the commitment corresponds to the share used in the sharing function
we introduce one more veri cation condition. Since each dgirshareholder
uses the sharing function to distribute share of shares , it follows that when

we apply the reconstruction function to share of shares we will get as follows.

(3.1)
Here . Applying the veri cation function to Equation 3.1 we get
the following veri cation condition
(3.2)
By performing this veri cation over the entire set , each shareholder  can verify that
corresponds to the shareused in the sharing function
Referring back to Step 6 of the protocol, each nds the rst authorized set in which

satis es Equation 2.6 and which satis es Equation 3.2. lgST waits until the share of shares

have been received from each  and checks if the following equation holds

(3.3)
for each . This veri cation Equation 3.3 allows the shareholder to verify if his share of
share is equivalent to the result of the sharing function evaldate and , that is . In

Step 7 if this veri cation checks out then  broadcasts a commit message on this authorized set

, else he broadcasts an abort message on

Since we assume there can be a maximumfafulty new shareholders, and since we need to ensure
that after redistribution there are at least honest shareholders that have correct new shares, a
maximum of commit messages are suf cient to arrive at an agreement @utnorized set

abort messages are suf cient to discard an authorized set

14



In Step 8 each new shareholder waits for the commit/abort messages to come in from each
shareholder until the global timer set to has not expired. If there are or more commit

messages on an authorized set then accepts the sharing and reconstructs his new share

(3.4)
If there or more abort messages or the timer has expired thensets and
repeats the protocol from Step 6 on-wards. In the worst ¢ageuld take rounds, as

derived in [WWWO02], to arrive at an agreement on an authdrizst

The redistribution scheme not only accomplishes sharevari®it also allows for change in thresh-
old to and change in group sizé¢o and and . This enhances

the traditional Proactive Secret Sharing scheme by pnogidixibility of the sharing scheme.

3.2.2 Share Recovery Protocol:

In this section we describe our share recovery protocol lwhécovers the shares of honest new
shareholders. It is possible that after redistribution edranest shareholders hold
incorrect new shares. This situation can occur when theedgipon authorized set used to re-
construct new shares, contains some shareholder that sent incorrect share of shares to share-
holders . Note that in such a situation must have broadcast correct veri cation information
and must have sent correct share of shares to at leasthonest shareholders . To ensure that
the availability of the system is intact, it is essentialttiie good shareholders engage in a recovery

protocol which would recover their new share. The recoveogqeol is detailed in Figure 3.2

Our recovery mechanism depends on the secret sharing hombisio property introduced by
Benaloh [Coh87]. Let denote shares of the secreand denote shares

of the secret . A secret sharing scheme is called homomorphic if is

a possible share assignment of the secret . It can be easily deduced that linear secret sharing

schemes are homomorphic.

After an agreement has been reached on the authorized setach good shareholder waits

15



till he receives the share of shares from each L f does not satisfy the veri cation
Equation 3.3 then is added to set -set of identities of shareholders that sent incorrect
share of shares— to shareholder. also determines a correct old shareholder that sent a
correct share of share toas indicated in Step 1 of the protocol. Since we assume thet dan be
a maximum of faulty old shareholders, and since , we can be ensured that will

contain at least one correct old shareholder. In Step@adcasts a recovery request containing

and .
In Step 3, each good shareholder , ( being the set of shareholders that need recovery),
on receiving a recovery request from shareholder computes for each

then sends to over the private channel.

In order to allow shareholder to ensure that is correct we derive the following veri cation

equation. We have,

(3.5)
and

(3.6)
Now applying to  weget

IS HOMOMORPHIC
APPLYING TO EQUATION 3.5 AND EQUATION 3.6

In Step 4, uses the equation

(3.7)

to make sure that he has received the correcfrom .

16



In Step 5, after receives recovery share of shares from  correct shareholders (say

denotes the set of these correct shareholders3t recovers his share of share as follows

1. rstdetermines ,

(3.8)

(3.9)

(3.10)

2. Then using the homomorphic secret sharing property eflirsecret sharing, determines

(3.11)

3. Finally determines its correct share of share

After recovering all the incorrect share of shareseconstructs its correct new share as
. This recovery protocol ensures that after redistributircorrect new sharehold-

ers will hold correct shares to the secret.

3.3 Analysis

In this section we present an analysis of the Secret Rdalitivh Protocol and the Share Recovery
Protocol. We show that our redistribution protocol meets ghoperties ofCorrectness, Secrecy,
RobustnesandFlexibility de ned in De nition 1. We also show that the recovery protboteets

properties ofCorrectness, Secre@ndRobustness

Correctness:
Theorem 1 For all secrets , and all correct authorized sets and
all correct authorized sets , the new shares after redistribution

reconstruct to the original secret

17



Proof:. The correctness proof is along the lines of the proof proghdiseWonget al. [WWWO02].

Using Equation 2.3 we have

LINEAR SECRET SHARING

LINEAR SHARE OF SHARES

EQUATION

Theorem 2 After recovery, the recovered shares of the correct seratensg with the shares of the

other correct servers, reconstruct to the original secret.

Proof: Now the recovered shares will be correct provided the reeovshare of shares are correct.
We rst prove that the recovered share of shares are corr€dnsequently by the correctness

property of redistribution, it follows that the recoverdthses will be correct.

Let denote the shareholder that needs recovery, tetlenote the corresponding share of share
that needs recovery, let denote a correct share of share. To prove that the share i&f shas

correctly recovered we have to prove that

Now through the recovery procesgeceives the recovery share of shares . When
receives such recovery share of sharesieconstructs as explained

before. Then determines . Due to the homomorphism property of secret sharing

[Coh87] . Then determines . Again due to the homomorphism

property of secret sharing, since and it follows that

18



Secrecy:

We need to show that an adversary at any point of time in thistrdmlition period who knows less
than threshold number of shares and who knows the veri naitidormation will not be able to

determine the secret.

Lemma 1 An adversary who knows shares of a redistribution period cannot determine the

secret

Proof: According to Equation 2.3, shares are necessary in order to reconstruct to the original
secret. Now suppose that the adversary knows all shares of , being the authorized

set chosen for reconstruction, except some share belotming . Equation 2.3 can be written as

(3.12)

Since the adversary does not knowand he cannot solve this equation because there are two
unknowns and a single equation. Thus an adversary knowilyg @iares will be unable to recon-
struct the secret. Correspondingly it follows that and adversary knowinglésan shares cannot

reconstruct .

Lemma 2 An adversary who know old shares and new shares of a given redistribution

period will not be able to determine the secret

Proof. We have and . Let us assume that the
adversary knows the shares and shares . We can express the secret

in terms of the following equations.

(3.13)

(3.14)
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Let and . Thus Equations 3.13 and 3.14 can be written as

(3.15)

(3.16)

From Lemma 1 we can deduce that and . We have to prove that an adversary knowing
the terms and cannot determine the secretLet us assume that knowingand the adversary

can determine. In other words we have

(3.17)
Comparing Equation 3.15 and Equation 3.17 we have

(3.18)
From Equation 3.16 we have

(3.19)
From Equation 3.18 and Equation 3.19 we get

(3.20)

Substituting Equation 3.20 in Equation 3.15 we have
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(3.21)

Comparing Equation 3.21 and Equation 3.15 we have

- (3.22)
- (3.23)
Equation 3.22 implies . Substituting in Equation 3.21 we get which is a
contradiction. Also considering Equation 3.23 and Eque8d 8 we get
S (3.24)
Substituting Equation 3.24 in Equation 3.16 we get
—_— (3.25)
- (3.26)
Comparing Equation 3.25 and 3.16 we get and—— which is a contradiction. Hence our

original assumption was incorrect. It follows that an adeey knowing less than threshold number

of shares for a given redistribution period cannot deteentive secret.

Theorem 3 An adversary knowing less than threshold number of sharesnip redistribution pe-

riod cannot determine the secret

Proof: We present a proof by induction. identi es the redistribution period

as described in Lemma 2. Here denotes the authorized set corresponding to the
initial access structure. Let denote the authorized set corresponding to the accessusauc
for redistribution period . Also let . We have to prove that an adversary

knowing the terms and cannot determine the secretln other words we need
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to prove

(3.27)

For we have as proved in Lemma 2. Let us assume Equation 3.27 holds for
. Thatis

(3.28)
We have to prove Equation 3.27 holds for . Thatis

(3.29)
Let us assume

(3.30)
Comparing Equation 3.30 to Equation 3.15 we have

(3.31)
Now consider the system of equations

(3.32)

(3.33)
Similarly

(3.34)
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From Equation 3.32,3.33,3.34 we get

(3.35)
Substituting Equation 3.35 in Equation 3.31 we get

(3.36)
Now substituting Equation 3.36 in Equation 3.15
which implies

(3.37)
Comparing Equation 3.15 and Equation 3.37 we get which implies . Substituting

in Equation 3.37 we get . This is a contradiction. Hence our original assumption in

Equation 3.30 was incorrect. Thus Equation 3.27 holds for . Hence we can say an adversary
knowing less than threshold number of shares for any rdaisiton period cannot determine the

secret .

Theorem 4 During any point of time within a redistribution period an\atsary who knows the
veri cation information will not be able to learn any information re-

garding the secret.

Proof: We remind the readers that the veri cation function is hard to invert. In other words it
is computationally infeasible for the adversary to deteenifrom , from

and from . It follows that at any point of time within a redistributigreriod an adversary
who knows the veri cation information will not be able to lmaany information regarding the

secret.
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From Theorems 3 and 4 we have proved that the redistributioiogol preserves the secrecy of the
secret from an adversary who either knows less than thrdshushber of shares or who knows the
veri cation information for any redistribution period. Maver presently we are unable to provide a
proof that the redistribution protocol preserves the sgcoéa secret from an adversary who knows
less than threshold number of shares and knows the vematiformation for any redistribution

period.

Theorem 5 The recovery share of shares do not reveal any information regarding the share

of shareholder.

Proof: Without loss of generality, let us assume that the origicakas structure is , that is it

has a threshold . In this case

Now even though is known to the shareholderrequesting for recovery of , the shareholder
does not know . In addition the probability that can determine from  is negligible. Hence
we can safely say that the recovery share of sharedoes not reveal any information regarding

the share of shareholder.

Robustness:

Robustness implies correctness in the presence of faudiekblders. The redistribution protocol
can tolerate a maximum offaulty old shareholders andfaulty new shareholders. We denote the

faulty shareholders and the information they send by oees-b

Lemma 3 Suppose sends only incorrect share of shares to shareholder and broadcasts

correct commitments, then a correct shareholder would broadcast ,

being the authorized set to be agreed upon for reconstmctio

Proof: In this case while Equations 2.6 and 3.2 would hold, EquaBdhwould not hold and

consequently a correct new shareholdevould broadcast an abort message on the authorized set
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that contains.

Lemma 4 Suppose broadcasts incorrect commitment to the secret , then would be de nitely
present in the local bad set of all correct shareholders and would not be included in any

authorized set to be agreed upon for reconstruction.

Proof: We remind the readers of our assumption that there are &t leasold shareholders that are

correct and a maximum ofare faulty. Thus in this case after receiving the same comarit value

from or more old shareholders the new shareholder can arriveeatdivect value of

Each new shareholder can thus identify the faulty old stiddeln based on inconsistent values of
. Consequently each correct new shareholdeould add to his local bad set and would

form a list of authorized sets chosen from . As a result would not be included in

Lemma 5 Suppose broadcasts an incorrect commitment to share ,then ~  would not

be chosen for agreement by any correct .

Proof: Inthiscase =~ when tested locally by each shareholder will not pass the veri cation
Equation 2.6. Consequently a correct new shareholderwould chose a different authorized set
that passes this veri cation equation. In this case howexecannot identify the faulty shareholder

~ unless we exhaustively perform the veri cation on all pbssiauthorized subset

Lemma 6 Suppose sends incorrect share of share” and broadcasts an incorrect commitment
which satis es Equation 3.3, buthas used an incorrect share when creating—,

then ~  would not be chosen for agreement by any correct .

Proof: Inthiscase =~ when tested locally by each shareholder will not pass the veri cation
Equation 3.2 and Equation 3.3 simultaneously. Consequarttbrrect new shareholder  would

chose a different authorized setthat passes this veri cation equation.

Theorem 6 commits on a set are suf cient to arrive at a correct agreement among the

new shareholders.

Proof. We present a proof by contradiction. Let us suppose thag e or more commits

but a correct agreement cannot been reached. This impht®ven though we have
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commits, either the correctness of the redistribution heenbviolated or an agreement was not

possible.

Consider the case that an agreement was not possible. Tiiaties that the new shareholders were
unable to nd a correct authorized setwhich could be used for reconstructing new shares. This
in turn indicates that there were correct old shareholders participating in the redistidout

But this is a contradiction since we assume that there wiitdeast correct old shareholders

during redistribution.

Now consider the case that an agreement on a d&s been reached but the correctness property
is violated. This in turn indicates that the number of carst@areholders committing on is less
that . This indicates that the number of faulty shareholders . This
is a contradiction since we assume a maximum chareholders can be faulty. From both cases
we can conclude that our original assumption was incortgence commits on a set are

suf cient to arrive at a correct agreement.

Lemma 7 Suppose a faulty new shareholdelcommits on an authorized set which does not

satisfy the veri cation conditions then may or may not be chosen for reconstruction

Proof: In this case if a correct new shareholder gets commits on then he can
accept as proved in Theorem 6. If  does not get as many commits on then all correct

shareholders will not chose for reconstruction.

Lemma 8 The correct new shareholders will arrive at a correct agresmon some authorized
set even if a faulty new shareholder broadcasts an abort on when it actually passes the

veri cation conditions

Proof: In this case again if there are commits the sharing can be accepted. Since there are
at least correct old shareholders we are ensured that there is @dyrohe correct authorized
set . Further since , we know there are at least correct new shareholders who
would broadcast a commit on this correct authorized setConsequently it follows that all new
shareholders would receive commits on at least one authorized seteven if all faulty new
shareholders did not commit on any correct authorized se®n receiving commits, the

correct new shareholders would reach an agreement on aorizethset .
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Theorem 7 As long as there are correct new shareholders, the recovery protocol is robust.

Proof: Robustness implies correctness in the presence of faultyelkblders. To provide for ro-
bustness, each shareholder that requests for recovesyftdwt recovery share of share satis es
Equation 3.7 before using it for recovery. In casedoes not pass this check, it is not used in the
recovery process. In addition since there are at least correct new shareholders present, it is
guaranteed that the correctness of the recovery protodob&vpreserved even in the presence of

faulty shareholders.

Theorem 8 As long as there are atleast  correct old shareholders and at least correct
new shareholders, the correctness of the redistributiolh bvéi preserved even in the presence of

faulty shareholders

Proof: From Lemmas 3, 4, 5, 6 it can be seen that a sub-sharsent by an old shareholder
will be chosen for reconstruction providedhas broadcast the correct commitments angasses
Equations 3.3. It follows that a correct new shareholdamould not use— for reconstructing his
new share if has not broadcast the correct commitments, oritloes not pass the checks. From
Lemmas 7 and 8 we can see that even in the presence of faultghreeholders, the correct new
shareholders will eventually arrive at a correct agreemseara correct authorized set (an autho-
rized , such that , has sent correct information to at least  correct new shareholders).
Hence we can state that a correct new shareholdetl always chose a correct authorized set
for reconstructing his new share. In addition since we haleast correct old shareholders,
there would de nitely be at least one correct authorized s&b be used for reconstruction of new
shares. Also since an authorized sas chosen for reconstruction, only if there are  commit
messages on, we can be ensured that after redistribution at least shareholders would hold
valid shares. Consequently from Theorem 7 it follows thatdbrrectness of the recovery protocol
will be preserved. After recovery all honest shareholder have correct shares. It follows from
the Theorem 1 that the correctness of the redistributionldvba preserved. Thus we can say the

redistribution protocol is robust.

Flexibility:
Theorem 9 The redistribution protocol allows for exible thresholdsd group size.
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Proof: In the redistribution protocol the shares are redistrititem a threshold scheme
toa threshold scheme. Flexibility of threshold implies thad tiedistribution protocol
allows for change from old threshold to new threshold . In other words after redistribution
new shareholders are necessary to reconstruct the searsimiar lines exibility of group
size implies that redistribution allows for new sharehodde enter the group or old shareholders to
leave the group. In other words after redistribution attew shareholders hold valid new shares to

the original secret.

Now, the correctness proof demonstrates that after réalititn any authorized subset ,
can reconstruct the original secretSince and , it
shows that the protocol supported change in threshold from to and change in group size

from to . Thus the redistribution protocol allows for exible thiesids and exible group size.
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Dynamic Synchronous Secret Redistribution protocol foear Secret Sharing schemes

1. Foreach , use the sharing function to compute share of shares
corresponding over the private channel.

and send tothe

2. For each , use the verication function to compute and and send
to all over the broadcast channel.
3. Foreach , waittill broadcasts containing identical values of complete. Store this valug
of as the correct value.
4. For each , wait till all broadcast messages come in. If there existsthat sent an inconsistent value
of add to
5. For each , form the list, , of authorized subsets chosen from
6. For each , nd the rst authorized set in which has not been used for agreement before fand

which satis es the following veri cation conditions.

7. Foreach , wait till share of shares are received from all and check if the following veri cation

condition is satis ed.

If the veri cation condition checks out then send a message to all over the
broadcast channel. In case the veri cation condition daatscheck out then broadcast an
message.

8. For each , wait till the commit/abort messages come in from each and the timer set to
has not expired. If there are commit messages on accept the sharing and reconstruct ngw
share
If there are or more abort messages or the timer has expired then set , and repeat the

protocol from Step 6 on wards.

Figure 3.1: Synchronous Secret Redistribution Protocol for rediatidn of from
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Share Recovery Protocol

1. For each , form a set containing the identities of shareholders that sent incorrect share (
share—to . Also determine the shareholder  that sent the correct share of share to
2. Foreach , broadcast arecovery request
3. Foreach , on receiving a recovery request from shareholdeompute ,
and send to shareholder over the private channel.
4. For each , on receiving the recover share of shares from sharehalderify that
5. For each , wait until receive recovery share of shares from  shareholders that satisfy the abo|
veri cation condition. (Let denote this set of shareholders).
6. For each , recover share of share as follows
() First compute
(b) Then compute
(c) Finally compute
7. Foreach , after recovering share of shares , recover new share

ve

Figure 3.2: Share Recovery Protocol
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Chapter 4

Implementation of Dynamic Secret

Redistribution in Synchronous Systems

4.1 Dynamic Secret Redistribution with Pedersen VSS

In this section we describe an implementation of a dynanseeseedistribution scheme based on
the model proposed in the previous chapter. The basic aygpdic building blocks used in our
redistribution protocol include the sharing function  which is implemented using Shamir's
[Sha79] polynomial sharing scheme; the reconstructiorctfan which is implemented using
Lagrange's interpolation function; and the veri cationnfttion which is implemented using

Pedersen's veri cation scheme [Ped92].

4.1.1 Notation

Throughout the protocol and denote large primes such thaidivides . is a unique
subgroup of of order , is a generator of , and is an element of such that nobody
knows

We use Shamir's sharing method where the sharing functiera polynomial and the reconstruction
function is obtained through Lagrange's interpolation. The shddghe verify their shares using

Pedersen's veri cation scheme.
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In Pedersen's scheme the dealer commits himself to thetsecre by choosing at random

and computing

(4.1)

where E denotes the veri cation function.

4.1.2 The Dynamic Update Protocol

We assume that initially the shareholders hold valid shares to a secret and also hold
the commitment to the secret . The protocol comprises of a secret redistribution prdtoco
followed by a share recovery protocol. As mentioned in oudetathe redistribution from

threshold scheme to threshold scheme is initiated when the number of servers com
promised by the adversary reaches the threshotd when the requirements of the system have

changed.

Secret Redistribution Protocol

This protocol redistributes from access structure to access structure ,
. The protocol is detailed in Figure 4.1. The variables , , are as described
in our model in Chapter 3. For the convenience of the readaeveall what each variable denotes

as follows

is a set of identities of faulty old shareholders that sent incorrect commitment to the

secret
is an enumerated list of authorized setshosen from
identi es the current round of agreement on the authorizgd s

is the global time bound which signi es the time within whielach correct shareholder

must execute the protocol operations and send the necessapages.

We assume that each shareholder has access to a broadcastirioation channel and also that

all shareholders are connected by means of point to poiwéterichannels. We assume that there

32



Dynamic Synchronous Secret Redistribution protocol f@ariiis Secret Sharing with Pedersen's Veri cation

1. Foreach ,chose random coef cients and use the polynomial
to compute share of shares
2. Foreach ,choserandom coef cients and use the polynomial
to compute
3. Foreach ,send to the corresponding  over the private channel.
4. For each , compute and send to all over the
broadcast channel. Note that
5. Foreach ,waittill broadcasts containing identical values of complete. Store this valug
of as the correct value.
6. For each ,_vvait till all broadcast messages come in. If there existsthat sent an inconsistent value
of add to
7. Foreach ,form the list, , of authorized subsets chosen from
8. For each , nd the rst authorized set in which has not been used for agreement before fand

which satis es the following veri cation condition.

—_— (4.2)
Note that is determined using Lagrange's Interpolation function.
9. For each , wait till share of shares are received from all and check if the
following veri cation condition is satis ed.
(4.3)
If the veri cation condition checks out then send a message to all over the
broadcast channel. In case the veri cation condition dastscheck out then broadcast an
message.

10. Foreach , wait till the commit/abort messages come in from each and the timer set to
has not expired. If there are commit messages on accept the sharing and reconstruct ngw
share and where is determined using Lagrange's Interpolatipn
function. If there are abort messages or the timer has expired then set and repeat
the protocol from Step 8 on wards. In the worst case it woulke ta rounds, as derived i
[WWWO02], to reach an agreement on the authorized set T

Figure 4.1: Synchronous Secret Redistribution Protocol for rediatidn of from to
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are at most faulty old shareholders, faulty new shareholders and and
Redistribution proceeds as per the general protocol destiin Chapter 3 and is summarized in

Figure 4.1.

Share Recovery Protocol

Let denote the set of shareholders that need recovery. Theamgcprotocol implementa-

tion for all is detailed in Figure 4.2

Share Recovery Protocol

1. For each , form a set containing the identities of shareholders that sent incorrect share of
share— to . Also determine the shareholder that sent the correct share of share to
2. Foreach , broadcast arecovery request
3. Foreach , 0N receiving a recovery request from shareholdeompute
, and send to shareholder over the private channel.

4. Foreach , onreceiving the recover share of shares from sharehalderify that

(4.4)
5. For each , wait until receive recovery share of shares from  shareholders that satisfy the aboye
veri cation condition. (Let denote this set of shareholders).
6. For each , recover share of share as follows
(a) First by interpolating the recovery share of shares
—_— (4.5)

(b) Then compute

Similarly recover share of share .

7. For each , after recovering share of shares , recover new share
where is determined using Lagrange's Interpolation function. .

Figure 4.2: Share Recovery Protocol

Complexity

In this section we evaluate the redistribution protocoltomlbasis of message complexity and com-

putational complexity.

1. Message Complexity: During redistribution each shdddrto  sends share of shares to

each shareholder . This results in messages. Additionally there arbroadcast com-
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mitment messages sent from the old shareholders to the reawhsitders. In addition we
have a maximum of commit and abort messages sent by the new shareholdershinoean

of agreement on the authorized setln the worst case we will have rounds

as in [WWWO02]. During recovery in response to one recovequest broadcast message, we

have a maximum point to point messages containing recovery share of shares

2. Computational Complexity: The main factor to be consdénere is the cost of computing
the veri cations Equation 4.2 , Equation 4.3 , Equation 4&kcluding the cost of comput-
ing the commitments, the veri cation conditions result in multiplications and
exponentiations. In the worst case Equation 4.2 would haveetcomputed
times, Equation 4.3 would have to be computdiomes and Equation 4.4 would have to be

computed times.

4.2 Results

We implemented the redistribution protocol using Shansésret sharing and Pedersen’s veri ca-
tion as described in the previous section. We used the OpeBigINumber Library for performing
the modular arithmetic operations involved in the protodté allowed the user to vary the various
redistribution parameters and evaluated our protocoldb&senputational Cost of veri cations and

End to End Cost of the protocol. The results of our tests apecti in the following graphs.

In Figure 4.3 we plot Veri cation Cost against Share Size. Vdey the share size from bits

to bits and plot the cost of computing the Veri cation Equasch2, 4.3 while redistributing
from access structure to access structure . It is observed that the
veri cation cost increases linearly with share size. Thi®kpected because with increase in share
size the cost of computing Equation 4.2 and Equation 4.3iméllease linearly, since the modular

arithmetic operations have to be performed over larger rumb

In Figure 4.4 we plot Veri cation Cost against Threshold. Way the threshold from
to and plot the cost of computing the Veri cation Equations,423. The group size

and the share size is kept constant at bits. It is observed that as threshold increases the
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Figure 4.3: Veri cation Cost vs Share Size

cost of veri cation also increases linearly. This trendxpected because with increase in threshold,
the number of exponentiations and multiplications thatdneebe performed in Equations 4.2,4.3

increases linearly.

In Figure 4.5 we plot Recovery Cost against Threshold. Thiké cost of computing the Equation
4.4. In the experiment we kept one faulty old share holdeho sent an incorrect share of share
— to one correct new share holder The cost in the graph corresponds to the cost incurred by
when verifying the recovery share of shares correspondirghare of share—. We varied the
threshold from to , plot the cost of computing the Equation 4.4. The group
size is kept constant at and the share size is kept constant at bits. It is observed that
as the threshold increases the recovery cost increaseslyin€his trend is expected because with
increase in threshold, the number of exponentiations arltiptications that need to be performed

in Equation 4.4 increases linearly.

In Figure 4.6 we plot End to End Cost vs Share Size. End to Ersdli€the time taken for the redis-

tribution protocol to complete. This is measured startirgf the point when the old shareholders
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Figure 4.4: Veri cation Cost vs Threshold

compute share of shares to the point when the new sharefaletmnstruct their new share. This
includes Veri cation Cost and also includes network delagtc In this graph we vary the share
size from  bits to bits and measure the End to End Cost of the protocol whilestloliting
from access structure to access structure . We plot the end to end
cost for three case, In the rst case labeled "No Restartseé@ment on a particular authorized set
was reached in the rst round it self. In the second case &b&l Restarts” , it took two rounds
of agreement to decide on an authorized sein the third case labeled "2 Restarts” it took three
rounds of agreement to decide on an authorized sdttis observed that End to End cost increases
with share size. End to End cost comprises of veri cationt edshe Equations 4.2,4.3. Since veri-
cation cost increases with share size as depicted in Figueit follows that end to end cost will
increase with share size. Further the end to end cost alesaises with the number of restarts. This
is because as the number of restarts increase, the numlimesfEquation 4.2 has to be computed
increases and the number of total messages increasesngilgases veri cation cost and the total

network delay cost, and consequently increases end to ebd co

In Figure 4.7 we plot End to End Cost vs Threshold. Group Smmk$hare Size are kept constant
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Figure 4.5: Recovery Cost vs Threshold
at and bits respectively. We vary the threshold from to and

determine the corresponding End to End Cost of the protoEbis cost includes the Veri cation
Cost and also includes the network delay cost. It is obsettvadEnd to End Cost increases with
increase in threshold. Since End to End Cost includes Vation Cost, and since Veri cation Cost

increases with threshold as depicted in Figure 4.4, it¥adlthat End to End Cost will increase with

threshold.
In Figure 4.8 we plot End to End Cost vs Group Size. Threstwlapt constant at and
Share Size is kept constant at bits. We vary the group size from to and observe the

corresponding End to End Cost. It is observed that the cost@ises with increase in group size.
This is expected because as group size increases the numiessages in the system increase,

which increases the overall network delay cost, which frithcreases the End to End Cost.

In Figure 4.9 we plot End to End Cost vs Number of Recovery Rstyu The threshold and group
size are kept constant at and respectively. Share Size is kept constant at bits.

The End to End Cost plotted includes the Veri cation Cost, Recovery Cost and the network delay
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cost. Itis observed that end to end cost increases linedityte number of recovery requests. This
is expected, since, as the number of recovery requestas®rthe number of recovery messages in
the system increases, which increases the network delaaedsonsequently the end to end cost

increases
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Figure 4.9: End to End Cost vs Number of Recovery Requests
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Chapter 5

Dynamic Secret Redistribution Model

for Asynchronous Systems

In this chapter we introduce a general model for Dynamic &deedistribution in Asynchronous
Systems. We rst compare our work with the proactive sechetring model proposed by Cachin

[CKLSO02], and then move on to detail our model and protocol.

5.1 Related Work Comparison

In this section we compare our Dynamic Secret Redistributimdel for Asynchronous Systems
to that introduced by Cachin. Cachat al. introduced a model and protocol for proactive secret
sharing in [CKLS02]. Their asynchronous model assumes aaradry who can corrupt less than
threshold number of servers, where -, being the group size. The adversary also controls
the scheduling of messages. They rst describe an Asyndusiveri able Secret Sharing (AVSS)
protocol using Shamir's sharing scheme and Pedersen'scian. Their scheme is implemented
using bivariate polynomials, which allows for share of shegcovery to be incorporated within
the AVSS building block. They then propose a proactive saefeesh protocol using this AVSS
building block and using a randomized multivalued byzamntigreement protocol [CKPSO01]. Their

refresh protocol has an expected message complexity of .

Cachinet al. protocol makes use of the threshold cryptographic primgjvThreshold Signature
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Sharing and Threshold Coin Tossing. Each of these prinsitvses a threshold sharing scheme.
Since his protocol relies on such cryptographic primitphes dif cult to extend his protocol ef -
ciently to allow for exibility in threshold and group sizeél his is because the threshold and group
size would also have to be changed for the Threshold Sign&haring and Threshold Coin Toss-
ing scheme. If we eliminate these cryptographic primitiaed try to extend Cachin's protocol for

allowing exible threshold and group size, then the messagaplexity increases to

We introduce a model and protocol for Dynamic Secret Redigion in Asynchronous Systems
which is applicable to any linear threshold sharing schdmthis model we assume a fair scheduler
of messages. Our model also assumes an adversary who captdess than threshold number of
servers in a given redistribution period. Our protocol doesrely on threshold signature sharing
or threshold coin tossing. Our protocol further allows fgmdmically changing threshold and
dynamically changing group size. The message complexibeisame as that of Cachin's,

being the new group size. However in our protocol each sdrasrto wait for more number of
messages to come in, compared to Cachin's protocol, bedotaiic protocol operations are executed
- that is the wait time in our protocol is higher compared t@i@a's protocol. Since we do not use
Threshold Signature Sharing , Threshold Coin Tossing, dmputational cost of veri cation of

signature shares is not present in our protocol.

5.2 Model and Assumptions

In this section we propose a general system model for réalitibn in an asynchronous environ-
ment. In asynchronous networks there is no common clock laadniessages can be arbitrarily
delayed. This makes it dif cult to de ne a proactive modelthag servers have no common notion
of time. Our asynchronous protocol build on top of reliablednicast and asynchronous consensus
protocols. We rst brie y explain each of these building loks and then describe our Asynchronous
Secret Redistribution protocol. We remind the readers ttahotes the initial group size and
denotes the initial threshold of the sharing scheme and . After redistribution servers

share the secret using a sharing scheme and
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5.2.1 Preliminary Building Blocks

In this section we describe preliminary building blocksdigseour Secret Redistribution protocol.

Echo Broadcast

Here we brie y describe the Echo Broadcast protocol proddseBracha [BT83]. The basic mes-
sages in the protocol are messages. The transmitter sends an message to
all processes. On receiving this message the processestepach other the valuevia

messages. If a process receives more than echo messages on the same valughen it

. The above protocol has a message complexity of

1. message to all the processes. (Only by the transmitter)

2. Upon for some an message for the rst time, message to all prot
cesses.

3. Upon for some — echo messages

Figure 5.1: An Echo Broadcast Protocol for -

Reliable Broadcast

We brie y describe the Reliable Broadcast protocol progbbg Bracha [Bra84]. The basic mes-
sages in the protocol are and messages. The transmitter sends an

message where denotes the value on which an agreement has to be made. Tdesges then re-

port to each other via messages. If a process receives more than messages
then it sends a message to all other processes. Also if a process receives
messages then it sends its own message. On receiving messages with

the same value, the process accepts The protocol is detailed in Figure 5.2. The protocol has a

message complexity of

Binary Asynchronous Consensus Protocol

Here we describe the binary consensus protocol proposeddsh& and Toueg in [BT85]. This

is used when all the new shareholders want to come to a carsesgarding the authorized set to
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1. message to all the processes. (Only by transmitter)

2. Wait till for some , one message, oF—— messages, or
messages. message to all the processes.

3. Waittill it forsome , — messages or messages.
message to all the processes.

4. Waits till it for some , messages.

Figure 5.2: A Reliable Broadcast Protocol for -

use for reconstructing the new shares. The protocol malesfuhe primitive
described earlier. Initially each process sends its preghaglue to all other processes using the
primitive. Note that each echo broadcast is tagged with ¢meesponding round
identi cation . Each process waits till it accepts proposals from processes. Then it changes
its value to the majority of the values of the accepted messatf a process receives more than
— messages with the same valughen the process decides onWhen a process decides on a
value it sends to all the processes the message and echoes of the form
for all other processes. On receiving these terminating messages a process sardddhtself.

The above protocol has a message complexity of for one round of the protocol. The expected

AsynchronousConsensus(t,l)
1. Initialize to0
2. the proposal value  for the current round

3. Wait ill proposals and then set the proposal value for the next round as the majority of
the values accepted in round

4. If — proposals with the same value then decide on and send and
to all processes and exit from loop

5. Increment  and repeat protocol from Step 2 on wards

Figure 5.3: A Binary Asynchronous Consensus Protocol for - for Process

number of rounds to convergence is a constant if f then the number of rounds

to convergence is exponential.

Multivalued Asynchronous Consensus Protocol

Here we describe the multivalued consensus protocol inted by [Tou84]. The protocol reduces

the multivalued agreement to a binary consensus protodud. r&sult of this protocol will be one
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of the the proposed values provided enough correct proedsse proposed the same value. If no
such value exists then the processes agree on the valli@e protocol uses Digital Signatures.
We assume that these keys used for signing are stored seourate proactively refreshed. The

protocol is described in Figure 5.4. Since the protocol etexca single binary consensus protocol,

(Phase 1)
1. the initial proposal to all the processes
2. Upon proposals from distinct processes

(@) Set as the set of signed received messages
(b) Set as the value that occurs the most in all the proposals

(c) Set as the number of proposal messages on
(d) if then set else set
(Phase 2)
1. and proof .
2. Wait till the proposals with a correct proof from  distinct processes.

(@) Set as the value that occurs most among all the accepted preposal

(b) Set as the number of accepted proposals on

(c) If then set else set
If — then propose in a Binary Asynchronous Consensus protocol which perfaomsensus o
proposals in the set f — then perform a consensus on .

Figure 5.4: A Multivalued Asynchronous Consensus Protocol for - for Process

the message complexity of the protocol is

5.2.2 Asynchronous System Model

In this section we describe our asynchronous model whicttélfsincludes an asynchronous net-

work of servers with a computationally bounded adversary.

System. The system initially consists of a set of servers that share a secrethrough a
threshold secret sharing scheme. The secret has to beiteded to a possibly
disjoint set of servers such that after redistribution these servers hallesthe secretthrough a
threshold secret sharing scheme. We assume every paivefsées linked by

asecure asynchronous chanrleét provides privacy and authenticity. The system is dssomous.
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Communication Primitives. There are three basic communication primitives and
. The and primitives are used to send and receive messages
on the secure asynchronous channel. The primitive described in the previous

section allows for reliable broadcast of messages in thearkt

Adversary. We assume a exible mobile adversary whose capabilitiesngbawith time. The

adversary can corrupt less than threshold number of sesirartdtaneously.

Scheduler. We assume a fair scheduler of messages. We de ne to be the event that
receives a message fromin round . A scheduler is said to be fair provided the following

conditions hold [BT85]

1. Forany processand , and round there is a positive constansuch that

2. For any distinct processes and in round the events and are

independent.

Updates: To defend against a exible mobile adversary dynamic upslate performed during
the life of the secret. These updates are triggered whenuimber of servers compromised by the
adversary reaches a threshold . The updates can also be triggered when the require-
ments of the system have changed. The updates comprise sfitworotocols; secret redistribution
protocol which refreshes the old shares and share recovetygol which recovers the corrupted
new shares. We assume that the system has an inbuilt detentichanism to detect compromised

servers.

Redistribution Period and Update phasesWe de ne the period during the dynamic update as an
update phase. In addition we de ne the period between update phasad update phase

as aredistribution period

Messages. Our messages are modeled along the lines of the model prbgys€achinet al.
[CKLSO02]. There exists a global set of messageswhose elements are tagged by a label

denoting the sender, receiver , and identi er for the current redistribution period. If server
enters the redistribution period then all messages in with labels where are

removed from . Further the scheduler may not schedule messages with label before
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has entered the redistribution period If an adversary corrupts a serveduring run , then all
messages with labels are given to the adversary and now the adversary may sencgesss

with label

5.3 Dynamic Update Protocol

In this section we describe a dynamic update protocol wharsists of the secret redistribution
protocol and a share recovery protocol. This update proisaavoked each time the requirements
of the system have changed or the number of compromisesag#uoh threshold. We assume the

shareholders initially start with a valid sharing of secrefdditionally the shareholders also have

the commitments distributed during the initial share distribution.

5.3.1 Secret Redistribution Protocol

In this section we describe a secret redistribution prdtedich meets the following de nition

De nition 2 A protocol for dynamic secret redistribution, in an asyratous system, from access
structure to for a secret , assuming an adversary that corrupts less than threshold

number of servers in a given redistribution period, satsstae following conditions:

Livenesstf the scheduler activates all honest shareholders andveedi all associated messages
within a redistribution period, then all honest sharehakleomplete the redistribution except with
negligible probability.

Correctness:The new shares,of the correct shareholders, at the end &f iglistribution can be

used to reconstruct the secret

Secrecy: An adversary, at any point of time during a redistributiorripd, who knows less than
threshold number of shares and who knows the veri catioarmftion gains no information about

the secret.

Robustness:The protocol is said to be robust if the honest servers cannstruct the correct
secret even in the presence of faulty shareholders. A robust mdalision protocol can tolerate
faulty old shareholders and faulty new shareholders provided there are at least correct old

shareholders and at least correct new shareholders and and
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Flexibility: The redistribution allows for
Changing old threshold to a new threshold
Changing old group sizeto new group size.

such that and . This provides exibility with respect to security and abediiility

of the sharing scheme

This protocol redistributes from access structure  to access structure . Each share-
holder initializes a local variable _ . We assume thatall  have an enumer-
ated list of authorized sets chosen from This is the same for all correct . Each
shareholder has two local setsand . is used to store the identities of the old shareholders
that pass the veri cation equations.is used to store the identities of those old shareholdersaho
messages have been received. In addition we assume eacharelwader is equipped with a local
timer which is set to a speci ¢ time out. We assume that the scheduler schedules messages such
that all the messages from the honest servers arrive béfetavier expires. In case such scheduling
is not possible, then the new shareholders just have to W#iet messages come in from the honest
old shareholders. We remind the readers that denotes the sharing function, denotes the
reconstruction function, and  denotes the veri cation function. The redistribution ool is
detailed in Figure 5.5. Note that Step 7 to Step 10, denotdsgsaepof the protocol and Step 5 to
Step 11 denotes a round of the protocol. In a maximum of twadsuhe protocol will complete.
Further each round will contain a maximum of two phases. _ keeps track of the current

phase of the protocol.

In Step 1 of the redistribution protocol in Figure 5.5 eacth ghareholders  creates a share of
share and distributes this share of share privately to each nevekbkler . In Step 2 each

old shareholder reliably broadcasts the veri cation information ,

In Step 3, each shareholder waits for the scheduler to deliver reliable broadcasts containing

identical values of . This value is stored as the correct value of
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Dynamic Asynchronous Secret Redistribution protocol foear Secret Sharing schemes

1. For each , use the sharing function to compute share of shares such that
and send to the corresponding  over the private channel.

2. Foreach , use the verication function to compute and and reliably broadcast
to all

3. Foreach ,waittill reliable broadcasts containing identical values of complete.
Store this value of as the correct value.

4. For each wait till reliable broadcasts initiated by complete and wait till the corref
sponding share of shares come in.

5. For each , check if the following veri cation conditions hold for eac  which has not been tested
before.

Each shareholder that passes the above veri cations is added to the sethen reliably broadcasts the

message

6. Foreach ,waitfor reliable broadcasts of messages to complete.

7. For each , increment _

8. Foreach , nd the rst authorized set in ,such that appears in at least of
the received sets. If such an authorized seis found then propose in a multivalued agreemerit
protocol else propose in a multivalued agreement protocol.

9. Foreach , If the multivalued agreement decides on a particular aizbd set , then

(a) Wait for sharing and commitment messages to come in ftbm a.
(b) Ifall satisfy the veri cation conditions then

i. Reconstructs share
ii. Computes and stores commitments

iii. Exit from the protocol.
(c) In case the veri cation conditions do not pass then @&téia share recovery procedure

10. Foreach , ifthe multivalued agreement returnsand - then wait for remaining
reliable broadcasts of messages to complete and repeat the procedure from Step drds.w
11. For each , in case an authorized set is still not decided upon then set _ . Wait for the

remaining share of share and commitment messages to conmmin bld shareholders, update setind
repeat the process from Step 5 on wards. In a maximum of tworsumnds a decision on an authorized et
will be reached.

Figure 5.5: Asynchronous Secret Redistribution Protocol for redisition of from to
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In Step 4 the new shareholders wait for the scheduler to deliver the share of share and com-
mitment messages to come from distinct old shareholders . In Step 5 then tests if

the following veri cation conditions hold for each that has not been tested before.

(5.1)

(5.2)

(5.3)

We remind the reader that equation 5.1 allows the new shigiehoto verify if corresponds
to the sharing function evaluated at and . Equation 5.2 allows the new shareholder
to verify that the commitment corresponds to the share used in the sharing function

. Equation 5.3 allows new shareholdeto verify that the share corresponds
to the sharing function evaluated at and , being the secret. Each that satis es the

veri cations is added to a set. then reliably broadcasts a commit message

In Step 6 each  waits for reliable broadcasts of messages to complete and then
increments _ in Step 7. The basic intuition behind waiting for  reliable broadcasts
of messages is to prevent the honest new shareholders fro delayed by the faulty
new shareholder. We have honest new shareholders in the system. It is always possible
that the faulty new shareholders purposely delay their ciimmassages, to increase the wait time
for the honest new shareholders. To prevent an honest newhslider from waiting for delayed
messages from these faulty new shareholders, the honestha@eholders continue their protocol
operations after commit messages have been received in the rst phase of tteqat. Note
that it is also possible that the messages from an honest memetwlder can be delayed because
that particular shareholder is a slow server. In this cas®ther new shareholders just have to wait
until the messages come in. We remind the readers of the aisanthat the scheduler schedules

messages such that all the messages from the honest serxerdafore the local timer set to
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expires.

Returning to the protocol, in Step 8,and tries to nd the rst authorized set in such that
appears in at least of the received sets. If nds such an authorized set then
proposes this authorized set in a multivalued agreemembqobas described in Figure 5.4. If

does not nd such an authorized set theproposes  in the multivalued protocol.

In Step 9 waits until a decision is reached in the multivalued agredrpeotocol. If the protocol
decides on an authorized setthen waits until valid share of shares arrive from each and
reconstructs his new share and also computes and stores the commitments . If the
multivalued agreement protocol decides on then each waits for the remaining reliable
broadcasts of messages to complete and repeats the protocol from Stepigures.5. In
case an agreement is still not reacheskts _ . then waits for share of share and
commitment messages to come in from the remaining old sblkets and then repeats the protocol

from Step 5 in Figure 5.5.

The redistribution protocol comprises of a maximum of twarrds and each round comprises of a
maximum of two phases. In the best case scenario, the piaacaomplete in the rst round and

rst phase. In the worst case scenario the protocol will cetein second round and second phase.

5.3.2 Share Recovery Protocol

As in the synchronous case it is possible that after rebdigion some shareholders

hold incorrect new shares. This situation can occur whemgneed upon authorized setused to
reconstruct new shares, contains some shareholdethat sent incorrect share of shares to share-
holders . Note that in such a situation must have broadcast correct veri cation information
and must have sent correct share of shares to at least honest shareholders . To ensure
that the availability of the system is intact, it is essdriti@t the good shareholders engage in a
recovery protocol which would recover their new share. Tagwmt the availability of the system, it
is essential that the shareholders engage in a recoverycptathich would recover the new share

of the shareholders
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The recovery protocol is similar to the synchronous recpyeotocol. This protocol differs from
the synchronous recovery protocol, only in the manner of tlmsvrecovery request is sent. In
the synchronous protocol we had access to a broadcast ¢ivelmich was used to broadcast this
recovery request. In the asynchronous setting while we &ave communication
primitive, this primitive is very expensive to use - message complexity. To avoid this high
message complexity, in the recovery protocol for the asyorebus setting, the server  sends
this recovery request privately to all other new sharehsldising the primitive which will
result in recovery request messages for shareholdétor the convenience of the reader we

summarize the protocol again in Figure 5.6.

Share Recovery Protocol

1. For each ,form a set containing the identities of shareholders that sent incorrect share of shafe
— to . Also determine the shareholder that sent the correct share of share to

2. Foreach ,send arecovery request to

3. Foreach , on receiving a recovery request from shareholdeompute ,
and send to shareholder over the private channel.

4. For each , on receiving the recover share of shares from sharehalderify that

5. For each , wait until receive recovery share of shares from  shareholders that satisfy the aboyve

veri cation condition. (Let denote this set of shareholders).
6. For each , recover share of share as follows

(a) First compute
(b) Then compute
(c) Finally compute

7. For each , after recovering share of shares , recover new share

Figure 5.6: Share Recovery Protocol

5.4 Analysis

In this section we analyze our secret redistribution prattdd/e show that the redistribution protocol
satis es the properties dfiveness, RobustnesBhe Correctness, Secrecy, Flexibiliproperties are
the same as proved in the synchronous analysis section. nalsothat the analysis for the share

recovery protocol as described before for synchronougsystlso holds for asynchronous systems.
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Liveness

Theorem 10 If the scheduler activates all honest shareholders and/dediall associated messages
within a redistribution period, then all honest sharehakleomplete the redistribution except with

negligible probability.

Proof: We have to prove that if the scheduler delivers all assatiatessages within a redistribution
period, then each honest shareholder will eventually cetall protocol operations and complete
the redistribution protocol. If the scheduler deliversta#t messages from honest old shareholders,
each honest new shareholder will reliably broadcast a comessage on the same seto all other
new shareholders. If the scheduler delivers all the redifiobadcasts of the commit messages sent
by honest new shareholders, then each honest new shanelillggopose the same authorized set
in a multivalued agreement. It follows that since at least honest new shareholders have
entered the multivalued agreement with the same authosezed, all honest new shareholders will

decide on the proposed setand consequently complete the redistribution.

Robustness

Robustness implies correctness in the presence of faudtyekblders. We rst prove some basic
Lemmas and then move on to prove that our redistributionopmtfor asynchronous systems is

robust.

Lemma 9 Suppose a faulty old shareholder sends incorrect share of shares , to any correct

new shareholder  then would not be present in set

Proof: When a correct shareholdereceives the share of shares and commitments from shaezhold
, veri es if the information sent by passes Equation 5.1, Equation 5.2 and Equation 5.3. Only
if passes all checks,would be added to set . Since has sent incorrect share of share to

Equation 5.1 would not pass foand consequentlywould not be added to set .

Lemma 10 Suppose a faulty old shareholder reliably broadcasts incorrect commitment ,

then would not be present in set , for all correct

Proof: We remind the readers of our assumption that there are &t leasold shareholders that are

correct and a maximum ofare faulty. Thus in this case after receiving the same comerit value
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from or more old shareholders the new shareholder can arrive @bttnect value

of . Each new shareholder can thus identify the faulty old $iwder based on
the inconsistent values of . Consequently each correct new shareholdeould not add
~ to set

Lemma 11 Suppose reliably broadcasts an incorrect commitment to share , then would

not be present in  for all correct

Proof: In this case would not pass Equation 5.3 and consequently all correct would not
add to
Lemma 12 Suppose, sends share of share™ and broadcasts a commitment which

satisfy Equation 5.1, buthas used an incorrect share when creating—, then would not be

present in set ,for all correct

Proof: In this case when tested locally by each shareholder will not pass the veri -
cation Equation 5.2 and Equation 5.1 simultaneously. Gqnegtly a correct new shareholder

would not add to

Lemma 13 Suppose a faulty new shareholder commits on a set containing a faulty old
shareholder  who has sent incorrect share of shares to some new sharebpttien

may or may not be chosen for reconstruction.

Proof: In this case if shareholder gets commits on then will propose for a
multivalued agreement. In case shareholdéloes not receive as many commits onthen  will
not propose for a multivalued agreement. If the multivalued agreemestigdes on then

would be chosen for reconstruction, otherwisavould chose another authorized seffrom the

to agree upon for reconstruction.

Theorem 11 Aslong as there are  correct old shareholders and correct new shareholders

the correctness of the redistribution will be preservedhia presence of faulty shareholders.

Proof: From Lemmas 9, 10, 11 and 12 it follows that a correct shadetnol  would not broadcast
acommiton if has sentincorrect share of share or incorrect commitménmtiation to

. From the protocol description one can deduce that an dmétbset ~  will be proposed
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for agreement only if has sent correct information to at least  correct new shareholders.
From Lemma 13 we can see that even in the presence of incaweuhit messages broadcast
by faulty new shareholders the correct new shareholdetsewehntually reach an agreement on a
correct authorized set. Since there are atleast  correct old shareholders, we can be ensured
that there would de nitely be one correct authorized setoltian be used for reconstruction of the
new share. Further since there are at least  correct new shareholders we can be ensured that
commit will de nitely be received on this authorized set , and after redistribution
at least correct shareholders would hold valid shares. Since theratdeast correct
shareholders would have valid shares after redistributios robustness property of the recovery
protocol as proved in Theorem 7 would hold, and after regoatticorrect shareholders would have
correct shares. Consequently it follows that the corresstiod the redistribution would be preserved

even in the presence of faulty shareholders.

Theorem 12 The new shareholders de nitely reach an agreement on anoaizibd set , in phase

two of round two of the redistribution protocol

Proof: In round two and phase two of the redistribution protocotheaew shareholder would have
received the sharing and the commitment messages from radishold shareholders. In addition
each new shareholder would have received the reliable baséglof the set from all honest new

shareholders. It then follows from the Liveness proof indreen 10 that the new shareholders will

reach and agreement on an authorized set
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Chapter 6

Implementation of Dynamic Secret

Redistribution in Asynchronous Systems

6.1 Asynchronous Dynamic Secret Redistribution with Pedesen VSS

In this section we describe a Dynamic Secret Redistribyti@riocol, with Pedersen’s Veri cation,
for Asynchronous systems.
6.1.1 Notation

We adopt the same notation we proposed in the synchronodsnmeptation. We enumerate the

basic points again for the convenience of the reader.

1. and are large primes such that . is a unique subgroup of of order , isa

generator of ,and is an elementof such that nobody knows

2. The sharing function is Shamir's polynomial sharing method and the reconstactinc-
tion is obtained through Lagrange's interpolation. In additiba shareholders verify their

shares using Pedersen's veri cation scheme.

3. In Pedersen's scheme the dealer commits himself to thetsec by choosing at

random and computing
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6.1.2 Dynamic Update Protocol

The dynamic update protocol comprises of a secret redisiito protocol and may also include a
share recovery protocol. As mentioned in our model, thestadution from threshold
scheme to threshold scheme is initiated when the number of serverpoomsed by
the adversary reaches the thresholdr when the requirements of the system have changed. After
redistribution honest shareholders that have receivaatiiect share of shares from old shareholders

, being the authorized set, initiate a share recovery prbtwbach recovers their share of

shares and consequently recovers their new share.

Secret Redistribution Protocol

This protocol redistributes from access structure  to access structure . The protocol
is detailed in Figure 6.1. We assume that initially each ethalder holds a valid sharing and
also stores the commitments where and are coef cients of

the polynomial chosen initially to distribute shares of seeret .

As described in the model in Chapter 5 each shareholderinitializes a local variable

which denotes the current phase of the protocol. We alsorasthat all have an enumerated
list of authorized sets chosen from This is the same for all correct . Each share-
holder has two local sets and . is used to store the identities of the old shareholders st p
the veri cation equations. is used to store the identities of those old shareholderse/hwssages
have been received. In addition we assume each new shagel®ldquipped with a local timer
which is set to a speci ¢ time out . We assume that the scheduler schedules messages sudh that a
the messages from the honest servers arrive before thedipiees. In case such scheduling is not
possible, then the new shareholders just have to wait élhtiessages come in from the honest old
shareholders. Redistribution proceeds along the lindseofieneral protocol described in Chapter 5

and is summarized in Figure 6.1.

Share Recovery Protocol

The recovery protocol is on the same lines as described iadfiechronous model in Chapter 5.

For the convenience of the reader we summarize the protodeigure 6.2. Note that
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Dynamic Asynchronous Secret Redistribution protocol farir's Secret Sharing and Pedersen's Veri cation

1. Foreach , use the polynomial to compute share of shares
and use polynomial to compute . Send to
corresponding over the private channel.
2. Foreach ,compute , and reliably broadcast to
all
3. For each , wait till reliable broadcasts containing identical values of to
complete. Store these values of as the correct values.
4. For each wait till reliable broadcasts initiated by complete and wait till the corre
sponding share of shares come in.
5. For each , check if the following veri cation conditions hold for eac  which has not been teste
before.
(6.1)
(6.2)
Each shareholder that passes the above veri cations is added to the sethen reliably broadcasts th
message
6. Foreach ,waitfor reliable broadcasts of messages to complete.
7. Foreach ,increment -
8. Foreach , ndthe rstauthorized set in ,such that appears in at least of
the received sets. If such an authorized sets found then propose in a multivalued agreemen

protocol else propose in a multivalued agreement protocol.
9. Foreach , If the multivalued agreement decides on a particular aizbd set , then

(a) Wait for sharing and commitment messages to come in ftbm a.
(b) Ifall satisfy the veri cation conditions then

i. Reconstructs share
ii. Compute and store commitments

(6.3)
where is determined using Lagrange's Interpolation.
iii. Exit from the protocol.
(c) In case the veri cation conditions do not pass then &éia share recovery procedure
10. Foreach ,ifthe multivalued agreement returnsand - then wait for remaining
reliable broadcasts of messages to complete and repeat the procedure from Stepards.w
11. Foreach ,incase an authorized set is still not decided upon then set _ . Wait for the

remaining share of share and commitment messages to conmmmin bld shareholders, update setind
repeat the process from Step 5 on wards. In a maximum of tworsumds a decision on an authorized

set

will be reached.

Figure 6.1: Asynchronous Secret Redistribution Protocol for redisiion of from to
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denotes the set of shareholders that need recovery.

Share Recovery Protocol

1. Foreach ,formaset containing the identities of shareholders that sent incorrect share of share
— to . Also determine the shareholder that sent the correct share of share to

2. Foreach ,send arecovery request to
3. Foreach , 0N receiving a recovery request from shareholdeompute
, and send to shareholder over the private channel.
4. Foreach , onreceiving the recover share of shares from sharehalderify that
(6.4)
5. For each , wait until receive recovery share of shares from  shareholders that satisfy the aboye
veri cation condition. (Let denote this set of shareholders).
6. Foreach | recovershare of share as follows
(a) First by interpolating the recovery share of shares
e (6.5)

(b) Then compute

Similarly recover share of share .

7. For each , after recovering share of shares , recover new share
where is determined using Lagrange's Interpolation function. .

Figure 6.2: Share Recovery Protocol

Complexity

In this section we evaluate the redistribution protocoltonliasis of message complexity and com-

putational complexity.

1. Message Complexity: During redistribution each old shalder sends the shares and com-
mitment messages to each new shareholder. This accounts for messages. In addition
each new shareholder reliably broadcasts the setThis accounts for messages.
Finally each new shareholder participates in a multivalagaeement whose message com-
plexity is . Thus the expected message complexity of the redistribytimtocol is

. During recovery each new shareholder that needs recoeadssa recovery request
to all other shareholders. This corresponds to recovery request messages. In response

to the recovery request each honest new shareholder serml&ng share of shares to the
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shareholder requesting for recovery. This accounts forxarman of messages. Thus

for each server that needs recovery we have a maximum of recovery messages.

2. Computational Complexity: The main factor to be consdénere is the cost of computing
the veri cations Equations 6.1 6.2 and 6.4 and the cost offuating the commitments in
Equation 6.3. Excluding the cost of computing each comnmitme , the veri-
cation conditions results in multiplications and exponentiations. In the worst
case Equation 6.1 and Equation 6.2 would have to be computatks. In the worst case
Equation 6.4 would have to be computed times. Equation 6.3 will have to computed

once.

6.2 Results

We implemented the redistribution protocol using Shansésret sharing and Pedersen’s veri ca-
tion as described in the previous section. We used the OpeBigINumber Library for performing
the modular arithmetic operations involved in the proto¢olorder to incorporate asynchrony into
the system, we introduced random delays which were chosem diata collected by Saricet al.
[SGGO02]. We allowed the user to vary the various redistidmuparameters and evaluated our pro-
tocol based on Computational Cost of veri cations and EnHiid Cost of the protocol. The results

of our tests are depicted in the following graphs

In Figure 6.3 we plot Veri cation Cost against Share Size. Vdey the share size from bits

to bits and plot the cost of computing the Equations 6.1, 6.2 @Bdwhile redistributing
from access structure to access structure . It is observed that
the veri cation cost increases linearly with share size.isTil expected because with increase in
share size the cost of computing Equation 6.1 ,Equationr&8zbe3 will increase linearly, since the

modular arithmetic operations have to be performed ovgetanumbers.

In Figure 6.4 we plot Veri cation Cost against Threshold. Way the threshold from
to and plot the cost of computing Equations 6.1, 6.2, and 6.2 grbup size

and the share size is kept constant at bits. It is observed that as threshold increases the cost of

61



Figure 6.3: Veri cation Cost vs Share Size

veri cation also increases linearly. This trend is expecbecause with increase in threshold, the
number of exponentiations and multiplications that neeldetperformed in Equations 6.1,6.2 and

6.3 increases linearly.

In Figure 6.5 we plot Veri cation cost of computing Equat®.1, 6.2, and 6.3 against group size.
The threshold is kept constant at , Share size is kept constant at bits and group size
is varied from to . It is seen that as group size increases the cost of veronadilso
increases. This is expected. Consider the rst round of tleéogol in Figure 6.1. It is seen that
before entering the multivalued agreement each sharehaddiees the share of shares sent by

old shareholders using Equations 6.1 6.2. Sineg kept constant and is increased, it can be
deduced that the number of times each shareholder needsféonpehese veri cations increases

with and consequently the veri cation cost increases.

In Figure 6.6 we plot Recovery Cost against Threshold. Thike cost of computing the Equation
6.4. In the experiment we kept one faulty old share holdeho sent an incorrect share of share

— to one correct new share holder The cost in the graph corresponds to the cost incurred by
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Figure 6.4: Veri cation Cost vs Threshold

when verifying the recovery share of shares correspondirghare of share—. We varied the
threshold from to , plot the cost of computing the Equation 6.4. The group
size is kept constant at and the share size is kept constant at bits. It is observed that
as the threshold increases the recovery cost increaseslyin€his trend is expected because with
increase in threshold, the number of exponentiations arltiptications that need to be performed

in Equation 6.4 increases linearly.

In Figure 6.7 we plot End to End Cost against Share size. Ergntb Cost is the time taken
for the redistribution protocol to complete. This is measustarting from the point when the old
shareholders compute share of shares to the point whenwhsha@eholders reconstruct their new
share. This includes Veri cation Cost and also includesvidek Delay cost. Since the system is
asynchronous and the message complexity is high the nethady cost is very high. We kept
threshold and group size constant at 2 and 4 respectivelyametl share size from bits to

bits. It is seen that the end to end cost increases lineatly shiare size. End to End cost includes
the veri cation cost of the Equations 6.1,6.2 and 6.3. Simes cation cost increases with share

size as depicted in Figure 6.3, it follows that end to end walsincrease with share size.
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Figure 6.5: Veri cation Cost vs Group size

In Figure 6.8 we plot End to End Cost against Threshold. Toemsize is kept constant atand
share size is kept constant at bits. We vary the threshold from to L ltis
seen as threshold increases end to end cost also incredgess @xpected. Since End to End Cost
includes the Veri cation Cost, and since Veri cation Cosicreases with threshold as depicted in

Figure 6.4, it follows that End to End Cost will increase witineshold.

In Figure 6.9 we plot End to End Cost against Group Size. Ttestiold is kept constant at 2 and
the share size is kept constant at 512 bits. We vary the ginagrem to . Itis observed
that end to end cost increases linearly with group size. iBrexpected because as the group size
increases the number of messages in the system increasersetjaently there are more number

of delays in the system and consequently the end to end costses.

In Figure 6.10 we plot End to End Cost vs Number of Recoveryugsts. The threshold and group
size are kept constant at and respectively. Share Size is kept constant at bits.
The End to End Cost plotted includes the Veri cation Cost, Recovery Cost and the network delay

cost. Itis observed that end to end cost increases lineditytie number of recovery requests. This
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Figure 6.6: Recovery Cost vs Threshold

is expected, since, as the number of recovery requestasgrthe number of recovery messages in
the system increases, which increases the network delaaedsonsequently the end to end cost

increases.
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Figure 6.7: End to End Cost vs Share size

Figure 6.8: End to End Cost vs Threshold
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Figure 6.9: End to End Cost vs Group size

Figure 6.10: End to End Cost vs Number of Recovery Requests
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Chapter 7

Summary

In this thesis we identi ed the drawbacks of traditional active schemes. We introduced the notion
of a exible mobile adversary- an adversary whose compromise rate can change with time. We
point out that traditional proactive schemes cannot ttdesach an adversary. Traditional proactive
schemes do not allow for change in group size and threshdidsd limitations motivate the need

for a new way of secret sharing which we dalynamic Secret Redistribution

We proposed a de nition, model and a general protocoldgnamic Secret Redistributidn syn-
chronous and asynchronous systems. We present a detadBaiarof our general protocols for
synchronous and asynchronous systems and prove that tregytheeproperties enumerated in the
de nition. We implement these protocols using Shamir'sreesharing and Pedersen's Veri cation
and analyze their ef ciency in terms of Message ComplexiBomputational Complexity and End

to End Cost of the protocol.
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