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Abstract

This paperfocuseson improving the usability of information o w
type systemsWe presenta staticinformation o w type inference
systemfor MiddleweightJava (MJ) which automaticallyinfersin-
formation ow labels,thus avoiding the needfor a multitude of
programannotationsAdditionally, policiesneedonly be speci ed
on IO channelsthe critical ow boundary Our type systemin-
cludesa high degreeof parametriqpolymorphismnecessaryo al-
low classeso beusedn multiple securitycontets, andto properly
distinguishthe securitypoliciesof differentlO channels.

We prove a honinterferenc@ropertyfor programshatinterac-
tively inputandoutputdata.We thendescribea mechanisnthatal-
lows usersto de ne top-level policies,which automaticallyinserts
the securitypoliciesat the properpointsin the program.This pro-
videsthefurtherbene t thatwhomever is de ning the policy does
notnecessarilyneedintimateknowledgeof the programsource.

Categoriesand SubjectDescriptors D.3.3 [ProgrammingLan-
guageq: LanguageConstructandFeatures—Dattypesandstruc-
tures, Constraints,Framevorks, Input/output; D.3.2 [Program-
mingLanguaeq: LanguageClassi cations—Object-orientelhn-
guages; K.6.5 [Managementof Computingand Information Sys-
temg: SecurityandProtection

GeneralTerms Security LanguagesDesign,Theory

Keywords Information ow security type inference, security
policies,Java, declassi cation

1. Intr oduction

While thefoundationsof staticinformation o w systemsaresolid,
their usability could still be improved. The overheadfor adding
information ow securityto programsis potentially large, since
existing systemsoften require security annotationsto be added
to the code. With large numbersof annotationsthe likelihood
of having incorrectannotationsalso increasesa mistale can get
lost in the noise of so mary annotationsinput/outputis another
importantpracticalconcerrwhichhasalsonotbeerfully integrated
into staticinformation o w systems.

Information o w research2, 10, 17, 14, 22] hasshavn howv
type systemscan be de ned to statically guaranteehat high se-
curity datawill notaffectlow securitydata.A noninterfeence[8]
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propertyis usually shavn for well-typed programs:low security
outputsarenot affectedby ary high securityinputs. The majority
of theseworks assumea batchmodelof 10, althoughO'Neill et.
al. recentlydescribeda techniquefor enforcinginformation o w
securityfor interactve 10, usinga simpleimperatve languageand
basictype system[16].

Our primary goal is to provide practicaldatasecreg andin-
tegrity protectionto aid programmersn securingprogramsthey
write. To this end,we presenta provably correctstaticinformation
o w typeinferencesystemfor a coresubsebf Java (namely Mid-
dleweight Java) that automaticallyinfers information o w labels,
thusavoiding the needfor a large amountof programannotations.
Policiesneedonly be speci ed on 10 channelswhich we will ar-
gueto betheonly real o w boundarythatmustbe consideredThe
type systemincludesa high degree of parametricpolymorphism,
necessaryo allow classego be usedin multiple securitycontexts,
andto distinguishpoliciesof differentlO channels.

Ourwork placeghefocusoninputandoutputpointsastheim-
portantboundariedor securingdata.Thus,we areonly indirectly
concernedaboutinternal o ws, in how they ultimately will relate
to theinputsandoutputs.In generalwe shouldspeakof securing
the componeninterface[21], sinceruntimesmaybe composedf
multiple independentomponentswith distinct security policies;
herewe focuson justthelO boundaryfor simplicity.

As is commonpracticein information ow type systemswe
associat@ o w labelwith eachprogramvalue.Labelsareexplic-
itly placedon input dataandcheckingpoliciesexplicitly declared
at outputpoints;for pointsin betweenthe type systemautomati-
cally infersthelabelsandso programmersio not needto adddec-
larations.Input statementsre of the form read ,.,,(fd ), where
Ls andL; arethe declaredsecuritylevel policy for secreg and
integrity of the channelrespectiely, andfd is the le descriptor
thatnameshechannel Similarly, outputstatementareof theform
write (.1;)(e; fd). For practicalitywe alsosupportthe ability to
downgrade(declassify secreg labels,and upgrade(endosg in-
tegrity labelswhendeemedsafeto do so.

Thetypeinferencesystemprovidesanexpressie form of para-
metricpolymorphismPolymorphisnis crucialfor modelinginfor-
mation o ws with ne enoughgranularity Differentobjectsof the
sameclass(e.g. two completelydifferent HashSet objects)may
beusedin differentsecuritycontets, which mustbe differentiated
in the analysis.Otherwise,secureprogramsmay be rejectedby a
type systemthatunnecessarilyneiges o ws. In our system secu-
rity policieson 10 channelsarede ned atthelevel of Java Stream
classesThis allows a LowOutputStream classto have a differ-
entsecurityrequirementhana HighOutputStream class.As de-
scribedin Section2, our ne-grained polymorphictypeinference
algorithmis essentiafor providing a ne enoughdistinctionon 10
channelsTo demonstratéhecorrectnessf our systemwe prove a
typesoundneseesult,andwe alsoshav anoninterferenceroperty
extendedto accountfor interactve inputsandoutputs.



One weaknessof Java and other programminglanguagess
how the IO pointscangetburiedin the codethroughsubclassing,
methodcalls,etc Thisin turn malesit dif cult to obsere thepoli-
cieson the useof IO channelswithout digging throughthe whole
program.This lack of a cleartop-level 10 interfacemeansanyone
whowantsto understandheinformation o w propertieof awhole
programmusthave knowledgeof thecodedetailsin orderto under
standwhatinformation o ws occurthroughlO. We describea sim-
plemechanisnthatallows usersto de ne concisetop-level policies
which arethenautomaticallyappliedto the properlO pointsin the
program.This reduceghe burdenon boththe programmerswell
asthepolicy validator— the securitypolicy for thewhole program
is now de nedin oneplace.

The result of our strongtype inferencesystemand IO policy
declarationds a systemfor a real languagewhere programmers
needonly specifythe securitypolicy of IO channelsandthe type
systemensureshe programdoesnot violatethe policy.

2. SystemOverview

Our syntaxis basedon Middleweight Java (MJ) [4], extended
with labelednputandoutputoperationsdeclassifyingandendorse
syntaxaswell asotherminoradditionsInputandoutputstatements
are read .0y (fd) andwrite (..0)(e;fd), wherefd is the le
descriptorof the IO channel,e is what is written to the output
channelandL andL® aresetsof labelsspecifyingthe secreg and
integrity levels of the channelrespectiely. For corveniencewe
uselabelssetsandthe usualsetrelationsasour securitylattice[7].
At the point of a readoperation,the returnedvalue is tagged
with the security labels of the channel.Further checksare per
formedto ensureit is safeto readin the currentsecuritycontext.
For example,a low readmustnot occurundera high guard.Oth-
erwise anattacler would noticethatthe amountof datareadfrom
a low streamwould differ if the high guarddiffered. For exam-
ple, oneexecutionmay readfrom a low streamthreetimes, while
anotherexecutionwith a differenthigh guardmay readfrom the
streamseventimes, indirectly leakinginformationin the threevs.
sevennumber At eachwrite, thelabelsonthevalueto beputto the
channelarechecled againsthechannebpolicy, to ensurehathigh
secreg datais notoutputto alow secreg channeland,dually that
low integrity datadoesnot o w into a highintegrity channel).
Integrity is animportantdimensiorof information o w security
andis generallyrecognizedas a dual to secreg [3]. To simplify
the presentationywe hereomit integrity trackingfrom the formal
system,thoughwe include it in examplesand discussionwhen
relevant. Hence,in read,(fd ), the integrity label is omitted. A
full treatmenof integrity canbefoundin thetechnicalreport[19].
We provide aDeclassify(e,L)  statementwhichremoresse-
creq labelsL from e. This senesto declassifydatain infrequent,
explicitly allowableinstanceg15, 24]. For example,in a program
wherea password is beingchecled, the resultof a passverd com-
parisonmay be declassi ed,sotheresultingbooleanwill notcarry
the high security label of the password. Programmersnust be
very carefulwhen using declassifyoperationspecausehey may
reveal too much information and compromisesecurity Although
omitted from the formal systemin this paper the integrity dual,
Endorse(e,L) , increasesheintegrity labelof theargumentspec-
ifying increasedaton dencein thedata.
We de ne a staticconstraint-basetype inferencesystemwith
a form of automaticlabel polymorphisminferencethatis related
to CPA-style concreteclassanalyseq1, 23]. The needfor label
polymorphisminferencewill becomeevident whenwe study the
exampleprogramof Section2.2.

2.1 Program Constantsand Default Policies

The useof security-criticalconstantdirectly in the programtext

can createsecurity holes: hard-codedsecretdata may be misla-
beledandleak out of a programthroughoutputoperationspor by
anunauthorizedgentreadingthesourcecodeitself. Similarly, pro-
gramconstantsnay adwerselyaffect dataintegrity, e.g. if arogue
string constantis inadwertently written as a users passwrd. Re-
markably programmersontinueto make suchmistales, evenin

recentcommerciallyavailableprogramsanddevices[12, 6], where
hard-codegasswrdsandcryptographickeys resultedin security
problems.

We take the approachthat hard-codingof secretdataor low-
integrity datasimply shouldnot happenthe only reasonablevay
to view programconstantsare as low secreyg but high integrity
data,andthisis how ourtypesystemtreatsall constants.

Establishingdefault policiesfor input andoutputchannelss a
closelyrelatedproblem.Thisis importantfor establishingsecurity
for programsawherenotall 10 channelshave beengivena security
policy, andin describingpoliciesfor the standardnput andoutput
streamqSystem.in , System.out andSystem.err in Java). The
default policy for aninput channelis establishedaslow secreg
and low integrity. This meansthe datais consideredoublic and
unreliable whichis a naturaldefault for anunknavn channelThe
default policy for an outputchannelis alsolow secreg andlow
integrity. Thismeanghechanneis considere@bsenableto public
usersanddoesnotrequireary degreeof con dencein theintegrity
of thedatabeingoutput.

2.2 An Example Java Program

In this sectionwe elaborateon how information o w is controlled
atlO pointsin our systemby the studyof asimpleexample.ln the
following subsectionwve thengive an overviev of our parametric
polymorphismandlabelinferencesystem.

IO channelsin Java are createdthrough subclassing creat-
ing classessuch as FilelnputStream , DataOutputStream,
SocketlnputStream , etc. We build on this approachby de n-
ing differentinformation o w policiesvia subclassinghe corelO
classesln particular a differentsubclasss createdfor eachdis-
tinct securitycategory of 10. This 1-1 relationshipbetweenclass
de nitions and securitypolicies makesfor an object-orientedap-
proachto information o w policies,harmonizingwith the existing
languagestructures.

We now focuson anexampleprogramfor changingpassverds,
wheredatasecurityis importantin both secrey andintegrity di-
mensions.This exampleis somavhat oversimpli ed but is short
enoughto illustratethe key conceptsFirstly, we wantto provide
secreg for the usernameandpasswrd informationcontainedon
the system,making surethis informationis not leaked to a pub-
lic channel,i.e. the screen.Secondly we want to ensurethe in-
tegrity of the systempassword le by notallowing it to betainted
by improperdata,therebyaltering usernamesand passwerds on
the system.Thesearetwo well-de ned goalsfor a programmeiof
apasswerd changingapplication.

We take somelibertieswith syntaxthatis not describedn our
calculus,suchasthe useof local variables super() , andawhile
loop. We make someabbreiationsto shortenthe presentationlS
for InputStream , OSfor OutputStream, PSfor PrintStream .
B abbreviatesBuffer , andBRis BufferedReader . Otherobvious
abbreiations have beenmade,andsomecodeis omittedfor lack
of space.

class SysFilelS extends FilelS f

int read() f return read s pigh;sysg;f high:sysg) (fd); 99

class UserlS extends IS f

int read() f return Endorse(super.read(), fhighg); gg



class PwdFileOS extends FileOS f
void write(int  v) f write (fnhigh;sysg;f highg) (V:fd); 99

class PwdFile extends Object f
String fileName; String tempName;

bool isUser(String line, uname, oldpwd) f
I/l parseline andreturntrueif unameandoldpwd match
9

Reader getPwdReader() f

SysFilelS fin = new SysFilelS(fileName);
return new BR(new ISReader(fin));

g

Writer getWriter()  f

PwdFileOS fout = new PwdFileOS(tempName);
return new PrintWriter(fout);

9

bool ChangePwd(String uname,oldpwd,newpwd}
bool succ = false; String line;
BR passin = getPwdReader();

PrintWriter  tempQut = getWriter();

while((line = passin.readLine()) I= null) f
if (isUser(line,uname,oldpw d)) f
tempOut.printin(luname  + "* + newpwd);
succ = true;

g else f tempOut.printin(line) g

g

/I rename tempFile to fileName

return Declassify(succ, fhigh,sys g);

g
g /I end class PwdFile

void main() f

String fileName = "/etc/passwd";

String tempName= "/tmp/tmppasswd";

PwdFile pf = new PwdFile(fileName,tempNam e);

/lIread uname,oldpwd,newpwd froma UserlS.

bool succ = pf.ChangePwd(uname,oldpwdnewpwd;
if (succ) f System.out.printin("Su  ccess") ; g
else f System.out.printin("Fai lure "); g

9

Themodi cations neededo supportinformation o w analysis
hereareminor. The mostsigni cant requirements to de ne dis-
tinct subclassesf InputStream andOutputStream for eachdis-
tinct 10 policy. In this casewe arede ning threenew 10 policies,
in theclassesSysFilelS andUserlS (for input),andPwdFileOS
(for output). For SysFilelS , the read methodlabelsinput val-
ueswith high andsys for both secreg andintegrity. The write
methodof PwdFileOSallows secreg labelshigh andsys, and
requirestheintegrity labelhigh , therebyenforcingthe policy that
only certaindatamay bewritten to the passverd le. TheUserlS
classis de ned with an Endorse operationgxpressingcon dence
in theintegrity of the dataon the channel(NotethatlO canoccur
with othermethodssuchas le rename but we are simplifying a
bit in this example).Thereis a declassi cationof secreg labelsat
the endof the ChangePwanethod,necessaryo allow the success
or failure of the programto be outputto the screen.

This programshavs how codeis written in the languageno
explicit parametridype declarationsareneededandno labeltype
declarationsieedto beplacedonvariables-typeparametricityand
variableinformation o w labelsarebothinferredautomaticallySo,
the underlyingJava programonly needsto be changedo declare
the appropriatelO channelsand policies,andto add any needed
downgradesand upgradesThe underlying programstructurere-
mainslargely unchangede.g. a SysFilelS objectsysin is still
accessetlia sysin.read() , with noneedfor annotation.

Propertyping of this exampleimposessomerequirementon
the type systemithetype of theread andwrite methodssimply
cannotbethesameacrossall subclassestherwiseall of the work
we madeto separatahe policiesin separatelassesvould be for
nothingsincethe type systemwould meige the information o ws.
So,aform of parametrigpolymorphisnis neededo distinguishbe-
tweensubclassedt is evenmoresubtlebecausavariabledeclared
to beanInputStream canatruntimebeary of its subclassesuch
asSysFilelS or UserlS, andsoit maylook very dif cult to type
thesemethoddistinctly. Our solutionis to usea polymorphicform
of concreteclassanalysig[1]: we usea constraint-basety/pe sys-
temthat specializeghe type of an objectat eachmethodcall site
for eachdifferenttype of objectthatit could be. This technique
leadsto avery accuratdyping[1, 23], andallows themethodology
of placingdifferentsecuritypoliciesin differentsubclasse$o be
soundyetexpressie. Themostobviousformsof polymorphictype
inference basedbon treatingeachclassor interfaceaspolymorphic
andnot eachmethodandmessagesend,aretoo weakto properly
treatexamplessuchasthe InputStream mentionedabove.

2.3 Polymorphism

To betterillustrate the expressienessof our polymorphic type
systemwe shav an alternateimplementationof the ChangePwd
method,one that takes an InputStream and OutputStream as
amgumentsfor readingfrom andwriting to the passwrd le, re-
spectvely.

bool ChangePwd(I1Sin,OS out,String
uname,oldpwd,newpwd}

bool succ = false; String line;
BR passin = new BR(new ISReader(in));
PrintWriter ~ tempOut = new PrintWriter(out);
/I ... samecodeasabore

g

The following codeusesthis new implementationTopFileOS
is subclasseffom FileOS, andthewrite methodof thenew class
checksthe output datafor the integrity label top. In the main
portion, two different calls are madeto ChangePwdone with a
PwdFileOS asbefore,andoneto a TopFileOS.
class TopFileOS extends FileOS f

void write(int  v) f write (fop;nigh;sysg;f top;hig hg) (V,fd); 99

void main() f
/I ... samecodeasabore

String ts = "/etc/topsecret";

SysFilelS in = new SysFilelS();

PwdFileOS pout = new PwdFileOS(tempName);
TopFileOS tout new TopFileOS(ts);

pf.ChangePwd(in,pout,una me,oldp wd,newmwd);
pf.ChangePwd(in,tout,una me,oldp wd,newmwd);

Our polymorphictype systemis expressie enoughto directly
supportthis new ChangePwanethod.Additionally, sincewe are
statically inferring the concreteclassef objects,we can create
different security policies for overriding methods,and the type
systemwill know the correctpolicy to use.In this example,the

rst call to ChangePwalill type properly but the secondcall will
causetypeerror, sincethedatapassedo thewrite methodof the
TopFileOS is notlabeledwith top .

In additionto the needfor polymorphisnior discriminatinglO
streamsyve alsoneedpolymorphismfor codere-use Codeshould
be reusableén multiple contexts, which may have differentinfor-
mation o w policies. This meansconcretelythat library classes
and methodsmustbe allowed to be instantiatecat multiple secu-
rity contexts, andthe type systemmustnot memge all of the o ws.



Weiillustratethis with thefollowing exampleof differentHashSet
objects:oneholdinghigh data,andthe otherholdinglow data.

class HighFilelS extends FilelS f
int read() f return readtpighg;fnighg) (fd); 99

class LowFilelS extends FilelS f
int read() f return read(;.,(fd); gg

class LowFileOS extends FileOS f
void write(int ~ v) f write (;..y(v,fd); g9

void main() f
HashSet highSet = new HashSet();

FilelS hin = new HighFilelS("high _infile");
int i; int |
while(i = hin.read()) f highSet.add(i); g

HashSet lowSet = new HashSet();

FilelS lin = new LowFilelS("low _infile);
while(j = lin.read()) f lowSet.add(i); g
Iterator lowlt = lowSet.iterator();

FileOS lowout = new LowFileOS("low _outfile");
lowout.write(lowlt.next [

We de ne two input streamclassesone for readingin high
data,andonefor low data,andan outputstreamclassfor writing
low data.The programreadsfrom both high andlow streamsnto
separatédashSetobjects A valueis thentakenfrom theHashSet
containinglow data,andwritten to thelow outputchannel.

This clearly shavs the needfor polymorphismover security
levels. If the typesfor thesetwo HashSet objectswere meiged,
the programwould be rejected pbecausénigh datawould appearo
o w outalow channelOursystenviews HashSetaspolymorphic
andthe highSet andlowSet aretypeddistinctly, sothe program
typechecks.

3. Typesfor Data Tracking and Checking

We now presentthe formal type inferencesystem.In order to

simplify the reasoningandpresentatiorof the systemwe de ne a
labeltypeinferencesystensolelyfor typing data o ws, andusethe
existing MJ type systenfor normalMJ typecheckingot relatedto

information o w. Our labeltype systemis strongenoughto handle
ary valid MJ program,including thosewith mutually recursve
classde nitions, andmethodrecursion A programtype checksif

andonly if it type checksin boththe MJ type systemandthelabel
typesystem.

P = CLs program
CL := class Cextends CfCf; KM class
K = dCx)fsuper(e); sg constructor
M =  RTmMCx) fsg method
RT := Cjvoid returntype
L .= flg;wherel areuniquelabels. label
CO == cjbjstr jnull jfd constant
e = Xjthis jCQefj(Oej expression
e ejpejDeclassify (e;L)j
read(fd)
pe = enfe)jnewde)j promotableexp.
S = pe; jif ethen fsgelse fsgj statement

;jfsgjef ;= e jreturn g j
write (e;fd)

Figurel. Grammar

3.1 The Language

Our languageis an extensionof Middleweight Java (MJ) [4]. MJ
containghebasicobjectconstructof Jasa,includingstatejit omits

someof the more complex featuresof Java, which allows formal

propertiesto be establishedWe eliminatelocal variables,which

compleify the operationalsemanticsand proofs, althoughtheir

typings are a straightforward extensionof object elds. We add
constantgint, bool, string, le descriptor) ppertors (+,- etc.),in

orderto betterreasoraboutinformation o wsin realprogramsWe

alsoaddlow level readandwrite operationgo thelanguagepf the
formread(fd ) andwrite ((e;fd), wherefd isthe le descriptor
of thelO channelg is whatis writtento theoutputchanneland L

is a setof labelsspecifyingthe secreg level of the channel.

WealsoaddaDeclassify(e,L) constructwhichremovesthe
secreg labelsin L from thoseone. Thegrammaifor our Extended
MJ (EMJ) languagses givenin Figurel.

We assumesomefamiliarity with MJ, anddo not reproducéts
typingor semantiale nitions; se€4] for thedetails.NotethatEMJ
follows MJ and types expressionswith respectto a global class
table, CT , that containsthe typesof all classesAt the top level
a sequencef statement correspondingo the main methodis
typecheckd with respecto this table.In additionto the standard
type rules for MJ, we add the type rules correspondingo the
EMJ extensionsithey are mostly straightforvard, andare omitted
for lack of space.read (fd) is typed to input an integer and
write | (e; fd) outputsaninteger (e hasanintegertype),while fd
is of typeFileDescriptor . For Declassify (e;L) , theresulting
typeof theexpressioris thesametypease, sincethelabeltracking
is only handledn thelabeltypingrules.

3.2 Label Types

EMJ valuesareeitherobjectsor primitive constantsObjectsmay
be labeled,as may the internal elds of an object. Thus, Label
types, , arethree-tupleshS;F;Ai; S is a setof secrey labels
for the currentobject, F is a record containingsetsof labels,
representingheinternal elds of theobject,andA isan -type,a
typerepresentinghe concreteclassof the object,explainedbelow.
Thetypede nitions aresummarizedn Figure3.

= hS;F;Aijjt types
S = flgjsjS[ SjS SjF:f:S sececytypes
F = ff 7 gjf jF:f:Fj; eld types
A = g jF:ifA alphatypes
= CmAAGAL contous
s;f 5 s labelvariables
t = hs ;f ; i typevariables
= tt F tnC methodtypes
sttty T t,nC
c = S<:SjJF<:FJA<:A constaints
jAmg ;1o
j <:get j <:set jSC(L;S)
C = fcgiC[ G constaint sets
pc == S prog. counter
<: OisshortforS<:S%F <:F%A <: A°

Figure 3. TypeDe nitions

An objects elds hasits own labels,representedy the eld
type F, which is a mappingof eld namesto types,ffi; 7!
n 0. The individual labelsmay be accessedy a
dotnotation:F :f :Sisthesecreg labelonthef eld of theobject.
Primitive constantarelabeledasobjectswith no elds.

The -typesareusedto expressaform of parametriqgpolymor
phismover the inheritancehierarchy allowing the superclasand
subclasgo differ in their labeling. The usualJava type declaration
is insufcient for determiningthe classof an object,asit may be
anobjectof asubclasswhich containsadifferentpolicy, or returns



(x)=hs;f; i __(van

(this ) = hs;f; i

;pc’ x:hs[ pc;f; in;
;pc” e:hS;F;AinC

t consistof freshtypevariables,

;pe” ef (tnfh S| F:f:S;F:f:F,F:f:Ai <:gettg[ C

;pc” e:hS;;;AinC
:pc” €% hs%;:A%NnC?

(@]
ipct e €’ hS[ S%;:int inC[ CO( P)

;pc’ e: nC elds (Q = Cf

:pc’ newQe) : hpc;ff :tg;CinC[ fCK( ;hpc;ff :tg:Ci T t)g

;pc” e:hS;F;AiInC
;pc’ Declassify (e;L):hpc[ (S L);F;AiInC

;pc’ this :hs[ pc;f; in; (This) ;pc’ c:hpc;;;int in; (Consy
. ;pc” e:hS;F;AinC
(Field) ;pc” (Qe:hS;F;A inC(CaSt)
;pc e: = hS;F;AiInC ;pc’ e: nC
tr = hs;f; i s;f; arefreshvariables
o0 (Invoke)
pc” en(® :hS[ s:f; inC[ C[ fA:n( ; ™9 t)g
t; t, consistof freshtypevariables(NaN)
;pc” e:hS;F;AInC
(Declassify) pc_e n (Input)

;pc readi(e) : hS[ L;;;int inSC(L;S)

Figure 2. LabelTypeRulesfor Expressions

differentlabels.As discussedn Section2, we needa moreexpres-
sive form of polymorphismQOuranalysiss closelyrelatedto Data-
polymorphicCPA [23], avariantof CPA [1]. Thisensuregreation
of distinct contous (polyinstantiationswhen neededo give the
type expressiity requiredfor our systemwhile on the otherhand
meiging enoughcontoursto make surethe analysisterminates.

Weusel torepresenaconcretdabel, ands for labelvariables
in thesecrey domain. NotationL refersto a setof concretdabels
fl g, and label setsS may containboth concretelabel setsand
label variables the latter usedwhenthe concretelabel is not yet
known. For example,whentyping methods the argumentlabels
are variablessincethe actuallabelsare not instantiateduntil the
methodis invoked. Additionally, f is a eld variablereferringto
abstractelds of anobject,andF is eitheranabstracor aconcrete
eld mapping; is avariablereferringto an unknavn class,and
A is either an abstractclass or a concreteclassC  de nes
the contoursnecessaryor polymorphicmethodtyping, and type
variablesareextendedto allow a contoursuperscript(e.g.s ) and

representgo superscriptFor corveniencewe generallyomit the
superscripton variableswhenit is unimportant.t denotesa full
three-tupleof labeltypes,andis simply short-hand.

We implicitly work over a simple equationattheory of setsin
typing and constraintclosure. Concreteunions, S [ S° where
S = flgandS® = fl % areconsideredquialentto the unioned
set,S[ S%= fl ;19 (withoutrepeats).S S°is alsoequialent
to the obvious set differencewhen both are concretelabel sets.
For eld accessff 7! g:fi:Sisequvalentto S;, wheref; 7!
hS;;Fi;Aii. A similar equivalence analogouslyholds for ary
ff 70 gfi:Forff 71 gfi:A.

We use a label table, LT, to keep track of the label types
of all classeswhentyping expressionsThis is analogousto the
classtableCT of the MJ type systemthatkeepstrack of all class
types.However, sincewe areinferring label typeshere,we must
build up the label table while typing the classesas discussedn
Section3.2.4.

Labeltyperulesareof theform ;pc” e: nCand ;pc’
s : nC meaningn labelenvironment , with programcounterpc,
expressiore (or statemens) haslabeltype with constrainsetC.

bindsvariablesto labeltypevariables, ( x) = t. Theprogram
countertracksimplicit o ws throughprogramsandis a standard
featureof information o w type systems.

Theconstraintset,C, containsnormalsubtypingconstraints< :
for secreg, eld, and -types.In addition,checkconstraintsof
the form SC(L; S), for secreg checks, are placedin C andthe
closureprocesawill needto verify their correctnessMethod con-

straintsA:n{ ; ¢ i r ) containthe necessarynformationto tie

up methodinvocationswith the labelsof the resultingmethodcall.

Methodsin the labeltableare universally quanti ed, 8t%t; t; *f
t, nC, so they may vary parametrically This allows distinct con-
toursto beformedfor eachcombinationof agumenttype andcall
site. We detailthis analysiswhendiscussinghe constraintclosure
in section3.2.5.We proceedby discussingpeci ¢ elementof the
typeinferencesystemseparately

3.2.1 ExpressionTyping

The labeltype inferencerulesfor expressionsaregivenin Figure
2. Herearea few highlightsof the rules.(Const)typesconstants
aslabel typescontainingonly pc for secrey, re ecting our view
that constantsshould by default have no secreg asdiscussedn
section2.1.

In (Field), we usea get constraintto obtainthe type of a eld
accessTheseconstraintarediscussedurtherin section3.2.3.The
secreg typeincludesthelabelsonthe eld within theobject,along
with thelabelsthe objectitself carries.

In (Invoke), the constraintA:n{ ; ™% t,) is addedto
the constraintset. S is addedto the programcounter sincethe
executionof methodmdepend®n the objectto which the method
is beingpassedThe methodtype eventuallyneedso belooked up
in thegloballabeltableLT . However, sinceA mayatthis pointbe
of unknavn classwe postponehis decisionuntil moreinformation
is known aboutA, at constraintclosure.The above type constraint
recordsthe methodcall informationsoit canbe propagatedn the
closureoncethe concreteclassof A is known.

In (New), the namesof the elds in the classC arelooked up
using elds. We cannotsimply addthe typesof eachargumentto
the eld types,sincethe constructormay not have this behaior.
Thus, fresh type variablesare createdfor each eld, andthe F
elementof thetype containsthesevariables A constraintis added
to capturethe call to the constructorwhich is similar to a method
call. The -typeis giventheconcreteclassnameof theobjectbeing
createdpc is the secreg label on the new object.Like constants,
objectsareassumedo have no secreg by default.

As expected,Declassify(e,L)  removesL from the secreg
labelsof e in (Declassify).

Thetype of aread(e) expressioncontainsthe securitylevels
of the statementombinedwith the labelson the le descriptor
amgument. A secrey checkingconstraintis also addedto the
constraintset. There are two reasonsfor this. Firstly, the this
ensureghat low readsare not happeningunder high guards;as
discussegreviously, this may causeaninformationleak (notethe
type of ary sub-e&pressionimplicitly containsthe types of the
programcountersa fact easily shavn by structuralinduction on



;pc’ e:hS;F;AiInC

ipc[ S s1:hSy;Fi;A1inCP

ipc[ S sz hSz;Fz;AzinCOO(If)

;pc” if ethen fsigelse fsog:hS[ Si[ Sp;;;void inC[ C°[ C%
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Figure 4. LabelType Rulesfor Statements

e, observingthe basecasesall add pc to the types). Secondly
if the le descriptorvalue has a higher label than the channel
policy, performingthe readmay resultin a securityleak (e.g., two
executionsthatdiffer only in high inputsmay readfrom different
low channelssincethe le descriptoffor the channediffers).

3.2.2 StatementTyping

The type rules for statementsre given in Figure 4. In rule (If),

the secreg type of the conditionare addedto the respectie pro-
gram counterswhen typing eachbranch. (F-Assign) addsa set
constraintto the constraintsetto setthe o w of labelsinto anob-
ject eld. Theseconstraintsaredescribedn section3.2.3.Typing
awrite (e; €% statemenproducesa secreg checkconstraintto
ensurethe type of the outputalignswith the policy of thechannel.
Thetypeof the le descriptoiis alsochecled againsthepolicy for

the samereasonsasread, discussecearlier The remainingrules
arestraightforvard.

3.2.3 Getand SetConstraints

We useget constraintsvhentyping elds in (Field), andsetcon-
straintsfor eld assignmenin (F-Assign).Constraintclosurerules
(Get) and(Set)ensureghatvaluesassignedo a eld ow to ary
read-pointof the eld, while ensuringthatno backward- ows oc-
curin thetypes[23]. For example,

X = readipwg(fd); z 1= X; z := read;nigng(fd);
will notresultin x having the secreg typef high g.

3.2.4 Classand Program Typing

Typeinferencerulesfor typing programsgclassesandmethodsare
foundin Figure 5. Typing of a whole program rst requireseach
of the classego betyped,andthesetypesplacedin a labeltable,
LT ; thenthestatementsorrespondingo main aretypedusingthis
labeltable.

Methodsandconstructorsequirethe typevariablesto be setin
aninitial labeltablein orderto supportrecursve classde nitions
and mutually recursie methods;hence,the rst threerulesin
Figure 5 createthe initial label table with uniquelabel variables
for eachconstructomandmethodof eachclass.

The rst constructorrule is for classeghat passargumentsto
the parents constructortheseclassesare not direct subclassesf
Object, andthe secondrule is for thosethat are. Note that the
former rule includesa constraintdenotingthe call to the parents
constructarThebodyof eachconstructoandmethodis typedwith
respecto the label variablesasfoundin theinitial labeltable.As
previously noted, methodsand constructorsare given 8 typesso
thatthey mayvary polymorphically andtheseypesareinstantiated
when computingthe constraintclosure.For this reason.ary free
type variablesoccurringin the typing arefound andplacedin the
8 type ast? thesearetype variablesthat are local to the method
(or constructor)body andthereforemustbe properlyinstantiated

during the constraintclosure,so the typing will not mix o ws for
differentcallsto the samemethod.Methodtyping then lIs in the
constraintypesin thefull labeltable,andtheconstrainf <:t;g
isaddedsincet, appearsn thelabeltableasanabstractndication
of thereturntype of the method which mustbe boundby thetype
of themethodbody,

Programsare thereforetyped by typing eachclassde nition,
which typeseachmethodde nition. s, representingnain is also
typed. The elds functionreturnsthelist of elds for aclassused
in the (New) typerule.

3.2.5 Label Closure

The key closurerulesfor label constraintsetsare givenin Figure
6, alongwith somenecessaryle nitions. Rulesthataddnew con-
straintshasedn transitiity, obvioussetpropagationsand eld la-

belshave beenomittedfor spaceTheclosurerule (Method) isim-

portantfor tying up the typesof methodcalls. As discusse@bove,

methodconstraintaareaddedduring methodinvocation,whenthe

actualclassof the objecton which the methodis beingcalledmay
beunknavn. Thus,for all constraint<C< : A, whereCis aconcrete
classthe methodmis lookedup in LT via mtype which returnsa

typing for thatmethodasfoundeitherin Cor in asuperclasg not

de nedin C Wethensubstitutehe labelsin the methodconstraint
into this constraintsetfrom the label table, and replaceall local

labelvariablesasde ned by thefunction .

The mannerin which local label variablesarereplacedde nes
the contous of a concreteclassanalysis.In otherwords,different
instantiationof the 8 type createuniquetypesthatdistinguishdif-
ferentmethodinvocations.Our de nition of createsa nev con-
tour for eachdistinct recever type G methodnamef, amgument
type A (A: is thetypeof this ), andreturntype A, . This allows
callsto bedistinguishedasednreceiverandagumentypes.asin
CPA [1], andadditionally distinguishesall-siteshasedon unique
programpoints.Sincethe (Invoke) typerule createdreshvariables
for eachmethodinvocation,this senesasa uniquemarler of the
call-sitein the program;thus, A, is the call-site of the method.
Sinceconstructorcalls during (New) are similar to methodinvo-
cations the analysiscandistinguishmostobjectinstancewia call-
sitesandconstructomargumentsConsiderthefollowing example.

x = newQq); y = newQ);
x:put (reads joug (fd)); y:put (read high g (fd %)
x:get();

Here,our analysisproducesseparateontoursfor the creation
of x andy, where CPA memgesthem into one. Even thoughthe
put calls have differentcontours,sincethe typesof x andy are
not distinguishedthe CPA analysiscannotdeterminethatx:get ()
is low. We obtainmoreprecision,sowe cancorrectlyidentify the
o ws of datainto andout-of abstracbbjectson the heap.

This precisionis similar to that obtainedin data-polymorphic
CPA analysis[23]; althoughDCPA includesmary optimizations



Initial LabelTable:

t; te; tr; Sp consistof freshvariables.
Eachusecreatedlistinctvariables.

t; ty; tr; Sp consistof freshvariables.
Eachusecreatedlistinctvariables.

i = InitCon () i = InitMeth ()

InitMeth () = t;t, F ton;
ConstructoiTyping:

G = class Cextends Df Cf; KMy

[x:tthis :t];sp” e: nC [x:tthis :t];sp” s

InitCon () = t;t; T trn;

K= Cx) fsuper(e); sg

InitialL T = LT[(G;K) : 0;(G; M) @ o;:::]

D& Object InitialL T (Co;K) it te T trn:
t0= FreeTypeVar (t;t. F t,nC[ C°[ fDK( ;t; T t/)g)

InitialL T “w (Go;K) : 8ttt T t,nC[ C[ fDK( ;t; T t)g[ f <:trg

G = class Cextends Object fCf; KM
[ x:t;this :t];sp” s: nC

InitialL T (Go;K) i t;te P trn;

K= QCx) fsuper(); sg
t0= FreeTypeVar (t;t; T t nC

InitialL T~ w (G;K) : 8%t P t,nC[ f <:trg

MethodTyping:
Initiall T (G; M : t;te F ton;

G = class Cextends Df Cf; KMy
[x:tthis :t];sp” s

M= RTn{Cx) fsg
nC  t°= FreeTypeVar(t:t; f t,nC[ f <:t/g)

IniialL T “w (G;M : 8ttt P t,nC[ f <:trg

ClassTyping:

InitialL T “w (G;K) : o Initiall T *w (Go; M) : o

ProgramTyping:

e LTHG:K - 0:(GiM) © o;:::] ;iU st nC
Closure(LT [(G; M) : o;:::]; O isconsistent

T LTG K 0 0;(GosM) @ 0;:::]
Fields:

elds (Object) = ; elds (constants) = ;

CT (Q = class Cextends Df Cf; KM

pfG;Griiig; s nC

elds (D = Dg

elds (Q = Dg; Cf

Figure5. LabelTypeRulesfor ClassesandPrograms

to combinecontourswheneer possible while still supportingdata
polymorphismThe atten functionis necessaryo memgecontours
for recursve callsandto ensurgheanalysisgerminatesWe discuss
theterminationof this algorithmin section3.2.8.

We de ne aconstrainttlosureasfollows.

DEefFINITION 3.1 (ConstraintClosure).Closure(LT ; C) isde ned
astheleastsetthatincludesC and any constaint that can be de-
rived from C by the rules of Figure 6, andwith the additional con-
straint that the (Method)rule is only appliedoncein the closue
for eadh uniquesetof premises.

If we did not constrain(Method rule as above, it could be
appliedarbitrarily mary times,generatinglifferentfreshvariables
eachtime.

3.2.6 InconsistentConstraints

Inconsistenciesn the label constraintsetscome from SC con-
straints.Constraintconsisteng is de ned asfollows.

DEFINITION 3.2 (InconsistenConstraints) An inconsistentcon-
straint is any constaint SC(Ls; L2), whee LS 6 Ls.

Notethatconstraintonsisteng is de ned only onconcretecon-
straintsets,which areformedduringthe closureafterall transitve
o wsinto typevariableshave beenconsideredlf Closure(LT ; C)
containsaninconsistentonstraintthentheclosureis inconsistent,
andtype inferencefails. SC constraintsenforcesecreg policies.
In the constraintSC(Ls; L2), Ls is the secreg policy of the 10
channelandL? is the setof labelson the dataat thatpoint. Proper
enforcemenbf the policy requiresthe labelson the datato be a
subsebf thelabelson thelO channel For example,the constraint
SC(f high ; lowg; f lowg) is consistentwith low data o wing to a

high channel;SC(f lowg; f high g) is inconsistentsincehigh data
is o wingto alow channel.

3.2.7 Example Typing

To illustrate our type inferencealgorithm, considerthe following
codesggment,wherehin, lin , andlowout areasde ned in the
HashSetexamplein section2.3; Cis aclasswith a eld x.

lowC = new(0); highC = new(Q0);

lowC:x = lin :read(); highC:x = hin :read();

lowout :write (lowC:x);

Therela/antconstrasintén thelabeltableareasfollows.
(HiFIS;read) : 8t;t; ' t.nfh:::fhighg;;;int i <:t/g:::
0

(LowFISread) : 8t%t? i tnfh:::;;cint i <:t0g:::

00
(LowFOSwrite ) : 8t,:t% P t%hsSC(;: [ sv):::

When eachnew(0) expressionis typed, (New) gives them
eachdistincttypesfor the eld; thetypeoflowCish; ;fx : t,;g; Ci
andhighC'stypeis h;;fx : thg;Ci.

Using (Invoke), the typing of hin:read() createsa fresh set
of variablesfor the return value, t;,, and generatesa method
constrainthatclosurerule (Method), usingtheaborve de nedlabel
tableinstantiateso h:::fhighg;;;int i <:t/n.

By (F-Assign) and the relevant closurerules, we have fx :
thg:x <: sett,n, which by (Set)entailst,n <: fx : thg:x, so
by transitvity and eld accesswe getfhighg <: s, andso
fhigh g <: s, (recalleacht is atriple of typevariableshs;f; i).

Note that a new type variableis usedfor eachmethodinvoca-
tion, sos; is uniqueto thecall hin :read (), sothehigh labeldoes
not pollutethelow calllin :read() ; therefore high doesnot ow
intos.



ClosureRules:

<:set °

C<:A  An{:;.T 1)
= hS;F;Ai

mtype(Gn) = 8t%t; t; T t,nC
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(Method)

Auxiliary De nitions:
LT (Cm) = 8tet; t, P t,nC

CT (O = class Cextends Df Cf; KMy

mis notde nedin M

mtype(Gn) = 8t%t: t; T t,nC

(t' CmA'At'Ar) - tQmatten (A;AAYL)

atten (A )= A

mtype(C m = mtype(D; )

atten (x;y;:::) = atten (x); atten (y);:::

Figure6. LabelClosureRulesandDe nitions

lowC:x producesa constraints; <: s, wheres; is created
during (Field), and closurerule (Get) introducesthis constraint.
So,lowout :write (lowC:x); produces methodtype,whichwhen
instantiatedvith (Method) givesSC(;;; [ st ), sincethetypeof
theprogramcountertheobjectlowout , andthe eld fd of lowout
areall ; , ands; wassubstitutedor s,. Now, wehave; <:s; from
lowCx = lin :read(), so; <: st by transitvity, which leadsto
theconstraintSC(; ; ; ), whichis consistent.

Supposeave addedthe statementowout :write (highC:x); to
the program.Thenthe constraints, <: s? is producedby (Field)
and (Get). So, lowout :write (highC:x); yields a methodtype,
which wheninstantiatedwith (Method) givesSC(;;; [ sP). As
noted above, we have fhighg <: sp, sofhighg <: s? by
transitiity, which leadsto the constraintSC(; ; f high g), which
is inconsistent.

3.2.8 Typing Complexity and Termination

A potential pitfall of this form of type inferencealgorithm is
non-terminationjf contoursare continually createdfor recursve
method invocations.Ouranalysis meiges contoursfor recursve
calls,ensuringermination We now addresshecompleity of type
inferenceandconstraintclosurecomputation.

Inferring typescompletesn lineartime. Closingthe constraint
setcanbe exponentialin the worst case.This is evident from the
de nition of .t inputsto areall at (i.e. have no superscript),
sincethey arethefreetypevariableghatoccurwhentypingmethod
mof classC Superscriptedrariablesare only addedduring the
closure.This meanst is boundedby n, the size of the program.
SinceA; At, andA, areall attened,the numberof possibilities
for thesevaluesis boundedby the numberof concreteclassesand
the numberof freshvariablescreatedin the program,which are

eachlessthann. Thus,in theworstcasewe may createup to n"’
contours(accountingalsofor Candn). Thisis alargeexponential,
but neverthelesserminatesMany optimizations(e.g. combining
contoursand constraintgarbagecollection) can be performedto
male this practical,asshawvn in [23] andelsavhere;this is out of
the scopeof the currentwork.

The type inferencesystemprovides separatecompilation of
classessincetype inferencecanbe doneseparatelyandthe nal
global constraintsetmustbe closedand checled for inconsisten-
cies.Classesandmethodsareanalyzedonly once,andtheir types
andconstraintsuilt into the labeltable,which maybe re-usedor
ary numberof programs.

4. Soundnessand Noninterference

We now statethe soundnesandnoninterferencg@ropertiesor our
system.Soundnessneansthat well-typed programswill not pro-
duceary run-timecheckfailures.Dueto spaceestrictionsye omit
the semantiade nitions andformal proofsof soundnessndnon-

interferencewhich may be found in the companiontechnicalre-
port[19]. In proving noninterferenceywe assumexpressionand
statementslo not containary Declassify (e% L) subepressions,
which would violatethe propertythathigh inputsdo not affect low
outputs.Theformal statemenbf noninterferencéollows.

THEOREM 4.1 (Noninterference)Given classtable CT and la-
beltableLT ,if;;; °~ s: hS;F;AinC, andClosure(LT;C) is
consistentand 1 ' Low §,and!1 ' Low! Y, ands;;; 130!
CiHa2; 2;l2 ands;;; §;1 91 c%HZ; 313, then o
and! 2 ' Low! §,andc = c°

0
Low 2

Theorem4.1 statesthat for a typeableprogram,ary two runs
of the programdiffering only in high input streamswill produce
equivalentlow input and outputstreamsand equivalenttermina-
tion valuesof theexecutions) Thelow inputstreamsnustbeequal
sincethe sizeof the low input streamsaftercomputatiormay con-
vey secretinformation, asdiscussedn section2. and! de ne
setsof inputandoutputstreamsrespectiely; therelation' |owde-
scribesthe low equivaleng of the setsof streamsThe emptysets
beforethe turnstyleindicatethat the typing environmentand se-
creq/ programcounterareemptyin theoriginal typing. We specify
that the valuesmustbe integersfor this theorem,asit intuitively
doesnt make senseto input or output heaplocations(pointers).
Sinceour systemis termination-insensiie, both runs of the pro-
gramareassumedo terminatenormally

The proof [19] usesa labeled operationalsemantics which
mapsthelabelsfrom thetyping ontoeachsub-epressionWe then
prove,viabisimulation thatall low executionstepsareidenticalfor
both executions while high stepsmay differ. We thenshav how
reductiondn thelabeledsemanticareisomorphicto reductionsn
anunlabeledsemantics.

5. Top-level Policies

In this section,we present systemfor declaringclass-basegoli-
ciesat thetop level of a program,meaningthe policy will not be
buriedin the code,but canbe seenin the API. This alsoprovides
a simplermeansof addinginformation o w controlsto programs,
sincethe underlyingprogramswill notneedto includeary explicit
0 w annotationsndsothereis no needto de ne a new language
syntaxfor aninformation o w extension.

We use a simple translation-basedpproachfor thesetop-
level policies, as shawn in Figure 7. Given a valid programand
a top-level policy, the translationproducesa nev programwith
securitylevels on read andwrite expressionof InputStream
and OutputStream subclassesand Declassify statementon
methodreturnvalues whendowngradingis warrantedPoliciesare
declaredat the permethodlevel in a class.Eachpolicy statement
for aclassCproducesatranslationwheremethodMis translatedo
M, whichincludestheinformation o w statement.



class C:(S;1) whereC<: InputStream andFileDescriptor

int read() fsg )

class C:(S;1) whereC<: OutputStream andFileDescriptor

void write (e) fsg )

fd is a(private) eld of C

int read() freturn reads. )(fd); g

fd is a(private) eld of C

void write (e) fwrite (s.)(e;fd); g

class C methodRTN{Cx) : Declassify (L) whereRT6& void

RTMCx)fs; return e;g )

RTM{Cx)fs; return Declassify (e;L); g

class G methodRTN{Cx) : Endorse(L) whereRT& void

RTM{Cx)fs; return e;g )

RTn{Cx)fs; return Endorse(e;L); g

Figure 7. Top-level Policy Translation

read policies declarethe setsof security labelsfor an input
channelusing the Java representatiorof an InputStream sub-
class,C Hence,the read methodof Cis re-writtento perform
a low level read operationwith the security labels given by the
policy. In a similar mannerwrite policiesdeclarethe setsof se-
curity labelsfor an output channelusing the Java representation
of an OutputStream subclassThe write methodis re-written
to perform a low level write operationwith the security labels
givenby the policy. Notice we requireboththe InputStream and
OutputStream subclasse$o have a le descriptorasa (private)

eld. While theabstractlassednputStream andOutputStream
do not have sucha requirementusablestreamclasseslo, suchas
FilelnputStream . In the Java implementation Jow-level reads
andwrites areactually native methodslt is theselow-level meth-
odsthat we arere-de ning. (In actuality thereis somevariation
in the Java implementation®f variousStream classesFor exam-
ple, FilelnputStream usesan additional private native method
readBytes for low-level readsof multiple bytes.For full Java, we
would needto de ne additionaltranslationdo satisfytheseincon-
sistenciesthoughthe policy formatwould bethesame.)

Any sub-classesf InputStream andOutputStream thatdo
not have a de ned policy receie the default policy, described
earlier Henceall unspeci edinputstreamsarelow secreg andlow
integrity; thedefaultpolicy for anoutputstreamis alsolow secreyg
andlow integrity.

Declassify statementspecify what labelswill be declassi-
ed from a methods returnvalue.Note that althoughwe provide
the ability to specify declassi cationpolicies at the top-level, de-
classi cationof datarequiresknowvledgeof theunderlyingcodeto
be surethe datais truly diluted enoughto warrantdeclassi cation,
soit mustbe usedwith care.Declassify statementganonly be
appliedto methodswith nonvoid returntypes sinceit is thevalue
thatis returnedrom themethodthatis declassi ed Endorse state-
mentsarede nedanalogouslyor integrity upgradingNotethatMJ
requireshatmethodonly have onereturnstatementat the endof
the methodbody Generalizingthe languageto otherreturnstate-
mentsrequiresthetranslationto be appliedto ary returnstatement
within amethodbody

Sincethesetop-level policies automaticallyinsertthe relevant
securityportionsinto the code,they maybe usedfor de ning poli-
cies at deploymenttime. This allows the usersdeplg/ing an ap-
plication to tailor it to t their own securityrequirementsHow-
ever, declassi cation(and endorsement)s a delicateissuethat
usually requiressomeinspectionof the code,so automaticinser
tion of declassifyis generallya bad idea. Security requirements
shouldremainpartof the software developmentprocessfrom de-
signthroughdeployment.We planto continueexploring thesesoft-
wareengineeringchallengesn futurework.

5.1 Example Top-level Policies

The following is a top-level policy for the programfor changing
passwerdsin section2.2.
class SysFilelS: (fhigh,sys g, fhigh,sys g)
class UserlS
read(): Endorse(f high g)
class PwdFileOS: (fhigh,sys g, fhighg)
class PwdFile
ChangePwd(String uname,oldpwd,newpwd):
Declassify( fhigh,sys g)

Supposingthe programof Section2.2 had all of the explicit
information o w labels,checks anddeclassi cationgemoved, to
give aregularJava program;if the abore policy werethenapplied
to that stripped program,we would obtain exactly the program
presentedh Section2.2 again.Eventhoughprogramamaycontain
no explicit information ow policy information, it still may be
necessaryo rewrite partsof a programfor purposesf addinga
ne-grainedinformation o w policy: auniquesubclassieeddo be
de nedfor eachdifferentlO securitypolicy. This canbeviewedas
agoodstep,becausét leadsto amoreobject-orientednformation
o w policy.

6. RelatedWork

Staticanalysisof information o w controlsystemss awell-studied
area[10, 22, 2]; Sabelfeldand Myers presenta suney in [18].

Much of the literaturefocuseson proving formal resultsfor small
programminglanguagesthough there has been some effort to
de ne working systems.Flow Caml[17] is an information ow

extensionto Core ML. The Jif systemprovidesinformation o w

controlfor full Java[14].

O'Neill et. al. describean information ow security model
for interactve 10 using a simpleimperatie language16]. They
demonstrateéhat a simpletype systemcanbe usedto obtainnon-
interferencen aninteractive settinginvolving userstrateies,then
expandthemodelto incorporatenondeterministichoice. In com-
parison,our systemprovides security for Middleweight Java, a
muchlargerlanguageA smallerlanguageallows theirtypesystem
to bemuchsimpler andthey donotdescribeanlO-basednference
mechanismaswe do, and polymorphismis not a concernsince
their languagedoesnot allow methods.To our knowledge, this is
the only otherinformation o w type systemthat formally models
interactie 10.

Jif [14] is uniqueas an information o w systemsinceit cov-
ersessentiallythefull Jasalanguagebut it lacksaformalanalysis.
Checksn 10 channelsareintermixedwith themary otherinternal
checkswithin a program(e.g. on function application,or assign-
ment).Our systemis designedo reducethe numberof checksto
10 pointsonly. Jif providesparametrigpolymorphismandsomein-
ferenceof labels.Programsnustbeannotatedvith securitylabels,
includinglabel parameter$or polymorphicclassesThis createsa



backward compatibility issue whereall codemustbe re-codedo
introducetheproperannotationsAdditionally, methodoverloading
requiressubclassypesto conformto thetypesof the superclass.

In contrastpurtypesystemnfersall labeltypesandparametric
types,remowving the needfor additionalprogramannotationsOur
labeltypesareinferredfor existing code,meaninglibrariescanbe
usedasis, provided the properlabelsand checksare placedon
the 10 pointsin the program.Our concreteclassanalysis[1, 23]
tracksthe concreteclassef objectsthroughthe program,allow-
ing usto statically determinea conserative approximationof the
runtimeobject. This meansoverriddenmethodsn the subclassan
have differenttypesfrom the superclassandthe type systemwill
correctlydistinguishtheinformation o w controlson the different
objectsstatically

Banerjeeand Naumann[2] prove a batch-modelnoninterfer
encepropertyfor aninformation o w type systemfor a Java-like
languageusing a denotationalsemanticsThey provide an infer-
enceextensionfor librariesthatareparameterizetly securitylevels
[20]. This form of polymorphismresembledif's, requiringanno-
tationsin theform of labelparametersThey alsorequirepolymor
phictypesfor methodsnustbesatis ed by all overridingmethods.
As mentionedabore, we emplgy a more implicit polymorphism
that requiresno programmodi cations, and we prove soundness
andinteractize noninterferenceisingan extensibleoperationabp-
proach.

Flow Caml[17] provideslabel type inferenceand parametric
polymorphisnfor aninformation o w extensionto CoreML. They
prove soundnessf type inferenceanda batch-modehoninterfer
enceproperty Our type systemis signi cantly different, sinceit
is basedon an object-orientedanguagewhich presentsiniqueis-
sues(i.e. inheritanceanddynamicdispatch)that do not arisein a
functionallanguage.

Hammer et. al. describehowv program dependencegraphs
(PDGs)may be usedfor information ow control [9]. Although
the technicalmethodsusedare signi cantly differentthanour ap-
proach,the expressie power is roughly similar: our polymorphic
typesareapproximatelymatchedy the contet-sensitvity in their
analysisfor example. Their systemincorporates o w-sensitvity
andwe do not. The adwantageof a type-basedipproachs thatit
providesamuchmoresuccinctde nition; for example,our formal
systemis completelyde ned in this shortpaperandthey do not
completelyde ne aformal systemin their paper

Several works have developedpolicies for downgradingdata.
One approachis for the labelsto contain downgradingpolicies
which describewhen it is safe to declassifythe data, whether
aftera certainmethodcall, operation,or someotherproperty[13,
5]. In comparisonpur policies for downgrading(and upgrading)
are attachedto the methods,similar to Hicks et. al.'s notion of
declassi ers[11]. The methodpolicies describewhat labelswill
be downgradedfor datapassedo the method.This mechanism
follows the object-orientedbhilosophy allowing downgradingat
theclassandmethodlevel, andshaving it in the API.

7. Conclusion

We have presentedh staticinformation o w typeinferencesystem
for Middleweight Java and formally proved its correctnessQOur
typesystemprovidesa high level of polymorphisnto promotelO-

basedpolicies and codere-usein multiple security contexts. We
provide a top-level policy descriptionwhich automaticallyinserts
information o w controlsin a programandclari es the policy in

the API. Changedo Jasa programsare thereforeminor, asonly

the underlying 10 operationschange.Type inferenceand easily
identi able policies are a necessarystep towardsa more usable
information o w system.
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