
Impr oving Usability of Inf ormation Flow Security in Java

ScottF. SmithandMark Thober
Departmentof ComputerScience

JohnsHopkinsUniversity
f scott,mthoberg@cs.jhu.edu

Abstract
This paperfocuseson improving theusabilityof information�o w
type systems.We presenta static information�o w type inference
systemfor MiddleweightJava (MJ) which automaticallyinfers in-
formation �o w labels,thus avoiding the needfor a multitude of
programannotations.Additionally, policiesneedonly bespeci�ed
on IO channels,the critical �o w boundary. Our type systemin-
cludesa high degreeof parametricpolymorphism,necessaryto al-
low classesto beusedin multiplesecuritycontexts,andto properly
distinguishthesecuritypoliciesof differentIO channels.

We prove a noninterferencepropertyfor programsthat interac-
tively inputandoutputdata.Wethendescribeamechanismthatal-
lows usersto de�ne top-level policies,which automaticallyinserts
thesecuritypoliciesat theproperpointsin theprogram.This pro-
videsthefurtherbene�t thatwhomever is de�ning thepolicy does
notnecessarilyneedintimateknowledgeof theprogramsource.

Categoriesand SubjectDescriptors D.3.3 [ProgrammingLan-
guages]: LanguageConstructsandFeatures—Datatypesandstruc-
tures, Constraints,Frameworks, Input/output; D.3.2 [Program-
mingLanguages]: LanguageClassi�cations—Object-orientedlan-
guages; K.6.5 [Managementof Computingand InformationSys-
tems]: SecurityandProtection

GeneralTerms Security, Languages,Design,Theory

Keywords Information �o w security, type inference, security
policies,Java,declassi�cation

1. Intr oduction
While thefoundationsof staticinformation�o w systemsaresolid,
their usability could still be improved. The overheadfor adding
information �o w security to programsis potentially large, since
existing systemsoften require security annotationsto be added
to the code. With large numbersof annotations,the likelihood
of having incorrectannotationsalso increases:a mistake can get
lost in the noiseof so many annotations.Input/outputis another
importantpracticalconcernwhichhasalsonotbeenfully integrated
into staticinformation�o w systems.

Information �o w research[2, 10, 17, 14, 22] hasshown how
type systemscan be de�ned to statically guaranteethat high se-
curity datawill not affect low securitydata.A noninterference[8]
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propertyis usually shown for well-typed programs:low security
outputsarenot affectedby any high securityinputs.Themajority
of theseworks assumea batchmodelof IO, althoughO'Neill et.
al. recentlydescribeda techniquefor enforcinginformation�o w
securityfor interactive IO, usinga simpleimperative languageand
basictypesystem[16].

Our primary goal is to provide practicaldatasecrecy and in-
tegrity protectionto aid programmersin securingprogramsthey
write. To this end,we presenta provably correctstaticinformation
�o w typeinferencesystemfor a coresubsetof Java (namely, Mid-
dleweight Java) that automaticallyinfers information �o w labels,
thusavoiding theneedfor a largeamountof programannotations.
Policiesneedonly bespeci�ed on IO channels,which we will ar-
gueto betheonly real�o w boundarythatmustbeconsidered.The
type systemincludesa high degreeof parametricpolymorphism,
necessaryto allow classesto beusedin multiple securitycontexts,
andto distinguishpoliciesof differentIO channels.

Ourwork placesthefocuson inputandoutputpointsastheim-
portantboundariesfor securingdata.Thus,we areonly indirectly
concernedaboutinternal�o ws, in how they ultimately will relate
to the inputsandoutputs.In general,we shouldspeakof securing
thecomponentinterface[21], sinceruntimesmaybecomposedof
multiple independentcomponentswith distinct securitypolicies;
herewe focuson just theIO boundaryfor simplicity.

As is commonpracticein information �o w type systems,we
associatea �o w labelwith eachprogramvalue.Labelsareexplic-
itly placedon input dataandcheckingpoliciesexplicitly declared
at outputpoints;for pointsin between,the type systemautomati-
cally infersthelabelsandsoprogrammersdo not needto adddec-
larations.Input statementsareof the form read ( Ls ;Li ) (fd ), where
Ls and Li are the declaredsecurity level policy for secrecy and
integrity of the channel,respectively, andfd is the �le descriptor
thatnamesthechannel.Similarly, outputstatementsareof theform
write ( Ls ;Li ) (e; fd ). For practicalitywe alsosupporttheability to
downgrade(declassify) secrecy labels,andupgrade(endorse) in-
tegrity labelswhendeemedsafeto doso.

Thetypeinferencesystemprovidesanexpressive form of para-
metricpolymorphism.Polymorphismis crucialfor modelinginfor-
mation�o ws with �ne enoughgranularity. Differentobjectsof the
sameclass(e.g. two completelydifferent HashSet objects)may
beusedin differentsecuritycontexts,whichmustbedifferentiated
in the analysis.Otherwise,secureprogramsmay be rejectedby a
typesystemthatunnecessarilymerges�o ws. In our system,secu-
rity policieson IO channelsarede�ned at thelevel of JavaStream
classes.This allows a LowOutputStream classto have a differ-
entsecurityrequirementthana HighOutputStream class.As de-
scribedin Section2, our �ne-grainedpolymorphictype inference
algorithmis essentialfor providing a �ne enoughdistinctionon IO
channels.To demonstratethecorrectnessof oursystem,weprovea
typesoundnessresult,andwealsoshow anoninterferenceproperty,
extendedto accountfor interactive inputsandoutputs.



One weaknessof Java and other programminglanguagesis
how the IO pointscangetburied in thecodethroughsubclassing,
methodcalls,etc. This in turnmakesit dif�cult to observe thepoli-
cieson theuseof IO channelswithout digging throughthewhole
program.This lack of a cleartop-level IO interfacemeansanyone
whowantsto understandtheinformation�o w propertiesof awhole
programmusthaveknowledgeof thecodedetailsin orderto under-
standwhatinformation�o wsoccurthroughIO. Wedescribeasim-
plemechanismthatallowsusersto de�ne concisetop-level policies
which arethenautomaticallyappliedto theproperIO pointsin the
program.This reducestheburdenon boththeprogrammeraswell
asthepolicy validator– thesecuritypolicy for thewholeprogram
is now de�ned in oneplace.

The result of our strongtype inferencesystemand IO policy
declarationsis a systemfor a real language,whereprogrammers
needonly specifythesecuritypolicy of IO channels,andthe type
systemensurestheprogramdoesnot violatethepolicy.

2. SystemOverview
Our syntax is basedon Middleweight Java (MJ) [4], extended
with labeledinputandoutputoperations,declassifyingandendorse
syntaxaswell asotherminoradditions.Inputandoutputstatements
are read ( L;L0) (fd ) and write ( L;L0) (e; fd ), where fd is the �le
descriptorof the IO channel,e is what is written to the output
channel,andL andL0 aresetsof labelsspecifyingthesecrecy and
integrity levels of the channel,respectively. For convenience,we
uselabelssetsandtheusualsetrelationsasoursecuritylattice[7].

At the point of a readoperation,the returnedvalue is tagged
with the security labelsof the channel.Further, checksare per-
formedto ensureit is safeto readin the currentsecuritycontext.
For example,a low readmustnot occurundera high guard.Oth-
erwise,anattacker would noticethattheamountof datareadfrom
a low streamwould differ if the high guarddiffered.For exam-
ple, oneexecutionmayreadfrom a low streamthreetimes,while
anotherexecutionwith a differenthigh guardmay readfrom the
streamseven times,indirectly leakinginformationin the threevs.
sevennumber. At eachwrite, thelabelsonthevalueto beput to the
channelarecheckedagainstthechannelpolicy, to ensurethathigh
secrecy datais notoutputto a low secrecy channel(and,dually that
low integrity datadoesnot �o w into a high integrity channel).

Integrity isanimportantdimensionof information�o w security,
and is generallyrecognizedasa dual to secrecy [3]. To simplify
the presentation,we hereomit integrity trackingfrom the formal
system,thoughwe include it in examplesand discussion,when
relevant. Hence,in readLs (fd ), the integrity label is omitted.A
full treatmentof integrity canbefoundin thetechnicalreport[19].

WeprovideaDeclassify(e,L) statement,whichremovesse-
crecy labelsL from e. This servesto declassifydatain infrequent,
explicitly allowableinstances[15, 24]. For example,in a program
wherea password is beingchecked, theresultof a password com-
parisonmaybedeclassi�ed,sotheresultingbooleanwill not carry
the high security label of the password. Programmersmust be
very carefulwhenusingdeclassifyoperations,becausethey may
reveal too much informationandcompromisesecurity. Although
omitted from the formal systemin this paper, the integrity dual,
Endorse(e,L) , increasestheintegrity labelof theargument,spec-
ifying increasedcon�dencein thedata.

We de�ne a staticconstraint-basedtype inferencesystem,with
a form of automaticlabel polymorphisminferencethat is related
to CPA-style concreteclassanalyses[1, 23]. The needfor label
polymorphisminferencewill becomeevident whenwe study the
exampleprogramof Section2.2.

2.1 Program Constantsand Default Policies

The useof security-criticalconstantsdirectly in the programtext
can createsecurityholes:hard-codedsecretdatamay be misla-
beledandleak out of a programthroughoutputoperations,or by
anunauthorizedagentreadingthesourcecodeitself.Similarly, pro-
gramconstantsmay adverselyaffect dataintegrity, e.g. if a rogue
string constantis inadvertently written asa user's password. Re-
markably, programmerscontinueto make suchmistakes,even in
recentcommerciallyavailableprogramsanddevices[12, 6], where
hard-codedpasswordsandcryptographickeys resultedin security
problems.

We take the approachthat hard-codingof secretdataor low-
integrity datasimply shouldnot happen:the only reasonableway
to view programconstantsare as low secrecy but high integrity
data,andthis is how our typesystemtreatsall constants.

Establishingdefault policiesfor input andoutputchannelsis a
closelyrelatedproblem.This is importantfor establishingsecurity
for programswherenot all IO channelshave beengivena security
policy, andin describingpoliciesfor thestandardinput andoutput
streams(System.in , System.out andSystem.err in Java).The
default policy for an input channelis establishedas low secrecy
and low integrity. This meansthe data is consideredpublic and
unreliable,which is a naturaldefault for anunknown channel.The
default policy for an output channelis also low secrecy and low
integrity. Thismeansthechannelis consideredobservableto public
users,anddoesnotrequireany degreeof con�dencein theintegrity
of thedatabeingoutput.

2.2 An ExampleJava Program

In this sectionwe elaborateon how information�o w is controlled
at IO pointsin oursystem,by thestudyof asimpleexample.In the
following subsectionwe thengive an overview of our parametric
polymorphismandlabelinferencesystem.

IO channelsin Java are createdthrough subclassing,creat-
ing classessuch as FileInputStream , DataOutputStream,
SocketInputStream , etc. We build on this approachby de�n-
ing differentinformation�o w policiesvia subclassingthecoreIO
classes.In particular, a differentsubclassis createdfor eachdis-
tinct securitycategory of IO. This 1-1 relationshipbetweenclass
de�nitions andsecuritypoliciesmakes for an object-orientedap-
proachto information�o w policies,harmonizingwith theexisting
languagestructures.

We now focusonanexampleprogramfor changingpasswords,
wheredatasecurityis importantin both secrecy andintegrity di-
mensions.This example is somewhat oversimpli�ed but is short
enoughto illustratethe key concepts.Firstly, we want to provide
secrecy for theusernameandpassword informationcontainedon
the system,making surethis information is not leaked to a pub-
lic channel,i.e. the screen.Secondly, we want to ensurethe in-
tegrity of thesystempassword �le by not allowing it to betainted
by improperdata,therebyalteringusernamesandpasswords on
thesystem.Thesearetwo well-de�ned goalsfor a programmerof
a password changingapplication.

We take somelibertieswith syntaxthat is not describedin our
calculus,suchastheuseof local variables,super() , anda while
loop. We make someabbreviationsto shortenthepresentation,IS
for InputStream , OSfor OutputStream, PSfor PrintStream .
BabbreviatesBuffer , andBRis BufferedReader . Otherobvious
abbreviationshave beenmade,andsomecodeis omittedfor lack
of space.

class SysFileIS extends FileIS f
int read() f return read ( f high ;sysg; f high ;sysg) (fd ) ; gg

class UserIS extends IS f
int read() f return Endorse(super.read(), f hig hg); gg



class PwdFileOS extends FileOS f
void write(int v) f write ( f high ;sysg; f high g) (v; fd ); gg

class PwdFile extends Object f
String fileName; String tempName;

bool isUser(String line, uname, oldpwd) f
// parseline andreturntrueif unameandoldpwd match

g

Reader getPwdReader() f
SysFileIS fin = new SysFileIS(fileName);
return new BR(new ISReader(fin));

g

Writer getWriter() f
PwdFileOS fout = new PwdFileOS(tempName);
return new PrintWriter(fout);

g

bool ChangePwd(String uname,oldpwd,newpwd)f
bool succ = false; String line;
BR passIn = getPwdReader();
PrintWriter tempOut = getWriter();
while((line = passIn.readLine()) != null) f

if (isUser(line,uname,oldpw d)) f
tempOut.println(uname + ":" + newpwd);
succ = true;

g else f tempOut.println(line) g
g
// rename tempFile to fileName
return Declassify(succ, f high,sys g);

g
g // end class PwdFile

void main() f
String fileName = "/etc/passwd";
String tempName= "/tmp/tmppasswd";
PwdFile pf = new PwdFile(fileName,tempNam e);

//read uname,oldpwd,newpwd from a UserIS.

bool succ = pf.ChangePwd(uname,oldpwd,newpwd);
if (succ) f System.out.println("Su ccess") ; g
else f System.out.println("Fai lure "); g

g

Themodi�cations neededto supportinformation�o w analysis
hereareminor. The mostsigni�cant requirementis to de�ne dis-
tinct subclassesof InputStream andOutputStream for eachdis-
tinct IO policy. In this casewe arede�ning threenew IO policies,
in theclassesSysFileIS andUserIS (for input),andPwdFileOS
(for output).For SysFileIS , the read methodlabels input val-
ueswith high andsys for bothsecrecy andintegrity. Thewrite
methodof PwdFileOSallows secrecy labelshigh and sys, and
requirestheintegrity labelhigh , therebyenforcingthepolicy that
only certaindatamaybewritten to thepassword �le. TheUserIS
classis de�ned with anEndorse operation,expressingcon�dence
in theintegrity of thedataon thechannel.(NotethatIO canoccur
with othermethodssuchas�le rename, but we aresimplifying a
bit in this example).Thereis a declassi�cationof secrecy labelsat
theendof theChangePwdmethod,necessaryto allow thesuccess
or failureof theprogramto beoutputto thescreen.

This programshows how codeis written in the language;no
explicit parametrictypedeclarationsareneeded,andno label type
declarationsneedto beplacedonvariables– typeparametricityand
variableinformation�o w labelsarebothinferredautomatically. So,
the underlyingJava programonly needsto be changedto declare
the appropriateIO channelsandpolicies,and to addany needed
downgradesand upgrades.The underlyingprogramstructurere-
mainslargely unchanged,e.g. a SysFileIS objectsysin is still
accessedvia sysin.read() , with noneedfor annotation.

Propertyping of this exampleimposessomerequirementson
the type system:the type of the read andwrite methodssimply
cannotbethesameacrossall subclasses,otherwiseall of thework
we madeto separatethe policies in separateclasseswould be for
nothingsincethetypesystemwould mergethe information�o ws.
So,aform of parametricpolymorphismis neededto distinguishbe-
tweensubclasses.It is evenmoresubtlebecauseavariabledeclared
to beanInputStream canat runtimebeany of its subclassessuch
asSysFileIS or UserIS, andsoit maylook verydif�cult to type
thesemethodsdistinctly. Oursolutionis to useapolymorphicform
of concreteclassanalysis[1]: we usea constraint-basedtypesys-
tem that specializesthe type of an objectat eachmethodcall site
for eachdifferent type of object that it could be. This technique
leadsto averyaccuratetyping[1, 23], andallowsthemethodology
of placingdifferentsecuritypolicies in differentsubclassesto be
soundyetexpressive.Themostobviousformsof polymorphictype
inference,basedon treatingeachclassor interfaceaspolymorphic
andnot eachmethodandmessagesend,aretoo weakto properly
treatexamplessuchastheInputStream mentionedabove.

2.3 Polymorphism

To better illustrate the expressivenessof our polymorphic type
systemwe show an alternateimplementationof the ChangePwd
method,one that takes an InputStream and OutputStream as
argumentsfor readingfrom andwriting to the password �le, re-
spectively.

bool ChangePwd(IS in,OS out,String
uname,oldpwd,newpwd)f
bool succ = false; String line;
BR passIn = new BR(new ISReader(in));
PrintWriter tempOut = new PrintWriter(out);
// . . . samecodeasabove

g

Thefollowing codeusesthis new implementation.TopFileOS
is subclassedfrom FileOS, andthewrite methodof thenew class
checksthe output data for the integrity label top . In the main
portion, two different calls are madeto ChangePwd, one with a
PwdFileOS, asbefore,andoneto a TopFileOS.
class TopFileOS extends FileOS f

void write(int v) f write ( f top ;high ;sysg; f top ;hig hg) (v,fd); gg

void main() f
// . . . samecodeasabove

String ts = "/etc/topsecret";
SysFileIS in = new SysFileIS();
PwdFileOS pout = new PwdFileOS(tempName);
TopFileOS tout = new TopFileOS(ts);

pf.ChangePwd(in,pout,una me,oldp wd,newpwd);
pf.ChangePwd(in,tout,una me,oldp wd,newpwd);

g

Our polymorphictype systemis expressive enoughto directly
supportthis new ChangePwdmethod.Additionally, sincewe are
statically inferring the concreteclassesof objects,we can create
different security policies for overriding methods,and the type
systemwill know the correctpolicy to use.In this example,the
�rst call to ChangePwdwill typeproperly, but thesecondcall will
causeatypeerror, sincethedatapassedto thewrite methodof the
TopFileOS is not labeledwith top .

In additionto theneedfor polymorphismfor discriminatingIO
streams,we alsoneedpolymorphismfor codere-use.Codeshould
be reusablein multiple contexts, which may have different infor-
mation �o w policies. This meansconcretelythat library classes
andmethodsmustbe allowed to be instantiatedat multiple secu-
rity contexts, andthe typesystemmustnot mergeall of the �o ws.



Weillustratethiswith thefollowing exampleof differentHashSet
objects:oneholdinghighdata,andtheotherholdinglow data.
class HighFileIS extends FileIS f

int read() f return read ( f high g; f high g) (fd); gg

class LowFileIS extends FileIS f
int read() f return read ( ; ; ; ) (fd); gg

class LowFileOS extends FileOS f
void write(int v) f write ( ; ; ; ) (v,fd); gg

void main() f
HashSet highSet = new HashSet();
FileIS hin = new HighFileIS("high infile");
int i; int j;
while(i = hin.read()) f highSet.add(i); g
HashSet lowSet = new HashSet();
FileIS lin = new LowFileIS("low infile");
while(j = lin.read()) f lowSet.add(i); g
Iterator lowIt = lowSet.iterator();
FileOS lowout = new LowFileOS("low outfile");
lowout.write(lowIt.next ()) ; g

We de�ne two input streamclasses,one for readingin high
data,andonefor low data,andan outputstreamclassfor writing
low data.Theprogramreadsfrom bothhigh andlow streamsinto
separateHashSetobjects.A valueis thentakenfrom theHashSet
containinglow data,andwritten to thelow outputchannel.

This clearly shows the needfor polymorphismover security
levels. If the typesfor thesetwo HashSet objectswere merged,
theprogramwould berejected,becausehigh datawould appearto
�o w outalow channel.OursystemviewsHashSetaspolymorphic
andthehighSet andlowSet aretypeddistinctly, so theprogram
typechecks.

3. Typesfor Data Tracking and Checking
We now presentthe formal type inferencesystem.In order to
simplify thereasoningandpresentationof thesystem,we de�ne a
label typeinferencesystemsolelyfor typingdata�o ws,andusethe
existingMJ typesystemfor normalMJ typecheckingnot relatedto
information�o w. Our labeltypesystemis strongenoughto handle
any valid MJ program,including thosewith mutually recursive
classde�nitions, andmethodrecursion.A programtypechecksif
andonly if it typechecksin boththeMJ typesystemandthelabel
typesystem.

P ::= �CL; �s program
CL ::= class Cextends Cf �C�f ; K�Mg class
K ::= C(�C�x)f super(�e); �sg constructor
M ::= RTm(�C�x) f �sg method
RT ::= Cj void returntype
L ::= f �l g; wherel areuniquelabels. label
CO ::= c j b j str j null j fd constant
e ::= x j this j COj e:f j (C) e j expression

e � e j pe j Declassify (e; L) j
readL(fd )

pe ::= e:m(�e) j newC(�e) j promotableexp.
s ::= pe; j if e then f �sg else f �sg j statement

; j f �sg j e:f := e; j return e; j
write L(e; fd )

Figure1. Grammar

3.1 The Language

Our languageis an extensionof Middleweight Java (MJ) [4]. MJ
containsthebasicobjectconstructsof Java,includingstate;it omits

someof the morecomplex featuresof Java, which allows formal
propertiesto be established.We eliminatelocal variables,which
complexify the operationalsemanticsand proofs, althoughtheir
typingsarea straightforward extensionof object �elds. We add
constants(int, bool,string,�le descriptor),operators (+,- etc.),in
orderto betterreasonaboutinformation�o wsin realprograms.We
alsoaddlow level readandwrite operationsto thelanguage,of the
form readL(fd ) andwrite L(e; fd ), wherefd is the�le descriptor
of theIO channel,e is whatis written to theoutputchannel,and L
is a setof labelsspecifyingthesecrecy level of thechannel.

WealsoaddaDeclassify(e,L) construct,whichremovesthe
secrecy labelsin L from thoseone. Thegrammarfor ourExtended
MJ (EMJ) languageis givenin Figure1.

We assumesomefamiliarity with MJ, anddo not reproduceits
typingor semanticde�nitions; see[4] for thedetails.NotethatEMJ
follows MJ and typesexpressionswith respectto a global class
table,CT , that containsthe typesof all classes.At the top level
a sequenceof statement�s correspondingto the main methodis
typechecked with respectto this table.In additionto the standard
type rules for MJ, we add the type rules correspondingto the
EMJ extensions;they aremostly straightforward,andareomitted
for lack of space.readL(fd ) is typed to input an integer and
write L(e; fd ) outputsaninteger(e hasanintegertype),while fd
is of typeFileDescriptor . For Declassify (e; L) , theresulting
typeof theexpressionis thesametypease, sincethelabeltracking
is only handledin thelabeltyping rules.

3.2 Label Types

EMJ valuesareeitherobjectsor primitive constants.Objectsmay
be labeled,as may the internal �elds of an object. Thus, Label
types,� , are three-tupleshS; F ; A i ; S is a setof secrecy labels
for the currentobject, F is a record containingsetsof labels,
representingtheinternal�elds of theobject,andA is an� -type,a
typerepresentingtheconcreteclassof theobject,explainedbelow.
Thetypede�nitions aresummarizedin Figure3.

� ::= hS; F ; A ij t types
S ::= f �l gjs� jS [ SjS � SjF :f :Sj; secrecytypes
F ::= f �f 7! �� gjf � jF :f :Fj; �eld types
A ::= Cj� � jF :f :A alphatypes
� ::= C; m; �A ; A t ; A r j � contours
s� ; f � ; � � ; sp label variables
t ::= hs� ; f � ; � � i typevariables
� ::= �t; t t

sp
� ! t r nC methodtypes

8�t0:�t; t t
sp
� ! t r nC

c ::= S < : SjF < : F jA < : A constraints
jA :m( �� ; � t

pc
� ! � r )

j� < : get � j� < : set� jSC(L; S)
C ::= f cgjC [ Cj; constraint sets
pc ::= S prog. counter
� < : � 0 is shortfor S < : S0; F < : F 0; A < : A 0

Figure3. TypeDe�nitions

An object's �elds hasits own labels,representedby the �eld
type F , which is a mappingof �eld namesto types, f f 1 7!
� 1 ; : : : ; f n 7! � n g. The individual labelsmay be accessedby a
dotnotation:F :f :S is thesecrecy labelon thef �eld of theobject.
Primitiveconstantsarelabeledasobjectswith no �elds.

The� -typesareusedto expressa form of parametricpolymor-
phismover the inheritancehierarchy, allowing the superclassand
subclassto differ in their labeling.TheusualJava typedeclaration
is insuf�cient for determiningthe classof an object,asit may be
anobjectof asubclass,whichcontainsadifferentpolicy, or returns



�( x) = hs; f ; � i
� ; pc ` x : hs [ pc;f ; � in;

(Var)
�( this ) = hs; f ; � i

� ; pc ` this : hs [ pc;f ; � in;
(This)

� ; pc ` c : hpc;; ; int in;
(Const)

� ; pc ` e : hS; F ; A inC t consistsof freshtypevariables.
� ; pc ` e:f : tnfh S [ F :f :S; F :f :F; F :f :A i < : get tg [ C

(Field)
� ; pc ` e : hS; F ; A inC

� ; pc ` (C) e : hS; F ; A inC
(Cast)

� ; pc ` e : hS; ; ; A inC
� ; pc ` e0 : hS0; ; ; A 0 inC0

� ; pc ` e � e0 : hS [ S0; ; ; int inC [ C0(Op)

� ; pc ` e : � = hS; F ; A inC � ; pc ` �e : �� n �C
t r = hs; f ; � i s; f ; � arefreshvariables

� ; pc ` e:m(e) : hS [ s; f ; � inC [ �C[ fA :m( �� ; �
pc [S
� � � ! t r )g

(Invoke)

� ; pc ` �e : �� n �C �elds (C) = �C�f �t; t r consistof freshtypevariables

� ; pc ` newC(�e) : hpc;f �f : �tg; Cin �C[ f C:K( �� ; hpc;f �f : �tg; Ci
pc
� ! t r )g

(New)

� ; pc ` e : hS; F ; A inC
� ; pc ` Declassify (e; L) : hpc [ (S � L); F ; A inC

(Declassify)
� ; pc ` e : hS; F ; A inC

� ; pc ` readL(e) : hS [ L; ; ; int inSC(L; S)
(Input)

Figure2. LabelTypeRulesfor Expressions

differentlabels.As discussedin Section2, we needa moreexpres-
siveform of polymorphism.Ouranalysisis closelyrelatedto Data-
polymorphicCPA [23], a variantof CPA [1]. Thisensurescreation
of distinct contours (polyinstantiations)whenneededto give the
typeexpressivity requiredfor our system,while on theotherhand
mergingenoughcontoursto make suretheanalysisterminates.

Weusel to representaconcretelabel, ands for labelvariables
in thesecrecy domain. NotationL refersto a setof concretelabels
f �l g, and label setsS may containboth concretelabel setsand
label variables,the latter usedwhenthe concretelabel is not yet
known. For example,when typing methods,the argumentlabels
are variablessincethe actuallabelsare not instantiateduntil the
methodis invoked. Additionally, f is a �eld variablereferringto
abstract�elds of anobject,andF is eitheranabstractor aconcrete
�eld mapping;� is a variablereferringto an unknown class,and
A is either an abstractclass� or a concreteclassC. � de�nes
the contoursnecessaryfor polymorphicmethodtyping, and type
variablesareextendedto allow a contoursuperscript,(e.g.s� ) and
� representsnosuperscript.For convenience,wegenerallyomit the
superscripton variableswhen it is unimportant.t denotesa full
three-tupleof labeltypes,andis simply short-hand.

We implicitly work over a simpleequationaltheoryof setsin
typing and constraintclosure.Concreteunions, S [ S0, where
S = f �l g andS0 = f �l 0g areconsideredequivalentto theunioned
set,S [ S0 = f �l ; �l 0g (without repeats).S � S0 is alsoequivalent
to the obvious set differencewhen both are concretelabel sets.
For �eld access,f �f 7! �� g:f i :S is equivalent to Si , wheref i 7!
hSi ; F i ; A i i . A similar equivalenceanalogouslyholds for any
f �f 7! �� g:f i :F, or f �f 7! �� g:f i :A.

We use a label table, LT , to keep track of the label types
of all classeswhen typing expressions.This is analogousto the
classtableCT of theMJ typesystemthatkeepstrackof all class
types.However, sincewe are inferring label typeshere,we must
build up the label table while typing the classes,asdiscussedin
Section3.2.4.

Label type rulesareof the form � ; pc ` e : � nC and� ; pc `
s : � nC, meaningin labelenvironment� , with programcounterpc,
expressione (or statements) haslabeltype� with constraintsetC.
� bindsvariablesto label typevariables,�( x) = t. Theprogram
countertracksimplicit �o ws throughprogramsand is a standard
featureof information�o w typesystems.

Theconstraintset,C, containsnormalsubtypingconstraints< :
for secrecy, �eld, and � -types.In addition,checkconstraintsof
the form SC(L; S), for secrecy checks, areplacedin C andthe
closureprocesswill needto verify their correctness.Methodcon-
straintsA :m( �� ; � t

pc
� ! � r ) containthenecessaryinformationto tie

upmethodinvocationswith thelabelsof theresultingmethodcall.
Methodsin the label tableareuniversallyquanti�ed, 8 �t0:�t ; t t

sp
� !

t r nC, so they may vary parametrically. This allows distinct con-
toursto beformedfor eachcombinationof argumenttypeandcall
site.We detail this analysiswhendiscussingtheconstraintclosure
in section3.2.5.Weproceedby discussingspeci�c elementsof the
typeinferencesystemseparately.

3.2.1 ExpressionTyping

The label type inferencerulesfor expressionsaregiven in Figure
2. Herearea few highlightsof the rules.(Const)typesconstants
as label typescontainingonly pc for secrecy, re�ecting our view
that constantsshouldby default have no secrecy as discussedin
section2.1.

In (Field), we usea get constraintto obtainthe type of a �eld
access.Theseconstraintsarediscussedfurtherin section3.2.3.The
secrecy typeincludesthelabelsonthe�eld within theobject,along
with thelabelstheobjectitself carries.

In (Invoke), the constraintA :m( �� ; �
pc [S
� � � ! t r ) is addedto

the constraintset. S is addedto the programcounter, since the
executionof methodmdependson theobjectto which themethod
is beingpassed.Themethodtypeeventuallyneedsto belookedup
in thegloballabeltableLT . However, sinceA mayat thispointbe
of unknown classwepostponethisdecisionuntil moreinformation
is known aboutA , at constraintclosure.Theabove typeconstraint
recordsthemethodcall informationsoit canbepropagatedin the
closureoncetheconcreteclassof A is known.

In (New), the namesof the �elds in the classCarelooked up
using�elds. We cannotsimply addthe typesof eachargumentto
the �eld types,sincethe constructormay not have this behavior.
Thus, fresh type variablesare createdfor each�eld, and the F
elementof thetypecontainsthesevariables.A constraintis added
to capturethecall to theconstructor, which is similar to a method
call.The� -typeis giventheconcreteclassnameof theobjectbeing
created.pc is the secrecy labelon thenew object.Like constants,
objectsareassumedto have nosecrecy by default.

As expected,Declassify(e,L) removes L from the secrecy
labelsof e in (Declassify).

The typeof a readL(e) expressioncontainsthesecuritylevels
of the statementcombinedwith the labelson the �le descriptor
argument. A secrecy checkingconstraintis also addedto the
constraintset. There are two reasonsfor this. Firstly, the this
ensuresthat low readsare not happeningunderhigh guards;as
discussedpreviously, this maycauseaninformationleak(notethe
type of any sub-expressionimplicitly containsthe types of the
programcounters,a fact easilyshown by structuralinduction on



� ; pc ` e : hS; F ; A inC � ; pc [ S ` �s1 : hS1 ; F 1 ; A 1 inC0 � ; pc [ S ` �s2 : hS2 ; F 2 ; A 2 inC00

� ; pc ` if e then f �s1g else f �s2g : hS [ S1 [ S2 ; ; ; void inC [ C0 [ C00 (If)

� ; pc ` ; : hpc;; ; void in;
(No-op)

� ; pc ` e : hS; F ; A inC � ; pc ` e0 : hS0; F 0; A 0 inC0

� ; pc ` e:f := e0; : hS [ S0; ; ; void inC [ C0 [ fF :f < : sethS [ S0; F 0; A 0 ig
(F-Assign)

� ; pc ` s : � nC � ; pc ` �s : � 0nC0 s 6= Cx

� ; pc ` s; �s : � 0nC[ C0 (Seq)
� ; pc ` �s : � nC

� ; pc ` f �sg : � nC
(Block)

� ; pc ` e : � nC
� ; pc ` return e; : � nC

(Return)

� ; pc ` e : hS; F ; A inC � ; pc ` e0 : hS0; F 0; A 0 inC0

� ; pc ` write L(e; e0) : hS [ S0; ; ; void inC [ C0 [ SC(L; S [ S0)
(Output)

� ; pc ` e : � nC
� ; pc ` e; : � nC

(PE)

Figure4. LabelTypeRulesfor Statements

e, observingthe basecasesall add pc to the types). Secondly,
if the �le descriptorvalue has a higher label than the channel
policy, performingthereadmayresultin a securityleak(e.g., two
executionsthatdiffer only in high inputsmay readfrom different
low channels,sincethe�le descriptorfor thechanneldiffers).

3.2.2 StatementTyping

The type rules for statementsare given in Figure 4. In rule (If),
the secrecy type of the conditionareaddedto the respective pro-
gram counterswhen typing eachbranch.(F-Assign) addsa set
constraintto theconstraintsetto setthe �o w of labelsinto anob-
ject �eld. Theseconstraintsaredescribedin section3.2.3.Typing
a write L(e; e0) statementproducesa secrecy checkconstraintto
ensurethetypeof theoutputalignswith thepolicy of thechannel.
Thetypeof the�le descriptoris alsocheckedagainstthepolicy for
the samereasonsasread, discussedearlier. The remainingrules
arestraightforward.

3.2.3 Get and SetConstraints

We useget constraintswhentyping �elds in (Field), andset con-
straintsfor �eld assignmentin (F-Assign).Constraintclosurerules
(Get) and(Set)ensuresthat valuesassignedto a �eld �o w to any
read-pointof the �eld, while ensuringthatno backward-�ows oc-
cur in thetypes[23]. For example,

x := read f lowg (fd ); z := x; z := read f high g (fd );
will not resultin x having thesecrecy typef high g.

3.2.4 Classand Program Typing

Typeinferencerulesfor typingprograms,classes,andmethodsare
found in Figure5. Typing of a whole program�rst requireseach
of theclassesto be typed,andthesetypesplacedin a label table,
LT ; thenthestatementscorrespondingto main aretypedusingthis
labeltable.

Methodsandconstructorsrequirethetypevariablesto besetin
an initial label tablein orderto supportrecursive classde�nitions
and mutually recursive methods;hence,the �rst three rules in
Figure 5 createthe initial label table with uniquelabel variables
for eachconstructorandmethodof eachclass.

The �rst constructorrule is for classesthat passargumentsto
the parent's constructor;theseclassesarenot direct subclassesof
Object , and the secondrule is for thosethat are. Note that the
former rule includesa constraintdenotingthe call to the parent's
constructor. Thebodyof eachconstructorandmethodis typedwith
respectto the label variablesasfound in the initial label table.As
previously noted,methodsandconstructorsaregiven 8 typesso
thatthey mayvarypolymorphically, andthesetypesareinstantiated
whencomputingthe constraintclosure.For this reason,any free
type variablesoccurringin the typing arefound andplacedin the
8 type as �t0; thesearetype variablesthat are local to the method
(or constructor)body, andthereforemustbe properlyinstantiated

during theconstraintclosure,so the typing will not mix �o ws for
differentcalls to thesamemethod.Methodtyping then�lls in the
constrainttypesin thefull labeltable,andtheconstraintf � < : t r g
is added,sincet r appearsin thelabeltableasanabstractindication
of thereturntypeof themethod,which mustbeboundby thetype
of themethodbody, � .

Programsare thereforetyped by typing eachclassde�nition,
which typeseachmethodde�nition. �s, representingmain is also
typed. The�elds functionreturnsthelist of �elds for a class,used
in the(New) typerule.

3.2.5 Label Closure

The key closurerulesfor label constraintsetsaregiven in Figure
6, alongwith somenecessaryde�nitions. Rulesthataddnew con-
straintsbasedontransitivity, obvioussetpropagations,and�eld la-
belshavebeenomittedfor space.Theclosurerule(Method) is im-
portantfor tying up thetypesof methodcalls.As discussedabove,
methodconstraintsareaddedduringmethodinvocation,whenthe
actualclassof theobjecton which themethodis beingcalledmay
beunknown. Thus,for all constraintsC< : A , whereCis aconcrete
class,themethodmis lookedup in LT via mtype, which returnsa
typing for thatmethodasfoundeitherin Cor in a superclassif not
de�ned in C. We thensubstitutethelabelsin themethodconstraint
into this constraintset from the label table,and replaceall local
labelvariablesasde�ned by thefunction� .

Themannerin which local label variablesarereplacedde�nes
thecontours of a concreteclassanalysis.In otherwords,different
instantiationsof the8 typecreateuniquetypesthatdistinguishdif-
ferentmethodinvocations.Our de�nition of � createsa new con-
tour for eachdistinct receiver type C, methodnamef , argument
type �A (A t is the typeof this ), andreturntypeA r . This allows
callsto bedistinguishedbasedonreceiverandargumenttypes,asin
CPA [1], andadditionallydistinguishescall-sitesbasedon unique
programpoints.Sincethe(Invoke) typerulecreatesfreshvariables
for eachmethodinvocation,this servesasa uniquemarker of the
call-site in the program;thus,A r is the call-site of the method.
Sinceconstructorcalls during (New) aresimilar to methodinvo-
cations,theanalysiscandistinguishmostobjectinstancesvia call-
sitesandconstructorarguments.Considerthefollowing example.

x = newC(); y = newC();
x:put (read f lowg (fd )); y:put (read f high g (fd 0))
x:get ();

Here,our analysisproducesseparatecontoursfor the creation
of x and y, whereCPA mergesthem into one.Even thoughthe
put calls have different contours,sincethe typesof x andy are
not distinguished,theCPA analysiscannotdeterminethatx:get ()
is low. We obtainmoreprecision,sowe cancorrectlyidentify the
�o ws of datainto andout-ofabstractobjectson theheap.

This precisionis similar to that obtainedin data-polymorphic
CPA analysis[23]; althoughDCPA includesmany optimizations



Initial LabelTable:
�t; t t ; t r ; sp consistof freshvariables.
Eachusecreatesdistinctvariables.

InitMeth () = �t; t t
sp
� ! t r n;

�t; t t ; t r ; sp consistof freshvariables.
Eachusecreatesdistinctvariables.

InitCon () = �t; t t
sp
� ! t r n;

� i = InitCon () �� i = InitMeth ()
InitialL T = LT [(C0; K) : � 0 ; (C0; �M0) : �� 0 ; : : : ]

ConstructorTyping:

C0 = class Cextends Df �C�f ; K�Mg K = C(�C�x) f super(�e); �sg D6= Object InitialL T (C0; K) : �t; t t
sp
� ! t r n;

�[� x : �t; this : t t ]; sp ` �e : �� n �C �[� x : �t; this : t t ]; sp ` �s : � nC �t0 = FreeTypeVar (�t; t t
sp
� ! t r nC[ C0 [ f D:K( �� ; t t

sp
� ! t r )g)

InitialL T ` M (C0; K) : 8�t0:�t; t t
sp
� ! t r nC[ �C[ f D:K( �� ; t t

sp
� ! t r )g [ f � < : t r g

C0 = class Cextends Object f �C�f ; K�Mg K = C(�C�x) f super(); �sg
InitialL T (C0; K) : �t; t t

sp
� ! t r n; �[� x : �t; this : t t ]; sp ` �s : � nC �t0 = FreeTypeVar (�t; t t

sp
� ! t r nC)

InitialL T ` M (C0; K) : 8�t0:�t; t t
sp
� ! t r nC[ f � < : t r g

MethodTyping: C0 = class Cextends Df �C�f ; K�Mg M= RTm(�C�x) f �sg
InitialL T (C0; M) : �t; t t

sp
� ! t r n; �[� x : �t; this : t t ]; sp ` �s : � nC �t0 = FreeTypeVar (�t; t t

sp
� ! t r nC[ f � < : t r g)

InitialL T ` M (C0; M) : 8�t0:�t; t t
sp
� ! t r nC[ f � < : t r g

ClassTyping: ProgramTyping:

InitialL T ` M (C0; K) : � 0 InitialL T ` M (C0; �M0) : �� 0 : : :
` C LT [(C0; K) : � 0 ; (C0; �M0) : �� 0 ; : : : ]

` C LT [(C0; K) : � 0 ; (C0; �M0) : �� 0 ; : : : ] ; ; ; ; u ` �s : � nC
Closure(LT [(C0; �M0) : �� 0 ; : : : ]; C) is consistent

` P f C0; C1; : : : g; �s : � nC

Fields:

�elds (Object ) = ; �elds (constants) = ;
CT (C) = class Cextends Df �C�f ; K�Mg �elds (D) = �D�g

�elds (C) = �D�g; �C�f

Figure5. LabelTypeRulesfor ClassesandPrograms

to combinecontourswhenever possible,while still supportingdata
polymorphism.The�atten functionis necessaryto mergecontours
for recursivecallsandto ensuretheanalysisterminates.Wediscuss
theterminationof this algorithmin section3.2.8.

Wede�ne a constraintclosureasfollows.

DEFINITION 3.1 (ConstraintClosure).Closure(LT ; C) isde�ned
as the leastsetthat includesC andanyconstraint that canbede-
rived fromCby therulesof Figure 6, andwith theadditionalcon-
straint that the (Method)rule is only appliedoncein the closure
for each uniquesetof premises.

If we did not constrain(Method) rule as above, it could be
appliedarbitrarily many times,generatingdifferentfreshvariables
eachtime.

3.2.6 InconsistentConstraints

Inconsistenciesin the label constraintsetscome from SC con-
straints.Constraintconsistency is de�ned asfollows.

DEFINITION 3.2 (InconsistentConstraints).An inconsistentcon-
straint is anyconstraint SC(Ls ; L0

s ), where L0
s 6� Ls .

Notethatconstraintconsistency isde�nedonlyonconcretecon-
straintsets,which areformedduringtheclosureafterall transitive
�o ws into typevariableshave beenconsidered.If Closure(LT ; C)
containsaninconsistentconstraint,thentheclosureis inconsistent,
andtype inferencefails. SC constraintsenforcesecrecy policies.
In the constraintSC(Ls ; L0

s ), Ls is the secrecy policy of the IO
channel,andL0

s is thesetof labelson thedataat thatpoint.Proper
enforcementof the policy requiresthe labelson the datato be a
subsetof thelabelson theIO channel.For example,theconstraint
SC(f high ; lowg; f lowg) is consistent,with low data�o wing to a

high channel;SC(f lowg; f high g) is inconsistent,sincehigh data
is �o wing to a low channel.

3.2.7 ExampleTyping

To illustrateour type inferencealgorithm,considerthe following
codesegment,wherehin , lin , andlowout areasde�ned in the
HashSetexamplein section2.3;Cis a classwith a �eld x.

lowC = newC(0); highC = newC(0);
lowC:x = lin :read(); highC:x = hin :read();
lowout :write (lowC:x);

Therelevantconstraintsin thelabeltableareasfollows.
(HiFIS; read) : 8t; t t

sp
� ! t r nfh : : : f high g; ; ; int i < : t r g : : :

(LowFIS; read) : 8t0; t0
t

s0
p

� ! t0
r nfh : : : ; ; ; ; int i < : t0

r g : : :

(LowFOS; write ) : 8t v ; t00
t

s00
p

� ! t00
r nSC(; ; � � � [ sv ) : : :

When eachnewC(0) expressionis typed, (New) gives them
eachdistincttypesfor the�eld; thetypeof lowCis h; ; f x : t l g; Ci
andhighC's typeis h; ; f x : th g; Ci .

Using (Invoke), the typing of hin :read() createsa fresh set
of variablesfor the return value, t r h , and generatesa method
constraintthatclosurerule(Method), usingtheabovede�nedlabel
table,instantiatesto h: : : f high g; ; ; int i < : t r h .

By (F-Assign) and the relevant closurerules, we have f x :
th g:x < : set t r h , which by (Set)entailst r h < : f x : th g:x, so
by transitivity and �eld access,we get f high g < : sr h and so
f high g < : sh (recalleacht is atriple of typevariables,hs; f ; � i ).

Note that a new type variableis usedfor eachmethodinvoca-
tion,sosr h is uniqueto thecall hin :read() , sothehigh labeldoes
not pollutethelow call lin :read() ; therefore,high doesnot �o w
into sl .



ClosureRules:

� < : get t
� < : t

(Get)
� < : set� 0

� 0 < : �
(Set)

C< : A A :m( �� ; � t
pc
� ! � r ) mtype(C; m) = 8�t0:�t; t t

sp
� ! t r nC

�� = hS; F ; A i � t = hSt ; F t ; A t i � r = hSr ; F r ; A r i
�t00= � ( �t0; C; m; �A ; A t ; A r )

[ �t0 7! �t00][sp 7! pc; �t 7! �� ; t t 7! � t ; t r 7! � r ]C
(Method)

Auxiliary De�nitions:
LT (C; m) = 8�t0:�t; t t

sp
� ! t r nC

mtype(C; m) = 8�t0:�t; t t
sp
� ! t r nC

CT (C) = class Cextends Df �C�f ; K�Mg mis notde�ned in �M
mtype(C; m) = mtype(D; m)

� (t; C; m; �A ; A t ; A r ) = tC;m;
atten ( �A ;A t ;A r ) 
atten (A � ) = A 
atten (x; y; : : : ) = 
atten (x); 
atten (y); : : :

Figure6. LabelClosureRulesandDe�nitions

lowC:x producesa constraintsl < : sf , wheresf is created
during (Field), and closurerule (Get) introducesthis constraint.
So,lowout :write (lowC:x); producesamethodtype,whichwhen
instantiatedwith (Method) givesSC(; ; ; [ sf ), sincethetypeof
theprogramcounter, theobjectlowout , andthe�eld fd of lowout
areall ; , andsf wassubstitutedfor sv . Now, wehave; < : sl from
lowC:x = lin :read() , so ; < : sf by transitivity, which leadsto
theconstraintSC(; ; ; ), which is consistent.

Supposewe addedthe statementlowout :write (highC:x); to
theprogram.Thentheconstraintsh < : s0

f is producedby (Field)
and (Get). So, lowout :write (highC:x); yields a methodtype,
which wheninstantiatedwith (Method) givesSC(; ; ; [ s0

f ). As
noted above, we have f high g < : sh , so f high g < : s0

f by
transitivity, which leadsto the constraintSC(; ; f high g), which
is inconsistent.

3.2.8 Typing Complexity and Termination

A potential pitfall of this form of type inferencealgorithm is
non-termination,if contoursarecontinuallycreatedfor recursive
method invocations.Ouranalysismerges contoursfor recursive
calls,ensuringtermination.Wenow addressthecomplexity of type
inferenceandconstraintclosurecomputation.

Inferring typescompletesin linear time. Closingtheconstraint
setcanbe exponentialin the worst case.This is evident from the
de�nition of � . t inputsto � areall �at (i.e. have no superscript),
sincethey arethefreetypevariablesthatoccurwhentypingmethod
mof classC. Superscriptedvariablesare only addedduring the
closure.This meanst is boundedby n, the size of the program.
Since �A ; A t , andA r areall �attened, the numberof possibilities
for thesevaluesis boundedby thenumberof concreteclassesand
the numberof fresh variablescreatedin the program,which are
eachlessthann. Thus,in theworstcase,we maycreateup to nn 5

contours(accountingalsofor Candm). This is a largeexponential,
but neverthelessterminates.Many optimizations(e.g. combining
contoursand constraintgarbagecollection) can be performedto
make this practical,asshown in [23] andelsewhere;this is out of
thescopeof thecurrentwork.

The type inferencesystemprovides separatecompilation of
classes,sincetype inferencecanbe doneseparately, andthe �nal
global constraintsetmustbe closedandchecked for inconsisten-
cies.Classesandmethodsareanalyzedonly once,andtheir types
andconstraintsbuilt into thelabeltable,which maybere-usedfor
any numberof programs.

4. Soundnessand Noninterference
We now statethesoundnessandnoninterferencepropertiesfor our
system.Soundnessmeansthat well-typedprogramswill not pro-
duceany run-timecheckfailures.Duetospacerestrictions,weomit
thesemanticde�nitions andformal proofsof soundnessandnon-

interference,which may be found in the companiontechnicalre-
port [19]. In proving noninterference,we assumeexpressionsand
statementsdo not containany Declassify (e0; L) subexpressions,
whichwouldviolatethepropertythathigh inputsdonotaffect low
outputs.Theformal statementof noninterferencefollows.

THEOREM 4.1 (Noninterference).Givenclasstable CT and la-
bel tableLT , if ; ; ; ` �s : hS; F ; A inC, andClosure(LT ; C) is
consistent,and � 1 ' Low � 0

1 , and ! 1 ' Low ! 0
1 , and �s; ; ; � 1 ; ! 1 ! �

c; H 2 ; � 2 ; ! 2 and �s; ; ; � 0
1 ; ! 0

1 ! � c0; H 0
2 ; � 0

2 ; ! 0
2 , then� 2 ' Low � 0

2
and! 2 ' Low ! 0

2 , andc = c0.

Theorem4.1 statesthat for a typeableprogram,any two runs
of the programdiffering only in high input streamswill produce
equivalent low input andoutputstreams(andequivalent termina-
tion valuesof theexecutions).Thelow inputstreamsmustbeequal
sincethesizeof thelow input streamsaftercomputationmaycon-
vey secretinformation,asdiscussedin section2. � and ! de�ne
setsof inputandoutputstreams,respectively; therelation' Low de-
scribesthe low equivalency of thesetsof streams.Theemptysets
beforethe turnstyleindicatethat the typing environmentandse-
crecy programcounterareemptyin theoriginal typing.Wespecify
that the valuesmustbe integersfor this theorem,as it intuitively
doesn't make senseto input or output heaplocations(pointers).
Sinceour systemis termination-insensitive, both runsof the pro-
gramareassumedto terminatenormally.

The proof [19] usesa labeledoperationalsemantics,which
mapsthelabelsfrom thetypingontoeachsub-expression.Wethen
prove,via bisimulation,thatall low executionstepsareidenticalfor
both executions,while high stepsmay differ. We thenshow how
reductionsin thelabeledsemanticsareisomorphicto reductionsin
anunlabeledsemantics.

5. Top-level Policies
In this section,we presenta systemfor declaringclass-basedpoli-
ciesat the top level of a program,meaningthe policy will not be
buried in thecode,but canbeseenin theAPI. This alsoprovides
a simplermeansof addinginformation�o w controlsto programs,
sincetheunderlyingprogramswill notneedto includeany explicit
�o w annotationsandsothereis no needto de�ne a new language
syntaxfor aninformation�o w extension.

We use a simple translation-basedapproachfor these top-
level policies,as shown in Figure 7. Given a valid programand
a top-level policy, the translationproducesa new programwith
securitylevels on read andwrite expressionsof InputStream
and OutputStream subclasses,and Declassify statementson
methodreturnvalues,whendowngradingis warranted.Policiesare
declaredat the per-methodlevel in a class.Eachpolicy statement
for aclassCproducesa translation,wheremethodMis translatedto
M0, which includestheinformation�o w statement.



class C: (S; I ) whereC< : InputStream andFileDescriptor fd is a (private)�eld of C:
int read() f �sg ) int read() f return read ( S; I ) (fd ); g

class C: (S; I ) whereC< : OutputStream andFileDescriptor fd is a (private)�eld of C:
void write (e) f �sg ) void write (e) f write ( S; I ) (e; fd ); g

class C; methodRTm(�C�x) : Declassify (L) whereRT6= void
RTm(�C�x)f �s; return e; g ) RTm(�C�x)f �s; return Declassify (e; L); g

class C; methodRTm(�C�x) : Endorse(L) whereRT6= void
RTm(�C�x)f �s; return e; g ) RTm(�C�x)f �s; return Endorse(e; L); g

Figure7. Top-level Policy Translation

read policies declarethe setsof security labels for an input
channelusing the Java representationof an InputStream sub-
class,C. Hence,the read methodof C is re-written to perform
a low level readoperationwith the security labelsgiven by the
policy. In a similar manner, write policiesdeclarethesetsof se-
curity labelsfor an output channelusing the Java representation
of an OutputStream subclass.The write methodis re-written
to perform a low level write operationwith the security labels
givenby thepolicy. Noticewe requireboththeInputStream and
OutputStream subclassesto have a �le descriptorasa (private)
�eld. While theabstractclassesInputStream andOutputStream
do not have sucha requirement,usablestreamclassesdo, suchas
FileInputStream . In the Java implementation,low-level reads
andwritesareactuallynative methods.It is theselow-level meth-
ods that we are re-de�ning. (In actuality, thereis somevariation
in theJava implementationsof variousStream classes.For exam-
ple, FileInputStream usesan additionalprivate native method
readBytes for low-level readsof multiple bytes.For full Java,we
would needto de�ne additionaltranslationsto satisfytheseincon-
sistencies,thoughthepolicy formatwould bethesame.)

Any sub-classesof InputStream andOutputStream that do
not have a de�ned policy receive the default policy, described
earlier. Henceall unspeci�edinputstreamsarelow secrecy andlow
integrity; thedefaultpolicy for anoutputstreamis alsolow secrecy
andlow integrity.

Declassify statementsspecify what labelswill be declassi-
�ed from a method's returnvalue.Note that althoughwe provide
the ability to specifydeclassi�cationpoliciesat the top-level, de-
classi�cationof datarequiresknowledgeof theunderlyingcodeto
besurethedatais truly dilutedenoughto warrantdeclassi�cation,
so it mustbeusedwith care.Declassify statementscanonly be
appliedto methodswith non-void returntypes,sinceit is thevalue
thatis returnedfrom themethodthatis declassi�ed.Endorse state-
mentsarede�nedanalogouslyfor integrity upgrading.NotethatMJ
requiresthatmethodsonly have onereturnstatement,at theendof
the methodbody. Generalizingthe languageto otherreturnstate-
mentsrequiresthetranslationto beappliedto any returnstatement
within a methodbody.

Sincethesetop-level policiesautomaticallyinsert the relevant
securityportionsinto thecode,they maybeusedfor de�ning poli-
cies at deployment time. This allows the usersdeploying an ap-
plication to tailor it to �t their own securityrequirements.How-
ever, declassi�cation(and endorsement)is a delicate issuethat
usually requiressomeinspectionof the code,so automaticinser-
tion of declassifyis generallya bad idea.Securityrequirements
shouldremainpartof thesoftwaredevelopmentprocess,from de-
signthroughdeployment.Weplanto continueexploringthesesoft-
wareengineeringchallengesin futurework.

5.1 ExampleTop-level Policies

The following is a top-level policy for the programfor changing
passwordsin section2.2.

class SysFileIS: ( f high,sys g, f high,sys g)
class UserIS

read(): Endorse( f high g)
class PwdFileOS: ( f high,sys g, f high g)
class PwdFile

ChangePwd(String uname,oldpwd,newpwd):
Declassify( f high,sys g)

Supposingthe programof Section2.2 had all of the explicit
information�o w labels,checks,anddeclassi�cationsremoved, to
give a regularJava program;if theabove policy werethenapplied
to that strippedprogram,we would obtain exactly the program
presentedin Section2.2again.Eventhoughprogramsmaycontain
no explicit information �o w policy information, it still may be
necessaryto rewrite partsof a programfor purposesof addinga
�ne-grainedinformation�o w policy: auniquesubclassneedsto be
de�ned for eachdifferentIO securitypolicy. Thiscanbeviewedas
a goodstep,becauseit leadsto a moreobject-orientedinformation
�o w policy.

6. RelatedWork
Staticanalysisof information�o w controlsystemsis awell-studied
area[10, 22, 2]; Sabelfeldand Myers presenta survey in [18].
Much of the literaturefocuseson proving formal resultsfor small
programminglanguages,though there has been some effort to
de�ne working systems.Flow Caml [17] is an information �o w
extensionto CoreML. The Jif systemprovides information �o w
controlfor full Java [14].

O'Neill et. al. describean information �o w security model
for interactive IO usinga simple imperative language[16]. They
demonstratethata simpletypesystemcanbeusedto obtainnon-
interferencein aninteractive settinginvolving userstrategies,then
expandthemodelto incorporatenondeterministicchoice. In com-
parison,our systemprovides security for Middleweight Java, a
muchlargerlanguage.A smallerlanguageallows their typesystem
to bemuchsimpler, andthey donotdescribeanIO-basedinference
mechanism,as we do, and polymorphismis not a concernsince
their languagedoesnot allow methods.To our knowledge,this is
theonly otherinformation�o w type systemthat formally models
interactive IO.

Jif [14] is uniqueasan information �o w systemsinceit cov-
ersessentiallythefull Java language,but it lacksa formalanalysis.
ChecksonIO channelsareintermixedwith themany otherinternal
checkswithin a program(e.g.on function application,or assign-
ment).Our systemis designedto reducethe numberof checksto
IO pointsonly. Jif providesparametricpolymorphismandsomein-
ferenceof labels.Programsmustbeannotatedwith securitylabels,
includinglabelparametersfor polymorphicclasses.This createsa



backward compatibility issue,whereall codemustbe re-codedto
introducetheproperannotations.Additionally, methodoverloading
requiressubclasstypesto conformto thetypesof thesuperclass.

In contrast,our typesysteminfersall labeltypesandparametric
types,removing theneedfor additionalprogramannotations.Our
label typesareinferredfor existing code,meaninglibrariescanbe
usedas is, provided the proper labelsand checksare placedon
the IO points in the program.Our concreteclassanalysis[1, 23]
trackstheconcreteclassesof objectsthroughtheprogram,allow-
ing us to staticallydeterminea conservative approximationof the
runtimeobject.Thismeansoverriddenmethodsin thesubclasscan
have differenttypesfrom thesuperclass,andthe typesystemwill
correctlydistinguishtheinformation�o w controlson thedifferent
objectsstatically.

Banerjeeand Naumann[2] prove a batch-modelnoninterfer-
encepropertyfor an information�o w type systemfor a Java-like
languageusing a denotationalsemantics.They provide an infer-
enceextensionfor librariesthatareparameterizedbysecuritylevels
[20]. This form of polymorphismresemblesJif's, requiringanno-
tationsin theform of labelparameters.They alsorequirepolymor-
phic typesfor methodsmustbesatis�edby all overridingmethods.
As mentionedabove, we employ a more implicit polymorphism
that requiresno programmodi�cations, andwe prove soundness
andinteractive noninterferenceusinganextensibleoperationalap-
proach.

Flow Caml [17] provides label type inferenceandparametric
polymorphismfor aninformation�o w extensionto CoreML. They
prove soundnessof type inferenceanda batch-modelnoninterfer-
enceproperty. Our type systemis signi�cantly different,sinceit
is basedon anobject-orientedlanguage,which presentsuniqueis-
sues,(i.e. inheritanceanddynamicdispatch)thatdo not arisein a
functionallanguage.

Hammer et. al. describehow program dependencegraphs
(PDGs)may be usedfor information �o w control [9]. Although
the technicalmethodsusedaresigni�cantly differentthanour ap-
proach,the expressive power is roughly similar: our polymorphic
typesareapproximatelymatchedby thecontext-sensitivity in their
analysisfor example.Their systemincorporates�o w-sensitivity
andwe do not. The advantageof a type-basedapproachis that it
providesa muchmoresuccinctde�nition; for example,our formal
systemis completelyde�ned in this shortpaperand they do not
completelyde�ne a formal systemin theirpaper.

Several works have developedpolicies for downgradingdata.
One approachis for the labels to contain downgradingpolicies
which describewhen it is safe to declassifythe data, whether
aftera certainmethodcall, operation,or someotherproperty[13,
5]. In comparison,our policies for downgrading(andupgrading)
are attachedto the methods,similar to Hicks et. al.'s notion of
declassi�ers[11]. The methodpolicies describewhat labelswill
be downgradedfor datapassedto the method.This mechanism
follows the object-orientedphilosophy, allowing downgradingat
theclassandmethodlevel, andshowing it in theAPI.

7. Conclusion
We have presenteda staticinformation�o w typeinferencesystem
for Middleweight Java and formally proved its correctness.Our
typesystemprovidesa high level of polymorphismto promoteIO-
basedpolicies and codere-usein multiple securitycontexts. We
provide a top-level policy description,which automaticallyinserts
information�o w controlsin a programandclari�es the policy in
the API. Changesto Java programsare thereforeminor, as only
the underlying IO operationschange.Type inferenceand easily
identi�able policies are a necessarystep towardsa more usable
information�o w system.
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