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Abstract

The Actor Speci cation Diagram Language is a rigorously ded graphical speci ca-
tion language, with features for modelling concurrency asgnchronous communication.
These features make the language appropriate for the f@madysis of distributed security
protocols. The graphical nature of the language makes gubtlescriptions easy to read and
understand, vital properties for appeal to a wider user fadipn. Proofs of protocol correct-
ness can be given via graphical transformation, with eag st transformation justi ed by
rigorous argument if desired. To illustrate the utility afi@phical speci cation language we
analyze the well-known Needham-Schroeder Pubic Key pobtoc

1 Introduction

The purpose of this paper is to demonstrate the suitabiliyformal diagrammatic speci cation
language for the veri cation of security protocols. The fmarlar language we use is the actor
speci cation diagram language (referred tosmpecdiaggor brevity), presented in [18, 19, 20].

In this paper we model and analyze the Needham-Schroedéc Rely ( ) protocol. Var-
ious authentication properties for have been proven in a number of different formalisms,
including [17, 6, 4, 7]. We analyze to give a useful benchmark of comparison with other

speci cation techniques such as the above.

While speci cation diagrams have a number of appealingatiaristics, their unique strength
in the domain of protocol veri cation is their graphical na¢. Since these graphical diagrams
are easily understood, and explicitly illustrate the futbeution of a system, properties can
be “read off” the diagram, rather than requiring assertionsome symbolic language. While
the technical advantages of graphical reasoning methods theen explored previously [11],
graphical approaches have particular bene ts in the cdraEgecurity protocol analysis; they
allow a more intuitive reading of the speci cation, makirgtrepresentation more accessible to
non-specialists. This is particularly important, sincesgpecialists are usually the end-users of
protocol speci cations. In this paper, we demonstratedtfeatures by de ning a diagram which
models the execution of , and then prove some of the usual authentication propdayies
making simple transformations and observations of therdiag

Since speci cation diagrams have an actor-based semd#ati8s 21] which includes a con-
current, asynchronous communication model, they allowafaithful modeling of distributed
computing environments such as the internet. Messageedglielay, exceptional behavior
handling, and inclusion of arbitrary mathematical datatypuch as integers, lists, and sets, are
some of the particular features of specdiags that allowsdanplete and faithful speci cation.
The formal semantics and associated proof principles dafigagion diagrams also allow for a
rigorous analysis of security protocols, as will be demiatet.
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Figure 1: basic diagram operations

2 Speci cation Diagrams: background

Actor Speci cation Diagrams are diagrammatic represéonat of actor systems. They share
surface similarities with UML sequence diagrams [5], butéha rigorous semantics and signif-
icantly greater expressivity. The semantics are basedeadtor model of distributed compu-
tation [2, 3]. Actors are named entities that communicaéeagynchronous message send and
receive, with each actor having its own message queue. ftt@pecdiags can be composed in
parallel, and can branch nondeterministically on a giverdjpate. Speci cation diagrams are
rmly rooted in the actor model of distributed computatidt share concepts with CCS/CSP
[13, 8] (choice/parallel, traces) and axiomatic prografouda[14] (embedded logical assertions
and assumptions). The primary reference for the Actor Sgaan Diagram Language is [20],
which contains a full speci cation and operational semestf the language.

A brief overview of speci cation diagram syntax is given iigkre 1, which contains diagram
fragments illustrating the basic operations. Diagramsreael from top to bottom, with lower
events occuring after higher events. Fragment (a) in diagrahows the receipt of a message

addressed to, and then the subsequent send of the same messagé&ttagment (b) shows
the fork and parallel composition of two diagram fragmeirtsgne component the assignment

occurs, while in the other occurs. Fragment (c) shows a loop which is executed

an arbitrary number of times between 0 and 10, where the gattli must hold during each
iteration (if were to fail, that computation path would not be admissiibleever happened).
Fragment (d) illustrates a nondeterministic choice betwae possible computation paths; in
one path the predicate holds, while holds in the other. There are several other syntactic
constructs in specdiags, including diagram recursionckvare not needed for the results of this
paper.

Complete speci cation diagrams are built up from the abossib operations. These di-
agrams can be considered visual representations of camtigtate transition systems, where
states and transitions are represented graphically. &@gontains a simple example of a com-
plete diagram, calle®outer This diagram speci es an idealized packet router, whiatenees
messages of the form , Where is the recipient's address andis the message body;
these messages are passed on to the intended recigigrthe router. This behavior is infor-
mally observable via an examination of the diagram. The “ " notation denotes a loop of
arbitrary iteration, possibly in nite for the case of an imimded stream of inputs to the router.

Like other state transition systems, the semantics of araliags given in terms of its ob-
servable behavior— that is, not based on the internal streicif the diagram per se, but rather
on how it might interact with external actors. The specdiagantics is rigorously de ned in
[20], via an operational actor theory [21] which models déag behavior. The result of this
semantics is a set d@fteraction pathgip's) which fully characterizes the input/output behavior
of a diagrammed system. Each ip is an observed input/outme df the system, and the model
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Figure 2: Router and compromised router (enemy) specbreti

of the system as a whole is a set of ip's, which gives all pdssiays that messages can go
into and out of a system. For example, the ip semanti¢®onfter denoted Router , is a set
including the following three interaction paths, amongheos:

in out
in out
in out

Note that this set includes the empty interaction pathmodeling the case for which no
messages are ever received. SiRoaitercan loop inde nitely, there are an in nite number of
interaction paths in the complete ip set interpretatiomegponding to the fact that a router can
forward arbitrarily many messages (even in nitely manyjtmlifetime (which in theory could
be forever). Thus, the semantics of any given specdiag ts @set of interaction paths.

For protocol analysis, it is advantageous to make a very nmentension to the specdiag
language, by adding a notion of (me&gntto the language and ip semantics:

De nition 2.1 The primitive statemerdgvent  has the semantics of emitting actievent
on any interaction path.

The purpose oéventis to allow certain information to be included in a diagraip'semantics
as meta-information that can be used to verify protocol biena

A low-level analogue of aip is acomputation patlicp), which is a trace of all computation
steps in a system. In addition o andout transitions, a cp will contain internal steps such as
assignment, variable declaration, etc. An interactioh pah be obtained from any computation
path by extracting the input and output steps from it (viaftivection de ned in [20]).
Thus, two systems can have an equivalent semantics, butdifferent computation paths. In
other words, diagrams are amenable to simulation resultesd and other specdiag concepts
will be clari ed by examples and demonstrations in sectidrand 5.

3 Modelling . preliminaries

The protocol has been described extensively in the literatund,the reader is referred
to e.g. [9] for a complete description of the protocol. Irsteection, we make some prelimary



de nitions that will be essential to our model of the protbesecution. First, we de ne the
following notions of message concatenation and messagp@uants:

De nition 3.1 Concatenation of messages is denoted as . A message s,
inductively, acomponenbf a message , denoted , iff or and
or

We formalize the notion of public/private key pairs in ouraebby de ning a mathematical
universe , over which the following axioms hold:

De nition 3.2 The functions comprise apublic key private key pair over iff for all
non-empty messages, the following conditions hold:

1.

2.

3.

Throughout this paper, we work over an arbitrary, xed domai. Clause 1 of the above
de nition ensures that private keys decode public key emugal Clause 2 ensures that mes-
sages cannot be counterfeited. Clause 3 ensures thategkaxd cannot be forged, so that even
some component of an encoded message cannot be retriebhedtttie appropriate private key.
Therefore, this represents an idealized model of cryptdgrfl].

We will also use the concept ofreoncethroughout this paper. For our purposes, a nonce is
an identi er that is freshly generated upon declaratiordd eannot be guessed; that is, if a fresh
nonce is created, then for all other noncesn the system,

4 Encoding as a Speci cation Diagram

In this section we model the protocol as a speci cation diagram. First, we de ne the

and speci cation diagrams. We then then specify an “enemy”, atitg
that can intercept transmissions, send spurious messagegeaerally attempt to disrupt the
protocol, as a diagrafnemy In order to verify , we consider the parallel composition of
diagrams , andEnemy This is speci ed as in gure 7, which
speci es all possible behaviors of the system, includidgaksible enemy attacks, due to the
general manner by which the enemy is speci ed.

In order to rigorously analyze , we de ne an expansion of , called
, also speci ed in gure 7, which explicitly details the casef interaction between
andEnemy can itself be viewed as a proof of correctness of
the protocol for the correctness of the protocol can edsilyead off this diagram. Another
bene t of having at hand is that the geberal behavior of can be observed
simply by looking at the diagram. The dif cult task is to rigmusly establish the equivalence
of and , a process that requires a careful case analysis on thebfgossi
behaviors of . This proofis the subject of Section 5.
Since executes in distributed environment such as the internetuse a model of

communication whereby principals communicate via adéeasessages of the form ,
which are relayed via a router, speci ed Bouterin gure 2 and described in section 2. In
the simpli ed model of routing used here, each packet tradetough a single router en route
to its destination. Communication is always asynchronauspnsequence of the actor-based
semantics of speci cation diagrams [20, 21]. Also in keepivith the internet model, we assume
a FIFO ordering on message receipt; while the specdiag dam$?0] does not assume a FIFO
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Figure 3: protocol initiator and responder

ordering, making the changes that would entail a FIFO ongeaire relatively straightforward,
and will not be presented here.

We assume the existence of a PGP-like public/private ketesy$or encryption, where all
public keys are assumed to be freely available; we accomflis by de ning a global injective
function that maps actor names to distinct public keys. For brevigy/jmroduce a shorthand

to denote packets with encrypted message bodies: . Given this basic
notation, our modeling of the protocol is essentially a translation of the protocol
into speci cation diagram form, with messages passed betwaincipals via the router. To
simplify matters in the context of this paper, we model a keimgn of the protocol between two
principals.

4.1 Network Component Speci cations

The protocol initiator is speci ed as in gure 3. This diagram has top-level variables
, and ; where isthe name receives on, is the name of the principal with whom
it will initiate a run of , and is the name of the router to which packets are sent. The

diagram is robust, in that it contains paths for those casesich invalid messages are received.
In the initial diagram transition, the rst message in thetoicol is sentto. If a valid response is
received, the last message in the protocol is sent, and a€sa@vent” is executed, advertising
the value of and 's nonce. The reason for including this last action is towalkuccessful
protocol execution to be observable externally in the feliwork composition (see subsection
4.3). If an invalid response to the rst sent message is wetleor if no response is received at
all, the diagram stops without executing a success event.

The protocol responder is speci ed as in gure 3. This diagram has top level
variables and , where is the name which the diagram receives on arid de ned as in
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Figure 4: and its expansiorGoodnet
. Note that also executes an event action upon successful completion of
the protocol, advertising the name and nonce of the auttaeti party. And, as in the case
of , the responder diagram contains explicit paths for thoses<#én which protocol
execution fails.
Given the de nitions ofRouter and , an execution of the

protocol between the initiator and responder, in a comjyletecure environment, is obtained
through the parallel composition of the principals and théer; this composition is speci ed as
Goodnet on the left of Figure 4. The safe and successful executiolneoptotocol in this
environment can itself be speci ed diagrammaticallyGsodnet on the right of Figure 4. The
equivalence of these diagrams can be proved:

Proposition 4.1 Goodnet Goodnet

The above proposition may rst appear vacuous, but theresigra cant difference between
the two speci cations:Goodnet constrains the sends of the initiator to be received by
the router, and immediately forwarded to the respondetdondnet on the other hand,
there is no such constraint imposed on sending and recemimtjreasoning is required to show
thatGoodnet represents the only message-passing behavior of the sy@amof the
key features of the specdiag language is how cross-edgesdmtparallel threads serves to
constrain message-passing behavior, a feature which tdisaebanalogue in other speci cation
languages.

4.2 The Enemy

While Goodnefllustrates a awless execution of the protocol in a frieqpdhvironment, we must
also consider possible failure of, or attacks on the systémthis end, we replace thHeouter
with anEnemy a potentially faulty or malicious router which can intguteeplay and fabricate
messages in an attempt to break the protocol. In this pratsemt we de ne the enemy as a
router which receives messages sent to the addressd generateasny sort of message based
on its current state of knowledge. This model captures asiide enemy behaviors—scenarios
in which messages are replayed, or intercepted, or alteriadbncated can be simulated [16].

In order to formally describe what the enemy can do with itevdedge, we de ne the set

, which is the set of messages that the enemy is able to gerggvah knowledge base

K. The enemy is able to generate new messages by concatpotitér messages, deconstructing
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Figure 5: Symbol de nitions for diagram components in Figér

other concatenated messages, and by applying functiongssages, including public keys,
and accessible private keys. The only restriction we needake on functions at the enemy's
disposal, is that they cannot include the private keys optirecipals (otherwise the protocol can
always be broken):

Denition 4.1 Let be a set of functions such that , is closed under composition,
and

Then, the set of messages that can be derived from a giverédgebase , called ,
is de ned as follows:

De nition 4.2 Let be some set of messages (knowledge), and ldie a message; then
iff one of the following conditions holds:

1.

2.
A consequence of this de nition, which will be relevant indaproofs, is the following:
Corollary 4.1 If and , then
Proof By de nition 4.2, and case analysis of.

With this de nition of the enemy’s abilities, the enemy itses abstractly speci ed by the
diagramEnemyin gure 2.

This entity receives all message packets sent by eithecipah removes the message body
for inclusion in its knowledge base, and at any time is abketod messages to either principal.

Itis important to note that the enemy cannot violate thesrofeencryption speci ed in de nition
3.2. In particular, the enemy cannot forge messages camgaiimknown nonces:

Lemma 4.1 For all actor names sets of knowledge , possibly empty messages and
nonces , if then

Proof By de nitions 4.2 and 3.2.
As an example of the sort of information which cannot be et&a from a particular knowl-

edge base, in a form which will be useful in later proofs, tbkofving lemma gives concrete
examples of “unknowns” for the enemy with knowledge
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Figure 6: Diagram Components
Lemma 4.2 Forall and nonces and , the following asser-
tions hold:

1.
2.
3.

Proof By de nitions 4.2 and 3.2.

4.3 The Complete Model

The initiator, responder, and enemy have now been de nedl tlam full model consists of the
composition of the three entities. The standard compasigithe case where the initiator wishes
to authenticate with the responder- that is, witthe receiving name of . However,
we also wish to analyze the case where initiator attemptsitoeaticate with the enemy, to
show this does not lead to a faulty conclusion that authatitio with the responder took place—
the consequence of a well-known attack on an older version of , described in [9, 16].
Therefore, we will also model execution of the protocol vitik initiator starting a run with the
enemy itself- that is, with, whose private key the enemy has access to (see de nitign 4.1
The network model for an execution of the protocol is the parallel composition of
the initiator, responder and enemy, which is speci ed as in gure 7. Note that in
this composition, all messages are internal—that is, altiees and receivers of messages are
contained within the system. This means that there are reptienists (the set of actors for a
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system that receive external messages) nor external gtiterset of external names known to

the system) for throughout computation— that is, the system remaiased Addi-
tionally, all networks that are constructed in this paper will have theessenhof top-level
actors . Hence, we can at this point simplify notation by implicitlg ning for any
network:

De nition 4.3 The receptionists and external actors are both for this system; the internal
actors set is . In the following, the actor theory notation is taken to
mean

Since all message sends are internal, @vigntactions will show up in the interaction paths
of the system. Each of these actions occurs upon succesgsfution of the protocol by either
principal, and contains a tuple , where is the name of the principal,
is the name of the principal which believes itself to have authenticated, andand are
the nonces used in the protocol run. Our method of analyhiagtotocol is then to enumerate
all possible interaction paths in . We can then use the information in
theseips to analyze properties of any given run. For example, weabthat after an execution
of , if believes itself to have authenticated , then be-
lieves itself to have authenticated . Since is identied by and is
identi ed by in this system, we verify this property by showing that fdriaderaction paths in

, if event thenevent .

The semantics of are given by the specdiag operational semantics, and this se
mantics must be analyzed to characterize the interactits ud to determine if the
above correctness property holds. We may diagrammatiaadiyze by asserting its
equivalence to another diagram, , which explicitly enumerates the cases the protocol
may perform. This diagram is given in Figure 7, with compdseri this gure in turn found in
Figures 6 and 5. In these gures, all messages are written as for simplicity; message
recipients are obvious from the diagram, since all commatioa is internal. Also, note the

symbol , which abbreviates the statemenent

We will demonstrate in the next Section that is equivalent to , SO that
the above correctness condition can directly be “read dff” o : observe the compo-
nents of Figure 6 all have an event box labeled onlyfor the case there is also a box
labeled



5 Proof of correspondence of and

The principal result of this paper is the following theoremhjch establishes the semantic equiv-
alence of and :

Theorem 5.1 for all

Our proof strategy is to enumerate the interaction paths of , by collapsing its
computation paths into a smaller, respresentative setcdonaplish this, we will use the Actor
Theory (AT) framework, described in [20]. Intuitively, Amt Theories allow us to break down
any Speci cation Diagram computation into atomic stepsjohttan then be manipulated and
analyzed. In fact, once the atomic state transitions fodthgram are de ned, we can enumerate
theips of the system using an inductive method. In this way, our@gugh is similar to that used
by Paulson in [15]. Any proofs not in the text appear in theaaqgix of this paper.

Our rst step in the process of explicating is to generate theanon-
ical formactor theory , which is semantically equivalent to . Canonical form
refers to an actor theory in which several atomic steps haga bombined into a singbég-step

is then be transformed into an actor theory , Which is in supercanonical form,
containing a further simpli ed set of reaction rules for thetwork. These reaction rules are
explicitly de ned, allowing the interaction paths of to be enumerated; this in turn will
characterize , since and are semantically equivalent

by construction, as will be demonstrated in lemma 5.7.

5.1 Canonical Form AT De nitions

In this section, we de ne the component AT's of , then itself. These de nitions
are in canonical form, meaning that each AT transition cxiasbf a number of computation
steps which, without loss of generality, can be collapséalasingle big-step. This reduces the
number of semantically equivalent computation paths thadtrbe considered, simplifying the
proof.

De nition 5.1 The canonical form AT's , and are de ned as follows:
1.
2.
3. Enemy
As described in [20], the operation generates a canonical form AT. and

are characterized with the following three lemmas:

Lemma 5.1 The reaction rules of are 11 through 14 as de ned in gure 8, where the state
families associated with these rules are isomorphic togheviing:

receive stop

constrain constrain stop
send

event

10



Proof By the speci cation of , and by the de nition of as given in [20].

Lemma 5.2 The reaction rules of are R1 through R6 as de ned in gure 8, where the
state families associated with these rules are isomorphfet following:

receive stop
constrain constrain stop
event
Proof By the speci cation of , and by the de nition of as given in [20].

Lemma 5.3 There is only one state in the specialized actor theory , which is isomorphic
to the speci cation diagram eneminmy Enemy . The reaction rules of
are E1 through E3 as de ned in diagram 8.

Proof By the speci cation ofEnemyand by the de nition of as given in [20].

Now, we use localization and the product operationsafid ) de ned in [20], to construct
from the component AT's. We introduce the metavariablghich ranges over to
simplify notation:

De nition 5.2 Let:
Enmy

Then the actor theory is obtained from the localized product
, with all states unreachable from the start state removed.

Given results described in [20], it is straightforward t@ye equivalence of this canonical
network actor theory, and the network diagram:

Lemmab5.4 for all

5.2 Bubbling and Supercanonical Form

With lemma 5.4, we take one step towards bridging the gapdsstw and

Now we can take another, by showing that a number of big-stesitions in a given canonlcal
form cp can be rearranged without loss of generality; a foanwed actor theory which then
collapses these transitions into a single step is callggbrcanonicalln this particular case, we
produce a supercanonical actor theory by bubblingthe computation paths of
Bubbling is the process of synchronizing message sendsaei/es in computation paths:

De nition 5.3 For all computation paths of , holds iff any transition
in  containing asendby Enmyis immediately followed by a transition containing the eorr
spondingreceiveby one of the principals. Conversely, holds iff any transition in
containing asendby either or is immediately followed by a transition contain-
ing the correspondingceiveby Enmy and holds iff and

11



fresh send (| 1)

stop (12)

receive constrain stop (13)

receive constrain send event (|4)

stop

stop (R1)

receive constrain stop (R 2)
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receive constrain stop (R5)

receive constrain event stop (RG)

Enmy stop (E1)

receive

Enmy Enmy (E2)
new new send

Enmy Enmy (E3)

Figure 8: Reaction rules for , and

By showing that message sends and receives can be synatavithout losing semantic
information, we show that the simpler is equivalent to . In our proof, we rst
consider the internal structure of the system in terms afitaputation paths. Since computation
paths contain the actions that constitute interaction paths,ametdvially extract an interaction
path from any . The function formalizes this operation; as de ned in [20], is
the interaction path obtained from Thus, we can say that if and are both computation
paths, and , then is semantically equivalent to . This notion of
equivalence is central to proving the sound transformaifon into supercanonical form.

Lemma 5.5 For all computation paths of
such that ,and

, there exists a computation path of

Lemma 5.6 For all computation paths of
such that and

, there exists a computation path of
; and also if , then

Lemma 5.7 For all computation paths of
such that ,and

, there exists a computation path of

Proof The result follows immediately from lemmas 5.5 and 5.6.

12



Now, we de ne the supercanonical actor theory

De nition 5.4 The actor theory contains the reaction rules of , except with
sendandreceives of a given message collapsed into a single step; the stateso  are the
states of , with unreachable states removed.

By the previous bubbling lemmas, the semantics of are equivalent to those of

Lemma5.8 for all
and

Proof By de nitions 5.3 and 5.8 and lemma 5.7:

And since is constructed by reducing the number of computation paths i it
must be the case that:

hence the lemma holds.

Thus, bubbling allows us to synchronize message sends aniyes, which simpli es the
theory, allowing us to consider even fewer cases in the aisalyin the next section, we use
to make the nal bridge between the initial protocol speeitmn and gure 7, which
illustrates the semantics of protocol execution.

5.3 Interaction Paths of , Analysis of
In this section, we enumerate . It is easy to show that this
set is equivalent to , by a simple observation of . Using this

result and lemmas 5.4 and 5.8, it will be possible to proveoféia 5.1 in a straightforward
manner.

Our method of enumerating is to rst enumerate the
computation paths of the system. We accomplish this by diemi5.4 and induction on the
length of computation sub-paths; see lemma 6.2 in the appeNdth this computation path
enumeration, it is easy to enumerate the associated iti@rgaths in the following lemma:

Lemma 5.9 The interaction paths of are as follows:
1.
2. event
3. event
4. event event
5. event event
6. event
7. event event
8. event event
Given this enumeration of , it is possible to show cor-

respondence of the supercanonical theory and the full mktemeci cation in gure 7, by a
straightforward observation of the diagram:

13



Lemma5.10 for all

Proof Lemma 5.9 lists all interaction paths of ; by observing in gure7,
it is easy to see that these interaction paths are exactlgrtbs that occur amongst the possible
computation paths of

Finally, the main Theorem of the paper can be demonstrateat-ig, a proof of correspon-
dence between the textual and graphical versions of thealiagby drawing a correspondence
between the interaction paths of and , and by using Lemmas 5.4 and 5.8 to
make the bridge between and :

Proof of Theorem 5.1 By lemma 5.4:
By lemma 5.8:
And, by lemma 5.10:

Hence, the theorem holds.

Given this result, relevant veri cation properties for fall out as a corollaries, so that
protocol analysis becomes a matter of simply observing thgrdm and its interaction paths.
For example:

Corollary 5.1 If event , thenevent for all

Proof By theorem 5.1 and lemma 5.9.

Thus, we have established correctness of the  protocol in our model. Of course,
corrolary 5.1 stresses only one particular property of ttoégeol; the strength of is
that the full nature of the protocol execution is apparemthsit a complete understanding of its
workings can be gained simply by an observation of the diagra

6 Conclusion

The main contribution of this paper is a demonstration offdasibility of a formal, diagram-
matic language for the speci cation and analysis of segymibtocols. In particular, the diagram

of Figures 7 and 6 gives an elegant graphical charactesizafithe possible behav-
iors of the Needham-Schroeder protocol under enemy atsackying all the different cases that
may arise during attack attempts. Speci cation diagrameten operational semantics in an
actor theory framework, which allows properties of diagsambe rigorously established. From
a purely formal standpoint, speci cation diagrams do né&oimuch over existing security pro-
tocol speci cation languages such as CSP [17] and I/O autafi®]—it is toward the goals of
readible and expressive speci cations that the languagersoew ground.

14



For simplicity, we modeled execution of a single run of theeblleam-Schroeder protocol in
a closed system, with principals running the protocol onteis result should be extended to
a more realistic model of a network, as an open system in winighiple runs of the protocol
may occur. For future work we aim to analyze other securibtquols to test the effectiveness
of speci cation diagrams in a broader context.
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Appendix
Proof of Lemma 5.4By de nition 5.2 in this paper and lemma 5.14 in [20]:

By de nitions 5.1-5.3 in this paper and lemmas 5.13 and 4 R0j:

And, by de nition 5.2 in this paper and lemma 4.9 in [20]:

Therefore, the lemma holds.

The following de nition and lemma are used in the proof of lmas 5.5 and 5.6:

De nition 6.1 For all computation paths of , holds iff all receivés in
occur beforestopenmy0ccurs.

Lemma 6.1 For all computation paths of such that , there exists a compu-
tation path of such that ,and
Proof Suppose is a computation path of such that , and let:

where and are sub-paths, and where is the rst con guration in whichstopenmy occurs
in . Let and be equivalentto and , except that all occurrences sfopenmy are
replaced wittEnmy , where is the knowledge oEnmyin con guration , and let
be de ned as follows:

Since isthe rst con gurationin containing an occurrence efopenmy by assumption,
therefore transition =~ must occur due to a ring of reaction rule E1. Removal of théssition
means thaEnmystays “live”, so that where is the rst con gurationin , the sequence

is a valid computation sub-path. And sinEamyis “dead” by assumption in and

, therefore none of the transitions in the sequence alter the state oEnmyin any
way, so that , and hence , Is a valid computation sub-path. The
con guration  must contain the fulstop state for the network, when tienmy nally dies;
and since contains only thé&enmyin a live state, and  labels a ring of reaction rule E3,

therefore the step is valid. Thus, is a valid computation path for
Finally, no transitions in were eliminated in the construction of; and since all transitions
which containevent steps are caused by reaction rules involving either or ,

which were left unchanged in the construction oftherefore
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Proof of Lemma 5.5Let be a computation path of ,andlet be a computation
path of such that and , which must exist by lemma
6.1. Suppose that , and let:

where contains the actiosend occurring due to an enemy send, anccontains the
corresponding receive by a principal, with by assumption. Let:

where and are equivalentto and respectively, except with removed from all

message queuesin  and . Now, it is straightforward to observe that

is a valid computation sub-path, since it is equivalent toup to transition , except with the
send event removed, along with all occurrences of  from the message queues.
Also, must be a valid sub-path, since it occurs inThus, in order to show that is a
computation path, it remains to be shown that is a computation step.

Now, since by assumption, therefore the enemy must be “live” in and hence
in by construction. And since the enemy is live in, it is capable of sending messages.
Further, the label must contain the steps de ned in reaction rule E3 by de mitadf
Thus, since isidenticalto exceptforan occurrenceof inthe message queue, the step

is valid if , where is the enemy's knowledge base in. Noting
that it must be the case that , Wwhere is the enemy's state of knowledge in,
we also observe that the enemy's knowledge base grows muinally in any computation path
by the de nition of Enmy thus, , So that by corollary 4.1, . Hence,

is valid, so is a computation path.
Additionally, no transitions in  were eliminated in the construction of; and since all
transitions which contaieventsteps are caused by reaction rules involving either or
, which were left unchanged in the construction gftherefore

Proofof Lemma5.6Let be a computation path of , and suppose that
Let:
where contains the actiosend , occurring due to a send by one of the

principals, and contains the corresponding receive by the enemy, with by assumption.
Let:

where and areequivalentto and respectively, exceptwith removed from
all message queuesin  and , and all enemy knowledge basesreplaced with

Then, the result in this case follows similarly as in lemmg; Bhe important point to note here
is that if the enemy can send a messagewith knowledge base , then it can also send the

message with knowledge base , by corollary 4.1. Thus, all steps in are
valid, since is valid.

Additionally, we note that the ordering of enemy sends aridcjpal receives was left un-
changed in the construction of, so that if , then
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Lemma 6.2 Let  denote the sequence of atomic computation steps in anyigracie
appearing in gure 8, and let:

11 E2 E3 I3 E3 14 E2 E3 R2
E3 R3 E2 E3 R5 E3 R6
Then, the states and reaction rules of are contained in the

states and transitions obtained by making the substitsipeci ed in Figure 11, whereis the
empty transition, is an arbitrary initial knowledge base containing some neindf nonces,

and for brevity ; in any given rule , the substitution is
taken to apply to each optional transition label

Proof The result follows by de nition 5.4, and induction on the ¢gh of an arbitrary compu-
tation sub-path of . The most important point to note in the
induction is that by de nition 4.2, since and are freshly created during
the course of computation; and, at each subsequent poinéimdluction, the enemy can never
forge a message containing one principal's nonce encrypithdhe other principal's public key,
by lemma 4.2. Thus, the protocol proceeds “safely”, regasibf any attempts to the contrary
on the part of the enemy.

Proof of Lemma 5.9Let  be the set containing the seven interaction paths de nedeabo
order to show that , by lemma 6.2 it is straightforward
to construct computation pathsfrom the reaction rules of , such that for all ,
there exists such that .
In order to show that , we observe from the re-
action rules of that the only individual event actions that can occur areftlwe that
are contained in the paths of , and each principal can execute at most one event actioryin an
given computation path. Thus, the only permutations of ipesgvent actions which are not in
are as follows:

1. event

2. event event

3. event event

4. event event

5. event event

Let be the set containing these permutations. Note that by leffahe only reaction
rule which causes the acti@vent is number 52 in gure 11. However, in this
reaction rule is in the enemy's knowledge base; but also by observation of gure 11,

iff the actionevent occurs. Hence, permutations 1-3 in are
notin . By the same token, permutations 4-5 inare notin
, since if the actiomvent occurs, is

never in the enemy's knowledge base, therefore the aetient cannot occur
before or afteevent . Therefore,
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Figure 9: State de nitions for Figure 11

Figure 10: Substitution de nitions for Figure 11
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Figure 11: States and Reaction rules of
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