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1 Introduction

The goal of this lecture is to give an introduction to the state of the art in the theory of network commu-
nication. It is a widely accepted fact that algorithmic advances in the area of computer science are only
useful to society if they are based on models that truthfully reflect the restrictions and requirements of
the corresponding applications. This is certainly also true for network communication. For example,
in general any infrastructure connecting processing units with each other may be called a network,
but certain infrastructures such as a dedicated line between any pair of nodes are certainly unrealistic
because they are too expensive to build. Thus, messages may have to traverse several units to reac
their destination, causing (among other problems) route selection and scheduling problems. Also, we
will not just study network communication out of context, but we will also look at various topics that
require or support efficient network communication such as distributed data management or design
strategies for overlay networks.

In this section we start with an introduction to graph theory followed by simple algorithms for
computing shortest paths in networks. It is partly based on [3].

1.1 Graph theory

A graph G = (V, F) consists of a set afiodes(or vertice3 VV and a set obdges(or arcg) E. The

nodes represent the processing units and the edges represent the communication links between th
units. Often, we will set, = |V| (the size ofl”) andm = |E|. Thesizeof G is defined as the number

of nodes it contains. For all, w € V, (v, w) denotes alirectededge fromw to w, and{v, w} denotes
anundirectededge fromv to w. G is calledundirectedif £ C {{v,w} | v,w € V} anddirectedif

E C {(v,w) | v,w € V}. Unless explicitly mentioned, we assume for the rest of this lectureilist
undirected.

A sequence of contiguous edgesGhis called apath Thelengthof the path is defined as the
number of edges it contains. A path is call@ode-simpléf it visits every node inG' at most once.
Similarly, it is callededge-simpléor simplg if it contains every edge ir at most once( is called
connectedf, for any pair of nodes, w € V, there is a path i from v to w. We call a simple
path acycleif it starts and ends at the same node. Tirh of a graphG is defined as the length
of the shortest cyclé contains.G is called atreeif it is connected and contains no cycle. A graph
T = (V' F)is called aspanning treef G if V' =V, E' C F, andT is atree G is calledbipartite if
its node set can be partitioned into two node $gtandV; such thatty C {{v, w} | v € V1, w € V,}.



For any pair of nodes, w € V, letd(v, w) denote thelistanceof v andw in G, that is, the length
of a shortest path from to w. ThediameterD of G is defined asnax{é(v,w) | v,w € V}. If
{v,w} € E thenv is called aneighborof w. For any subsd’ C V, theneighborhoodf U is defined
as

F'U)={veV\U|JuelU: {uv}€E}.

The number of neighbors afis called thedegreeof v and denoted by,. The degree of- is defined
asd = max{d, | v € V'}. If all nodes inG have the same degree, théris calledregular.

\

Figure 1: An example of an undirected graph with diameter 4.

A family of graphsG = {G,, | n € IN} has degred(n) if for all n € IN the degree of7,, is d(n).
If it is clear to which family a graph belongs, we say that this graph has constant (or bounded) degree
if and only if its family has constant degree.

A networkis specified by a grapts’ = (V, E) with edge capacities given by a function £ —
IR™. Given a graplt; with capacities:, let the capacity of a node< V be defined as

c(v) = > clv,w)

weV

and the capacity of any node set or edgelsée defined as(U) = 3,1 c(u).

2 Network flows | — Shortest Paths

In order to send information from a sending host to the destination host, the network must determine
a path or route that the flow of information has to follow. This is the job of thauting protocol At
the heart of any routing protocol is an algorithm (tbating algorithn) that determines a “good” path
from the source to the destination. In practice (for example, the Internet), a “good” path is one that
has “least cost”. Suppose that we have a netwerk- (V) FE) with edge costg : £ — IR,. For
a source-destination pais,t) € V2, we want to find a pathh = (ey,...,¢e,) from s to ¢ in G that
minimizes

c(p) =D _cle) .

=1
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Figure 2: The least-cost path frosto ¢ has a cost of 10.

If all edges have a cost of 1, this is simply a shortest path fsdon.

One way in which we can classify routing algorithms is according to whether they are global or
local:

¢ A global routing algorithmcomputes the least-cost path between a source and destination using
complete, global knowledge of the network. That is, the algorithm knows all link costs in the
network. In practice, algorithms with global state information are often referredliokastate
algorithms We will study a global link state algorithm in Section 2.1.

¢ In alocal routing algorithm the calculation of the least-cost path is carried out in an iterative,
distributed manner. No node has complete information about the costs of all network links.
Instead, each node begins with only the knowledge of the costs of its own directly attached
links. Then, through an iterative process of calculation and exchange of information with its
neighboring nodes, a node gradually calculates the least-cost path to a destination or set of
destinations. In practice, algorithms with local state information are also knowlis&@sce
vectoralgorithms. We will study a distance vector algorithm in Section 2.2.

A second way of classifying routing algorithms is according to whether thegtatie or dynamic In
static routing algorithms, routes change very slowly over time (if at all) whereas dynamic routing algo-
rithms change their routing paths as the network traffic loads or topology change. A dynamic algorithm
can be run either periodically or in direct response to topology of link cost changes. While dynamic
algorithms are more responsive to network changes, they are also more susceptible to problems sucl
as routing loops and oscillation in routes.

Only two types of routing algorithms are typically used in the Internet: a dynamic global link state
algorithm, and a dynamic local distance vector algorithm. We cover these algorithms in the next two
sections.

2.1 Alink state routing algorithm

Recall that in a link state algorithm the network topology and all link costs are known. In practice, this
is accomplished by having each node broadcast the identities and costs of its attached links to all othet
nodes in the network. (This may either be done periodically or only if a cost changes.) The result of
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the nodes’ link state broadcast is that all nodes have an identical and complete view of the network.
Each node can then run the link state algorithm and compute the same set of least-cost paths as ever
other node.

The link state algorithm we present below is knownDagstra’s algorithm named after its in-
ventor. A closely related algorithm is Prim’s algorithm. See [2] for a general discussion of graph
algorithms. Dijkstra’s algorithm computes the least-cost paths from the node executing it to all other
nodes in the network. Dijkstra’s algorithm is iterative and has the property that aftethtlieration
of the algorithm, the least-cost paths are knowh testination nodes, and among the least-cost paths
to all destination nodes, theggaths have thé smallest costs.

In the following, s denotes the node executing Dijkstra’s algorithm. For each modeV, let
Dlu] denote the length of the best path we have fosadar from s to . Initially, D[s] = 0 and
Dlu] = 400 for eachu # s. We define the set' (our “cloud” of visited vertices) to be initially empty.

At each iteration of the algorithm, we select a nadg C with smallestD[u] and pullu into C'. (l.e.

in the very first iteration, we will pulk into C'.) Once a new node is pulled intoC', we then update
the labelD[v] for each node that is adjacent te and is outside of’, to reflect the fact that there may
be a new and better way to getiwia «. In formal terms, we perform the operation

if D[u] + ¢(u,v) < D[v] then
D[v] = D[u] + ¢(u,v)

We give the pseudo-code for Dijkstra’s algorithm in Figure 3. We use a priority giJeoestore
the nodes outside of the clodd

Algorithm Dijkstra(G, ¢):
Input: A simple undirected grap¥ with nonnegative edge costand
a distinguished node

Output: A label D[u] for each node: in G such thatD[u] is the length of &
least-cost path fromto « in G.

D[s] = 0 andD[u] = +oo for each node: # s
Let @ contain all nodes iid.
while Q # () do

u = Q.RemoveMin() {pulls nodeu from @ with minimumD|u]|}

for each node € (Q adjacent ta; do

if D[u] + ¢(u,v) < D[v] then
D[v] = Dlu] + ¢(u,v)

return the labelD]u] for each node:

Figure 3: Dijkstra’s algorithm for the single-source shortest path problem.

Theorem 2.1 In Dijkstra’s algorithm, whenever a nodeis pulled intoC, the labelD[u] is equal to
d(s,u), the length of the shortest path fronto w.

Proof. We start with a simple lemma.



Lemma 2.2 At any point during Dijkstra’s algorithmD|u] is eitheroo or represents the cost of a
path froms to .

Proof. The lemma can be shown by complete induction on the number of executiadn&pf=

Dlu] + ¢(u,v). Certainly, the lemma is true before the first execution of this command. So suppose
that it is true till someth execution. Then it is also true after thie+ 1)th execution because from the
induction hypothesis)|u| represents the cost of a path frero «, and thereforéd[v] = D[u]+c(u, v)
represents the cost of a path fremno v. O

Hence, it remains that at the enfd|v] is the cost of a shortest path fronto v for all v.

Suppose thab[v] > 4(s, v) for some node € V, and letu be thefirst node the algorithm pulled
into the cloudC such thatD[u] > §(s,u). There is a shortest path from s to « (for otherwise
d(s,u) = +o00 = D[u]). Let us therefore consider the moment wheis pulled intoC, and letv be
the first node ofP (when going froms to ) that is not inC' at this moment.« may be equal ta.) Let
w be the predecessor ofin P. (Note that we may have = s.) We know, by our choice of, thatw
is already inC' at this point. MoreoverD[w| = d(s,w), sinceu is thefirst incorrect node. Whem is
pulled intoC, we tested (and possibly updatdd)v] so that we had at that point

Dlv] < D[w] + ¢(w,v) = d(s,w) + c(w,v) .
Sincew is the next node on the shortest path fretoe « and all edge costs are positive,
Dlv] < (s, u) .
Furthermore, since is added ta”' beforewv (or with v if v = u), it must hold that
D[u] < D[v]

But that would mean thab[u] < 4(s,u), which is a contradiction to our assumption thajg.] >
d(s,u). 0

Theorem 2.3 The runtime of Dijkstra’s algorithm i®((n + m) logn).

Proof. The details of the runtime analysis are as follows:
e Inserting all the nodes i@y can be done ilW(n logn) time by repeated insertions.

e At each iteration of the while loop, we speidd{logn) time to remove node: from () and
O(d(u) - logn) time to updateD[v] for the nodes adjacent tou. Hence, the overall running
time of the while loop is

> (1+4d(u))logn = O((n+m)logn) .

ueV

Using a so-called Fibonacci Heap, the runtime can be improvédto+ nlogn).



2.2 A distance vector algorithm

While the link state algorithm is an algorithm using global information, the distance (DV) vector
algorithm is iterative, asynchronous, and distributed. It is distributed in that each node receives some
information from one or more of its directly attached neighbors, performs a calculation, and may
then distribute the results of its calculations back to its neighbors. It is iterative in that this process
continues on until no more information is exchanged between neighbors. (Interestingly, we will see
that the algorithm is self terminating — there is no “signal” that the computation should stop; it just
stops.) The algorithm is asynchronous in that it does not require all of the nodes to operate in lock step
with each other.

The principle data structure in the DV algorithm is tilistance tablamaintained at each node.
Each node’s distance table has a row for each destination in the network and a column for each of
its directly attached neighbors. Consider a nadbat is interested in routing to destinatianvia its
directly attached neighber. Nodew’s distance table entry),, ,(w), is the sum of the cost of the link
(u,v) plus neighbow’s currently known minimum-cost path fromto w. That is,

Dy (w) = c(u,v) + min D, .(w)

where themin, expression is taken over all ofs direct neighbors (including).

The distance vector algorithm we will study is also known as the Bellman-Ford algorithm, after its
inventors. It is used in many routing protocols in practice, including Internet BGP, ISO IDRP, Novell
IPX, and RIP. The pseudo-code for the Bellman-Ford algorithm can be found in Figure 4.

Algorithm Bellman-Ford:
At each nodeu:

for all adjacent nodes do
Dy (w) = 400 for eachw # v
Dy »(v) = c(u,v)
for all destinationsv do
sendmin, D, ,(w) to each neighbor

while truedo  {infinite loop}
wait (until there is a link cost change to neighhoor
until there is an update from neighbar
if ¢(u,v) changes byy
for all destinationsv do Dy, ,(w) = Dy, (w) + 7y
else ifupdate received from w.r.t. destinationu
{The shortest path fromto somew has changed and
{thereforev has sent a new value fatiin, D, ,(w).}
{Call this values.}
Dy »(w) = c(u,v) + 6
if we have a newnin, D,, ,,(w) for any destinationv
send the new value ehin, D, ,(w) to all neighbors

Figure 4: The Bellman-Ford algorithm for the all pairs shortest path problem.



Figure 5 illustrates the operation of the DV algorithm for the simple three node network shown
at the top of the figure. The operation of the algorithm is illustrated in a synchronous manner, where
all nodes simultaneously receive messages from their neighbors, compute new distance table entries
and inform the neighbors of any changes in their new least-cost paths. However, after viewing this
example, it should not be too difficult to see that the algorithm also works correctly in the completely

asynchronous case.
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Figure 5. A DV algorithm example. Circled values represent values sent around by the nodes.

Theorem 2.4 If all nodes work in a synchronous way, then the Bellman-Ford algorithm terminates
after at most» — 1 rounds, and when it terminates, thetnin, D, ,(w) = 6(u, w) for all nodesu and

w.

Proof. For any two nodes andw, letd,(u, w) denote the minimum cost of a path of length at mfost
from u to w. Obviously, it holds for al¥ > 0 that

Orp1(u,w) = mvin{c(u, v) + (v, w) }



for all v andw, where

0 U =w
do(u, w) = { 100 else

We want to prove by induction on the number of iterations of the while loop that at aftéihtienile
loop,
min Dy, (w) = min{c(u, v) + 6¢(v, w)} .

For ¢ = 0 (i.e. before executing the while loop) this is certainly true. So suppose that*of the
hypothesis above has already been shown. Then it holds that after iteratibn

min Dyy(w) = mvin{c(u, v) + min D, .(w)}
= min{c((u,v)) + min{c(v, z) + oo(z, w)}}
— min{e((s,)) + enr (0,0)}

Hence, aften — 1 iterations,
min Dy (w) = mvin{c(u, V) + Sp1 (v, w) } = 0 (u, w) .

Since we only have edges of nonnegative cost, any shortest path in a network can have a length of a
mostn. Thus, aftem — 1 iterations, we must have that

min Dy, (w) = 6(u,w) .
g

The proof of this theorem implies that it takes at masiterations for a network of size to
terminate with a minimum-cost path system. However, for this to hold it is crucial that the induction
hypothesis is true fof = 0, i.e. D, ,(w) = +oo for all adjacent nodes with v # w andD,, ,(v) =
c(u,v). What happens if the DV algorithms starts in a different state? In this case, it may take much
more tham iterations to terminate. In fact, in the example in Figure 6, it would take 44 (!) iterations
to terminate. Methods that can circumvent this problem have, for example, been proposed in [1].

2.3 Minimum spanning trees

So far, we only considered the situation of minimizing the cost for sending a message from a source to
a destination. This communication mode is also knowarasasting Another important communica-

tion primitive isbroadcastingi.e. sending a message from a sourcaltmodes of the network. This

is usually done by sending the message along a spanning tree. At each point of the spanning tree wher
it branches off into different directions, the message is replicated so that one message can be sent i
each direction. Hence, every edge of the spanning tree is only used once by the message. In orde
to minimize the cost of sending a broadcast message, we have to find a spanning tree of minimum
cost. In formal terms, given a weighted undirected gr&phve are interested in finding a tréethat
contains all the nodes i¥ and minimizes the sum



60 P 1
u w
50
via via via via via
V| u w V| u w V| u w V| U w V| u w
ul 4 6 ul| 60 6 ul 60 6 ul 60 8 ul 60 8
to to to to to
w w w w w
via via via / via \ via
Wl u v wW| u v wW| u v wW| u v wW| u v
u|l 5 5 ul| 50 5 ul 50 7 ul 50 7 ul| 50 9
to to to to to
\Y; Y % v \Y;

Figure 6: A bad example for the DV algorithm.

This problem is also known as tieinimum spanning tre@r MST) problem.
Before we present an algorithm for the MST problem, we start with a crucial fact about minimum

spanning trees.

Proposition 2.5 Let G be a weighted connected graph andlgtand V5 be a partition of the nodes
of G into two disjoint nonempty sets. Furthermore,ddie an edge irG with minimum weight from
among those with one endpointifi and the other inl’;. Then there is a minimum spanning trée
that hase as one of its edges.

Proof. LetT be a minimum spanning tree 6f. If 7" does not contain edge the addition ofe to
T must create a cycle. Therefore, there is some gdgethis cycle that has one endpointif and
the other inV;,. Moreover, by the choice af, c¢(e) < ¢(f). If we removef from T'U {e}, we obtain
a spanning tree whose total cost is no more than before. Siveas a minimum spanning tree, this
new tree must also be a minimum spanning tree. O

In fact, if the costs inG are distinct, then the minimum spanning tree is unique. The proposition
immediately yields two different ways of constructing a minimum spanning tree:

¢ Initially, each node is its own cluster. Then we consider the edges in the order of increasing cost.
If an edgee connects two different clusters, thems added to the minimum spanning tree, and
the two clusters connected byare merged into a single cluster. Otherwises discarded. Once
the algorithm has added enough edges to form a spanning tree, it terminates and outputs this tree
as the minimum spanning tree. This algorithm is also known as Kruskal's MST algorithm.

e Initially, we only have a single clustér consisting of a root node In each iteration, we choose
the edges of minimum cost that has one endpoint insideCoind the other outside @f. We



adde to the minimum spanning tree and the outside nod€.t®nceC' contains all the nodes
of G, the algorithm terminates. This algorithm is also known as Prim’s algorithm.

Now, recall our LS and DV algorithms above.

Using the LS algorithm

Since in a LS algorithm every node knows all the edge costs in the network, each node can simply run
Kruskal's or Prim’s algorithm in order to compute the MST.

Using the DV algorithm

Using the DV algorithm is a bit more difficult. Instead of computing minimum-cost paths between
pairs of nodes, our aim is to compute paths with the minimum possible maximum-cost edge between
pairs of nodes, i.e. for each pdis,t) we want to find a patlp = (e,...,¢e,) from s to ¢ so that
~v(p) = max; c(e;) is minimized over all paths fromato ¢. This can simply be done by replacing the
rule

Dy (w) = c(u,v) + min D, . (w)

in the Bellman-Ford algorithm by the rule
D, »(w) = max{c(u,v), min D, . (w)},

i.e. D, (w) now represents the minimum possible maximum edge capacity along a path foom
viav. In this case, we have after tlith iteration of the while loop that

o D (1) = min{max{e(u,v), (v, w)}}

where, (v, w) is defined as the minimum(p) over all pathg of length at most from v to w. Let
V(v w) = (v, w).

Furthermore, we have to decide now which edges participate in the minimum spanning tree, and
which edges do not. For this we use the following rules:

e Suppose thafu,w} still belongs to the spanning tree andfinds out thatmin, D, ,(w) <
c(u, w). In this casey removes{u, w} from the spanning tree.

e Suppose thafu, w} has been taken out of the spanning tree-afidds out thainin, D, ,(w) >
c(u, w). In this casey adds{u, w} to the spanning tree.

See Figure 7 for the algorithm that computgs, w) for all nodesv, w. If all edges have different

costs (which is easy to guarantee with tricks like adding to the cost of each edge as least significant
bits the addresses of its incident nodes), then this algorithm together with the rules above computes &
minimum spanning tree.
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Algorithm Modified-Bellman-Ford:
At each node::

for all adjacent nodes do
Dy »(w) = 400 for eachw # v
Dy(v) = c(u,v)

for all destinationsv do
sendmin, D, ,(w) to each neighbor

while truedo  {infinite loop}
wait (until there is a link cost change to neighhoor
until there is an update from neighboy
if c(u,v) changes byy
c(u,v) = c(u,v) +
for all destinationsy do D, ,(w) = max{c(u, v), Dy (w)}
else ifupdate received from w.r.t. destinationu
{v has sent a new value fotiin, D, ,(w).}
{Call this valuey.}
Dy, »(w) = max{c(u,v),v}
if we have a newnin, D, ,(w) for any destinationv
send the new value ofin, D, ,(w) to all neighbors

Figure 7: The Bellman-Ford algorithm for the minimum spanning tree problem.
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