12 Distributed data management Il

In this section we study distributed data (or file) management methods based on pointer structures and
load balancing, and we demonstrate how to use them in peer-to-peer systems.

If we ignore for the moment the problem of handling arrivals and departures of peers, the problem
of managing data or files boils down to the problem of maintaining a concurrent searchable data struc-
ture. Sequential data structures for searchability are usually implemented as directed labelled pointer
graphs, e.g. binary search trees with proper labels ensuring that the cost of the search is proportional
to the diameter of the data structure. For that reason, most of the work on data structures focuses on
how to keep the diameter of the underlying pointer graph as small as possible, i.e. by balancing trees
as in 2-3 or red-black trees.

However, such pointer graphs (2-3 trees, linked lists, etc.) are “fault-sensitive” in the sense that
deleting or corrupting a single memory location (i.e., the root of the tree and its pointers) may cause
many or even all other locations to become unreachable. Since our ultimate goal is embedding our data
structures onto dynamic distributed systems in a highly fault-tolerant manner, we limit our attention to
data structures whose underlying pointer graph has a high expansion, such as the Hyperring presented
in the previous section. We start with some general specifications a searchable data structure has to
fulfill.

12.1 Input/Output specs

Sequential Searchable Data Structure. S is a sequential searchable data structure if it offers the
following operations for objects from the universik Objects:

e Insert(Name(o), Ref(0)): adds object with nameName(o) and referenc&ef(o) to S.
e Delete(Name(o)): removes from S.

e Search(Name) retrieves a reference to the objectout of S’s current object seDbjects with
largest name smaller or equalName, i.e.

0" = argmax{Name(¢0') | o’ € Objects, Name(o) < Name}

(Alternatively, one may also formulagearch() for finding the successor for a name.)

One may also define the “exadtdokup(Name) command, which only needs to retrieve a reference
to an object if its name ipreciselyspecified; this command used in [5, 4, 6, 3] is much easier to
implement.

Concurrent Searchable Data Structure C allows to perform the operations above concurrently.

Distributed Searchable Data Structure D must implement the above operation on a set of proces-
sorsAll_Sites which can join and leave the system, such as connecting and disconnecting from the In-
ternet. As in all other work in the peer-to-peer area, we assume that some external mechanism enables
a joining peer to find a peer already in the system. This dynamic collection of peess= All_Sites

is defined by the following operations



e Join(Ref(p)): peerp joins Sites by passing a reference (e.g., its IP address) to anpthesites.

e Leave(p): peerp leavesSites. This removes all the data stored hy
Any peer (or sitep € Sites can invoke any of the operations of section 12.1.

A Distributed Name Servids a special case of IP addresses directory, namely tuples of the form
(Name(p), IP(p)) for various sitep, whose names are externally imposed(i.e. host.cs.jhu.edu).

A distributed implementation of a searchable data structure consists of a searchable pointer graph
on the set of objects, plus a “name-consistent” assignmardpping objects into sites that store them.
Formally,

Definition 12.1 An assignment is name-consistent for all f € Objects,
Search(Ref(f)) = Search(Name(w(f)).

Intuitively, 7 is name-consisterit every objectf is assigned to a sife= = ( ) whose reference is
the closest match to the namejfofNote that searching for a filgby its reference, or searching for the
siter(f) by its name is equivalent, and will return the pointer to gsiteamelySearch(Name(p)) =
Ref(p).

Suppose that we do not use an extra pointer structure for organizing the data. Chord, for example,
does not have an extra pointer structure but uses name consistency to find data. There are a number of
options for selecting a reference, but neither one seems to work without problems.

Original names: Ref(f) = Name(f) makes range queries possible, and in fact achieves loga-
rithmic cost for random names. For worst-case names, this method has a poor performance without
rebalancing the data among the sites once in a while.

Completely random namesRef(f) = Random(f) solves the problem of imbalance; now the
distribution of objects is perfect, but exhaustivén) cost search is necessary.

Hashed namesRef(f) = H(Name(f)) whereH is a hash function, is suggested in [5, 4, 6, 2] to
balance between original and random names. However,

e data structures becomm-searchablgjust like hashing based sequential data structures. They
can only be used for implementingokup(Name) with Name being a precisely defined string.
However, an imprecise query or range queries are un-implementable.

¢ hash functions such as SHA-1 aren-randomnby definition, do not provide adequate protection
against adversarial input, since properly selected input strings can Qéausémbalance, even
for precise name querigokup(Name). In fact, even without inverting SHA-1 function, an
adversary can easily create arbitrary imbalance in the site load by simply inserting lots of objects
f with approximately the same value Bf(Name(f)).

There are two solutions out of this dilemma to obtain an efficient, searchable distributed data
structure:

e Using the real names of the data object together with a balancing mechanism to repair any
imbalance of the data distribution caused by removing or inserting data or sites.
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e Organizing the data objects in a searchable pointer structure and mapping the pointer structure
randomlyto the sites.

We start with the latter approach.

12.2 Organizing data in a pointer structure

This approach consists of three components:

e A searchable distributed data structevhose objects represent the current set of sites in the
system, where the name of each object is set to a number chosen uniformly and independently
at random fromjo, 1).

e A searchable concurrent data structifr@vhose objects represent the current set of files in the
system, where each objectepresenting filg¢ has the property thtame(o) = Name(f) (i.e. o
carries the original name ¢f andRef(0) is set to a number chosen uniformly and independently
at random from0, 1), which is used as a virtual memory location tor

e A consistent (and robust) mapping #fto P. l.e. objecto in F is stored at the site with
Searchp(Ref(0)) = Ref(p) (and copies of it are stored in the nearest neighbogsinfP in the
case that fault-tolerance has to be provided).

To be preciseF will also contain an object for every site, with name and reference equal to the random
name of the site so that each of the sites has acceSsWe assume that the name of a site is smaller
(or larger) than every possible file name so that site and file names are not interlegvedlirich
would otherwise give a wrong result for a site requgsirch(Name).

Because we useandomvalues to perform the mapping of the files to the sites, we achieve a
complete decouplinpetween sites and files. Next we describe on a high level how to implement
operations fofP and.F.

Operations for the site structure P
Operations for the site structure have to be executed in the following way:

Joinp(Ref(p)). Suppose that contacted site to join the systemg then chooses a randadame(p)
€ [0,1) and executeBisertp(Name(p), Ref(p)).

Leaver(p). We assume here that sufficiently redundant information is available atsnuthat an-
other site, say, can immediately take over the roleif p suddenly leaves. Firsi,moves objects to
achieve a consistent mapping withguand then it callDelete -(Name(p)) to removep from F and
Deletep(Name(p)) to removep from P.



Insert»(Name(p), Ref(p)). Suppose that site is handling this request. Firsf,executesSearchp
(Name(p)), which returns a reference to the closest predecegsafrp in P. ¢ will then askq’ to
integratep in P (using the given topology control scheme). Opdeas been integrated will ask ¢’ to
executdnsertz(Name(p), Name(p)) (i.e. the reference tpis its random name) so thathas a handle
in F. Finally, objects inF stored at its neighbors will be movedji®o that we are back to a consistent
mapping ofF to P. (Notice that this will givep at least one object, becau@¢ame(p), Name(p)) is

an object inF, allowing it to get access t6.)

Delete-(Name(p)). Suppose that siteis handling this request. Therexecute®elete -(Name(p),
Name(p)) and afterwards removesfrom P (using the given topology control scheme).

Search»(Name). Here the search strategy of the topology control scheme select@disassed.

A topology forP may be established by using the Chord system or the Hyperring.

Operations for the file structure 7

Since F is only a concurrent data structure, it suffices to implement the three operaiszns:
(Name(0), Ref(0)), Delete(Name(0)), andSearch(Name). The concurrent Hyperring scheme may
be used here.

Site operations

Finally, we explain on a high level how to execute the five site requisits$), Leave(), Insert(),
Delete(), andSearch(). Suppose that is the site issuing the request.

e Join(Ref(p)): This will call Joinp(Ref(p)).
e Leave(p): This will call Leavep(p).

e Insert(Name(o), Ref(0)): First, p retrieves object with the help ofRef(o) (or simply creates an
object with its reference, depending on the application). Then it selects a random virtual name
Virtual Name(o) € [0,1) for o and callsSearchy(Virtual Name(o)), receiving a reference to
some site;. Thenp will ask ¢ to storeo and to executénsert-(Name(o), Virtual_ Name(o)). ¢
will do this by selecting a random obje¢tin F stored in it as starting point (taking the object
representing in F only if no other is available).

e Delete(Name(o0)): p chooses a random objettin F stored inp and executeBelete ~(Name(0))
starting witho'.

e Search(Name)): p chooses a random objectin F stored inp and executeSearch(Name)
from there.

Using the concurrent Hyperring scheme with some extras, these operations can be implemented to
obtain the following result:

Theorem 12.2 ([1]) The above operations can be implemented with time and work complexity
O(logo(l) n), wheren is an (unknown) bound on the cardinality of S#es during the lifetime of the
system.



12.3 Data balancing

Next we consider the situation in which data is assigned to sites using their real names. Suppose that
we use to concurrent Hyperring scheme to organize the sites. For simplicity, we assume that the data
space is represented by the interjéall ).

Every site in our topology control scheme is now representeddhysterof sites of sized(logn).
Every site that wants to join the system is sent to a random cluster by using the first plcaséeaof.
This makes sure that new sites are distributed uniformly at random (up to a small constant factor)
among the clusters, and therefore an oblivious adversary with bounded change rate cannot kill too
many sites in a cluster in a short amount of time.

Each cluster owns a certain range of the data space, and this range represents its name in the DNS
scheme presented in the previous section. l.e. if cluSterns the rangé0.2,0.5], Name(C) =
[0.2,0.5]. As in the DNS scheme, our aim is to keep the ranges in sorted order around the 0-ring to
ensure that queries can be efficiently routed at any time. To ensure a high robustness of our searchable
data structure, mechanisms are needed so that

1. every cluster has a size 6f(logn) at any time,
2. the data load is evenly distributed among the nodes of a cluster (up to a constant factor), and
3. the data load is evenly distributed among the clusters (up to a constant factor).

In the following subsections we show how to solve each of these points. We start with the description
of a co-called split-and-merge strategy for the first point.

Split and merge

Our aim is to ensure that every cluster has to contain at feasind at mosi 0w nodes at any time,
wherew = O(log n) will be specified later. A cluster violating these bounds is catled A cluster is
calleddangerousf it contains less thaBw nodes or more thatww nodes, and a cluster is calledfe
if it contains betweerdw and8w nodes. During the course of time, a cluster may lose or get nodes. In
order to make sure no cluster ever gets bad, we use the following rules.

Recall the ring numbering strategy used for concurrent updates. The clusters are organized in
groups with the help of the 1-edges belonging to the 1-ring with number 0. For every 1 ¢agte
is bridging one 0-edge, we takeand its succeeding 1-edgeand combine all clusters bridged by
ande’ (including the starting point of and excluding the endpoint ef) into a group. For all other
1-edgese belonging to the 1-ring with number 0, we combine all clusters bridged bgcluding
the starting point o and excluding the endpoint ej into one group. These rules ensure that groups
either consist of two or three clusters. Each of these groups is handled independently when performing
split-and-merge operations. This is done in the following way:

Suppose that the group consists of only two clustersndCs. If none of the clusters is dangerous,
we do nothing. Otherwise, if it is possible to move nodes between the two clusters so that none is
dangerous afterwards, this is done with a minimum number of movements necessary for this. If this is
not possible, then we are left with the following two cases:

o |C4] + |Cs] < 6w: mergeC; andC, into a single cluster, which creates a deletion event for the
network. The resulting cluster is safe, sinceandC; were not bad.



e |Cy|+]Cs] > 18w: splitthe larger of the two clusters into two clusters, which creates an insertion
event for the network, and move a minimum number of nodes from the remaining cluster to the
new clusters so that the remaining cluster is non-dangerous. The two new clusters are safe, since
C,; andC5 were not bad.

Now consider the case that the group consists of three clusters,,, andCs. If none of the
clusters is dangerous, we do nothing. Otherwise, if it is possible to move nodes between the two
clusters so that none is dangerous afterwards, this is done with a minimum number of movements
necessary for this. If this is not possible, then we are left with the following two cases:

o |C4] + |Cs] 4+ |C3] < 8w: merge the clusters into a single cluster, creating two deletion events.
The new cluster is safe, because none of the clusters was bad.

o |C1] + |Cs] + |C5] € [8w,9w]: merge the pair out ofC;, Cy) and(Cy, Cs) with the smallest
number of nodes into one cluster, creating one deletion event, and move a minimum number
of nodes from the new cluster to the remaining cluster so that the remaining cluster is non-
dangerous. Also here the new cluster is safe.

o |Ch]+|Cs|+ |Cs| > 27w: split the largest cluster into two clusters, creating one insertion event,
and move a minimum number of nodes from the old clusters to the new clusters so that the old
clusters are non-dangerous. The new clusters are safe.

These rules immediately result in the following lemma.

Lemma 12.3 The split-and-merge scheme ensures that as long as no cluster becomes bad, afterwards
no cluster will be dangerous. Furthermore, in any event in which a cluster is split or merged, the
resulting clusters are safe.

Load balancing within a cluster

Next we explain how the load is stored and kept balanced in a cluster. Each cluster is organized like a
cell: 2w of its nodes form itxoreand the rest itperiphery All the data is stored in its core, and the
nodes in its periphery are free resources that can be moved between clusters.

In the core, the data is stored in sorted order among the nodes. So each of the nodes has its own
data range. The load is kept balanced by using a load threghdldnsertions of new data cause a
nodeu to have a load of more thai?, then a pair of neighboring nodes (w.r.t. their ranges) is sought
with load < 2/. The lighter loaded one in this pair moves its data and range to the heavier loaded one
and then acceptsload (and the corresponding range) from nad@&here is always such a pair as long
as for the total data load in the core we havé < 2w - . If this is not the case, thehis increased to
2(. If due to deletions of datd, < (w/2) - ¢, then/ is reduced td/2.

It is easy to check that any an increase ithoes not cause any data movements and between two
decreases i, Q(w - ) data must have been deleted. Furthermore, the amount of data that must be
inserted between two increases of a node to a load of more3tharust be at least. Hence, we
can charge movements of data for the load balancing to insertions and deletions of data so that the
following result holds:



Lemma 12.4 For any sequence of insertions and deletions of data in a cluster, the cluster balancing
scheme i$)(1)-competitive concerning the data movements (including insertions of new data) a best
possible balancing scheme (that does not require the data to be sorted) would have to perform to keep
the data evenly balanced among the nodes of the cluster at any time.

Load balancing in split and merge

Next we explain how data is moved when applying the split-and-merge rules. There are three different
cases to consider:

e A node is moved from cluster to clusterCsy: If C5 is the successor af, then the largest
data items inC; (and the range corresponding to them) are moved figrio C5, where/ is the
average load over all nodes ©f (including the periphery). I€; is the predecessor 6f;, then
the smallest data items inC'; are moved fronC; andCs;. Otherwise, it may happen in a group
of three clusters that; andC; are not direct neighbors. Suppose w.l.0.g. thats a successor
of C;. In this case, we move a node directly frarh to C; but “tunnel” the data fronC; to
(5 along the clusters in between, s@y, . .., C;.. This is done in a way that firgt; sends ity
largest data items t6’], thenC| sends it largest data items t6%, and so on, untiC}, sends
its ¢ largest data items t6,. This preserves the sorted order of the data. We note:tbah be
at most 3.

e A cluster(C is split into two clusters’; andCs: In this case( splits its range at the median
into two ranges and splits its core accordingly so that one part is givéh &nd the other to
(. Also, the periphery is split so that; andC, have the same number of nodes (up to possibly
one). We note that up to one node in the core that has data of both ranges, no data movements
are caused by a split. (However, the adjustment of the load threshold in the new clusters may
cause data movements.)

e Two clustersC; andC’; are merged into one clustér. In this case we take any one of the two
that is dangerous, say; (w.l.o.g.), and move all of its data to the core®@f. Afterwards, all
nodes inC' join the periphery of’;. Thus, merging two clusters involves only data movements
from a dangerous one.

Our split-and-merge scheme has the crucial property that
e only a dangerous cluster is split, and the outcome are two safe clusters, and
e only a dangerous cluster is merged into another one, and the outcome is a safe cluster.

Since there are at leastnodes difference between a dangerous cluster and a safe cluster, any cluster
involved in data movements in two split or merge operations must have gained or lost at rests
in between. Hence, we get the following result.

Lemma 12.5 For any sequence of insertions and deletions of nodes in the clusters that do not cause
them to become bad, the split-and-merge balancing scheméliscompetitive concerning the data
movements an optimal balancing scheme (that does not require the data to be sorted) would have to
perform to keep the data evenly balanced among all nodes in each cluster at any time.



Combining this with Lemma 12.4, we obtain:

Lemma 12.6 For any sequence of insertions and deletions of data or nodes in the clusters that do
not cause them to become bad, the combined cluster and split-and-merge balancing sahéhye is
competitive concerning the data movements an optimal balancing scheme (that does not require the
data to be sorted) would have to perform to keep the data evenly balanced among all nodes in each
cluster at any time.

Load balancing across network edges

Certainly, the cluster balancing scheme and split-and-merge balancing scheme do not suffice to keep
the load balanced across all clusters in the system. So we also perform balancing across the network
edges. Howevethe only thing we ever do here is moving nodes of the periphery between clusters
no data item is ever moved when balancing across network edges. The movement of periphery nodes
is done separately for each level of the Hyperring. The load balancing forilexsks as follows:

Every cluster splits into two sub-clusters of equal number of nodes, one for each endpoint of the
two ¢-edges in which it participates. For eveirgdgee with sub-clusters”; and C; let m; be the
number of nodes i; and/; be the average load @f;, j € {1,2}. Suppose w.l.o.g. thad < /,.
Then the number of periphery nodes moved fr@pto C; is equal to

min { WQ - gl)min{ml’mQ}J , w/Z} .

by + 4y

The first term in this expression makes sure that for the average {badter the balancing it holds
¢, < (¢}, and the second term makes sure that no sub-cluster (and therefore no cluster) becomes bad as
long as no node leaves or enters the system. If nodes enter or leave the system, then we asgume that
is chosen so that this is limited to/2 between any two applications of the split-and-merge balancing
scheme. In this case, we would have to repla¢e in the formula byw/4.

Since no data movements are performed, no competitive ratio needs to be provided here.

The complete load balancing scheme

The load balancing is performed in rounds. Each round consigtplafises numbered from 0de- 1,
whered is the maximum degree of a cluster in the Hyperring. Phiasmsists of two steps:

1. Execute the split-and-merge balancing scheme to make all clusters non-dangerous.

2. Execute the cluster balancing scheme to keep the load within a cluster evenly balanced up to a
constant factor.

3. Execute the network balancing scheme forabges.

Note that the clusters do not have to kndwEach cluster goes through its own phases based on its
degree. However, if it wants to perform load balancing across sesdlgee, then it has to wait for

the other cluster connected ¢ao be also in phasébefore load balancing can be performed. This
keeps the phases (quasi-)synchronized among the clusters and therefore allows to execute a round as
described above.



Next we state some theorems about the performance of this balancing scheme. Because their proofs
are quite involved, we omit them. First we show that when the load balancing scheme terminates, then
there is only a constant factor deviation in the load of every node.

Theorem 12.7 When the load balancing scheme terminates, the load of the nodes only deviates by a
factor of at most(los™)/v,

Hence, ifw = (logn) we only have a constant factor deviation in the load. Next we show how
much work and time it needs to achieve this load balance. Let the initially maximum load of a node
be defined a$,,., and the average load of a node be defined as

Theorem 12.8 The load balancing schemelX w log(¢,.x/¢)-competitive concerning the data move-
ments it takes to get to a load distribution in which the maximum and minimum load of a cluster only
deviates by a constant factor.

Theorem 12.8 is very strong, because for any constant degree network there are load distributions
so thatany balancing strategy that can only move data along the edges (¢S - log({imax/?))
data movements to distribute the load evenly among all nodes.

Finally, we state a bound on the time it takes to arrive at a load distribution where the maximum

load is at most a constant times the average load. We assume heresth@tlog n).

Theorem 12.9 The load balancing needs at ma@stlog n) rounds to arrive at a load at a load distri-
bution where the maximum load is at most a constant times the average load.
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