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Abstract information flow concepts. An overview of our technique
appears in Section 1.2.
Although static systems for information flow security are
well-studied, few works address run-time information flow 1.1  Background and Motivation
monitoring. Run-time information flow control offers dis-

tinct advantages in pregis_ion and ip the ability to support Before proceeding, we review standard information flow
dynamlcally_ deﬁ_ned poll_(:les. To this end, we here deveIOpterminoIogy that we use in this paper. All data is tagged
anew run?tlme m_for_matlon flow syst_em based on the UN"with a security level. A policy represents the ordering of
time tracking of indirect dependepmes betyvegn Programhe security levels, describing what other security leagts
pom_ts. Our system traCkS both direct and indirect infor- accessible to a given security level. In our examples, we use
mation flows, and noninterference results are proved. only high andlow security levels for simplicity, notwith-
standing that richer security levels may be expressed in our
theory. We assume is a variable holding high data, ahd
1 Introduction as holding low data.
We distinguish betweedirect andindirect information
Static analysis of information flow security is a well- flows as follows. Direct flows are those that arise from di-
studied area [29]; much progress has been made in provrect data flows. In the code := h; + 1, high data in
ing formal properties of static analysesd. [34, 14]) and hy flows directly intoh. Indirect flows are data flows in-
in creating usable systems [25, 28]. Run-time tracking of directly induced by branching control flows. In the code
information flows, however, has been largely ignored, con- 2 := 0;if (h == 1) then  := 1 else (), the value ofx
sidered abstruse and impractical [29, 26, 9]. However, awill be 0 if 1 is 0, and1 otherwise, indicating a leakage of
run-time information flow system offers several advantages information fromz to h.
over a static system. First, a run-time system is potetiall A secure information flow analysis disallows any direct
more precise than a static analysis. Static analyses musbr indirect information flows that are inconsistent with the
reject entireprogramsas insecure, where a run-time sys- given policy. Timing, termination and other covert charsnel
tem need only reject insecuegecution®f the program, al-  apart from the direct and indirect flows described above are
lowing secure executions to proceed. Since concrete valuesiot considered in our model. In particulamum-time infor-
are known at run-time, run-time analyses can also achievemation flow monitoring systesoundly tracks both direct
greater precision. Second, for fundamentally dynamic lan- and indirect flows at run-time; any flows that conflict with
guages such as Perl and Javascript there will be fundamenthe given policy result in run-time errors that do not intro-
tally dynamic operations which cannot ever be tracked by duce new covert channels. In order to simplify our presen-
any static system and so the dynamic approach is the onlytation, we model 10O as follows. We assume labeled inputs
real alternative. Third, run-time systems make it much eas-are given to the program prior to execution, and the final re-
ier to support security policies that are defined dynamycall sult of the execution is observable to a low user. We discuss
We illustrate these advantages with some examples in Secadding interactive 10 as future work in Section 4. In our
tion 1.1. examples, we useotitput(e)” to clarify that e is the final
In this paper, we develop a provably sound run-time sys- observable resultjutput is not part of our official language
tem A%ePS” that dynamically tracks both direct and indirect syntax.
information flows. The result is a secure, usable analysis We now provide examples showing how a run-time in-
which additionally provides new insights into fundamental formation flow monitoring system offers advantages over a



static approach. Consider the following example: theif andderef program points, respectively:

z:=0; x = 0;
if [ < 10 then z := h else (); 1) ifp, b then z := 1 else (); (3)
output(deref z); output(deref,, )

Whenevei < 10 is true,x gets assigned high data, making
the result high, which is insecure since the output channel
is low. However, wheni < 10 is false, the result is low,
and the program may safely proceed. A static analysis mus
reject this program, since there exists a possible exatutio
path that leaks information. However, a run-time system
can allow executions when< 10 is false, which are safe,
and stop executions wheén< 10 is true, which are unsafe.
Furthermore, halting this execution does not introduce-a te

The output of this program execution, given it is visible to a
low observer, indirectly leaks the value loigh datah — if
itis 0 thenh is false, elseh is true. Our goal is to develop a
Yrun-time system which can detect such indirect information
leaks, in addition to direct ones, as and when they happen.
Sound dynamic detection of indirect information leaks is
a difficult problem because not every branch in a program
might execute in a given run, making correlations among
L X o . . them nontrivial to detect; whereas static systems canyeasil
mination channel, since the guard of the conditional is low; . .
) . . analyze all branches in tandem and hence can directly (but

returning an error reveals nothing abdutConsider exam- . : . :

le (2), due to Le Guernic and Jensen [19] (again, the Outputconservatlvely) check against all possible correlatiams f
P ’ ’ potential indirect information flows. We start with an owerl

channelis low). simple run-time system to detect indirect flows, one which

L= 0; y:=0; simply labels the values in the heap with the security lefrel o
if 1 < Otheny := helse (); ) the current guards at their point of assignment; also in this
if 1 > 0 then z := y else (); system onlylow values are output ofow channelshigh
output(deref z); values return a security error.

In this example, ifl is less thard, then is assigned tg, Consider the two possible runs of the above program un-

yety is assigned to: only if [ is greater thard. Hence,  derthis simple system: (a)fis true then the heap assign-
the data inh will never flow into z, and since the condi- Mentz := 1 labels the value pointed to by ashigh, i.e.
tional branches are on low values, there is also no indirect1™", since the current guardis high, and the program then
information flow. A run-time system can allow either of Ccomputes ta"9", which returns a security error; (b) ifis
these executions; whereas, a static system, lacking flow-false then the program computes @ a low value, which
and path-sensitivity, must inferandz as having the same  is output to thdow observer. The second run exposes the
security level a%, in effect making the output high, thereby ~unsoundness of this simple system Hea observer, given
rejecting the program. knowledge of the program’s structure, can implicitly infer
Statically checking a program for security risks requires the value othigh datah to befalse, an instance of indirect
static definition of the security policy. Indeed, the pro- information leakage.
gram must be declared secure or insecure with respect to Let us re-examine program 3. It computesltdf the
a given policy. For different policies, the program must be then-branch is taken at branching poipt, while it com-
re-analyzed, and usually re-written, since the policy is-co  putes to0 if the else-branch is taken. In other words, the
tained in the code. Hence the individual defining the se- value flowing out of program poing; indirectly depends
curity policy must have intimate knowledge of the source on the value (and consequently the security level) of the
code as well, an unlikely scenario, as system adminisgator guard at program poingy; in short “p, indirectly depends
rarely write the programs they deploy. A run-time analy- onp;”, denoted a, ~— p;. This explicit tracking of in-
sis need not have such restrictions. Realistically, pedici direct dependency between dereference points and branch-
are defined on the data itself, whether by an access coning points is a major technical contribution of this paper.
trol mechanism or some other security policy external to Note that these dependencies are symbolic, that is, they are
the program. Since the security information is not part of based on program points found in the program syntax. The
the code, the program may be used in multiple security con-heart of our approach to run-time information flow detec-
texts, and moreover, the individual defining the policy need tion lies in supplementing the simple run-time system, de-
not know the source code. Additionally, existing programs scribed above, with this symbolic dependency information

need not be re-written to add security controls. between program points. Also, thdetef,’ statement in
our approach tags the dereferenced value with its program
1.2 Informal Overview pointp.

Reconsider the second run of the program under this new
Consider the following example of indirect information run-time system reinforced with its dependency informa-
flow, wherep; andp, are program point identifiers labeling tion, tabulated afkun 2in Figure 1: if i is false then it



Run 1 Run 2 Run 1 Run 2
dependencie$ {p> — p1} | {p2 — p1} value ofh true false
value ofh true false initial dependencies {} {p2+— p1}f
security level ofp; high high security level ofpy high high
final value | 1P2 (high) | 0P2 (high) 2 points to (in heap) 1P (high) 0 (low)
indirect flow detected? yes yes final dependencies {p2 — p1} | {p2+— p1}
final value | 1P2 (high) 0P2 (high)
Figure 1. Runs with Dependencies indirect flow detected?  yes yes
T Set of dependencies is carried over from previous run.

i deps
computes t@P2, implying the final valué) depends on the Figure 2. A" Runs of Example 3

program pointps, which we know in turn depends gn.

Now the guard ap; is high, or in short ‘p; is high”; then

by transitivity p, is indirectly high, further implying0P2 is  point, before putting it in the heap, that is,then points
indirectly highas well. Now supposk s true (tabulated as  tg 1P:: hence atleref,,, = the dependency, — p; is cap-
Run 1in Figure 1) then program 3 computesl®s whichis,  tured, and the program computes1ter. Note thatp, is
analogously, indirectlrighas well. Thus the new run-time  high, and hence, botf* and1P> are indirectlyhigh. An
system supplemented with the dependency information sucimportant feature of\%is that the captured set of depen-
ceeds in detecting indirect information flows_ln all runs of dencies is accumulated across different runs of the program
the program. In fact when supplemented with a complete Hence the second run starts wigh, — p;} as the initial
set of symbolic dependencies between the branching ancknown set of dependencies, and, say witheingfalse; it
heap dereference points for a given program, we prove thisthen analogously computes @ which, given the depen-
system will dynamically detect all direct and indirectinfo  dencyp, — p1, is again indirectlyhigh. Thus the indirect

mation flows in all runs of that program, that is, it exhibits flows were successfully detected B#PSin both runs of the
complete dynamic noninterference; and this does not intro-program, so both runs report a security error.
duce any new termination channels.

Run 1 Run 2
How are these dependencies captured?They can be value ofh false true
captured either dynamically or statically; we present both initial dependencies  {} {}
techniques in this paper because each has strengths and security level ofpy high high
weaknesses. The first system we presaffs is a purely x points to (in heap) 0 (low) 1P (high)
dynamic system which tracks dependencies between pro- final dependencies  {} {p2—p1}
gram points at run-time and at the same time uses the col- final value | 0Pz (low) | 1Pz (high)
lected set of dependencies to detect indirect information indirect flow detected? no yes
flows; while the second one\®ePs’ employs a statically
generated complete set of dependencies for a given program Figure 3. \9Ps __ in Reverse Order

to detect indirect information flows at run-time.%¢PSis a
run-time monitoring system which might leak indirect in-
formation in the initial run(s); however, once the apprepri Observe that the order of runs of a program is significant
ate dependencies are captured it will stop future informa- in A\%Pshecause dependencies are accumulated across runs.
tion leaks, and will also allow post-facto observation offpa Let us now perform the above runs in reverse order; Fig-
leaks, if any occurredA’ePsdynamically tracks dependen- ure 3 tabulates the results. $ds false and the initial run
cies between program points, in effect, between the valuescomputes td)Pz; however the dependengy +— p; was
that flow across them. not captured since thehen-branch was not taken. Subse-
We now informally describaPs Note that thgprogram quently,\%Psincorrectly concludes thaiP? is low, missing
counterin \%Psjs defined as the set of branch points under the indirect leakage of’s value. However, in the second
active execution, as opposed to its traditional notion ef th run the dependenagy, +— p; is caught and the resulf>
security level of the current guards. Reconsider program 3;is detected to baigh, resulting in an error. In addition, at
initially its known set of dependencies is empty. Figure 2 this point the missed indirect flow leading to the indirect
tabulates the two possible runs of this program assurhing leakage in the previous run is also realized, and apprapriat
is true in the initial run. Now in the first run the assign- remedial action can be taken; the discussion what action to
mentz := 1 labels1 with p;, the program counter at that take is beyond the scope of this paper.



Example 3 was a simple first-order program. Now con- practice more expressive static systems can be employed to
sider the following higher-order program, wheré is a deliver smaller, more precise, sets of dependencies. Our
shorthand for any variable not found free in the body of the static system will generate dependency $ets— p; } and

corresponding function, {p2 — p1,p3 — p2,ps — ps} for examples 3 and 4 re-
fi=(\z=0); spectively. It is interesting to note that®s if run on a
.f' L T o . program with a sufficient variety of inputs, will uncover the
ifp, hthen f:= (A_.z :=1) else (); ) -
(derefo, ) Opa; (4)  precise and complete set of dependencies for that program;
2 37

as in the above examples. It is, however, undecidable in
general to ascertain that the set of dependencies captured
Program poinps identifies the corresponding function ap- by A\%PSis complete for a given program after any given
plication site — function application is a form of branchjng sequence of runs. Also, note that examples 1 and 2 of Sec-
in that the code to be executed next depends on the functiortion 1 can only leak information by direct flow, since all
flowing into the application site. Figure 4 tabulates the two guards in them aréow; hence, both\%Ps and Adeps” il

only reject the corresponding executions leaking dire€t in

output(deref,, z)

Run 1 Run 2 formation, while allowing non-leaky executions to proceed
value ofh true false
initial dependencies {} K
security level ofpy high high deps deost.  ~dens
2 points to (in heap) 1°* (high) | 0 (low) A  versus AGPSTL - \CePS falls short, as compared to
final dependencies  x! K A9eps” in achieving complete information flow security at
final value | 174+ (high) | 0P+ (high) run-time; it, however, does possess many interesting prop-
indirect flow detected”? yes yes erties, which offer both theoretical interest and pradtica
Tk = {p2 = p1,p3 + p2,Pa > P3} value.

\dePs presents an expressive model for tracking indirect
Figure 4. \9Ps Runs of Example 4 dependencies between program points which captures only

the “must” dependencies. On the other hand, dependencies
captured by a static analysis are inherently a conservative

runs of this program starting with beingtrue. Now the approximation of these “must” dependencies, and s

dependency, — p; is captured as before in the first run; is a “may” analysis. Consider the following variation of

and, the function(A_.z := 1)P* flowing into the applica-  program 3,

tion siteps results in dependengy; — p2 being captured.

Now during execution of the function’s body the program ifp, h then z := 1 else ();
counter is set t@s, the program point identifier of the ap- r:=0; (5)
plication site, analogous to how the program counter is set output(deref,, )

at anif-branching point during branch execution. Then the
assignment := 1 results inz pointing to1P3, and as a re-
sult the dependengy, — ps is captured adleref,,, z. The
computed valuéP+, labeled withpy, is consequently, tran-
sitively dependent op;, which in turn ishigh, implying 1P+
is indirectly high itself. Note thatx in Figure 4 represents
a complete set of dependencies for program 4. Correspon
ingly the second run, with as its initial set of dependen-
cies, computes t6P+, which is indirectlyhigh as well, so
both executions return security errors. From a theoretical perspective, sink&Psis a purely dy-
The semantics ok%PS s identical to that of\%PS the namic system it provides a run-time platform against which

only difference being the initial set of dependencies they static information flow systems can directly be proven
begin with. A\deps” g always initialized with a statically sound using the well-known technique of subject reduction,

generated complete (but conservative) set of program pointaS We demonstrate.

dependencies for a given program, and therelmeiteral- More generally\“PSprovides a novel system for track-
lows either direct or indirect information flow to go unde- ing run-time dependencies between program points, and
tected, as we will prove. In this paper we present a simple consequently the values flowing through them, which will
static type system for computing the complete set of de- likely have other potential applications; this topic iseak
pendencies to demonstrate feasibility of our approach; inup again in the future work section.

Any flow-insensitive static analysis will, conservatively, in-
fer dependency, — p1; while A%PSwill never capture that
dependency as the value pointed todst p, will always be

0 regardless of the branch takenpat Hencex®Pswill not
reject any executions of this program, wherad¥s' sup-
gPlemented with dependencies gathered by a flow-insensitive
static analysis, will conservatively reject all of its exec
tions.



b == true | false boolean ness. Also we use the terms ‘program point’ and ‘program
®u=+|—|*|/|<|>|==|'= binary operator point identifier’ interchangeably throughout the text afth
P, pc::= {p} set of ppidsprogram counter| paper. The program countgsc, defined as a set of pro-
L security level gram points, represents all the conditional and applicatio
ve=1i|b|Az.e|loc unlabeled valud branching points under active execution. We employ the
o= (v,P,L) labeled value lattice security model [8], which defines the lattic&, ),
ex=zx|o|e®e|letz=cine|refe expression whereL is a set of security levels, that i§, ::= {L}, and

| ifpethencelsee | e(e), | derefpe|e:=e C is a partial ordering relation between the security levels.
R:=e|R@e|oc@R|refR reduction context The least element of the security lattice is represented, as

| ifyRthene;elsees | R(e)p | o (R)p while LI denotes the least upper bound (or join) operator on

| letz=Rine|deref,R|R:=¢|0o:=R security levels of the lattice. A labeled valuds a 3-tuple
H:= {loc— o} run-time heap (memory comprised of an unlabeled valugagged with a set of pro-
k= {p— P} cache of dependencigs ~ gram pointsP, its symbolicindirect dependencies, and a
§u=1{p—L} cache of direct flows security levell. (as perdirect flows); the indirect depen-

dencies denote the program points that indirectly influence
its value. For ease of technical presentation the grammar
for expressiong is defined using only labeled values; thus
\depPsrepresents an internal language into which an original
source program is translated. The run-time h#ais a set

Incompleteness The following example shows how some ©of partial, single-valued mappings from heap locations to

Figure 5. Adeps \deps™: Syntax Grammar

incompleteness is still lurking in both®Ps and \9ePs” in labeled values. The cache of dependensiesepresented
spite of their greatly improved precision over static meth- &S @ set of partial, single-valued mappings from program
ods. pointsp to sets of program poini3, denotes a set @fidirect
o dependencies between program points in a given program.
’ : i t7hen 2 1= 0 else (): ©6) The cache of direct flows, represented as a set of patrtial,
P1 T )

single-valued mappings from program poipt$o security
levelsL, records the security levels of valuéisectly flow-
No matter which branch is taken @i the dereferenced ing into corresponding program points.

value atp, is 0; hence the information about is never We now define basic notation. The complement opera-
leaked. However)\?Pswill capture the dependengy — tion on a generic set of mappings] := {d— r}, is de-
p1 once thethen-branch is taken, and flag a nonexistentin- fined asM\d = {d’ — ' | d’' — ' € MAd # d'};

direct leak. It seems possible to strengthéfP°so as to  and then the update operation is defined\d§] — 7] =
also track correlations between the values flowing throughnp\ g U {d — r}. We write “A, B rel-op C” as shorthand

complementary branches, the exploration of which is be- fg « (A rel-op C) A (B rel-op C)”, for any A, B, C and

output(deref,, )

yond the scope of this paper. relational operatorel-op (e.g.C, IZ, etc).
) Figure 6 gives an operational semanticsXé*S The se-
2 The A% Run-time System mantics ismixed-stepthat is, a combination of both small-

and big-step reductions. The andAppP rules use big-step
The grammar for\%ePs appears in Figure 5\%PSis a semantics, while all other rules employ small-step reduc-

higher-order functional language with mutable state, cond tions. The big-step semantics is used to clearly demarcate
tional branching and let-binding, with variablesintegers ~ the scope of the updated program countersFiand APP

i, program point identifiers (in shoppids) p, and heap lo- rules; other rules do not affect the program counter and
cationsloc. Program point identifiers are needed only for hence are small-step. The mixed-step semantics is used
conditional branching, function application and heap tiere to facilitate the proof of dynamic noninterference by a di-
erence sites — as pointed out in Section 1.2, the knowledge'ect bisimulation argument. The mixed-step reduction-rela
of dependencies between branching points (conditional ortion — is defined over configurations, which are 5-tuples,
function application) and heap dereference points allows (%, 9, pc, H, e); while —" is then-step reflexive (if» = 0)

for sound detection of all indirect information flows at run- and transitive (otherwise) closure et-.

time. Note thappids are not programmer annotated butare  To look up the indirect dependencies of program point
automatically generated; we embed them in the programp in cachex we write x(p) = P wherep — P is the
syntax for technical convenience. The semantics does nomapping forp in x, andx(p) = 0 if p ¢ dom). The
requireppids to be distinct; however, distinct identifiers at transitive closure of cache lookup is inductively defined as
distinct program points significantly enhances expressive x(p)™ = P U x(P)™, whereP = x(p). We writex(P) and



11 DPis =0

BINOP

(KJ751 pCa H7 <i17P17L1> 2] <i27P2aL2>) — (5167 pca H7 <U7P1 U PQaLl [ L2>)

LET

ie{1,2}
' =6w{p—1L} pd=npcU{p}

(/-@, o,pc,H,letz =0 in e) — (/-@, 0, pc H, e[a/x])

(b1, ba) = (true, false)
(K/, 5/7 pd,H, ei) _}n (Ii”,(s”,pd,H”, <U”7P”7L”>)

k' = kW {p+— pcuUP}

IF

y =0w{p— L} pc = pcu {p}

(,6,pc H,ify (b;, P, L) then e; else e2) — (x”, 6", pc,H”, (v", P" U {p},L"))

k' = kW {p+— pcUP}
(517 517 pda H7 6[0’/1’]) —" (K;//7 5”7 pda Hl/a <’U”7 Pl/7 LI/))

(k,6,p¢ H, (Az.e,P,L) (0)p) — (x",6",pc,H", (v",P" U {p},L"))

locis a fresh heap location

APP

REF

H(loc) = (v, P’, 1)

(1, 6,pc, H, ref ) — (k,6,pc HU {loc— o}, (loc, 0, L))

K =k {p— P}

DEREF

P = pCUPl UPs

(k,6,pc H, deref, (loc, P,L)) — (x’,d,pc H, (v,P U {p},LUL"))

L'=L; UL,

(Ha 57 pc, Hv <|OC, Pla L1> = <’U, PQa L2>) - (Hv 53 pc, H“OC = <1), P/v L/>]a <1), P27 L2>)

(KJ7 51 pc, Ha e) I (K/Ia 51, pc, Hla 6/)

SET

CONTEXT

(k,6,pc H,Rle]) — (x',8, pc, H',R[¢'])

Figure 6. \deps \deps: \Mixed-Step Operational Semantics

x(P)T as shorthand foJ, ., ., x(p;) andJ, -, k(p:)™*
respectively, wher® = {p;}. The ordering relation < /'
holds iff Vp € dom(k). x(p) C «’(p); the union operator is
then defined as W x’' = «” iff ¥’ is the smallest cache such
thatx,x’ < k”. Lookup and ordering operations on the
cache of direct flow$ are defined analogously. To lookup
the security level of program point in cached we write
d(p) = L wherep — L is the mapping forp in ¢, and
d(p) = Lif p ¢ dom(d). We write 6(P) as shorthand
for | |, ;< 9(pi), whereP = {p;}. The ordering relation
§ < 8'’holds iff Vp € don(#). 6(p) C &'(p); the union op-
erator is then defined asw ¢’ = §” iff §” is the smallest
cache such thakt 4" < §”. Note that reductions are always
of the form (k,d,pc H,e) —" (x/,0’,pc,H',¢’), where
the program countgucis fixed, ands < ' andd < §' —
the caches are monotonically increasing.

We now highlight the important aspects of the rules. The

IF rule caches the direct and indirect flows reaching the
branching point, and then executes the appropriate branc
under the updated program counter, that is, the current pro
gram counter appended with the branching program point.

h

Note, the value flowing into the branching poimtindi-
rectly depends on its context, as defined by the program
counterpc, as it (transitively) depends on the dependencies
of the guard itself; hence the dependengies pcuU P are
recorded in the indirect dependency caghe the premise

of the rule. Thelirect security levell. of the guard flowing
into the branching poinp is also recorded in the cache of
direct flowsd’ as the security level of the branching point
itself. Finally, the reduced value indirectly depends oa th
branch taken at the branching point, hence the latter iscadde
to the former’s set of indirect dependencies, BfeJ {p} in

the conclusion of the rule. Thepp rule is similar to the

IF rule in that function application is a form of branching:
the code to be executed next depends on the function flow-
ing into an application site, just as the guard flowing into
a branching point determines the branch to be taken. Ex-
ample 4 of Section 1.2 provides an illustration of function
application as a form of branching. TheT rule directly in-
lines the top-level binding; thlet construct serves as a con-
venient syntactic tool for top-level bindings, as opposed t
using ax-encoding for let-bindings, which would introduce



unnecessary program pointidentifiers. The sequencing conweakly bisimilar heap values “flow” into the cache of de-

struct, ‘eq; eo” in our examples, is syntactic sugar denoting pendencies at the dereference point; these dependengies ar
‘letx = e in ey, forany z such thatr ¢ freg(es). ThesSeT in turn accumulated across runs, thus establishing a strong
rule adds the program counter to the set of indirect depen-bisimilarity between the values dereferenced, as was shown

dencies of the value written to the corresponding heap loca-in Figures 2 and 4.

tion; while theDEREFrule caches the indirect dependencies

We now define the bisimulation relation.

Let ==

flowing into it, encapsulated in the dereferenced value. The {loc — loc} be a symmetric set of partial, one-to-one map-

security levels are propagated directly in all rules extept

pings from heap locations (of one run) to the heap locations

IF and APP rules, which record them as the security level (ofthe otherrun)and vice-versa, establishing the cooasp
of the corresponding branching points in the cache of direct dence between supposed bisimilar locations of the respec-

flows.

tive heaps.

Definition 2.1 (Bisimulation Relation)

2.1 Formal Properties of \%Ps

We now formally establish key properties afePS We
start by defining the functioseclevet’ P
which computes the security level of the indirect flows.(
the indirect dependencies) for the set of program pdnts
as recorded in cachesando. The main result in this sec-
tion is the establishment of partial dynamic noninterferen
betweerhigh andlow data for\%PS We prove this result
by showing how executions of two expressions, which dif-
fer only in high values, arebisimilar.
ecutions implies isomorphism of values at all intermediate
steps across runs. The bisimulation relation, defined helow
essentially requirew values to be identical, while allow-
ing high values to differ.

Our bisimulation relation has four main aspects: (a) it as-
sumes that the two executions are performed back-to-back
such that the cache of indirect dependencies at the end of
first run is carried over to the next run, as was illustrated in
Figures 2—4 in Section 1.2; (b) the cache of direct flows on
the other hand isot carried over across runs; (c) bisimilar-
ity is always defined with respect to the cache of dependen-
cies belonging to the second run; the cache of dependencies
is monotonically increasing, hence the second run always
possesses more dependencies; and (d) the bisimulation def-
inition is not uniform across all sorts: the expressions at
all intermediate steps must Iserongly bisimilar while the
corresponding heaps need onlyweaklybisimilar. Strong
bisimilarity refers to values being isomorphic iff they are
either bothlow or bothhigh, whereas weak bisimilarity al-
lows values to be isomorphic if they are either bdakv,
or eitheris high. The heaps need only be weakly bisim-

1. (Caches of

=0(PUK(P)"), 2 (Unlabeled Values)(d;, v;) ="

Bisimilarity of ex- 3. (Expressions)(dy,e1) =

Direct Flows).
iff VP. (seclevel™P =
seclevel® P, seclevel® P 7 L.

01 =r 02
seclevel®? P) v

(62,112) Iff 51 gﬁ 52
and either,
(8) v1 = vo;0r
(b) v =loc; = u(loce) andvs = locy = u(locy); or
(€) v1 = Az. e, va = Az. el and(dy, e}) =1 (02, €)),
for somez.
(52,62) iff 51 _L 52 and
either,
(@) e; = ex = x, for somex; or
(b) ep = <U1,P1,L1>, eo = <U2,P2,L2> and either,
i. P, = P,, seclevel’™ Py, seclevet’ P, C L and
either,
A. Ll,LQ C L, L1 = LQ, and (51,’01) gg'u
(52, Ug); or
B. Li;,Le Z L and, vy, vo are not heap loca-
tions; or
ii. seclevel® Py, seclevel’? P, IZ L; or
(€)er = ey @el, ea = €y, @ ef, and (61,¢)) =

(62,6/2), (51,63) NNH (62v ) or
(d) e; = (letz = el inef), eo = (let x = €} in €f),
and(élvel) —L (52’62) (6176/1) NK“ (52’ ) or
() er = ifpe} then ef else e’l”, e =
if, €5 then e else e/, and (d1,¢€}) =" (02, €5),
(61v ) NRM (52’ ) (51’ HI) NRM (52’ HI) or

(f) er = €} (el)p, es = € (eg)p, and (61,€)) =

(02, ¢€5), (01,€f) = (d2,€5); 0

/
ilar because, as was illustrated in Figures 2 and 4 in Sec- © er =refer ez = ref 2 and(51, 1) =" (0, €2);
tion 1.2, a heap location might be updated in only one run _ p - , PN ok
(Run 1lin the figures), because the corresponding branch is (h) eg _,d_erefp €1, ez = derefp e, and (01, €3) =y
not taken in the other rurRun 2in the figures), making ) (82, ¢p); or .
the updated value in the first rindirectly highwhile the () er = (el = ei), ez = Eﬁ; = ”62)’ and
corresponding value in the heap of the second run remains (01, €1) =1 (02, €5), (01, €f) = (02, €5).
unaffected, that is, possiblgw; hence the weak bisimilar- 4. (a) (Weak Relation for Heap Values).

ity between heaps. The heap dereference site serves as a

“confluence” point at which all indirect dependencies of the

(62, (v2, P2, L)) iff

(617<U1,P1,L1>) NE
: (62’<’U2’P1UP27L2>)

(617 <U11P1 UP27L1>)



(b) (Heaps). (61, Hi) ~7" (02,Hy) iff 61 =f 0,
domp) <€ dom(H;) U domHsy), Vloc. loc €
(dom(Hy) N dom(p)) = (01,Hi(loc)) ~f*

(52,H2 (u(loc))) and symmetrically¥loc. loc €
(dom(Hz) N dom(p)) = (02,Hz(loc)) ~f*
(51,H1 (/L(lOC)));

5. (51,H1,€1) gi” (52,H2,€2) |ff (51,H1) N'E'u (52,H2)
and(él,el) gg'u (52,62).

The caches of direct flows (Case 1) must be strongly bisim-

ilar, implying each program point is eithiw in both runs
or highin both runs. Recall that theeF rule generates only
low heap locations —L representdow in our lattice se-

Liow then seclevél® Py U L; T Ligw, (i1,P1,L1)
<i2,P2,L2> andnl = ngo.

The above lemma does not preclude the possibility of the
second run computing to laigh value, while the first run
computed to a differenbw value, and thus, having indi-
rectly leaked information in the first run; hence the name
“partial dynamic noninterference”. This incompletenets o
noninterference iN\%PS s attributable to its accumulating
semantics for dependencies, which leaves the possibflity o
the delayed capture of dependencies in future runs, which in
turn delays the detection of the corresponding information
flows.

We now formalize the property of delayed detection of
information leaks in\%¢PS We start by formally defining the

curity model — and, in addition, heap locations are never 4tion of information leak as a form of interferenceN#fPs
input as secure data in our model, hence Case 3(b)iB disal\ye assume the attacker (aloyv observer) has knowledge

lows heap locations being directiygh, only their contents.

of the program’s structure. As mentioned in Section 1 our

The weak bisimulation relation for the values in the heaps ,qqe| only considers potential information leaks due to di-
(Case 4a) merges their respective indirect dependensies, argct and indirect information flows; timing, terminationcan
discussed above; the corresponding security levels are nOiher covert channels are disregarded. Also recall our as-
merged because the cache of direct flows is local to eachg,mption from Section 1 that only resulting values deemed

run.
The following bisimulation lemma states that two runs
in \deps

aslow by our run-time system are observable to the attacker,
while high resulting values return a security error. The fol-

°", where the cache of dependencies from the end of|ying definition of information leak then states: a given
the first run is carried over to the beginning of the second

run of an expression leaks information iff its resultingual

run, preserves bisimilarity. Proofs of this and subsequentis inferred to bdow by A%PS and there exists another run of

lemmas are all found in the Appendix.

Lemma 2.2 (Bisimulation: n-step) If
(K/OaélapCaHlael) —" (ﬁlaéiapCaHllaell)y
("{/1752apC7H2762) —" (52755,pC,H12,€/2)
and (51, Hl, 61) gzl i (52, HQ, 62) then 3[1/ B

e (07, 1y ) 2
Note thatkg < k1 < k9, and thats; is used to establish the
initial bisimilarity andx- the final. Notice also that the step
countsn are aligned in spite of the fact that one computation
may have completely differehighsteps than the other; this
stems from the mixed-step semantics of Figure 6:1#rand
APP rules capture the complete, possibly incongruggh
subcomputations in their respective premises.

Lettingv := ¢ | b | Az. e, the following lemma formal-
izes the property of partial dynamic noninterference exhib
ited by \9PS |t states: if the second run of an expression,
possibly differing inhigh values from the first run, com-
putes to dow value, then the value at the end of the first run
was an identicabw value with identical label. This lemma
is a direct corollary of the Bisimulation Lemma 2.2.

(0, Hy, €3).

Main Lemma 2.3 (Partial Dynamic Noninterference)f
= e[(, 0, Liigh) [k,

er = e[(vi,0,Lnign)/zx], €2
(K/O’(s’pC’I—Lel) —™ (Kl,&l,pC,Hl,<i1,P1,L1>),
(K/l’ 5’ pS H’ 62) —" ("{/27 521 pc, H21 <i27 P27 L2>)y

Lhigh Z Liow, for someLiow, and seclevér® Py 1 Ly C

the same expression, but with possibly differieighvalues,
which computes to a different value. If both runs compute
to the same value then no information abbigh data is
leaked, as was discussed in Section 1.2 for example 6.

Definition 2.4 (Information Leak) If ¢
€[<Vk,@7Lhigh>/l'k] and Lnign Z Liw then the run,
(50,5, pC,H,el) 1 (Hl,5l,pC,H1,<i1,P1,L1>),
leaked information with respect to security levily

iff seclevel’”* P, U L; C Ly and there exists an
expression e, such that e, el[(v}., 0, Lnigh) /],
(m, 0, pc H, 62) —n2 (Iig, O, pc, Ho, <i2, Ps, L2>) and

i1 # io.

The final value of any program computation, which has
secure data flowing directly into it, will be immediately
flagged high in \9PS in effect, disallowing all direct
information leaks; \%PS can only leak information in-
directly. Note, as per Lemma 2.2 and Definition 2.1,
seclevel?’! Py, seclevel?2 P, 7 Lioy in the above defi-
nition, and further, due to the accumulating semantics of
\deps for the cache of dependencies, < k»; this im-
plies the second run captured dependencies, embodied in
k2, Which were missed by%Ps during the first run, and
the lack of these uncaptured dependencies\f§éto inad-
vertently leak indirect information at the end of the firstru
AdepPscan, however, be used to detect, albeit belatedly, all in-
direct information leaks once the appropriate dependsncie

—



are captured in future runs, as we now show. The following graph transitive closure problem [35] with verticesand
lemma formalizes the property of delayed detection of in- edges being the dependencies. The worst-case is when each
direct information leak(s) i\%Ps. It is directly entailed by ~ program point depends on all other program points, an ex-
Definition 2.4. tremely unlikely scenario in realistic programs since the
program point dependencies are generally localized. Other
algorithms have also been shown to reduce the run-time
bounds based on the expected graph density [27].

Lemma 2.5 (Delayed Leak Detection)If e¢; =
e[(v;,0,L},)/z;] and the run, (ko,d,pc,H,e;) —™
(k1,61,pc Hy, (i1,P1,L1)), indirectly leaks information
with respect to security level,,,, then there exists

- - + .
an expressione; such thate, = e[(v),0,L})/x], 3 The\®™s" Run-time System
("{/17 51 pc, H7 62) —"2 (KJQa 627 pc, H27 <i21 P21 L2>) and
seclevei?’! Py Z Liow- As discussed abovedePs exhibits only partial dynamic

noninterference due to its accumulation of dependencies at

l(;l_?fte,_ths eEﬁJressmdrﬁ ?}ndeﬁ in ﬂ;\e "3*?0"6 degn'tt')()n carrl] run-time, in effect delaying the detection of some indirect
fiter in bothlow andhighvalues. As discussed above, the g« 1 |ater runs. However, X9PSwere initialized with a

delayed detection of leaks is due to the procrastinatiomen t complete set of indirect dependencies for a given program,

capture of appropriate dependencies to a later run — the SE€Cit would then detect all indirect flows; this was informally

ond run " tr(f ?_bove Igmma. Hence, the delayed deteCtIOndescrlbed in Section 1.2. In this section we def\{gs’,
of leaks inA“Psis contingent upon a future run that cap- . deps o .
. 2 o a variant of\°®PSwhere the runs are initialized with a com-
tures the appropriate missing dependencies; consequently : . L
) . S . “plete set of dependencies. The following definition formal-
if one such run is never performed, because appropriate in-; . o
. . izes the notion of a complete set of dependencies in terms
puts are never fed, some missing dependencies may never

be caught, and the detection of corresponding indirecsleak of a fixed point.

may then be infinitely delayed. Note thei*PSwill eventu- Definition 3.1 (Fixed Point of Dependencies): is a

ally uncover the precise and complete set of dependenciegjyqq point of dependencies of an expressigngiven

for that program, if run on a program with a sufficient va- program counter pc and a heaf, iff freefe) =
riety of inputs. This is exemplified in Figures 3 and 4 for {7} andvs, 7x, Ly, n. (H’ 5,pc, H, e[m]) ~on
programs 3 and 4, respectively, in Section 1.2. Ok&s (k',8,pc, I, ') impliesk = .

has captured the complete set of dependencies for a given

program, it can be used for a post-facto audit of all previ- The following theorem then states the property of complete
ous runs for indirect information leaks by recomputing the gynamic noninterference exhibited BYePs . It is a direct
security levels of each of the corresponding resulting val- corollary of Definition 3.1 and Lemma 2.2, and essentially
ues against the, now known, complete set of dependenciesstates that, if the first run of an expression, starting wih i
since the set of dependencies is complete, all past runs thagomplete set of dependencies, computedoovavalue, then
leaked information will be soundly detected. The sound de- the value at the end of the second run of the same expres-
tection of information leaks in the presence of a complete sjon, but possibly differing itmighintegral values, will also

set of dependencies is formally proven later, in Section 3. pe |ow and identical to the one at the end of the first run.
Also observe that only the set of dependencies of the resul-in short, \%Ps” detects all direct and indirect information

tant value P, in Lemma 2.5) and the cache of direct flows fiows, as and when they happen.

(61 in Lemma 2.5) corresponding to each past run (aot

their entire trace) need to be cached for the above mentionedrheorem 3.2 (Dynamic Noninterference) If kg
audit. Itis, however, undecidable in generalto ascerta@ht is a fixed point of dependencies of an expres-
the set of dependencies captured ¥§Psis complete for  sion ¢ given a program counter pc and a heaf,
a given program after any given sequence of runs; consee; = e[(ix, 0, Lnign) /21|, €2 = e[(i}, 0, Lnigh)/xx],
quently, the sound post-facto audit of past runs for missed (o, d,pc,H,e;)  —™ (k1,61 pc Hy, (i1, P1,L1)),
information leaks is undecidable in general. Nonetheless, (1,5, pc, H,e2) —"2  (k2,d2,pc, Ha, (in, P2, Lo)),
the closer the set of dependencies used for auditing is to B 1igh Z Liow, for SomeLiow, and seclevél® P1UL; T Liy
complete set of dependencies, the smaller the likelihood isy o seclevar? P, ULy C Low (i,P1.L1) =
of past indirect leaks remaining undetected during thetaudi iz, P2, Lo) andny = no. - T

Complexity The run-time overhead oA%PS is O(n?) Note, kg = k1 = ko as per Definition 3.1. Also initial
time andO(n?) space, where: is the number of program  expressions; and e, differ only in high integral values,
points. This is from the cost of maintaining the dependency since functions will have their own sets of dependencies not
cache at run-time, and computisgclevel’ P, which is a captured in the fixed point af.



The following corollary to the above property of dy- t ==int|bool | 7 — 7 | ref 7 unlabeled types

namic noninterference then directly states the soundrfesso|  ..— (t,P) labeled types

A%ps” that is, it detects all direct and indirect information I i={z—=7} type environment

leaks (ignoring timing, termination and other covert chan- | # ::= {loc+ 7,x} abstract heap environment

nels), as and when they are about to happen.

Coroll 33 (S d prdens ¢ ] fived t<t PCP <7 r<r
orollary 3. ( oundness ofA ). I. ris a fixe “.P) < (@.P) ref 7 < ref 7/

point of dependencies of an expressiorgiven a pro-

gram counter pc and a heaH, ¢ = e[(ir, 0, Li)/xx] T <7 <7

and (x,d,pc H,e') —" (k.0 pc ', (i, P, L)) then the H—m<T —7  int<int  bool < bool

above run does not leak information with respect to any se-

curity level.

Figure 7. Type Definitions and Subtype Rules

In addition, Dynamic Noninterference Theorem 3.2
shows that\%Ps" does not introduce new termination chan-
nels, that is, aborting an execution resultindhigh values
does not implicitly leak information. All executions of an The fixed-point type inference system we define shows
expression, possibly differing inighvalues, assuming they  that fixed-point caches can indeed be computed statically.
terminate, compute to either identidal values, orhigh More precise type systems can be defined than the system
values that all return errors; thus, aborting later examsgi  here, which will infer fewer dependencies in the fixed point,
does not introduce a new termination channel, since all ex-but our goal here is a proof-of-concept focusing on the prin-
ecutions are then aborted. ciples, not a complete solution.

As a tangential result, it turns out that thé&°Ps sys-

Complexity The run-time overhead ofers” asdefinedis  tem and bisimulation relation thereupon are very helpful in
O(n?) time andO(n?) space, where is the number of pro-  proving properties of static type systems. In Section 3.4,
gram points. The worst-case time overhead can be reducedve show how our fixed-point type system can be extended
to O(n) simply by adding an end of program point. Since to account for direct flows. For this extended system, static
the transitive cache closure can be computed statically, th noninterference follows directly by the Dynamic Noninter-
overhead is incurred when computisgclevel’ P at the ference Theorem 3.2 and subject reduction. This gives a
end of the program. As written, this can bEn?), since new direct method for proving noninterference properties
every element ofc andd may need to be visited. How- of static type systems.
ever, if p,, is added to the end of the program, we need
only computeseclevel’ p, ., which will complete inO(n) 3.2 The Fixed Point Type System
time, since we only need to visit each elementgp,,,,)

andd(p,,,) (in additiven time), sincex is closed. As dis- The types are defined in Figure 7. Types are pairs con-
cussed in Section 2.1, we believe the overhead will also besisting of an unlabeled type and a set of program padints
much smaller in practice. is a type environment mapping variables to tygels: — 7]
defines the type environment mappintp ~, and otherwise
3.1 Computing a Fixed Point mapping according tb. H is an abstract heap environment

mapping heap locations to types and caches. Typing judge-

As discussed, the convergence of dynamic capture of de-ments are of the fornl, pc, X F e : 7, x, meaning under
pendencies to a fixed point using®Psis undecidable for a type environmenk, program countepc, and abstract heap
general program. Hence, we now present a static type sysenvironmentH, expressiore has typer and fixed-point
tem that produces a fixed point dependency cache that caraches. Heap typings are of the forf - H, meaning un-
be used in executions 8PS above. This fixed-pointtyp-  derabstract heap environméitheapH is well-typed. The
ing is computed entirely at compile-time, and produces a definition of subtyping is given in Figure 7 and is straight-
fixed-point dependency cache that may be used at run-timeforward.
Our system is distinct from those of traditional informatio Figure 8 defines the type inference rules for computing
flow type systemsd.g. [34, 14, 25, 28]): it does not need the fixed-point dependency cache. These rules are consis-
to consider security levels, it only needs to infer a depen- tent with the respective operational semantics rules apart
dency cache: of program point mappings. Once the typ- from (app). The (app) rule types the entire expressian-
ing has produced such a cache, it is transitively closed stat der the bigger program countpc’, in order to account for
ically, thereby reducing the run-time overhead, as shown the indirect flow. The operational semantics, however, only
previously. increases the program counter when executing the body of
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var int bool
I‘,pC,HI—x:I‘(:v),Q)( ) F,pc,Hl—(i,P,L):(int,P),(Z)() F7pQHI—<b,P,L>:(booLP),(Z)( )
r ,pCHFe:T K H(l =,
[x — 7], pC e:T /{/ (fun) (loc) =1,k (loc)
IpcHE (Az.e,P,L): (t = 7',P),k T,pc, HFE (loc,P, L) : (ref 7,P), &
I,pc,HE e: (bool,P), k pc = pcuU {p} L,pd,HiEe 7K pd,HEe 7K =P (i
I,pc, H Eifyethen e elsee” : (¢, P'U{p}), s Wr Wr"W{p+— pcUP}
pc = pcU {p} Ipd,HEe: (r—7,P) kK IpcHEE 7K T':(t’,P’)(a )
L,pcHEe(e)y: (,P U{p}),kWr"W{p— pcUP} PP
T.peHEe: T, T.pcH - e: (ref (£, P'),P),
PORTCTN ey PO HL I e : (ref (1, P'), P), s _(deref)
I,pc, H Erefe: (ref 7,0), x I‘,pC,Hl—derefpe:(t,PU{p}),ﬁLﬂ{pHP}
I,pc,Hte: (ref (',P'),P),k I,pcHEeE (', P), K pcUP C P/(set)
IpcHEe:=¢:({t,P),rwr
I pcHFe: (int, P), T pcHEe : (int,P'), k. pcHbEe:T, <7 < W
pc, e: (in )FL/ | pc, /e (ln/ )ﬁ(blnop) pc, €T, K T_IT/ K_K(SUb)
D,pcHEede : (int, PUP"), kWK pcHEe: Tk
dom(’H) = dom(H)
I,pcHEe: T,k Oz 71],pc,HE€ 7' K (ef) Vloc € dom(H). 0,0, H F H(loc) : H(loc) (heap)
I,pcHEletz =cine : 7,k Wr HEFH P

Figure 8. Fixed Point Type Rules

the function. The result is that the typing is more conserva- (x, 8, pc, H,e) — (x’,&’, pc, H', ¢’) then there exists &’
tive at this point, as all subexpressionsadre typed under  such thaf”,pc,H' F ¢’ : 7,x’, andH’ - H’, andx’ = .
pc. This approximation is necessary because we do not

] - - s Subject reduction yields the following theorem, stating
know statically what the actual function will be at run-time

that the type system produces a fixed-point dependency

cache.

3.3 F 1P ti fthe T Syst
orma’ Tropertics o ¢ type system Theorem 3.5(Typing Produces a Fixed Point Cachéj

I,pc,H - e:7,kandH - H, where fre¢e) = {7} and
I' = {x — (int,0)}, thenx is a fixed point of cache of pro-
gram point dependencies of expressipmiven a program
counter pc and a heaH.

We show that the type system produces a fixed-point
dependency cache, and therefore that AffS execution
starting using this cache will be dynamically noninterfer-
ing. The Subject Reduction Lemma 3.4 states that a typ-
ing remains valid after taking a single step in the computa-  This implies the following corollary, establishing the
tion, and furthermore, that the run-time dependency cachenoninterference of the run-time system, using the fixed
remains unchanged by the computation. This assumes thapoint dependency cache created by the typing.

the cache created by the fixed-point typing is used as thecorollary 3.6 (Dynamic Noninterference of Typ-
dependency cache during the reduction. Note that the proing). If I ,pc * + e : 7, and H + H, where

gram counter of the typingc’, may be larger than that of freele) = {7z} and I' = {x; — (int,0)}, and
the program counter of the reductigee. This is a product = o, — e[(ix, 0, Liigny /1), e2 = e[(il, 0, Lnigh)/k),
of the mismatch in the typing of function application via (k,0,pcHye1)  —™  (k1,81,p¢ Hy, (i1, P1, L)),
(app), described above. (k,6,p6 H,e2)  —™  (k2,062, PG Ha, (iz, P2, L2)),
Lemma 3.4 (Subject Reduction)If I',pcd,H + e : Lhigh Z Liow, for SomeLjow, and seclevét® P1LUL; C Ligy

7.k, and H + H, and pc C pc, and for somes,  then(ii,Pi,Li) = (iz, P2, Lo) andny = n,.
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3.4 Traditional Static Noninterference p was already fixed to be high. We plan to improve our
run-time system to include context-sensitivity in the styf

In this section we explore a tangent and show how ex- let-polymorphism, which will assign a new program point
tending the type system to include direct labels and a cacheat run-time based on the context, in this exampleand
of direct flows yields the traditional static noninterfecen  p; in place of justp. Such an approach is sound, as it can
by direct subject reduction. In this context, typeare of be viewed as inlining all uses gf in e with a renaming
the form (¢, (P, L)); H maps heap locations to types, in- of program points. The fixed point type system can also
direct dependency caches, and caches of direct flows; ande extended with context-sensitivity via let-polymorphis
the definitions of, T, are the same as before. Typings are to match such additional context-sensitivity in the rundi

I,pc,’H + e : 7,k,d, which produces a type of both in- system.

direct dependencies and direct labels, along with caches of e also intend to add support for interactive 10 channels,
indirect dependencies and direct flows. The typing rules areincluding streams where the security policy is dynamically
a straightforward extension of the fixed point typing rules varying, but this presents new challenges. Our current sys-
based on the operational semantics computation of directtem performsehavior alteratiorat the end of computation
labels and the cache of direct flows, and can be found inpy raising an error for high flows. With interactive 10, fur-
Appendix C. These type rules satisfy the following Subject ther behavior alteration becomes necessary when an output
Reduction Lemma, whose proof is omitted, as it is analo- (or input) to a low channel occurs under a high guard, since
gous to that of the fixed point type system. the low observer will detect a misalignment of the streams.
Le Guernicet al. partially address this issue by simply not
performing low outputs under high guards [18]. The dif-
ficulty arises in\%PSsince some outputs may (insecurely)
occur in early runs when the dependencies are not yet re-
alized. However\®Ps" | with a full set of dependencies,
should be able to detect all low outputs under high guards
We can now formally state the traditional Static Nonin- and alter the execution to not perform them. Le Gueatic

Lemma 3.7 (Subject Reduction for Static Typing)If
I',pd,H F e : 7,k 4, and’H + H, and pc C pc, and
(k,0,pc Hye) — (x/,d’,pc,H',€’), then there exists a
‘H’, such thatl’,pd,H' + ¢’ : 7,x',¢, and’H’ + H', and
k' =k, andd’ = 4.

terference Theorem 3.8. It states that if an expressioas
a typingr, such that the holeg; are typed high, ane is
low (that is, the transitive closure of all of the securithdds
due to both direct and indirect flows is a subsétgf,), then

al. do not consider interactive inputs, which may also need
altering, thereby changing the execution into a possibly in
consistent state. We believe this issue can be addressed by
fakingthe inconsistent execution for low inputs under high

substituting any integers in for the high holes will produce guards, so the low observer will not be able to detect a leak.

the same low value, provided the computation terminates. We believe our dynamic dependency-monitoring tech-
nigue can be extended to solve several orthogonal, yet re-
lated problems. One logical next step is to address dy-
namic policychangesthat is, allowing security levels to
change while a program is running, without introducing se-
curity leaks. A run-time system has great potential in this
regard, since the policies are immediately at-hand. De-
classification is a form of dynamic policy change, where
labels may change in the program via explicit operations
[26]. We believe declassification policies can be extended
to more dynamic forms, specifying whether information can
be declassified based on some run-time condition. For ex-
ample, a policy may state that the average balance of sev-
eral bank accounts may be declassified, provided the num-
Our approach of run-time dependency tracking yields ber of accounts is sufficiently large,g. if numAccts >
several potential avenues for future research. Our cur-10 then Declassify(avgBal) else () is a dynamic declassi-
rent system is somewhat simplified for purposes of mak- fication policy, and executions wheraimAccts > 10 will
ing it more elegant, and a more practical version is be allowed, and others will not, assuminggBal reaches
needed. Our current system re-uses program pointsthe output. We can also augment our run-time dependency
within function bodies. Consider for examplet f = tracking mechanism to show exactly which data is being
(Az.if, x then 3 else 4) in e. Supposef (h)y is called and  declassified at run-time, and log the current information de
it forcesp to be high. Then, iff (I),~ is called in some  pendencies on the data, which leaves a detailed audit trail
other context, the result must conservatively be high sincethat can later be checked for accuracy.

Theorem 3.8 (Traditional Static Noninterference)lf
00,0 F e : (int, (Py,Ly)), &, 0, freele) = {zx}, T =
{1, — (int, (§, Lhigh)) }» Lhigh Z Liow, Seclevel’ P, UL, C
Liow, €1 = e[(ix, 0, Lnigh) /], e2 = e[(i},, 0, Lnign) /],
(K,@,@,@761) —" (K1,51,®,H1,<i1,P1,L1>), and
(FL,@,@,@@Q —n2 (ﬁg,ég,@,Hg,@g,Pg,Lg», then
<i1,P1,L1> = <i2,P2,L2>.

Proof. Directly by Theorem 3.2 and Lemma 3.7. O

4 Future work
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Finally, we plan to explore how our analysis can be used at run-time via a conditional, allowing different code to be
in other domains that require dependency tracking, such asexecuted based on a run-time label. They later describe a

slicing, debugging, and optimization. static analysis that ensures dynamic labeling will not eaus
leaks [39] and Tset al. describe a closely-related system
5 Related Work [32]. Both systems require new syntax and annotations in

order to statically approximate run-time policies, ancelab
are not computed or checked at run-time. Baneggtal.
describe a related mechanism combining information flow
with dynamic access-control checks [2]. Other work has
focused on proving that dynamic information flquolicy
changescan be made which are sound statically [39, 15,

A great deal of work has been done in the area of static
analysis of information flow security [29]; many works
show formal properties of static analysesy.[34, 14]) and
others implement real systems [25, 28], Comparatively lit-
tle _vvork exists on trac_king inf_ormatio_n ﬂQWS at_run—tim_e, 31], and on downgrading of information flow labels with
which has been considered impractical if not impossible

[29, 26, 9]. We discuss the relatively few systems that ad- explicit declassificatioroperations [26, 4, 20, 6 2.4]' ,
dress information flow security at run-time, then discuss ~ S°0mMe recent work has added flow-sensitivity to static
other works that do not provide run-time tracking, but ad- analyses, resulting in greater precision [1, 16, 13]. Numer
dress other aspects of dynamic information flow security. ©US other works address dynamic security and information
Le Guernicet al. describe a run-time monitoring system fI0W-like properties. Some capture only direct flows [12, 7];
for a simple sequential language with while-loops, condi- others work at the level of machine code or abstract mod-

tionals, and assignment [19]. They define a big-step oper-€lS [10, 11, 30, 3, 5] of use the operating system for en-
ational semantics that tracks labels at run-time. To accoun forcement [36, 38, 37]. These techniques and results are
for indirect flows, they employ a static analysisrun-time S|gn|f|car_1tly_d|fferent from ours, and generally do not jull
of whichever branch of the conditional is not executed. This ddress indirect flows due to unexecuted code.
adds labels to any locations on the heap that may have been
changed, had the alternate branch been taken. They refine .
this technique with an automaton that tracks indirect flows 6 ~Conclusion
[18]. This system includes output commands, and uses ad-
ditional behavior alteration, as discussed in Section 4yTh
give a formal noninterference theorem for both systems. We have presented a system that soundly tracks infor-
This methodology is significantly different from ours, sinc ~ Mation flows at run-time, observing badirectandindirect
they employ a static analysis at run-time, and provide no flows. We offer two methodologies of usage: either depen-
run-time dependency tracking. Further, their languagesdoe dencies may be generated completely dynamically, which
not have functions or aliasing, and it is unclear if theittec ~ May in some cases detect leaks after and not before they oc-
nique would scale to such a general setting. In a relatedcur. or the run-time system may be augmented with a stati-
vein, Li et al. describes an embedded information flow sub- cally computed fixed point of dependencies, ensuringillici
language of Haskell [21] that performs a static analysis of flows will always be caught before they occur.
the control flow graph at run-time. The language is purely  This paper makes the following specific contributions.
functional, and no formal properties are shown. Our system is less conservative than static analyses, by
A few hybrid systems have been constructed that use arejecting only insecure executions instead of entire pro-
run-time system to track only direct and executed indirect grams, and providing additional accuracy via flow- and
flows, aided by a static analysis preprocessing phase thapath-sensitivity. We utilize dynamically defined policies
inserts statements into the code to capture some of the inallowing the data itself to contain the policy, as reflected
direct flows due to unexecuted commands [23, 22, 17, 33].in our labeled semantics. Hence, the user or system ad-
None of the static analyses for these systems are interproministrator defines the policy instead of the programmer,
cedural, and no security proofs are attempted. These techand different policies may be specified for the same pro-
niques require changes to the source code to account fogram in different contexts, witmo changes. We give a
indirect flows, and they rely solely on the static analysis to new form of noninterference theorem that proves the sound-
observe these flows, with no run-time dependency trackingness of run-time executions via a direct bisimulation argu-
mechanism. ment. We use a notion of mixed-step semantics, a hybrid
Several related works address limited dynamic aspectsof big- and small-step semantics, which elegantly encapsu-
of information flow, and rely on a static system to prove lateshigh subcomputations and simplifies the bisimulation
they are sound. Myerst al. introduced dynamic security — proof. The bisimulation lemma together with a subject re-
labels, which are first class values, representing a lala¢l th duction lemma is shown sufficient to prove noninterference
is unknown statically [26, 25]. These labels may be queried of a static type system.
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A Proofs for Formal Properties of \%rs

Lemma A.1 (Monotonicity of the
(5167 pCa Hae) —" (Kna(snapca Hnaen)a
thenk < k,, andd < 6,,.

Caches) If
for any n,

Proof. By induction on the derivation given the semantics
rules in Figure 6. O

Lemma A.2 (Properties obeclevel’ P).
1. (Monotonicity). Ifx < " and § < ¢ then
seclevel’ P C seclevet ° P, for anyP.

2. If seclevél’P Z L, x < «' andd < ¢ then
seclevel® P iZ L.

Proof. Directly by definition ofseclevet’ P O

Definition A.3 (Addendum to Bisimulation Relation)

1. (Sets of Program Points). (61,P1) (02,P2)
iff 00 =f 02 and either, Py Py, or
seclevel’ Py, seclevel’ P, 7 L.

2. (Sets of Security Labeld); = L iff eitherL; = Lo
or Ll, Lo z L.

~K
—L

We write ‘seclevel’ p’ as shorthand forseclevel® {p}'.

Lemma A.4 (Properties of Bisimulation Relation)

1. (Reflexivity). All bisimulation relations are reflexive.
2. (Labeled Values).
(@) If (61, (v, P1,L1)) (62, (v2,P2,La)) then
(01,P1) =F (02,P2) andL; 2 L.
(b) If (61,<v1,P1,L1>) = (52,<v2,P2,L2>) then
(51, <v1,P1,L1>) ~h (52, <v2,P2,L2>).
(c) (Weakenings).
i If (51,<’U1,P,L1>) ggll
P C Ii(PI)+ then (61,<U1,PI,L1>)
(52, <’U2,P/,L2>).

R

(521 <’U2, P7 L2>) and

o RH
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(521 <’U2,P2,L2>),
C L andLj

o
~L

i, If (61,<’U1,P1,L1>) gf“
(01,P1) =¢ (02,P5), Lj, Ly
L/2 then (51,<1}1,P1 U P/laLl @] L/1>)
(62, (v2, P UPh, Ly ULLY).

(d) (“High” Dependency). If
seclevel’ p,seclevel®?p Z L and §; = 4,
then (51, <1)1,P1 @] {p},L1>) gf'u (52, <’02,P2 U

{p}, L2>), for anyvq, ve, Pl, PQ, Ll andLQ.

3. (Strengthening of Cache of Dependencies).

(@) If 6, = 6, andk < &’ thend; = 4,.

(b) If (61,P1) =" (02,P2) and k < &' then
(617P ) N’{ " (627P2)

(c) If (51,1;1) :E“ (02,v2) and k < &' then
(61,v1) =0 (02, v2).

(d) If (51,61) _f” (02,e2) and k < &' then
(51761) —L (52762)

(e) If (01,H1) ~{" (62,Hz) and k < &' then

(61, Hy) ~5 (62, Hy).
(f) If (61,H1,€1) gﬁ'u (62,H2,€2) andk < k' then
(617 Hla 81) %E " (627 H27 82)'
4. (Strengthening of Cache of Direct Flows).

(@) (w/ Same Labels). (f6;,Hi,e1) 2" (2, Ha, e2)
then (6; W {p — L'}, Hy,e1) =" (2 W {p —
L'}, Ha, eq), for anyp andL'.

(b) (w/ “High” Labels). If (61,Hy,eq) =7
(62,H2,€2) and L4, Lo z L then (61 ] {p —
Ll},Hl,el) gL“ (52 ] {p — Lg},HQ,eg), for any
P.

(c) (“High” Program Point). If (§1,Hy,eq1)
(82,Hz,e5) and seclevéP' p, seclevelp 7 L
then (51 () {p — Ll},Hl,el) %f‘u (52 (] {p —
Ly}, Ha, ez), for anyL; andLs.

5. (Heap Extension). Ifd;, Hy) ~* (42, Hs) and loc ¢
domH,) then(d1, Hy) ~;* (42, Hy U {loc — o}), for

Kp
L

anyo.
6. (Heap Update w/ “Indirectly High”
Value). If (61,Hy) ~H (62,Hy) and

seclevel” P seclevel® P Z L then (6;,H;) ~f*
(62, Ha[loc — (v, P,L/}]), for any loc,v andL’.
~ R

7. (CONTEXT). If (01, Rqle1]) =" (02, Rale2]), 01 < 47,
0y < 0k < w\pu C pland (8, ¢h) =M (8, €h)
then (&7, Ra[e}]) = (85, Raleh)).

Proof. 1. (Reflexivity) Directly by Definition 2.1.

2. (Labeled Values)

(a) Directly by Definition 2.1[3b] and Definition A.3.
(b) Directly by Definition 2.1[3b,4a].



(c) (Weakenings) PG, = PCU {p} ey, = eauloe/22]

i. Directly by Definition 2.1[3b]. and  (K2p0 02000 PGy Ha, €5, ) —n2
ii. Directly by Definition 2.1[3b] and Definition A.3. (Kb, 8%, pe,.,, H, (v, Ph, L 5), for some
(d) (“High” Dependency) Directly by Lemma A.2[2] ng. By hypothesis and Lemma A.l
and Definition 2.1[3(b)ii]. Kony < Ky < k, hencepc C k(p); then by
3. (Strengthening of Cache of Dependenciéiyectly by definition seclevel” p,seclevel™p £ L. By
Definitions 2.1 and A.3. Lemma A.4[4c](d1,H1) ~i" (02,0, H2). Now

applying the induction hypothesis, times to the

4. (Strengthening of Cache of Direct Flow&y induction above computation we géf; , Hy) ~* (5, H}).

on the structure of expressions ande, given Defini-

tion 2.1 (d) REF.  Let es = ref oo. As per REF let
- . _ o (k2,02,pC Ha,e2) — (k2,d2,pC HY, €5) where
5. (Heap Extension)Directly by Definition 2.1[4b]. H), = Hy U {loc, — o2}, loc, is a fresh heap loca-
6. (Heap Update w/ “Indirectly High” Value) Directly by tion, thatisloc, ¢ domHy), andey :~;<LIOC2’ @7/l>-
Definition 2.1[4b, 4a, 3(b)ii] and Lemma A.2[2]. Directly by Lemma A.4[5](d1, Hy) ~ (32, Hy).
1 A 1\
7. (CONTEXT). Directly by Definition 2.1. (€) DERER. Direct becauses, i) = (d2, Hz).
0 (f) seT. Let e2 = (loCe, Pioc,, Lioe,) =
(v2,Py,, Ly, ). AS PErseT (k2, 02, pc, Ho, e9) —
Lemma A5 (Heap Updates under “High” Program (k2,02,pC Hy, e5) where Hy = Hsfloc, +—
Counter) (v2, Py, L5)], Py = pcU P, U Py,, Ly =
1. (1-step). If  (ko,02,pC Ha,eo) — Lioc, U L/@ and e; = (v2,Pu,,Lo,).  Now
(kh, 0%, pc, Hh, eh), khy < K, (61,Hy) ~f" (62,Ha), pc C Ef' /hence byézhylpothe.5|s and definition
seclevel’ pc, seclevel™ pc Z L then (d;, Hy) ~f* seclevel’ Py, secleveél '52 Z L,Ithen directly by
(5§,HI2) LemmaA4[6](61,H1) ~1, (52,H2).
2. (n-step) If (1, 61,pC Hy,e1) _m (9) LET. Direct becauséds, HS) = (62, Ha).
. . . 1,01, MY 41, €1
(0L PO T ), (o bopelaye) - e () FOTERE 6 s = Halcau RS PRICONTEXT
(85 P ) 74 < i (811 H) ~ " (B ). Siecty by ndacion hypomess ) i
seclevel?’! pc, seclevel?? pc Z L then ! H’))/ y yp LA
K 2,1g).
(61, Hy) ~i2" (35, Hp). | ,
2. (n-step) By hypothesis and Lemma A4d; < k] <
Proqf. 1. (1-step) _ T_he proof follows by induc- ks < w5, and then by Lemma A.4[3€];, H;) N’E,zl‘
tion on the derivation of(rz,ds,pC Hy,€2) — (65,Hy). Also by hypothesis and Lemma A.2[2]

(K4, 0%, pc, H, e5). Following are the possible seman-

PO seclevel2’! pc, seclevel2’2 pc Z L. Now applyin
tics rules at the root of the above derivation: P pc pplyIng

Lemma A.5[1]n, times we getd;, Hy) NEQ“ (84, HY),

(a) BINOP. Direct becauséd,, H) = (02, Ha). or by reflexivity (Lemma A.4[1]) (5, H)) Nzéu
(b) IF. Letes = if, (b, P2, L2) then e, else e,.. With- (61,H;). Again applying Lemma A.5[1}n; times
out loss in generality, let us assurhe = true. As we I Ko I Ty o
get (05, H,) ~ (67, HY), or by reflexivity
per IF (5275% pC7 HZan) I (’i/2755a pC7 HI276/2) (Lemma A24[1])( ’ LI:I,) Nﬁiu ((:;, H,)
wheree, = (vy,P5 U {p},Ls), Koy = ko W - 1 1)~ 2, Ha). .
{p — pC U PQ}, 52T = 52 ] {p — LQ},
pcj - pcy {E} a’)d(’f%;‘shv pC, Hy,e,) —"r Lemma A6  (Bisimulation: 1-step) If
(K5, 05, pc’, Hy, (vs, Pz; L)). By hypothesis and (k1,61,pc Hy, e1) — (K}, 01, pc, H, €f),
Lemma A.1I€2T S M2 S o hencepC g H(p)’ (527521pC7H2162) B (Ii/216/27pC7H1276/2)1

then by definitionseclevel® p, seclevel’ p Z L. Wi < ko and (5, Hpe) 2 (5, H.e) then
By Lemma A.4[4c](01,Hy) ~;" (d2,,Hz). Now w
applying the induction hypothesis, times to the 3 2 e (01, Hyeq) =77 (05, Hy, e3).
above computation we géf;, Hi) ~7" (35, Hy). Proof. By hypothesis and Lemma Ak, < x| <

(c) App. This case is similar to ther case above. k2 < ). The proof follows by induction on the deriva-
Let e; = (Az2. €9y, P2,L2) (02),. As perApp tions of (k1,61,pc Hy,e1) — (1,67, pc Hi,e}) and
(ka,02,pC Ha,e0)  — (K4, &%, pc, Hh, eh) (k2,02,pC, Ho, e2) — (Kb, 85, pc, Hy, eh). As per Defi-
where e; = (vy, Py U {p},Lh), Koy = nition 2.1[5,3] expressions; ande; have the same outer-
ke W {p — PCU Pa}, 0oy, = d2 W {p — Lo}, most structure; hence the above derivations must have the
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same semantics rule at their roots. Following are the possi-

ble cases:
1. BINOP. Let ez = (i1,P1,Lq) & (i},P, L))
and e = (i2,P9,Lo) @ (i5,P5,L5).  As per

BINOP (k1,41,pC Hy,e1) — (k1,61,pc Hy, €}) and
(:“EQ,(SQ,pC, Hg,eg) — (Iig,&g,pC,Hg,elz), where
1 <’U1,P1UP1,L1|_|L1> <’U2,P2UP/2,L2|_|L/2>,
1@ = vy andia®if, = vs. D|rectly by hypothesis and
Definition 2.1[3c,3b], noting that; andwv, are either in-

tegral or boolean(dy, Hy, e}) 272" (82, Hy, €}).

. IF. Given Definition 2.1[3e]
ifp <b1,P1,L1> then €1, else €1p
ifp <b2,P2,L2> then €2r else €2F As per IF let
(k1,01,pcHi,e1)  —  (k},61,pcHi,e}) and
(K2,02,pC Ha,e0)  — (52,52,pc; Hj,e,) where
¢ = (), PiU{p}, L) ande} = (v, PoU{p}, Lb). Let
Kl = K1W{p — PCUP1}, Koy = koW {p — pcUPs},
01 = 01 W {p = Ly}, 02y = 02 W {p — Lo} and
pc. = pcU {p}. By hypothesis and Lemma A.1
k1 < Kip < K} < ke < Ko < Kb As per
Definition 2.1[3b] there are two possible cases:
(@) P; = P, andseclevel*’! Py, seclevel®2 P, C
L. Again there are two possible cases by Defini-
tion 2.1[3(b)i],
i Ll,LQ CL L =Ly and(51,b1) gf2'u (52,b2).
By Definition 2.1[2a]b; = bs. Without loss
in generality, let us assumig = by = true.
As per IF (Kig, 014, PC,, Hi,e1,)  —™

let eq =
and ey, =

(k1,07 pc, Hi, (v], P}, LY)) and
(KQTP 62TF7 pc., Ho, 627‘) —"2
(K5, 05, pc,, Hy, (vy, Ph,LY)), for  some
ny and no. By hypothesis, Defini-
tion 2.1[5,3e] and Lemmas A.4[4a,3f]
(51TF, Hl, €1T) gE2TF# (52TF, HQ, EQT). Then

applying the induction hypothesis; times,
we getn; = mno and that there exists a
' D p such that(s), H,, (v}, Py, L)) =2
(65, Hy, (v, P4, LA)). Directly by Defini-
tion A.3[1] (&), {p}) = 2“ (85, {p}); hence
by Lemma A4[2(c)||] (61, HY, (v, Py U
{PL.LY) = (3, Hy, (05, P4 U {p}. L),
thatis, (67, Hy, ef) =" (65, Hp, ¢).

i. Ly,Ly Z L. Without loss in generality let
us assumé; = true andb, = false. Hence
as per IF  (Kiy, 01, PC,, Hiye1,) —™
(K}, 61, pc,, HY, (vf, P}, LY)) and
(K’QTF’ 52TF7 p T;vHQv 62F) —"2
(kh, 6%, pe,, Hb, (vh, Py, Lh)), for  some
ny and ns. By hypothesis and Defini-
tion 21[5] (61,H1) NEZM (62,H2); by
Lemma A4[4b] (61TF,H1) NEZH (52TF,H2);
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by Lemma A.4[3€](6 15, H1) ~ ™" (Jag¢, Ha).
Now by hypothesis and Lemma A.2[2]
seclevel>=*'r pc_, seclevet=®rpc_ I L.
Then directly by Lemma A.5[2]§, H}) Nfé“
(65, H’) and consequently by Definition 2.1[4b]
5 _EZ“ 8. By hypothesis and definition
sec:leve“l2TF51TF p,seclevelr2r p 7z L.
Note by Lemma Ald,, < 47 and
dae < 85 hence by Lemma A.2[2]
seclevel’t p,seclevel2’2 p Z L. Then by
Lemma A.4[2d](8},¢}) =" (84, ¢€5); and by
Lemma 2.1[5](87, HY, e}) 272" (85, H, €b).

(b) seclevelz® Py, seclevet2?2 P, iZ L. This subcase
is similar to the subcase 2(a)ii above. Without loss
in generality let us assunte = true andb, = false.
Hence as perF (ki 01y, PC,, Hi,e1,) —™
(r1,01, pc,., HY, (v1, P, L)) and
(KQTH 52TF7 pCTpv H27 eQF) —n2
(kh, 0%, pc_, Hhy, (vh,Ph,L5)), for some ny
and no. By hypothesis and Lemma A.2[2]
seclevel®#%t p seclevet*=%2 p Z L. By hypoth-
esis and Definition 2.1[5]4;, Hy) N}f:“ (02, Hs);
by Lemma A.4[3e] (61,H;) ~; ™" (89, Ha);
and by Lemma AA4[4c] (b1, Hy) —~p
(02:,Ha). By hypothesis and Lemma A.2[2]
seclevel=®'r pc_, seclevet=rpc ¢ L.
Then directly by Lemma A.5[2)(§}, H}) Nfé“
(62,H’), and consequently by Definition 2.1[4b]
5 _Lz“ 8. Note by Lemma A.15,. < &
and d2, < 45 hence by Lemma A.2[2]
seclevelz’ p,seclevel’2p iz L. Then by
Lemma A.4[2d] (67, ¢)) :gz“ (65,¢€4); and by
Lemma21[5]( H/lve&) NNZN (627H/236/2)

3. APP. This case is similar to the= case above. Given

Definition 21[3ﬂ let e = </\(E1.61b0dy,P1,L1> (Ul)p
and ez = (Ax2.ez,,, P2, L) (o )p As per APP
let (k1,01,pc Hi,e1) — (k},6,pc Hi,ef) and
(K2, 02, pC Hay o) — (52,52,pc H),e}) where
ey = (v}, P} U{p},L}) ande,, = (v, P4 U {p},L}).
Let Rlpyy = K1 (] {p — pc U Pl}, K 2poay

Ko W {p — pcuU PQ} 51body = ) W {p — Ll},
52body = 62 © {p = L2} p body pC U {p}’

oy =  Clooy[01/T1], €5y, €200y 02/ T2]
and, (Hlbody’ 51b0dy’ PC.os, Hi, e/lbody) —™
('%Ilﬂ 5/17 pCbody HIl? <U17 PIl? L] >) and
("Wbody’ 62b0dy’ p¢ body? , Ha, eébody) —"

(), 0%, PG, Hh, (vh, P, L)), for  some
and ns. By hypothesis and Lemma A.l
K1 < Klpg < K] < Ko < Ry, < Kb AS per



Definition 2.1[3b] there are two possible cases:

(@) P, = P, andseclevel*’! Py, seclevel®2 P, C
L. Again there are two possible cases by Defini-
tion 2.1[3(b)i],

i. Li,Lo E L, L1 = Lo and (51, /\xl'elbody) gfzﬂ
(52, /\,Tg.egbody). By Definition 21[20]1‘1 = T2
and (61, €1,0,) 72" (02, €0500). BY hypoth-
esis, Definition 2. 1N and Lemmas A.4[4a,3f]
(51body7 Hl’ elbody) _LZbOdyM (52body7 H?a eQbody)
Then applying the induction hypothesis;
times, we geth; = ny and that there exists a
i/ 2 p such that(s), 1y, (v}, Py, LY)) =42
(64, Hy, (v, P4, L)). Directly by Defini-
tion A.3[1] (&}, {p}) Nﬁz“ (5’2,{p}); hence
by Lemma A4[2(c)||] (61, HY, (v, Py U
{p}7LI1>) gzzu (62’ 2’<’U27P/2 U {p}aL/2>)’
thatis, (61, H}, €}) :Lz“ (65, Hy, ).

i. Li,Ly Z L. By hypothesis and Defini-
tion 21[5] (61,H1) NEZM (62,H2); by
Lemma A.4[4b](d1,4, H1) ~*" (02,00, Ho); by
Lemma A.4[3€](61,,,,, H1) ~H2°°"V’ (02500 Ho).-
Now by hypothesis and Lemma A.2[2]
seclevelzon®ivony pc, seclevészodv o pe L

L. Thendirectly by LemmaA 5[5, HY) ~ “2“
(65, HY); and consequently by Definition 2. 1[4b]
8t =" 4. By hypothesis and definition
seclevelzon’ oy p seclevelzon’u p 7 L.
Note by Lemma A.ldy,, < ¢ and
O20sy < Op, hence by Lemma A.2[2]
seclevel2’: p, seclevel’2 p iz L. Then by
Lemma A.4[2d](67,€}) _EZ“ (6%, ¢4); and by
Lemma 2 1[5]( Hlla 6/1) /\JK’2/"L (525 H/27 6/2)

(b) seclevet Py, seclevel?? P, Z L.  This

subcase is similar to the subcase 3(a)ii

above. By hypothesns and Lemma A.2[2]
seclevelzos’! p, seclevelon’? p ,ZL By hypoth-

esis and Definition 2.1[5]d1, H1) ~;*" (d2, Ha);
by Lemma A.4[3e] (61, H;) NE%“"V” (82, Ha);
K 2podyt

and by Lemma A.A4[AC] (01p00, H1)  ~y,
(02000 H2). By hypothesis and Lemma A.2[2]

seclevefzvo ooy pc, , seclevel?on2uoy pc., ¥
L. Then dlrectly by Lemma A5[2]

(67, HY) NE;“ (52,H’ ); and consequently by
Definition 2.1[4b]d; = 2“ 5. Note by Lemma A.1
Olpoay < 01 anszgboc,y < 5’ hence by Lemma A.2[2]

seclevel:’: p,sec:Ievé‘I2 2p Z L. Then by
Lemma A.4[2d] (8}, ¢e}) =" (84, ¢€5); and by
Lemma 2.1[5](8}, Hy, e}) 22" (65, Hb, €b).
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4. REF.

. DEREFR

(b) seclevet® Py, seclevel?2 P, 7 L.

Let e = ref o and es = ref o9. AS
perREF let (k1,01,p¢ Hy,e1) — (#1,01, pc Hy, €f)
and(kzg, d2, pc, Ha, e2) — (ka, 02, pc, Hj, e5), where
H/l = H; U {lOCl — 0’1}, H/2 = Hs U
{loc; — o2} such thatloc; andloc, are fresh heap
locations, that is,loc; # loc; and loc;,loc; ¢
dom(H;) U domHy), and,e} = (locy,®, 1) ande), =
(locy, 0, L). Lety/ = p U {loc; — locy,locy +—
loc,}. By hypothesis, Definition 2.1[3g,4b] and
Lemma A.4[2b](61, H)) ~*" (02, H)), and by Def-
inition 2.1[3(b)iA,2b] (61, €}) :ﬁ”" (52,62) Finally
by Deflnlthﬂ 2.1[5](617 1,61) N/12M (52, H27 62)

Given Definition 2.1[3h] lete; =
derefp <|OC1,P1,L1> and ey = derefp <|OC2,P2,L2>.
As per DEREF let (ki,d1,pcHy,eq) —
(m'l,él,pc, Hl,e'l) and (:“EQ,(SQ,pC, Hg,eg) —
(Kb, 02, pc, Ha, e5) where Hl(locl) = (v, P}, 1Y),
HQ('OCQ) = <’L)2,P2,L/>, Iil = K1 W {p — P}
HQ—HQU{p»—»P}el (v1,P1U{p},L1UL}) and
eh = (va,Po U {p}, Lo ULL). By hypothesis Defini-
tion 2.1[5] and Lemma A.4[3€};, H;) ~ ”2’ (62, Ha).
As per Definition 2.1[3b] there are two possible
cases:

(@) P, = P, and seclevel?’ Py, seclevel®2 P, C

L. Again there are two possible cases by Defini-

tion 2.1[3(b)i],

i Li,Lo T L, Ly = Ly and (61,loc;) =
(62,l0c2).  Hence as per Definition 2.1[2b],
loc;, = p(locy) and loca = p(locy).
By Definition 2.1[5,4b] (61, H; (locy)) ~p2"
(52,H2(|OC2)), that is (51, <Ul,Pll,Lll>) Nf2'u
(62, (v2, P4, L4)); and by Definition 2.1[4a]
(511<’U17P/1 U P127Lll>) ggw (621<’U21P11 U
P}, L5)). By Lemma A.4[3f] (61, (v1, P} U
PQ,L’}) ”2“ (82, (v2, PLUPH, L)), We know
Ky < Kb, henceP’ U P, C ky({p}H)*. Then
by Lemma A.4[2(c)i] (61, (v, {p},L})) ="
(62, (v2, {p},Lb)). Trivially by Definition A.3
(51,P1) giﬂ‘ (62,P2) andL1 gL Ls. Hence
by Lemma A.4[2(c)ii] (61, (v1, {p} U P1,L] U
L1>) gzﬂt (52, <U2,{p} U PQ,LIQ [ L2>), that
is (61,e)) =" (02,¢4). Finally by Defini-
tion 21[5] (51, Hl, 8/1) gzﬂl (52, HQ, 8/2)

i. L1,y Z L. By hypothesis and Defini-
tion 2.1[3h,3(b)iB] this case is not possible, since
loc; andloc, are heap locations.

By hy-
pothesis, Definition 2.1[5, 3] and Lemma A.4[3a]
51 2" §,. By hypothesis and Lemma A.2[2]



6. SET.

7. LET.

seclevel Py, secleveiz?2 Py Z L. Then by Def-
inition 2.1[3(b)ii] (61, ¢}) = N“z“ (52, eb). Finally by
Definition 2.1[5](d;, Hy, el) N“z“ (82, Ha, €)).

<|0C17P17 L1> <UlvP13 L1>
and es = (locy,Po,Lo) = (uy, Py LL). As per
SET let (x1,061,pC Hi,e1) (k1,61,pc HY, €))
and(kz, 82, pc, Ho, e2) — (K2, 82, pc, H, €5) where,
H) = Hilloc; — (vy,P{,L})], H, = Hs[locy —
(ve, PY LYY, Py = pcUPy UPY, Py = pcU Py UPY,
LY =Ly UL}, LY = Ly UL, € = (vy,P}, L)) and
ey, = (v, P4, LS). Directly by hypothesis and Defi-
nition 2.1[5,3i] (61, €}) =" (d2,¢€5). As per Defini-
tion 2.1[3b] there are two possible cases:
(@) Py = P, and seclevel?’ Py, seclevel®2 P, C

L. Again there are two possible cases by Defini-

tion 2.1[3(b)i],

Let €1 = =

—

i Li,Lo T L, Ly = Ly and (&y,loc;) =
(62,10c3).  Hence as per Definition 2.1[2b],

loc; = p(locy) andloc, = u(loc ). By hypothe-
sis and Definition 2.1[3i[d1, (v1, P{,L})) ="
(61, (v2, Py, LY)).  Trivially by Definition A3
(01,pc U Py) =" (d2,pc U Py) and
Li =, Lo. Then by Lemma A.4[2(c)ii]
(01, (v1,P} U pc U Py,Ly U Ly)) =2#
(02, (v2, Py U pc U Po,LL U L)), that is
(517<’U17P/117LI1/>) ggw (627<U27P12/7L/21>)’ that
is (01, Hf(locy)) =72 (82,Hj(locy)), which
by Lemma A.4[2b] yields(éy, Hj (loc;)) ~p2"
(62, Hj(locy)). Then by hypothesis and Defini-
tion 2.1[4b] (61, H}) ~{*" (02, H)). Finally by
Definition 2. 1[5](61,H’1,el) 2l (59, HY, €h).

i. L,y Z L. By hypotheS|s and Defini-
tion 2.1[3i,3(b)iB] this case is not possible, since
loc; andloc, are heap locations.

(b) seclevet® Py, seclevel??2 P, Z L. By hypoth-
esis and Definition 2.1[5]d;, Hy) ~;*" (d2,Ha),
then by Definition 2.1[4bp, =2 52 Hence by
Definition 2.1[1]seclevel?’* Py, seclevet2?2 Py 7
L andseclevel2?! Py, seclevel?’2 P, 7 L. Then
by definitionseclevel?’* P/ seclevel??2 P/ 7 L
and seclevel’ P}, seclevel?> P 1 L.
By Lemma A.4[6] (61,Hi) ~2" (02,H)),
that is, by reflexivity (Lemma A.4[1])
(62, HY) ~1*" (61,Hy). Again by Lemma A.4[6]
(62,HY)  ~?* (61,H}) and by reflexivity

(Lemma A.4[1]) (61, H)) ~7*" (2,HS). Finally

by Definition 2.1[5](61, H], el) >l (69, HY, €f).

Given Definition 2.1[3d] lete; (let z =
o1 in e1,,,) andes (let z o2 in e2,.,). AS
perLeT (k1, 01, pc Hy,e1) — (k1,01,pc, Hy,e}) and
(FLQ, O, pc, Ho, 62) — (FLQ, O, pc, Ho, 6’2) Wheree’l =

19

€100 01 /%] @ndel, = ey [o2/x]. Directly by hypothe-
sis, Definition 2.1[3d] and, induction on the structures
of ¢} andej given Definition 2.1(6,Hy,ef) ="
(02,Ha, €h).

8. CONTEXT. Lete; = Rqley,,) andes = Rales,,]. BY
hypothesis and Definiton 2.14,,Hy,e1,,) ="

—L
(527 H27 erub) Let (Hl, 617 pc, H17 elsub) —
(k1,01,pc Hy, el ) and (k2,d2,pc Ha,ea,,) —

(K4, 0%, pc, HQ,eQSub) By induction hypothesis
WD e (OLHL) S (8 Hyeh ). By
CONTEXT e] = Ryle]_,| ande; = Raley  ]. Finally
by Lemma A.1, Lemma A.4[7] and Definition 2.1[5]

( ﬁvH/lv /1) NzN (625H/258/2)
[l
Lemma 2.2 (Bisimulation: n-step) If
(0,01, pC Hy,e1) —" (k1,61,pc HY, €)),
(51,52,[3(3, H2782) —" (527525pcv H2,62)
and (51,H1,61) gil'u (52,H2,€2) then E|‘LL B

/la Il) Nﬁzu (527 2762)

Proof. By hypothesis and Lemma Ady < k1 < k2. The
result then follows by applying Lemma As6times. O

. (67,

Main Lemma 2.3 (Partial Dynamic Noninterference)f

er = e[(vk,0,Lhign)/xkl, e2 = e[(}, 0, Linign)/xx],
(K/Oaéapchael) —m (K/laélapClea@hPlaLl))
("{/17 51 pc, Ha 62) —"2 ("{/27 521 pc, H21 <227 P27 L2>

Lhigh Z Liow, for SomeLioy, and seclevék® Py L Ly
Liow then seclevél® Py U L; T Ligw, (i1,P1,L1)
<i2,P2,L2> andm = ngo.

(I Rva

Proof. Directly by Definition 2.1, in particular Case 3(b)iB,

(0,H,e1) =" (6,H,ez) wherep = {loc — loc |

loc € domH)}. We know by Lemma A.1 that, <

k1 < ko; then by Lemma 2.2n; = no and there
exists ay’ 2D p such that(dy, Hy, (iy, Py, L)) =2"

(62, Ha, (i2, P2, La)), which by Definition 2.1[5] implies

(51, <i1,P1,L1>) gﬁi:"l (52, <i2,P2,L2>). Now since
seclevel??? Py U Ly T Ligw, by Definition 2.1[3(b)iA,2a]
and Lemma A.2[1]sec|evé‘tl‘51 P, UL; T Ljw and
<Z.1,P1,L1>: <i2,P2,L2>. I:‘
Lemma 2.5 (Delayed Leak Detection)If e; =
e[(v,,0,L;)/z;] and the run, (ko,d,pc,H,e1) —™

(m,&l,pc, Hy, (z’l,Pl,L1>), indirectly leaks information
with respect to security levely,, then there exists
an expressiones such that e el(v),0,Ly))/xk],

(K1,5, pC,H,GQ) — "2 (KQ,dQ,pC,H2,<’LQ,P2,L2>) and

seclevel?’! Py IZ Lioy.

Proof. Following directly from Definition 2.4 O



B Proofs for Formal Properties of \%rs"

Theorem 3.2(Dynamic Noninterference)lf kg is a fixed
point of dependencies of an expressiorgiven a pro-
gram counter pc and a head, e; = ¢[(ix, 0, Ligh) /zx),
) e[ (i}, 0, Lnigh) /zx), (Ko, 0,pc H, e1)
(k1,61,pc, Hy, (i1,P1,L1)),  (ko,d,pc H, e2)
(K2, 02,pCy, Hy, (i2, P2, La)), Lhigh Z Liow, for someLiow,
and seclevél® P;UL; C Loy then seclevét® Pyl C
L|0W, <i1,P1, L1> = <i2,P2, Lg) andm = No.

_m

N P

Proof. By Definition 3.1 kg K1 Ko. Di-

rectly by Definition 2.1, in particular Case 3(b)iB,
(0, H, e[(ir, 0. Lnign) /xx]) 2=1or (8, H, e[(i}. 0, Linign) /2x])
wherey = {loc — loc | loc € domH)}. Then by
Lemma 2.2n; = ny and there exists @’ O p such
that (6,,Hy, (i1, P1,L1)) =" (55, Hy, (i, Pa, Ly)),

" Liow ,
~vR2 [

which by Definition 2.1[5] impliegd:, (i1, P1, L1)) =72"
(82, (i2, P, Lo)). Now sinceseclevel”* Py LIL; T Ligw,

that is, seclevel?’* P, U L; C Liow becauses; = ko, by
Definition 2.1[3(b)iA,2aJseclevel?’2 P, L Ly T Ligw and
<i17 Pla L1> - <7;27 P27 L2>

O

Corollary 3.3 (Soundness of)\depg). If x is a fixed
point of dependencies of an expressiorgiven a pro-
gram counter pc and a heaH, ¢ = e[(ix, 0, Lg)/zk]

and (x,6,pc, H,e’) —" (k,8,pc,H', (i,P,L)) then the
above run does not leak information with respect to any se-
curity level.

Proof. Follows directly from Theorem 3.2 and Defini-
tion 2.4. O

Lemma B.1 (PC Weakening) If T',pc,H + ¢ :
pcC pc thenl',pc,H e : 7, k.

7,k and

Proof. By induction on the derivation of and using the
(sub) rule. O

Lemma B.2 (Substitution) If I',pc’ X + o : 7,x and
Tz — 7],pcH F e : 7/, thenT,pc,H F e[o/x] :
T kWK

Proof. By induction on the derivation of, with case anal-
ysis:

1. (var). We have two possible cases.

(@) e = z. Then we have’ = 7, and using (sub) on
L,pcHEo: 7,5k, wegetl,pc HEo: 7, kWK,
completing the case.

(b) e = 2/, andz’ # z. Then,e[o/z] = 2/, and the
case follows sinc&'[z — 7](z') = T'(a).
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. (fun). Lete = ()\y.ey,P,L). Assume w.l.o.g. that
x andy are distinct, as typing remains valid after
conversion. The case follows by induction and (fun).

. (if). Lete = if, e1 then er else e, andl’, pc, H F ey :
(bool, P), k1, andpc = pcU {p}, andl’,pc, H I er :
T, KT, andF, pC’,H Fep:Tmr, kp, andTT = (t,PT).

By induction,T',pc, H + ei[o/x] : (bool,P),k W K1,
andl',pc,H + erlo/z] : 70,k W Ky, andl’, pc, H
erlo/x] : 7p, kW kp. The case follows by (if).

. (set). Lete = e; := ey andI,pcH + e
(ref (t,P’),P), k1, andl’,pc,H F eq : (¢, P’), ko, and
pcUP C P’. By induction,T',pc,H + eifo/x] :
(ref (¢,P"),P),k W ky and T,pc,’H F es|o/x]
(t,P’), k W ko. The case follows by (set).

. (int), (bool), (loc). Directly by Hypothesis.

. (app), (ref), (deref), (binop), (let), (sub). Directly b
induction, and use of the respective type rule.
O

Lemma 3.4 (Subject Reduction)If T',pc,H + e
7.k, and H = H, and pc C pc, and for somed,
(k,6,pc H,e) — (x/,8', pc, H', ¢’) then there exists &’
such thafl',pc, H' ¢’ : 7, k', andH’ - H', andx’ = k.

Proof. By induction on the height of the reduction tree of

(k,6,pc H,e) — (x/,8',pc, H',¢’). The type derivation

of I',pd,H + e : 7,k ends in an instance of a syntax-

directed rule, followed by some number of uses of (sub).

Hence, there existsa andx;, such that; < 7, x; < &,

andT’,pc,H + e : 7, x;, whose derivation does not end

in (sub). The proof proceeds by case analysis on the re-
duction step taken, after which (sub) may be used to reveal

T',pc,H t e: 7, k. Thusto simplify the argument, it is safe

to assume, without loss of generality, that the type deriva-

tion of I', pc, H F e : 7, xk does not end in a use of (sub).

1. IF. Lete = (ify (b,P,L) then et else ef), and let
I,pc,H + e : (t,P: U{p}),~. Without loss of gen-
erality, assumé = true.

Thus, (x,d,pc H,e) (k.8 pc. H', (v, P" U
{p}.L’)). According to the premise tar, we
have k, kW {p — pcuU P} andd,
59w {p — L}, and pc, pc U {p}, and
(/-@a, da, PC,, H, eT) —"n (/-@’, &, pc,, H, (v, P/, L’}).

By premiseto (if)I', pc’, H F (b, P, L) : (bool, Py), ks,
whose derivation consists of a use of (bool), followed
by a number of uses of (sub), which according to the
definition of subtyping, yield® C P,. By (if) {p —

pc UP,} < k, which along with hypothesisc C pc
andP C P, as shown above entai{p — pcUP} < x,
S0k, = K.

By premise to (if),pc’ = pc U {p}, andT’,pc’, H +
er : Tr,RkT, andnT < K, andTT = (t,Pt). By

—



(sub), I',pcd,’H + er : 7,k Now, sincepd =
pc U {p} andpc, = pcU {p} and by hypothesis
pc C pc, we havepc, C pc’. As above, we have
(na,da,pca,H,eT) —"n (n’,(?’,pca,H’,(v’,P’,L’})
andx, = k, and by hypothesi${ - H. Therefore,
by induction,T',pc’,H’ + (/,P',L/) : 7r,k, and
H' + H', andx’ = k. So, by Lemma B.I",pc, H’ -
(v, P, L) : 7p, k. Proceeding by case analysis@n

If v" is an integer, themnr = (int, P;), and the derivation
of I',pd, H' + (v/,P’, L/ : (int, P;), x must then begin
with (int) followed by some number of uses of (sub).
Hence, by (int)[,pc, H' + (v/,P’,L') : (int,P’),0.
Thus, by (sub)P’ C P;. By (int), we havel, pc, H' -
(v',P" U {p},L') : (int,P’ U {p}),0. Conclude with
(sub),I',pc, H' + (', P’U{p},L') : (int,P,U{p}), ».
The case where’ is a boolean is identical, only using
(bool) instead of (int), andbool types in place ofnt

types.

If v" is a location, thenry = (ref 7.,P;) and the
derivation of ', pc, ®' + (v',P",L') : (ref 7.,Py), k
must then begin with (loc) followed by some num-
ber of uses of (sub). Now, le¥'(v') = 7., and
by (loc), I',pc,H' + (', P, L/) : (ref 7., P'), K;.
Thus, by (sub),P’ € P; andx; < x. Now, by
(loc),T',pc, H' + (v, P" U{p},L') : (t,P" U{p}), K.
Conclude with (sub)I’,pc,®H' + (', P’ U {p},L/) :
(ref 7., Py U {p}), k.

If v is a function, thenrr = (1, — 72, P;) and the
derivation ofl", pd, H' + (v/, P, L') : (11 — 72,Pt), K
must then begin with (fun) followed by some number
of uses of (sub). By (fun) there existsrg 75, andxy,
such that, pc, H' + (', P',L') : (1{ — 75, P’), Ky,
and by (sub);y < 7{, 75 < 1, P’ C Py, andky < k.
Now, by (fun),T,pc, H' + (v/, P’ U {p},L') : (r] —
75, P" U {p}),xs. Conclude with (sub)[',pc,H" +
W, P U{p},L'): (11 — 12, P U{p}), k.

. APP. Lete = (Az.eq,P,L) (0),, ande’ = (v, P’ U
{p},L/), andl’,pc, H e : (t,P; U{p}), .

According to the premise taPP, let K, = Kk @
{p — pcUP}, andé, = § U {p — L}, and
pc, = pcU {p}, and (kq,da,pc,, H, e1[o/2]) —"
(k',8,pc,, H', (v/,P',L’)). By premise to (app),
pc’ =pc U {p}andl’,pd,H + (Az.e1,P,L): (7' —
7,P1), k1, whose derivation consists of a use of (fun),
followed by a number of uses of (sub), which accord-
ing to the definition of subtyping, yield®, C P;. By
(app){p — pc UP;1} < k, which along with hy-
pothesigpc C pc andP C P; as shown above entails
{p+— pcUP} <k, SOk, = k.

By premise to (app)I',pd,H + o : 7, k,, and
I,pd,H + (Az.e1,P,L) : (7' — 7,P1), k1, whose
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derivation ends with a use of (fun), followed by a num-
ber of uses of (sub). Thus, there exists’aand x/,
such thatr’ < 7, andx} < k;. Thus, we have
Tz — 7"],pc’,H F e : 7, &}, which by Lemma B.1
yields [z — 7"],pc,H + e1 : 7,k}. Now, by
(sub), I',pd,H + o : 7’,k,. Using Substitution
Lemma B.2,T',pc,H + ei[o/z] : 7,K} W k,, and
since by (app)x = k1 W Ky W {p — pc U Py}
and s} < k; as shown above, by (subl), pc, H +
eifo/x] : T,k. Now, sincepc’ = pc U {p} andpc, =
pcU {p} and by hypothesipc C pc/, we havepc, C
pc’. As above, we havéx,, 44, pc,, H, e1[o/z]) —"
(x',8',pc,, H', (v/,P',L')) andr, = k, and by hy-
pothesisi + H. Therefore, by induction’, pc, H' -
(' ,P",L) : 7k, andH’ + H', andx = «’. Proceeding
by case analysis o#l.

If v’ is an integer, them = (int, P;), and the derivation
of I',pc, H' F (v/, P/, L/} : (int, P;), x must then begin
with (int) followed by some number of uses of (sub).
Hence, by (int)[,pc,H’' + (', P’,L') : (int,P’), 0.
Thus, by (sub)P’ C P;. By (int), we havel’, pc, H' -
(',P" U {p},L’) : (int,P’ U {p}),0. Conclude with
(sub),I’,pc, H' + (', P'U{p},L') : (int, P, U{p}), k.
The case where’ is a boolean is identical, only using
(bool) instead of (int), andbool types in place ofnt

types.

If v" is a location, thenr = (ref 7,.,P;) and the
derivation of ", pc, H' + (v/, P’ L') : (ref 7, Pt), &
must then begin with (loc) followed by some number
of uses of (sub). NowH'(v') = 7,,x; and by (loc),
L,pd,H + (P, L'y : (ref 7.,P’),x;. Thus, by
(sub),P’ C P; andx; < k. Now, by (loc),T’, pc, H’ I

(W, P U{p}, L) : (t,P" U{p}),x. Conclude with
(sub), T,pc, H' + (' ,P" U {p},L') : (ref 7.,P; U
{p}), 5.

If v is a function, thenr = (; — 7,P;) and the
derivation ofl’, pc, H' + (', P", L'} : (11 — 72,P¢), K
must then begin with (fun) followed by some number of
uses of (sub). By (fun);, pc, H' - (', P",1/) : (r] —

75, P"), Ky, and by (sub)yy < 7, 7% < 79, P’ C Py,
andx; < k. Now, by (fun),I',pc,H" + (v',P" U
{p},L') : (1{ — 73, P'U{p}), ky. Conclude with (sub),
I,pc,H' = (v, P"U{p}, L) : (11 — 72, P+ U{p}),x.

. BINOP. Lete; = (i,P,L) & (¢, P/, L)

Directly by (binop), (int) or (bool), and (sub).

REF. Lete = ref o, and letl’, pc, H - e : (ref 7, 0), ».
Now, ¢ = (loc, ), ) andH’ = HU {loc — o}.

DefineH’ = Hlloc — 7, x]. Becausdoc ¢ donH)

and by (heap)dom() = dom(H). Since’t - H and
and(,0,H" + o : 7, we haveH’ - H’. Hence, by
(loc)T,pc, H' + €' : (ref 7,0), &.



5. DEREF Lete = deref,, (loc,P;,L;) and letl", pc’, H -

e: (t,PU{p}), k, andH(loc) = (v, P,,L,).

According to the premise t@EREF, let v’ = kK U

{p — P,}. By premise to (deref)',pc,H +
(loc, Py, Ly) : (ref (¢t,P’),P), k, and its derivation con-
sists of (loc) followed by some number of (sub). Let
H(loc) = (t,P’),k;. ThenT',pc,H + (loc,P;,L;) :
(ref (¢,P),Py), k. HenceP; C P andk; < k.

By premise toDEREF, H(loc) = (v,P,,L,), so by
(heap),0,0,H + (v,P,,L,) : (t,P’),x;. Proceeding
by case analysis on. If v is an integer, then by (int),
0,0,H+ (v,Py,L,) : (t,Py,),0, so by (sub)P, C P/;
if v is a boolean, the®, € P’ in a similar manner;
if v is a location, then for some/ and x/. by (loc),
0,0, H = (v,P,,L,) : (ref 7., P,), k., so by (sub),
P, C P’; if vis afunction, then for some, 7, andx ¢
by (fun), 0,0, + (v,P,,L,) : (m — 72), K¢, SO by
(sub),P, € P’. In all cases, we conclude, C P’.
According to type rule (deref){p — P’} < &k, so
{p—P,} < k,andx’ = k.

We have (k,d,pc H,deref, (loc,P;,L;)) —
(x',8,pc H, (v,P; U {p},L; U L,)). Proceeding
by case analysis on

If v is an integer, ther = int. By (int), we have
I,pd,HF (v,PU{p},L;UL,) : (int,P; U {p}),0.
SinceP; C P as shown above, conclude with (sub)
D,pcd,H' + (W, Py U{p}, Ly UL,) : (int,PU{p}), k.
The case where is a boolean is identical, only using
(bool) instead of (int), andbool types in place ofnt

types.

If v is a location, thert = ref 7.. Now, H(loc) =
(ref 7.,P"),K;, as above. Let{(v) = 7/,x.. Let
H(v) = (/,P,,L)), hence byH + H, we have
0,0,H = (', P! L) : 7\ k!. As previously estab-
lished,H(loc) = (v,P,,L,), and sincét - H, we have
0,0, H + (v, Py, Ly) : (ref 7., P"), 5;. Yet, by (loc), we
haved, 0, H + (v, P,,L,) : (ref 7., P,), x.. By (sub),
k). < k; and since subtyping o#f is invariant,r,. = 7.
Now, by (loc),T',pc,H + (v,P; U {p},L; UL,) :
(ref 7.,P; U {p}), k.. SinceP; C P, k. < x;, and
k1, < k as shown above, conclude with (sibpc, H -
(v,PrU{p},LiuLy) : (ref ., PU {p}), k.

If v is an function, them = (71 — 72). Now, H(loc) =
(11 — 72, P’), ki, as above. As previously established,
H(loc) = (v,P,,L,), and sincex - H, we have
0,0, Ht (v,Py,Ly) : (1 — 72, P'), k1. Yet, by (fun),
we have(),0,H + (v,P,,L,) : (1 — 75,Py),ks.
So, by (sub);n < 7, 75 < 7, andky < k. By
(fun), we havel',pc,H + (v,P; U {p},L; UL,) :
(1 — 75, PrU{p}),xs. SinceP;, C P, iy < 7,
15 < 19, Ky < K, andr; < k as shown above, con-
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. SET. Lete = {(loc,P,L)

clude with (sub)l',pc, H + (v,P; U {p},L; UL,) :
(11 — 72,PU{p}), k.

= (v,P,,L,) and let
,pd,H F e : (t,P'),x. By premise to (set), we
havel',pc, H + (v,P,,L,) : (t,P’), k1. S0, by (sub)
I,pc,H - (v,P,,L,) : (¢t,P’),k. It remains to be
shown thatH - H'.

By premise to (set), we have pc,H + (loc,P,L) :
(ref (t,P’), P,), k], which has a derivation consisting of
(loc) followed by a number of instances of (sub). This,
along with the definition of subtyping, yield3 C P,..
Also, by premise to (setpc U P, € P’. Again, by
premise to (set), we havE,pc,’H + (v,P,,L,) :
(t,P’),x1. Proceeding by case analysis on If v
is an integer, then by (int)l’,pc,’H + (v,P,,L,) :
(t,Py),0, so by (sub),P, C P’; if v is a boolean,
thenP, C P’ in a similar manner; ifv is a loca-
tion, then for somer, and «!. by (loc), I',pc, H +
(v,Py,Ly) ¢ (ref 7/,P,), k., so by (sub),P, C P/

if v is a function, then for some,, 72, andx; by (fun),
I,pc,H F (v,P,,L,) : (11 — 72),kf, SO by (sub),
P, C P’. In all cases, we conclude, C P’. Now, ac-
cording to premise teeT, H' = HJloc — (v, P! L.)}],
andP/ = PUP,Upc. By hypothesis, we hayec C pc/,
and the above subset relatidhs- P,. andpcUP,. C P’
yield pcU P C P’. This, along with the above relation
P, C P'yieldsP/ C P’. By (loc), and the invariance
of subtyping of ref, let(loc) = (¢, P’), x;. Proceeding
by case analysis on

If v is an integer, ther = int. By (int), we have
0,0,H = (v,P, L)) : (int,P!),0. SinceP! C

P’ as shown above, conclude with (sub)), H +
(v, P! 1) : (int,P’), k;, which impliesH + H'. The

case where is a boolean is identical, only using (bool)
instead of (int), andbool types in place oint types.

If v is a location, thert = ref 7., so H(loc) =
(ref 7.,P"), k. Let H(v,) = 7/,k.., let H(loc) =

(Va, P, Lq), and letH(v,) = (v, P/, L.). SinceH
H, we havd), 0, H - (v}, P/, L) : 7/, k). andd, 0, H -
(Va, Pa,La) : (ref 7., P’), k. Yet, by (loc), we have
0,0,H & (va,Pa,Ly) : (ref 7,P,),x.. By (sub),
k.. < k; and since subtyping oéf is invariant,r, = 7.
Now, by (loc),I", pc, H = (v, P, L) : (ref 7., PL), k1.
SinceP!, C P/, andx!. < k; as shown above, conclude
with (sub)T',pc,H F (v,P. L) : (ref 7., P’), Ky,

which impliesH + H'.

If v is an function, thent = (11 — 72), SOH(loc) =
(11 — 12, P’), k. As previously established(loc) =
(va, Pa,Lg), and sinceH + H, we have(, ), H +
(Va, Pa, La) : (11 — 72, P’), K. Yet, by (fun), we have
0,0, H + (va,Pa,La) ¢ (71 — 75,Pa),kf. SO, by
(sub),m < 71, 7% < 7, andk; < k;. By (fun), we



have), 0, H + (v, P, L) : (11 — 75,P.), k. Since
P, C P, n <7, 75 <7, andks < k; as shown
above, conclude with (sub),®,H + (v,P, L) :

(11 — 72, P’), ki, which impliesH + H'.
7. LET. Lete = letx = o iney and letl’,pd,H F ¢ :
T1, K.

By premise to (let), we havE,pc,H - o : 7, k,,, and
Tz — 7],pc,H F ey : 71, k1, andk = Kk, W k1. Then,
by Substitution Lemma B.2T",pc,H + ei[o/x] :

T1, K.
8. CONTEXT. Lete = Rles] and letl',pc, H F e : 7, k.

We have two cases.

@R = Roe | coR | o®) |
ifp R then ey else ep | let z = R/ iney | ref R/ |
R’ = ez | 0 := R’ | deref,R’. Then, by

(binop), (if), (let), (ref), (set), (deref), or (app), we
havel',pc, H F e; : 71, k1, which by (sub) yields
I,pd,Htel:7m,k

By CONTEXT, (k,d,pc, H,eq)
(«',0',pc,H’,e}). By induction, T',pc,H +
e} : 7,k and there exists &’, such that’ - H’,
andx = «’. The case follows by (binop), (if), (let),
(ref), (set), (deref), or (app).

R =R’ (e2)p. Then, by (app), we hayec’ = pc U
{p}, which along with hypothesisc C pc, yields
pc C pc’. Again, by (app), we hav&,pc’, H +
71,k1. Which by (sub) yieldsl', pc’,’H +
e1 71,k By CONTEXT, (k,d,pc,H,e;) —
(x',0',pc,H’, e}). By induction,I',pc’, H + €] :
71, & and there exists &/, such that?’ + H’, and
k = k’. The case follows by (app).

—

(b)

er -

O

Lemma 3.5 (Typing Produces a Fixed Point Dependency
Cache) If T',pc,H F e : 7,k andH + H, where fre¢e) =
{7} andT’ = {z}, — (int,0)}, thenx is a fixed point of
cache of program point dependencies of expressigiven
program counter pc and hedp.

Proof. Choose anyd§, i, L, and n, such that
(5167 pr H,€[<ik,®,Lk>/$k]) —" (Kzla(slapca H/ael)'
By type rule (int), we haved,pc,H F (ig, 0, L)

(int,0),0. By hypothesis, T',pc’H F+ e T, K
and I' = {z; — (int,0)}, and applying Sub-
stitution Lemma B.2 for each (i, 0, L), we
have 0,pc’ H +  e[{ig, 0, Lg)/xk] 7,k.  Since

(k,6,p6 H, e[(ir, 0, Ly) /xi]) —" (&,8,pc,H',¢’) as
noted above, and applying Subject Reduction Lemma3.4
times, noting thapc C pc, we havel, pc, H' + ¢’ : 7,x/,
andx’ = k. O
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t = int|bool |7 — 7 | ref 7 unlabeled types

Tou= (H(PL) types

r = [z—=7] type environment

H == [loc— T, k,J] memory environmerjt
Figure 9. Static Type Definitions

t<t PCP LCL <7 <

(t,(P,L)) < (', (P", 1)) ref 7 < ref 7/

To §7’é 7'{ <mn

T =T < T —Th int < int bool < bool

Figure 10. Static Subtype Relations

Corollary 3.6 (Dynamic Noninterference of Typ-
ing). If I,pc’H F e 7,k and H F H, where

freele) = {7} and T' = {a;+— (int,0)}, and
er = e[(ix,0,Lhign)/zk], e2 = e[(i}, 0, Lnign)/zx],
(k,6,p6 H,e1)  —™  (k1,61,pC Hy, (i1, P1,L1)),
(IQ, 5, PC, H, 62) —n2 (IQQ, 52, PC, HQ, <i2, PQ, L2>),

Liigh Z Liow, for SomeLjo, and seclevél® PiUL; C Ligy
then<i17 Pla L1> - <7;27P27 L2> andnl = n2.

Proof. Directly by Theorem 3.5 and Theorem 3.2. O

C Static Type System

This section defines a static type system which produces
a type of both indirect dependencies and direct labelsgalon
with caches of indirect dependencies and direct flows. The
type definitions are in Figure 9, the subtyping rules are in
Figure 10, and the typing rules are in Figure 11.



(var)

(int)

IpeH bz :T(x),0,0 I peHE (G, P, L) : (int, (P, L)), 0,0

[z 7],pc,HEe: Tk, 8

bool f
T peH - (b P.L) : (bool (P.1)). 0.0 0% T peH - e L) (7 = (P.L) msoum
H(loc) = 7. k. 5
(loc) =T,k (loc)
T, pc,H F (loc,P,L) : (ref 7, (P,L)), k, 0
T, pc H b e : (bool, (P,L)), , 6
pd =peUfp)  TpdHEe Ty TpdHES R T = (L)

I,pc,H ifyethene elsee” : (¢, (P'U{p}, L), sWr Wk" W {p— pcUP},dwd Wd§ w{p— L}

pc = pcU {p} Ipd,Hte: (7" — 7,(P,L)), K, ¢ IpcHEE 7K, 06" T =(t,(P',L"))
IpcHEe(e): (¢, (PU{p},L"), kW' W{p— pcUP},dwd W{p— L}

(app)

TpcHEe:T, K, 6 (ref) IpcHEe: (ref (t, (P, 1)), <P,L>), K, 0
I,pc,H +refe: (ref 7,0,0),%,0 I',pc,H +deref,e: (t,(PU{p},L)),xw {p+— P},

deref
6( eref)

I,pc,Hte: (ref (¢, (P',L),(P,L)),r,6 T,pcHte :(t, (P, L)), 6 pcuPCP  LCL (set)
IpcHEe:=¢:(t, (P, L), rWr dud

IpcHEe:T,K,6
<7 k<K 5 <

I,pc,HEe: (int, (P,L)), x,d I,pc,H e : (int, (P, L)), s, (sub)
T,pcHEFe: 7K,

!
bino
T.pcHEede : (int, PUP,LUL)), r &R, 080 (binop)

dom(’H) = dom(H)
T,pcHEe:7,k,0 Oz — 7],pc, HEe 7' K0 Vloc € dom(H). @, 0, H - H(loc) : H(loc)

let hea
I,pcHEletz=cine : 7, ker, W (let) HFH (heap)

Figure 11. Static Type Rules
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