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Universal hashing

A family of hash functions H from universe U with
|U| > ntorange {0, 1, ..., n — 1} is 2-universal if

for distinct elements x,, x, and for function & drawn
uniformly from H:

1
Pr (h(x;) = h(xy)) < —

n

Let's prove a useful
expectation for hash tables...




Universal hashing

A set S of m items have been hashed to an n-bucket
hash table using /1 from a 2-universal family

For given element x let r.v. X be the number of
items in bucket /(x). We want to show:

min ifx &S
ElX] <
[ ]_{1+(m—1)/n ifxe S
Not-in-table case In-table case

lifm=n <2ifm=n



Universal hashing

min ifx &S

BlXT < {1+(m—1)/n ifx e S

Let X;be arv. X;=1when the i”" element of S is

in same bucket as x. X; =0 otherwise

1
Pr(X. = 1) <— By 2-universality!
n



Universal hashing

X & Scase  Linearity

77\
m m m
E[X]=FE [ 1)@} — ZE[Xi] <—

= =1

AN

2-universality
+ expectation of indicator

ElX]=Pr(X;=1) < l
n
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min ifx &S

BT < {1+(m—1)/n ifxes

Let X;be arv. X;=1when the i”" element of S is

in same bucket as x. X; =0 otherwise

Without loss of generality, use i = 1 foritem x

1
Pr(X;=1)<— fori>1
n



Universal hashing

X € Scase Linearity

/‘\
E[X]=E [Zx] =1+ ) E[X] < 1+m;1
i=1 =2

AN

2-universality

+ expectation of indicator



Universal hashing

Proving a key property; with 2-universal hashing,
expected query time is O(1) whenm < n

min ifx &S

BT < {1+(m—1)/n ifxe S

Not-in-table case In-table case
lifm=n ~2ifm=n



Universal hashing

What kind of family has this property?

Are functions easy to draw from the family?

Are functions easy to store and compute with?
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Universe U : {0, 1,2,...,m—1}
RangeV:{0,1,2,...,n—1} withn <m

Primep > m

m P
I vV

>



Universal hashing

Example of a 2-universal family from U to V-
H=1{h,, | 'i a<p-1,0<b<p-1j
h,,(x) = ((ax + b) mod p) mod n

m P

>



Prime field

A prime field Fp is a number system consisting of
integers modulo a prime p, and rules for plus & times

Plus & times have many of our favorite properties

+|lol1]2]3]4] F5 x|ol1]2]3]4]
0/0 12 3 4 0/0 0 00O
1|1 23 40 1]0 1 2 3 4
2|2 3 4 0 1 2]0 2 413
3|3 4012 3]0 31 4 2
44 01 2 3 4]0 4 3 2 1




Prime field

Fields are special for having multiplicative inverses

Each number (except 0) F. x|o|1]|2]3]4
has another it multiplies 5 olo 0o 0o 0 O
with to get 1 1]lo0 1 2 3 4
2102413

2-3=3-2=1 mod>5 3103142
4.4=1 mod>5 4104 3 2 1

l-1=1 mod 5



Prime field

Does modulo a non-prime work?

F?6xo\1\2\3\4\5\
0l000000
1]lo01 23 45
2lo2 40 2 4
3lo 3o 3o s
4]0 4 200 4 2
5|05 43 2 1

Signs of trouble. 1) We sometimes get 0s when
multiplying non-0s



Prime field

Does modulo a non-prime work?

}no1

Signs of trouble. 1) We sometimes get 0s when
multiplying non-0s

o [ [ o |~ |o %
WO W o WOo|W
N O DN B~ OB
— N W B~ 01 OO

2) Some rows don't have 1; no multiplicative inverse



Prime field

O OO0 O0OO0O

6 54 3 2 1

x|ol1]2]|3]4]5]6]




Universal hashing

Choose distinct x;,x, € U. Can they

?
ax;+b = ax,+b mod p

ax1+b — ax2+19 mod 1%
ax; = ax, mod p

a(x; —x,) =0 mod p

Wesaida > 1 and x| # x,

Left side is product of two
numbers and neither is 0 mod p.

inp?



Prime field

x|ol1]2]|3]4]5]6]

K




Universal hashing

Can ac = zp, where p is a prime, zZ is some
integer multiple, and a & ¢ are not 0 mod p?

ac = p
Consider prime factorizations of @ and ¢

For equality to hold, p must be a prime factor of a
or ¢, contradicting "a & ¢ are not 0 mod p"

ac # p



Universal hashing

(ax + b) mod p

>

Fact 1: Distinct items from U
won't collide in prime field
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bloflo|ojof1[1]|1]1[2]|2]2|2]|3]3
alr112(13141112131411(21314|1]2
ofo 0 0 O
141 2 3 4§ Eachcolumnisa

X ofo 4 1 3f permutation of
33 1 4 o] Integersmod>5
414 3 2 1

Copied from (ax + b) mod 5
Fs X table
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blololo|o|1]1
al1l2]3]al1]2
0lo o0 o0i1 1
1)1 2 3 4l2 3
X 2l2 41330
3|31 4 2140
4432 1/0 4

Same as block to
left but + 1 mod 5

(ax + b) mod 5



Universal hashing

blojofojo|t{1[1]|1[2(2]2
al1|2|3lal1]2]3]a]1]2]3
ofoo001 111222
112342340340
X 2l24133024(413
3|31424203/03
z43210432104

L H O S i

Same as block to
left but + 1 mod 5

(ax + b) mod 5
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blolo|o|o|1]1]1[1]2]2]|2]2|3]|3|3|3|4]4]|4|4
al1|2|3]a|1]|2|3|4]|1]2]|3]4[1]|2]3]|4]|1|2]3]|4
0/000011112222333344 44
1]/123423403401401201 23
X 2|24133024413002411302
3/31424203031414202031
4/43210432104321043210

(ax + b) mod S

Every column is a permutation of integers mod 5.
Therefore: no collisions. Distinct xs get distinct answers
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(ax + b) mod 4
Is every columns necessarily a permutation of another

column?
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(ax + b) mod p

P
eV

n
® U v

Given xq, X5, 4, v, what is the
chance that &, ,(x;) = uand h, ,(x,) = V?
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(ax; + b)=u mod p P
(ax, + b) =v mod p ° V
V—Uu
a = mod p 1 ”
Xy — X
b=u—ax;, modp
Fact 2: Single choice of a, b satisfies the equations.
0<b<p—-1land 1 <a<p—-1,sochanceis
p(p—1)

u, v pairs are equally likely
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( ) mod n
" P
Y @
\n
L Se W
V

Last concern:
collisions from final mod n
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P V
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Taking a number u in the Forp =11&n =4,
prime field, the others £zn 20 out of 110 u, v pairs
are its colliders w/r/t V collide (red squares)



Universal hashing
p=11 1%

01112131415]161/71819]10

, For given u, number of

— iiilll!l-!l' possible V's (1 # V) is
- p — 1, all equally likely

D

6

; Atmost |[p/n| — 1

9 choices are collisions

10

[p/n] — 1 < (p—1)/n
p—1

Pr (B, ,(x)) = hy (1)) <

2-universality



