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Randomness & independence

To make 2 uniform hash functions requires randomness 

To make 2 uniform & independent hashes requires more

h1

h2

h1h2



Randomness

True randomness is hard to come by

Might ultimately come from environment 

Can be "amplified" deterministically, e.g. 
pseudo-random generation

https://en.wikipedia.org/w/index.php?
title=Special:CiteThisPage&page=A_Million_Random_Digits_with_100%2C000_Normal_Deviates&id=932646504

https://en.wikipedia.org/w/index.php?title=Special:CiteThisPage&page=A_Million_Random_Digits_with_100%2C000_Normal_Deviates&id=932646504
https://en.wikipedia.org/w/index.php?title=Special:CiteThisPage&page=A_Million_Random_Digits_with_100%2C000_Normal_Deviates&id=932646504


Events  are mutually independent if 
and only if, for any subset 

E1, E2, . . . , Ek
I ⊆ [1, k]

Pr (⋂
i ∈ I

Ei) = ∏
i ∈ I

Pr(Ei)

Independence



Independence

Ω A
B

P(A, B) = P(A) ⋅ P(B)

Independent events



Two r.v.s  and  are independent when:X Y

Pr(X = x ∩ Y = y) = Pr(X = x) ⋅ Pr(Y = y)

for all , x y

R.v.s    are mutually independent 
when, for any  and values 

X1, X2, . . . , Xk
I ⊆ [1, k] xi, i ∈ I

Pr (⋂
i∈I

(Xi = xi)) = ∏
i∈I

Pr(Xi = xi)

Independence



Independence

A = 1

B = 1

P(A = a, B = b) = P(A = a) ⋅ P(B = b)

Independent r.v.s

A = 2

B = 2

A = 0

B = 0

ΩA

ΩB



Pairwise independent 3-wise independent

Independence

When would we have pairwise independence but 
not 3-wise independence?



1 2 3 4 5 6
1
2
3
4
5
6

Die 1

Die 2

1.  Event : Die 1 = 3A

2.  Event : Die 2 = 4B

3.  Event : Sum of dice = 7C

Pr(A ∩ B) = Pr(A) Pr(B) = 1/36
Pr(B ∩ C) = Pr(B) Pr(C) = 1/36
Pr(A ∩ C) = Pr(A) Pr(C) = 1/36

Pairwise 
independence ✅

Pr(A ∩ B ∩ C) =
1
36

≠
1

216
= Pr(A) Pr(B) Pr(C)

3-wise 
independence X

Independence



Randomness

Given a few mutually independent coin flips (bits), 
can I construct many pairwise independent flips?



Randomness

Mutually independent flips

Use coin flip?
yes no



Randomness
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Mutually independent flips



Randomness
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XOR

Are these 
pairwise 
independent?

Mutually independent flips



Randomness
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Column with a 
difference



Randomness
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Randomness

Use principle of deferred decisions: assume we do 
all the XOR'ing outside the blue column first

Final value for one row is determined by new coin flip 

With final flip, we have pairwise independence

"New": not yet used in either row

a
b

a
c



Randomness

We can find a column with 
a difference for any pair of 
rows, by construction

Do we have 3-wise 
independence?



Randomness

a
b
c

row  = row   row a b ⨁ c

No 3-wise independence among rows X


