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Abstract

In this paperwe presenta generalmethodologyfor designingsupervisedeerto-peersystems.A
supervisegeerto-peersystenis a systemin which the overlay network is formedby a supervisoibut
in which all otheractivities canbe performedon a peerto-peerbasiswithoutinvolving the supervisorlt
canthereforebe seenasbeingbetweersener-basedsystemsandpurepeerto-peersystems.Thoughit
appearghatsupervisegeerto-peersystemsarelimited in their scalability we will arguethatwith our
conceptsupervisegeerto-peersystemsanscaleto millions of peerswithout requiringthe supervisor
to be more powerful thanjust having a normalworkstationwith a 100 Mbit/s connection.In fact, the
supervisoronly hasto storea constantamountof informationaboutthe systemat arny time andonly
needgo senda small constantnumberof messageto integrateor remove a peerin a constantamount
of time. Thus,with a minimum amountof involvementfrom the supervisor peerto-peersystemscan
be maintainedfor example,that canhandlelarge distributed computingtasksaswell astaskssuchas

le sharingandweb crawling. Furthermorepur conceptextendseasilyto multiple supervisorsothat

peerscanjoin andleave the network massvely in parallel.We alsoshav how to extendthe basicsystem
to provide robustnesguaranteesinderthe presencef randomfaultsandunderadwersarialjoin/leave
attacks Hencewith ourapproachsupervisegheerto-peersystemsansharghebene tsof sener-based
andpurepeerto-peersystemswithoutinheritingtheir disadantages.
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1 Intr oduction

Peerto-peersystemshave recently attracteda signi cant amountof attentioninside and outsideof the
researcttommunity The adwvantageof peerto-peersystemss thatthey canscaleto millions of siteswith
low-costhardwarewhereaghe classicalpproactof usingsenerbasedsystemsioesnot scalewell, unless
powerful senersare provided. On the otherhand, sener-basedsystemscan provide guaranteesind are
thereforepreferablefor critical applicationghatneeda high level of reliability. The questionis whetherit
is possibleto marrythetwo approachem orderto sharetheir bene tswithout sharingtheir disadantages.
We proposesupervisegeerto-peersystemssa possiblesolutionto this.

A superviseeerto-peersystenis a systemin which the overlay network is formedby a supervisor
but in which all otheractvities canbe performedon a peerto-peerbasiswithout involving the supervisar
Thatis, all peersthatwantto join (or leave) the network have to contactthe supervisgrandthe supervisor
will theninitiate their integrationinto (or removal from) the network. All otheroperationshowever, may
be executedwithout involving the supervisar In orderfor a supervisedetwork to be highly scalablewe
proposawo centralrequirementshathave to beful lled:

1. The supervisomeedsto storeat mosta polylogarithmicamountof informationaboutthe systemat
ary time (i.e. if therearen peersin the system storingcontactinformationaboutO(log? n) of these
peerswould be ne, for example),and

2. Thesupervisomeedsat mosta constaninumberof messageto includea new peerinto, or exclude
anold peer from the network.

Theseconcconditionmakessurethatthework of the supervisoto includeor excludepeerdrom thesystem
is keptataminimum. Still, onemay certainlywonderwhethersupervisegeerto-peersystemsarereally as
scalableaspurepeerto-peersystemn the onehandandasreliableassener-basedsystemsn the other
hand.In this paperwe arguethatour approactcanresultin highly scalableandhighly reliablesystems.

1.1 Motivation

First of all, remembetthat even pure peerto-peersystemaeedsomekind of a “rendezwus point”, such
asawell-knovn hostsener [17] or a well-knovn web-addres$ike gnutellahosts.comyhich allows new
peerdo join thesystem.Therendezouspointtypically doesnot play ary rolein the overalltopologyof the
network but just actsasa bridgebetweemew nodesandthe existing network. This meanghatnodeshave
to self-oganizeto form anoverlay network with goodtopologicalpropertiessuchasdiameter degreeand
expansion.n suchascenario(a) randomizedonstructiongannotguaranteeagoodexpansioror diameter
and(b) deterministicconstructionsnvolve complex balancingscheme$4] to arrive ata goodtopology

We shaw thatallowing thesupervisoto overseghetopologyof theoverlaynetwork, apartfrom working
astherendezwuspoint,tremendouslgimpli es the problemof maintainingtheabose mentioneddesirable
propertiesof the peerto-peernetwork. Hence,aslong asthe communicationeffort of a supervisorfor
including or excluding a peeris only a low constantsuperviseddesignsshouldcompetewell with pure
peerto-peersystems.

Our approacthasmary interestingapplicationsn the areaof grid computing[20, 23, 9], WebTV, and
massie multi-playeronlinegaming[12], asoutlinedin Sections. A supervisomayalsosene, for example,
asareliableanchorfor codeexecutionrollback, which is importantfor failure recovery mechanismsuch
asthoseusedin the Time Warpsysten]10]. Thiswould make supervisegeerto-peersystemsgarticularly
interestingor grid computing[20]. With our conceptsupervisegeerto-peersystemsanscaleto millions
of peerswithout requiringthe supervisotto be more powerful thanjust having a normalworkstationwith
a 100 Mbit/s connection. Also, it is much easierto recoser from temporarynetwork partitionswith a



supervisedsystemthan a pure peerto-peersystem. This is useful for systemsin which fastrecovery is
importantdueto real-timecontent suchasinternetradioor InternetTV. Finally, thoughsupervisegeerto-
peersystemsarenot asstableassenerbasedsystemavith poverful seners,their advantages thatbecause
the supervisoonly takescareof the topologybut may not beinvolved at all in peerto-peeractuities, it is
from a legal point of view a muchsaferdesignthanthe senerbasediesign.

1.2 Our Results

In Section2, we shawv how to combineknown techniquegroposedor peerto-peersystemssuchasthe
hierarchicaldecompositiorapproachof CAN [18], andthe continuous-discretapproach16] in a novel
way to obtainageneraframevork for thedesignof supervisegeerto-peersystemsOurapproachrequires
the supervisoto storea constantamountof informationaboutthe systemat ary time andto only sendand
receve a low constantnumberof messages orderto integrateor remaove a peerfrom the system. We
demonstrat®ur approactby shaving how to maintaina supervisechypercubenetwork anda supervised
de Bruijn network with it. Our schemecanalsobe extendedto allow concurrenjoin/leave operationsor
allow multiple supervisorasoutlinedin Section3. In orderto demonstrat¢hatsupervisedystemsanbe
madehighly scalableye proposesolutionsin Section3 thatallow a supervisoto serne mary join andleave
requestgoncurrentlyandthenextendour basicdesignto allow multiple supervisorsAfterwards,in Section
4 we look at robustnessssuesanddiscusshow our superviseddesigncan be extendedto handlerandom
faults. We alsopresentandanalyzea simpleschemenvolving the supervisoriso thatthe resultingnetwork
is robust even againstadaptve adwersarialjoin/leave attacksa studyrecentlyinitiatedin [22]. Finally, we
discusgn Section5 variousapplicationsof our supervisedpproach.

1.3 Relatedwork

Speciakase®f supervisegeerto-peersystemdave alreadybeenformally investigated17, 21, 20], butto
the bestof our knowledgea generafframework for supervisegeerto-peersystemshasnot beenpresented
yet.

In [17], theauthorsconsidera specialnodecalledthe hostserverthatis contactedy all nev peersthat
join the system.The overlay network maintainedby the hostsener is closeto arandom-lookinggraph.As
shavn by the authors,undera stochastianodel of join/leave requestghe overlay network can,with high
probability guaranteeonnectiity, low diameterandlow degree.Alternative designsverelaterproposedn
[21, 2Q]. In [21] it is shavn how to maintainatreetopologyusinga supervisofor guaranteetbroadcasting
andin [20] it is shavn how to maintaina superviseaverlay network with de Bruijn graphtopologyfor grid
computingandload balancing.In this work, we proposea uni ed modelthatenablesoneto createalarge
classof superviseaverlay networks.

Most of the distributed systemsare eithersener-basedor peerto-peer For example,Napsteris rather
senerbaseecausall peerrequestarehandledatasinglelocation. Also systemdike SETI@homg23],
Folding@homg11], anddistributed.nef[9] areheaily sener-orientedbecausehey do notallow peerto-
peerinteractions. Other systemssuchasthe IBM OptimalGridallow communicatiorbetweenpeersbut
it still usesa startopology andthereforeis still closerto being senerbasedthan supervised.Extensve
researcton computationalgrids is alsodonein the Glohus Alliance but they do not appearto consider
topologicaldesignsn theirresearch.

Theline of researchihatis probablyclosesto our approachs thework on overlaynetworksin thearea
of application-layemulticasting.AmongthemareSpreadI{8], NICE [2], Overcas{13], andPRM[3], to
namea few. However, thesesystemnly focuson speci ¢ topologiessuchastrees,andthey do not seem
to be generalizabldgo a universalapproachfor supervisedsystems.Other protocolsfor application-layer
multicastingsuchasScribe[5], Bayeux[27], I3 [24], Borg [26], SplitStream{6], and CAN-Multicast[19]



areratherextensionsof a purepeerto-peersystem.For an evaluationof several of theseprotocolssee[7],
for example.

2 A generalframework for supervisedpeerto-peer systems

Our generalframevork for supervisedoeerto-peersystemaeedssereral ingredientsincluding the hier
archicaldecompositiortechnique[18], the continuous-discreteechnique[16], andthe recursie labeling
technique.After presentinghesetechniquesve shav how to put themtogetherin anappropriatevay so
that we obtaina universalapproachfor supervisedoeerto-peersystems. Afterwards, we give someex-
amplesthat demonstratdow to apply this approachto maintaina supervisechypercubicnetwork and a
supervisedie Bruijn network.

2.1 The hierarchical decompositiontechnique

Considerary d—dimensionabpaceU = [0; 1) for somed 1. Thedecompositioriree T (U) of U is an
in nite binarytreein which theroot representt) andfor every nodev representinghe subcubel %in U,
the childrenof v representwo subcubed) ®®andU®whereU®andU®%rethe resultof cuttingU%in the
middle at the smallestdimensionin which U%hasa maximumsidelength. Let every edgeto aleft child in
T(U) belabeledwith 0 andevery edgeto aright child in T(U) belabeledwith 1. Thenthelabelof anode
v, isthesequencef all edgelabelsencounteresvhenmoving alongthe uniquepathfrom therootof T (U)
downwardsto v. Ford = 2, theresultof this decompositions shavn in Figurel.

Figurel: Thedecompositiorireeford = 2.

Our goalfor the supervisegeerto-peersystemwill beto mapthe peersto nodesof T(U) sothat
1. thesubcube®f the (nodesassignedo the) peersaredisjoint,

2. theunionof thesubcube®f the peersgivesthe entiresetU, and

3. thepeersareonly distributedamongnodesof two consecutie levelsin T (U).

Theabove goalsareimportantfor the following reason.Recallthe CAN basedapproactof [18]. The
basicideais to combineanin nite completebinarytreeT with afamily of graphsG = fG-j° 2 INgg with



jV(G)j = 2 forevery~ 0. The rst two goalsarerequiredsothatevery pathdown thetreestartingwith
theroot containsexactly one peerwhich is the basicinvariantfor the CAN-basedapproacH18]. In order
to keepthe degreelow, a basicgoal of the CAN approactis to keepthe nodesin asfew levels of the tree
T aspossible.This canbe quantizedoy level imbalancebeingde ned asthe maximumdifferencebetween
thelevelsof thenodesin T. This parameteis calledthe globalgapin [1]. Thethird goalthusasksfor an
assignmenbf nodedo levelssothatthelevel imbalancds closeto optimal.

WhereasCAN-basedpeerto-peersystemausually satisfythe rst two propertiesthey have problems
with thethird property For example,usingrandomizedtratgies[1, 18] involve advancedtechniquesuch
asmultiple-choicehashing[15] andresultin alevel imbalanceof O((log logn)=logd) ford 2. Butas
wewill see,t will beeasyfor oursupervisegheerto-peerapproacho alsomaintainthethird propertyusing
deterministicstratgies.

2.2 The continuous-discetetechnique

The basicideaunderlyingthe continuous-discte approact16] is to de ne a continuousmodelof graphs
andto applythis continuouamodelto the discretesettingof a nite setof peers.

Considerary d-dimensionabpacdJ = [0; 1)%, andsupposehatwe have asetF of functionsf; : U !
U,i 1 Thenwede ne Ef asthesetof all pairs(x; y) 2 U2 withy = f;(x) for somei. Givenary subset
S Ullet(S)=fy2UnS|j9x 2 S: (X;y) 2 EFg. Wesaythat(U;Eg) is connectedf for ary
subsetS U it holdsthat ( S) 6

Considemow ary setof peersV, andlet R(v) betheregionin U thathasbeenassignedo peerv. Let
Gk (V) bethegraphwith nodesetV andedgeset

E(Gr) =f(viw) 2V V] 9x2R(v); 9y 2 R(w); (x;y) 2 Erg

Thatis, E(Gg) containsan edge(v;w) for every pair of nodesv andw for which thereis an edge
(x;¥) 2 EF withx 2 R(v) andy 2 R(w). Usingtheabore setting thefollowing theoremholds:

Theorem 2.1 Supposehat[ vovR(V) = U and(U; Ef) is connectedthenalsoGg (V) is connected.

Theproofof theabore theoremfollows from thede nitions. Thus,to arrive atasituationwhereGeg (V)
is connectedve have to ensurethat[ yov R(v) = U. But the goalsof the heiararchicaldecomposition
techniqueensuresuchanassignment.

Let = maxyyv2v jR(V)j5R(u)j bethesmoothnesgl6] of theabove assignmenschemeThen,using
the propertiesof the hierarchicaldecompositiortechniqueit holdsthat is independenbf n and 2.
Having a constanthasnice implicationsasdescribedn [16] even whenconsideringarbitrary setF of
functions.

2.3 Therecursive labeling technique

In therecursve labelingapproachthe supervisomassigns label to every peerthatwantsto join thesystem.
Thelabelsarerepresentedsbinarystringsandaregeneratedn thefollowing order:

0;1;01; 11,001 011;101; 111; 0001; 0011; 0101; 0111; : ::

Basically ignoring label 0, when stripping off the leastsigni cant bit, the supervisoris rst creatingall
binary numbersof length0, thenlengthl, thenlength2, andso on. More formally, considerthe mapping
“:INg! fO0;1g with thepropertythatfor everyx 2 INg with binaryrepresentatiofixq: :: Xg)2 (Whered
is minimumpossible),

T(X) = (Xd 111 X0Xq)
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Then' generateshe sequencef labelsdisplayedabove. In the following, it will alsobe helpful to view
labelsasreal numbersin [0; 1). Lg thefunctionr : f0;1g ! [0;1) be de ned so thatfor every label

= (12l 210;1g ,r(0) = ?:1 - Thenthesequencef labelsabove translatesnto
0; 1=2; 1-4; 3=4; 1=8; 3=8; 5=8; 7=8; 1=16; 3-16;:::

Thus, the more labelsare used,the more denselythe [0; 1) intenal will be populated. When usingthe
recursve approachthe supervisomimsto maintainthe following invariantatary time:

of peesin thesystem.

Theabore invariantis usefulfor our approachtasshavn in Section2.4 sothatall thethreegoalsof the
hierarchicaldecompaositioriechniquearemet.

Thisinvariantis presered whenusingthe following simplestratey:

Wheneer anew peerv joins the systemandthe currentnumberof peerss n, the supervisorassigns
thelabel™ (n) tov andincreases by 1.

Wheneer apeerw with label™ wantsto leave the systemthe supervisomasksthe peerwith currently
highestiabel (n 1) to take overtherole of w (andtherebychangets labelto ) andreduces by 1.

2.4 Putting all piecestogether

Now we arereadyto put the piecestogether We assumehatwe have a single supervisoffor maintaining
theoverlaynetwork. In thefollowing, thelabelassignedo somepeerv will bedenotedhs’ . Givenn peers
with uniquelabels,we de ne the predecessoof peerv, denotedored(v), asthe peerw for whichr (") is
closestfrom below tor ("). We de ne the successoof peerv, denotedsuccfv), asthe peerw for which
r("w) is closestirom abore tor (") (viewing [0; 1) asaring in both cases) Giventwo peersv andw, we
de ne theirdistanceas

(viw) = minf(1+r(y) r(w)) modl; (1+r(Cw) r(v)) modig

In orderto maintaina doubly linked cycle amongthe peers,we simply have to maintainthe following
invariant:

Invariant 2.3 Everypeerv in the systemnis connectedo pred(v) andsucdVv).

Now, supposéhatthelabelsof the peersaregeneratedia therecursve stratgy abose. Thenwe have
thefollowing properties:

Lemma 2.4 Letn bethe currentnumberof pees in the systemandletn = 20°9"¢. Thenfor everypeer
v2V,jyj dogneand (v;pred(v)) 2 f1=(2n);1=ng.

Sothe peersareapproximatelyevenly distributedin [0; 1) andthe numberof bits for storinga labelis
almostaslow asit canbewithoutviolating the uniqguenessequirement.

Now, recallthe hierarchicaldecompositiorapproachThe supervisomlssignsvery peerp to theunique
nodev in T (U) atlevel log(1= (p;pred(p))) with *, beingequalto ", (paddedwith 0's to theright sothat
i vi = i pi)- As anexample,if we have 4 peerscurrentlyin the systemthenthe mappingof peerlabelsto
nodelabelsis

0o! 00, 1! 10 01! OL 11! 11
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With this strateyy, it follows from Lemma2.4 thatall threedemandgormulatedin the hierarchicadecom-
positionapproaclaresatis ed.

Considemow ary family F of functionsactingon somespaceU = [0; 1) andlet C(p) bethesubcube
of thenodein T (U) thatp hasbeenassignedo. Thenthegoalof thesupervisois to maintainthefollowing
invariantatary time.

Invariant 2.5 For thecurrentsetV of peesin thesystenit holdsthat

1. thesetof labelsusedbythepeesisf (0); "(1);:::; (n 1)g, wheen = jVj,
2. everypeerv in the systenis connectedo pred(v) andsuccf), and

3. there are bidirectionalconnectiong v; wg for every pair of pees v andw for which there is anedg
(x;¥) 2 EF withx 2 C(v) andy 2 C(w).

2.5 Maintaining Invariant 2.5

Next we describethe actionsthat the supervisothasto performin orderto maintaininvariant2.5 during
anisolatedjoin or leave operation. For simplicity, we assumehat all nodesare reliable and trustworthy
andalsothat peersdepartgracefullyi.e., they announceheir departureo the supervisar (Non-graceful
departuresand untrustworthy nodesaretreatedin Section4). We alsoassumehatthe supervisorcanin

eachround senda messagehat can containup to a constantamountof information. We startwith the
following importantfactwhich canbe easilyshawvn.

Fact2.6 Whenger a new peerv entes the systemthenpred(v) hasall the connectivityinformationv
needsto satisfylnvariant 2.5(3), and wheneer an old peerw leavesthe systemthenit sufces that it
transfes all of its connectivityinformationto pred(w) in order to maintaininvariant 2.5(3).

The rst partof thefactfollows from the obserationthatwhenv entersthe systemthenthe subcube
of pred(v) splitsinto two subcubesvhereoneresidesat pred(v) andthe otheris taken over by v. Hence,
if pred(v) passesll of its connectrity informationto v, thenv can establishall edgesrelevant for it
accordingo thecontinuous-discretapproachThesecondartof thefactfollows from theobserationthat
thedepartureof a peeris thereverseof theinsertionof a peer

Thus,if thepeerdake careof theconnectionsn Invariant2.5(3),theonly partthatthe supervisohasto
take careof is maintainingthe cycle. For this we requirethefollowing invariant.

Invariant 2.7 Atanytime thesupervisostoresthecontactinformationof pred(v), v, sucqv), andsucc(sucgv))
wheev isthepeerwith label " (n  1).

We now describehow to maintaininvariant2.5duringary join or leave operation.

Join: If anew peerw joins, in orderto satisfyInvariant2.7, the following actionsare performed.In the
following, S denoteghe supervisar

S informsw that™ (n) isits label,succ{) is its predecesspandsucc(succy)) is its successor
S informssucc{) thatw is its newv successor
S informssucc(succy)) thatw is its new predecessor

S askssucc(sucgv)) to sendits successoinformationto the supervisgrand



S asksv whichis now pred(w) to sendthe connectiity informationaccordingo F to nodew.

Ssetsn = n+ 1.

Leave: If anold nodew leavesandreports’,, pred(w), andsuccfv) in orderto maintaininvariant2.5(3),
thefollowing actionsareperformed.In thefollowing, S denoteshesupervisarRecallthatwe areassuming
gracefuldepartures.

S informsyv (the nodewith label " (n 1)) that, is its new label, pred(w) is its nenv predecesspr
andsucc(w) is its new successor

S informspred(w) thatits newv successois v andsuccw) thatits new predecessads v.
S informspred(v) thatsucdqV) is its new successoandsucc() thatpred(v) is its new predecessor

S askspred(v) to sendits predecessanformationto thesupervisoandto askpred(pred(v)) to send
its predecessdnformationto the supervisar

S asksnodev to transferall of its connectity informationaccordingo F to pred(v), and

Ssetsn=n 1

Thus,the supervisoonly needgo handlea constanihumberof messagetor eacharrival or departure
of a peer In fact, at most8 messagesufce for eachoperation,andeachmessages very small. If we
assumefor example,thatthe supervisohasa 100 Mbit/s connectioneachmessagéasa sizeof 64 bytes,
we have 1,000,00(Qpeersn thesystemandeachpeerstaysin the systenfor aminute(on average)thenthe
bandwidthof the supervisots in principle high enoughto handleall of the arrivals anddeparturegthough
this would needa high parallelizationof the handlingof join andleave requestsasdiscussedn Section3).
Moreover, apeercanjoin andleave thesupervisesgystenwith aconstanhumberof communicatiomounds.
Hence,our join methodis muchfasterthanin pure peerto-peersystemswnvherethe join requestbof a peer

rst hasto beforwardedto theright location,whichusuallytakes (log n) time.

2.6 Examples

For a supervisechypercubicnetwork, simply selectF asthe family of functionson [0; 1) with f;(x) =
X + 1=2' (mod1) for every i 1. Using ourgrame/vork, this gives an overlay network with degree
O(log n), diameteiO(log n), andexpansionO(1="logn), whichis betterthanwhatpurehypercubigeer
to-peersystemdike Chord[25] canachiere.

For a supervisedie Bruijn network, simply selectF asthe family of functionson [0; 1) with f o(x) =
x=2andf 1(x) = (1+ x)=2. Usingourframenwork, this givesanoverlaynetwork with degreeO(1), diameter
O(log n), andexpansionO(1=logn), which is also betterthanthe previous pure de Bruijn peerto-peer
systemg14, 16].

3 Concurrency

In this sectionwe extendour approachto concurrenfoin andleave operationsandalso provide a way to
allow multiple supervisors.



3.1 Concurrent Join/Leave Operations

In orderto be ableto handled join or leave requestsn parallel,Invariant2.5 just needso be extendedby

onemorerule givenbelow. In thefollowing, pred;(v) (resp.sucg(v)) denotegheith predecesspfresp.
successorpf v onthecycle of nodes.Thatis, predy(v) = pred(v) andpred;(v) = pred(pred; 1(v)).

4. Every peerv in thesystems connectedo its dth predecessandits dth successor
In additionto this, giventhatv is thenodewith label (n 1), Invariant2.7 needgo be extendedto:

Invariant 3.1 At anytime the supervisorstoresthe contactinformationof v, the 2d successarof v, and
the 3d predecessarof v.

Thesenvariantscanbe preseredasfollows:

Concurrent Join Operation In the following, let v be the nodewith label "(n  1). Let thed new
peersbe wi;wsy;:::wq. Thenthe supervisorintegratesw; betweensucg(v) andsucg.1 (v) for every

d 2 closestpredecessorsf v. But sincethe supervisokknows all of thesenodes,it candirectly inform
themaboutthechangeln orderto repairlnvariant3.1,the supervisowill requestnformationaboutthedth
successofrom thed furthestsuccessorBom v andwill setv to wgy. Thus,we obtainthefollowing result:

Claim 3.2 The supervisormeedsat mostO(d) work and O(1) time (giventhat the work can be donein
parallel) to procesdl join opemtions.

Concurrent Leave Operation Let the d peersthat want to leave the systembe wy; wo;:::;wy. For
simplicity, we assumehatthey areoutsideof the peersknown to the supervisarbut our stratgy belowv can
alsobe easilyextendedto thesecases.The strat@y of the supervisoiis to replacew; by pred,; (V) for
everyi. As is easyto check,this will violaterule (4) for thed closestsuccessorsf v andthe 3d closest
predecessorsf v. But sincethe supervisoknows all of thesenodesit candirectly inform themaboutthe
change.In orderto repairlnvariant3.1, the supervisowill requesinformationaboutthe dth predecessor
from thed furthestpredecessorsom v andtheir dth predecessorandwill setv to pred,y(v). Thus,we
obtainthefollowing result:

Claim 3.3 The supervisorneedsat mostO(d) work and O(1) time (giventhat the work can be donein
parallel) to procesdl leaveopemtions.

3.2 Multiple Supewisors

In this sectionwe shav multiple supervisorg£anwork togethelin maintaininga singlesupervisegeerto-
peersystem.We assumehat the numberof supervisorst not too large sothatit is reasonabléo connect
themin aclique.

In a network with k supervisorsSg; S1; Sk 1, the[0; 1)-ring is split into thek regionsR; = [(i

distinctlabelss; which is equalto the binary representatiof i usingdog, ke bits. For example,with
4 supervisorsthe labelsof the supervisorsaare00; 01; 10 and 11 Every supervisormanagests region as
describedor a single supervisorabore, with the exceptionof the bordersof its region. The bordersare
maintainedoy communicatingvith the neighboringsupervisoronthering.

Eachtime a new nodewantsto join the systemvia somesupervisorS;, S; forwardsit to a random
supervisomwho will integrateit into the system.To generatdabelsfor the nodesin the system supervisor
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Si prependsts own labelto thelabelsgeneratedccordingto section2.3 with the modi cation thatlabel 1
is the rst labelto begeneratedThusin asystemwith 4 supervisorsywheresupervisor2 haslabels; = 01
supervisorS, generate®lllasthelabelfor the third nodeto join the systemunderS,. To formalizethe
gbole discussionJet n; be the numberof nodesthat are beingmanagedy supervisorS; currentlywith

-1 Ni = n beingthe total numberof nodesin the systemcurrently Then,supervisorS; maintainsthe
foIIowmg invariant:

Invariant 3.4 Thesetof labelsgeneatedby supervisoi S;,i 2 [K]is
fsi 1;si 0Lsi 11;s; 00%:::g
wheethe opemtor denotesinary concatenation.

The above sequencenf labelsis generatedy stripping of the s; most signi cant bits and the least
signi cant bit, thensupervisorS; is enumeratingll binary numbersof lengthO, followed by length1 and
soon. Themapping : INg! f0;1g from section2.3canthenbeeasilyprovided.

SupervisolS; alsomaintaingheinvariantthatwhenn; nodesarein the systemmanagedy S; thenthe
setof labelsusedis f *(0); " (1);:::; (n; 1)g. Usingtechniguedrom section2.1-2.3,it canbe shavn
thatsupervisolS; hasto only take careof maintainingthe doubly linked cycle of peersandthe peershave
to maintainthe connectionaccordingo Invariant2.5(3).

Eachtime anodev undersomesupervisoiS; wantsto leave thesystem S; contactsarandomsupervisor
(whichmayalsobeitself) to provide anodethatcanreplacev.

Thus,thejoin rule providesa randomdistribution of the peersamongthe supervisorandit is nottoo
dif cult to verify thatthe leave rule preseresthis randomdistribution. Hence,whenusingthe Chernof
boundswe get:

Claim 3.5 Letn bethetotal numberof nodesn thesystﬁmThenlt holdsfor everyi 2 [Kk] thatthenumber
of nodescurrentlyplacedin R; isintherangen=k  O(' n=k + logk), with high probability.

Thisimpliesthatif n is sufciently large comparedo k, all propertieformulatedabore for a peerto-
peersystemwith onesupervisorcanbe presered, includingthe propertythatthe peersareonly distributed
amongnodesof two consecutie levels of thedecompositioriree.

4 Robustness

In this sectionwe shav how to extendthe basicschemesothatthe robustnesguaranteesanbe provided.
We considertwo notionsof robustnessnamelyrobustnessunderrandomfailuresof nodesandrobustness
underadaptie adwersarialjoin/leave attacks. In section4.1 we considerrandomfailures of nodesand
shaw thatrobustnessinderrandomfailurescanbe guaranteed the supervisomaintainanformationabout
O(log n) nodesin the system.In section4.2 we describea simpleschemedo guaranteeobustnessagainst
even adaptve adwersarialjoin/lease attacks. Due to the presencef supervisgrour schemefor providing
robustnessinderadaptve adwersaryis surprisinglysimple.

4.1 Robustnessagainstrandom faults

Sofar we have assumedhat the peersannounceheir departureo the supervisorandthusare saidto be
graceful. In reality, however, suchanassumptiorcannotbe justi ed aspeersmay departungracefully In
this sectionwe shav how to handleungracefuldeparturesinderthe assumptiorthatungracefuddepartures



areuniformly distributedamongthe nodesin the[0; 1) intenval andtherateof ungracefudeparturess low
enoughsothatthe supervisoicanhandle.

Towardsthis goal, the supervisomow maintainghe following invariantsfor k = clogn for somelarge
constant.

Invariant 4.1 Everynodev is connectedo:
pred, (v) andsucg(v) fori 2 f1;2;:::kg, and

all nodesw sudthat ( R(Ny))\ ( R(Nw)) 6 ,wheeNy = fvg[ fpred,(v)ji = 1;2;:::kg[
fsucg(v)ji = 1;2;:::kgandfor anysetvV® V,weletR(VY = [ y2vo5 R(V).

The above connectiity rulesintroducea k—wise redundang in the systemas eachnode maintains
connectiondo nodesin its k-neighborhoodThe supervisoistoresthe contactinformationaccordingto the
following invariant.

Invariant 4.2 Thesupervisomaintainsthefollowing connections.

Join connections: Theseare to the 2k success@ and 3k predecessarof the nodev with label
“(n 1). Theseconnectiongre similar to theconnectionspeci edby Invariant 3.1.

Repair connections: Theseare to somepeerw, (missingor available),thek closestpredecessoof
w andthek closestsuccessaof w.

Thejoin andleave operationarenow extendedasfollows. To inserta nenv nodew into the systemthe
supervisorassignsa labelto w andproceedsaccordingto a normaljoin operationin section2.5 andalso
satisfyinginvariant4.1. To maintaininvariant4.2,thesupervisoupdatests join connectiongccordinglyby
requestingelevantinformation. Theleave operatiorof agracefullydepartinghodew now follows similarly
to thatof a basicleave operationby the supervisoreversingthe lastjoin operation.

Thusthe supervisohasto maintainonly alogarithmicamountclogn, of information. The costof join
andleave operatiorincreaseso O(log n) from a constantAs thesizeof thenetwork increase®sr decreases
by a factor of 2, the supervisorupdatesthe value of k accordinglyby a factorof c¢. The supervisor
alsoupdatesdts repairconnectionsf w or ary successor/predeses of w departsy choosingthe closest
successor/predeses
Theabove operationsalongwith theinvariantshave thefollowing property

Theorem4.3 For ¢ 1 andsufciently large, the above schemecan guaranteethat the overlay network
speci edby anyfamily of functionsF sud thatif (x; y) 2 Er thenthere existsat leastpair of nodesv; w
sothatx 2 R(Ny) andy 2 R(Ny) and(v;w) is an edg in the networkevenif every peerfails with a
constantprobabilitypwithO< p< 1

Proof. Firstly, noticethatthe supervisomalwaysknows the positionsin thecycle thatshouldbe occupiedas
this is preciselythe positionswith alabelamong (0) to “(n  1). Henceusingtherepairconnectionas
pivot, the supervisoicanalwaysprocessingracefuldeparturedy performingatour aroundthecycle.

Let uscall a positionvalid if it hasa labelin between (0) and™(n  1). If eachpeercanfail with a
probability p, thenit holdsthatin k consecutie positionsthe probabilitythatall peersfail or noneof them
fail is polynomiallysmallwhenk = maxf (clogn)=log(1=p); (c®logn)=log(1=1 p)gforc;c® 2.

Thus,it holdsthatduringtime the supervisois performingatouraroundthecycle,atmostan = O(p)
fraction of the nodescanfail with high probability Thusthe supervisorcan x all invalid positionsaslong
as issmallenough.

Using the above, sincein ary k consecutie positionsat leastone of themis valid, the connectiity
guaranteghatfor every (x; y) 2 Eg, thereis atleastonepairv;w suchthatx 2 R(Ny) andy 2 R(Ny)
andv andw have valid positionswith anedgefrom v to w canbe shavn. t
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4.2 Robustnessagainstadaptive adversarial attacks

While theresultsof the previoussub-sectiomuarante¢hatthe systemis robustto randomnodefailures,the
systemis notrobustagainstadaptve adwersarialattacks.Suchattackgake theform of adwersarialnodeghat
canjoin andleave the systemasmary timesasthey wish. In our systemadaptve adwersarialattackscan
easilydisconnecthesupervisofrom therestof network by takingpositionsthatthesupervisois connected
to. Thiswouldthenmalke it dif cult for new peersto join the system.The adwersarycanalsoplacenodesat
critical positionssothatroutingin thenetwork is disruptedoy notforwardingthepacletsor forwardingthem
to thewronglocationor by injectinglots of pacletsdestinedor otheradwersarialnodessothatthe network
wouldbeheaily congestedTheseypeof attacksarerecentlystudiedn [22] by shaving how to maintaina
robustring network of nodesunderthe presencef sucha powerful adversary While mechanismé#or other
network topologiesarenotknown, usingthe supervisedpproactwe shav how to extendour basicscheme
to provide robustnesguaranteefor ary overlay network underthe presencef anadaptve adwersary

Formally, we allow theadwersaryto ownupto n of then nodesn thesystentfor somesufciently small
constant > 0. Thesenodesarealsocalledadvesarial nodesandtherestare calledhonesinodes. The
supervisoandthehoneshodesareobliviousto adwersariainodesj.e., thereis no mechanisnto distinguish
atary time whethera particularnodeis honestor not. To achieve robustnessn the presencef anadaptve
adwersary we usethefollowing scheme.

In the following, a region is anintenal of size1=2' in [0; 1) startingat aninteger multiple of 1=2' for
somei 0, andanodev belongsto aregionR if r(*y) 2 R. Recallthatim = 29991 The supervisor
organizeghe nodesinto regionsso thateachregion containsbetweenclog m and2clog m nodesfor some
constantt > 1. Wheneer theseboundsareviolatedin a region, the supervisorsplitsit or meigesit with
a neighboringregion. The n nodesare alsoorganizedinto 5 setsS; to Ss andthe following invariantis
maintainedor thesesets.

Invariant 4.4 Atall times,

1. S; hasn=8 nodeswith labels™(0); "(1);:::; (n=8 1).

2

3

4. S; hasn=2 nodeswith labels (M=2); " (n=2+ 1);:::; (M 1).

5. Sy hastheremainingn T nodeswith labels™(n); "(m+ 1);:::;°(n  1).

The following invariantdescribeghe connectionsnaintainedby the nodesin the varioussetsandthe
connectiongnaintainedoy the supervisar To simplify notation,for arealnumberx 2 [0;1), R(x) is the
region thatx belongsto andS;(R) is the setof Sj-nodesbelongingto R. For every region R, let Sg =
S1(R) [ S2(R) andSg = S3(R) [ S4(R)[ Ss(R) if R precede®R(r (" (n))) andotherwise Sg = Si(R)
andSg = S2(R) [ S3(R) [ Sa(R) [ Ss(R). ForeveryregionR letMgr = S1(R) [ S2(R) [ S3(R).

Invariant 4.5 For all regionsR, every Sg-nodeis connectedo all nodesin Sg [ Sg. EverySg-nodeis
alsoconnectedo all nodesin the predecessoand successoregionsof R, denotedored(R) andsuccR),
andfor everyu 2 Sg thathasa connectiorto a nodev 2 Sro accoding to Invariant 2.5(3),all Sg-nodes
are connectedo all Sgo-nodes.

Thesupervisolis connectedo all thenodesn Sg in theregionsR(r("(n 1)), pred(R(r("(n 1))
andsucc®R(r("(n 1)))). Theabove connectionsre calledjoin connections

Thesupervisolis connectedo all thenodesn M g for someregion R, andto a specialnodev 2 Mg.
Theseconnectionsre called mixing connections
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Figure2: Logical organizationof nodesnto ve sets.Thenumberagainsinodepositionindicateshe setto
which thenodebelonggo.

Figure2 shawvs thelogical organizationof the nodesandthe setsS; throughSs andFigure3 shavs the
physicalorganization.Our organizationof the nodesensureghatin a constanfraction of the network, the
adwersarialnodescannotin uence the network behaior.

ThesetS; is alsoreferredto asthe stableset. The goal of the supervisoris to have the honestnodes
in themajority in every setS;(R) of sizeclogn nodeswith high probability Thereasorfor this goalare
statedshortly

ThesetS; is in astagecalledthe split-and-mege stagebecauseé,-nodesaremeigedinto the stableset
or removedfrom it asnodegjoin or leave the system.ThesetS; is in a stagecalledmixing stagein which
thesupervisoperformstranspositionaccordingo a uniformly choserpermutatiorto ensurghatthenodes
arewell-mixedbeforebeingintegratedinto the stableset.

ThesetS, is in areservoirstage.Sy is usedto || departedpositionsin the setsS; to Sz by selecting
randomnodesin S4 and lling their positionswith the lastnodesin Ss. Finally, the setSs is in a lling
stagewherenewn nodesareaddedby assigninghemthelabel™ (n).

Thejoin andleave operatiorhave to be extendedsothatthesupervisocanensurgehemajority condition
atall times.We rst describeéhe modi cationsto thejoin/leare operations.

Join:

The supervisolssigngo the nev nodethelabel” (n) andintegratest sothatthe Invariants4.4and4.5are
satis ed.

Afterwards,thesupervisoupdatess to besuccessoof v amongthenodesin M. If thereis nosuch
node,thenM g is updatedo the M go whereRYis the region succeedingegion R andv is takento bethe
rst nodein M ro. Supposahatv belongsto thesetS; in Mg for aregion R. Thenthesupervisompicksa
nodew with positionbetweerv and1 (exclusive) uniformly at randomandexchangeghe positionsof w
andv . Thisis realizedby the supervisoinforming all nodesin S;(R("(n))) thepositionsof nodesv and
w sothatthis s reliably donewithout involving the supervisar

Eachtime a nev nodecauseghe supervisotto switchfrom aregion R to succR), thenodesin S,(R)
aremegedinto S;(R) asprescribedy Invariant4.5.
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Figure3: Physicalorganizationof nodesinto ve sets.

Leave:

If anodev leaveswithv 2 S4[ Ss, thesupervisosimply replacest by thelastnodein Ss. Otherwisethe
supervisoreplacess by arandomnodein S, and lls the positionof thatrandomnodewith thelastnode
in Ss. Thisis followed by performinga mixing operationsimilar to thatdoneduringajoin operation.(The
supervisoliinitiatestheleave operatiorfor v only if amajority of S;-nodesn v's region notify it aboutthat.
In this casethesupervisohasthe necessarinformationto correctlyinitiate thereplacement.Eachtime a
departurecauseghe supervisorto switchfrom aregion R to pred(R), thenodesin S,(pred(R)) aresplit
away from S;(R) asprescribedy Invariant4.5.

Majority Condition

Thegoalof theabore schemeof the supervisoiis to ensurehatin ary region of R of logarithmicsize,the
honestnodesarein a majority with high probability This conditionis referredasthe majority condition
andis usefulin the following way. Supposdhe majority conditionholds. Thengquorumstratgjiescanbe
usedto washout adwersarialbehaior asfollows. Considerary setT of clogn nodesin S;. Accordingto

Invariant4.5, all the honestnodesin T areconnectedo all nodesin T. To performary network operation
suchas nding thenodewith agivenlabel,all thenodesn T performmajority voting. The outcomeof the
operations determineduniquelyif a majority of thenodesn T agreeon the outcome.This meanghatfor

adwersarialnodedo have ary in uence ontheoutcomeof a network operationthey shouldbein a majority
in thesetT of clogn nodessincewe assuméhathonesinodesacthonestly

Join/leave model

Beforewe proceedurther, we outline theway in which the nodesjoin/leave the system.We startby con-
sideringamodelsimilarto that[22] wherehonesinodesdo not leave the systemandonly adwersarialnodes
may join/leare the systemin anadaptve manner Certainlythis is a simplemodelbut is very illustrative.
We thenextendthe modelto allow alsohonesinodesto leave the systembut sothatthe leave operationsof
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the honestnodesarespreaduniformly aroundthe[0; 1) intenal. This meanghatthe honesthodesarenot
adaptve in theirjoin/leave regeusts.

Obsere thatduringthe join operation,nodesin M g undego transpositionshat hasthe effect of per
muting the nodesaccordingto a permutationchoseruniformly at randomfrom the setof all permutations
of sizejMRj. Thisis crucialto guaranteeobustnesasshavn in thefollowing result. Thus,oncea passhas
beermmadethroughall positionsof S1[ Sy[ Ss, thepositionsn S;;i 2 f1; 2; 3g form arandompermutation.

Theorem 4.6 For a sufciently smallconstant > 0 it holdsthataslong astheadvesary ownsat most n
nodesthe above schemeguaranteeghatin everyregion R of sizeclogn forc 1, thehonesiodesarein
themajorityin S;(R), with high probability.

Proof. Considerthe following randomexperiment. Considemrm positionsandthe randomexperimentof
switchingthe rst positionwith apositionin f 1; 2; : : : ; mg uniformly atrandom followed by switchingthe
secondpositionwith a positionin f 2; 3; : :: ; mg uniformly at randomandindependentlyandsoon. This
randomexperimentcreatesa randompermutatiorof m positionsasit holdsthat:

Every permutatioris anoutcomeof therandomexperimentj.e., ary permutatiorcanbe producedy
theabove experiment,and

Any permutationpr outcomeof therandomexperiment,s equallylikely with a probability of 1=m!.

Considerthe basicmodelwhereonly adwersarialnodesmay join/leave the system. After n join/leave
operationghe effect of the mixing operationds the sameasthatof choosinga randompermutatiorof size
iS1[ S2[ Sgj. It thenfollows thatasnodesn S;; S, andS3 arepermutedduringthemixing operationsR,
the effectis that of arriving at a situationwheregiven ary positionin S;, fori 2 f1;2; 3g, the probability
thatthenodeat thatpositionis anadwersarialnodeis at most% 4=3

We prove thetheoremin this caseby consideringary x ed setT = S1(R) of clogn nodesin aregion
R. Giventhatary positionin T is occupiedan adwersarialnodewith probability closeto , the majority
conditionwould be satis ed with high probabilityif:

J k] (4 :3)k 2ITj 1(4 :3)jTj=2 (16 :3)clog =2 1=
kj Tj=2

if c 3and < 1=6. Sincethereareatmostn=clog n regionsof sizeclogn, the probabilitythatfor some
suchregion the majority conditionis violatedis at most1=n® usingBoole's inequality

Thesameproof extendseasilyto the casewherehonesinodesmay alsoleave the systembut suchleave
operationsarespreaduniformly in the[0; 1) intenval. In this casejt holdsthatin ary region R, theexpected
numberof leave operationsequiredsothata majority of thehonesnodedeave thesystemis ( n). During
eachsuchleave operationthe probabilitythatthe positionis replacedy anadversarialnodeis O( ). Since
afterO(n) operationsthe nodesin R arereplacedoy the transpositionshaving low enoughwill ensure
thatthe majority conditionholdsfor every region R with high probability u

Finally, considerthe situationwherehonestnodesmayleave in a non-uniformmanner In this caseit is
possiblethatfrom a givenregion of smallsize,a majority of thehonesihodedeave. This casecaptureghe
mostdif cult scenaridor distributedsystemsasit becomedglif cult to ensureary quorumbasedonditions
by uniform spreadingf adwersarialnodes.Thereasorfor thisis thatusingtheabose schemethefollowing
sequencef join/leave operationgfail the majority condition for someregion R. Fix ary region R and
assuméhatR has(1=2)+ fractionof honesihodesand(1=2) fractionof adwersarialnodesor asmall
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constant > 0. Assumehatamajority of thehonestnodesn R leave successiely. During eachsuchleave
operationthe probability thatan adwersarialnodeentersR is (). Soafter (log n) leave operationsof
honeshodedrom R, theexpectechumberof adwersarianhodesn Ris(1=2) + () whichcanbemade
to begreatethan1=2 fora smallenough.Thus,the majority conditionfor R canbeviolated.

Whatled to thefailure of the existing schemas thatthe supervisodoesnot have a chanceio make ary
transpositionsn region R until (' n) join/leave operationshave occurred.This presentec window for the
adwersarialnodesto gainamajority in region R asthe honestnodedeave en-masse.

It is worth noting that sucha strongguaranteeanbe provided with a simple scheme.The amountof
informationthe supervisothasto maintainis only logarithmic. The analysisis alsonot ascomplicatedas
thatof [22] andthe presencef a supervisotimits theability of theadwersaryevenwith adaptve join/leare
attacks. The simpli cation resultsfrom the fact that nodesin S;; S, and Sz areisolatedfrom the node
join/leave operationsallowing the supervisoito permutethe nodesbeforeintegratingtheminto the existing
network.

5 Applications

We now discusssomeapplicationsof the supervisedverlay networks thatarisein the areaof distributed
computing.

5.1 Grid Computing

Recently mary systemssuchasSETI@homd23], Distributed.nef9] have beenproposedor distributed
computing. A main dravbackof suchsystemss thatthe topology of the systemis a stargraphwith the
centralsener maintaininga directconnectiono eachclient. Suchatopologyimposesheary demandon
the centralsener. Instead,we canusethe basicapproachof Section2 to designa overlay network for
distributed computing. Peefto-peerconnectionsllow subtaskgo be spavnedwithout the involvementof
thesupervisosothatthedemand®nthesener canbesigni cantly reduced.Thisis particularlyinteresting
for distributedbranch-and-boundomputationsswasdiscussedh [20].

5.2 WebTv

Our approactcanalsobe usedin InternetapplicationssuchasWebTv In suchan application,thereare
typically variouschannelghatuserscanbronvseor watchwhile beingconnectedo thelnternet. Thenumber
of channelgangesin the scaleof hundredswhile the numberof userscanrangein the scaleof millions.

Sucha systemshouldallow usersto quickly zapthroughchannels. Hence,sucha systemshouldallow

for rapidintegrationandbe scalableto large numberof users.Our supervisedverlay networks caneasily
achieve suchasmoothoperation. Supposehatevery channehasa supervisgreachsupervisomaintainsts

own broadcashetwork, andthe supervisordorm a clique. Thenit follows from our supervisedpproach,
which canhandlejoin andleave operationsn constantime, that usersbrowsing throughchannelsanbe

moved betweenthe networks in a very fastway, comparabldo senerbasednetworks, so that usersonly

experienceaninsigni cant delay

5.3 Massive Multi-play er Online Gaming

Distributedarchitecturegor massie multi-playeronline gaming(MMOG) arebeingstudiedrecently(see
e.g.,[12]). Thebasicrequirement®f sucha systemincludesauthenticationscalability andrapidintegra-
tion. Traditionally suchsystemdave beenmanagedy acentralsener thattakescareof theoverall system
with limited communicatiorbetweerthe users.As canbe seensucha systenwill not be scalableandalso
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might experienceheary congestiorat the centralsener. Hence distributedarchitecturesrerequiredat a
certainscale.A supervisedverlay network naturallysatis esthe requirementsAuthenticationof entities
canbe doneby the supervisor(or multiple supervisorsiandthe systemstayshighly scalablebecauseof
therelatively low load on the supervisar Rapidintegrationis alsopossiblesincethe supervisorcanhandle
integrationof new peerg(playersin this setting)with a constanhumberof communicatiorrounds.

Typically in a MMOG, it is possibleto partition the virtual world into what are calledlocales In an
architecturebasedon supervisedverlay networks thenit would be possibleto have one (or more)super
visor to beresponsibldor eachsuchlocale. Wheneer a playermovesbetweerlocales the supervisorcan
coordinatethe join/leave of the playerquickly. Also, basedon numberof playersbasedat variouslocales,
the supervisorg€anbedistributedsothattheloadat the supervisorstaysbalanced.
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