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Abstract

With the industry wide acceptance of the IEEE 1149.1 Test Access Port (TAP) and Boundary-Scan Architecture (a.k.a. JTAG) Standard, electronic components and the embedded systems that use them are now more accessible and testable than ever before. Beyond testing, the standard also allows for the erasure and update of flash memory to support field upgrades and services. However, with this new technology arises the possibility of new security-related vulnerabilities. As a standard, JTAG test equipment may be exploited as a more portable and less costly reverse-engineering aid in support of unauthorized access and modifications of deployed hardware and software assets. Moreover, with unobstructed access to flash memory, proprietary algorithms and parameters could be extracted without any physical signs of tampering that may be used as forensic evidence of copyright violations, warrantee forfeiture, or even criminal prosecution.

While acknowledging the importance and the longevity of the JTAG standard, this paper investigates the following questions:

1. What is the current state of hardware exploitation?

2. Are there any aspects of the standard that could be used for reverse engineering and for system exploitation purposes? Jtag creates virtual test probes on the silicon at the I/O pins. Use known Non-Invasive probing attacks. They also have access to flash memory.
3. How do these exploitation techniques compare with techniques previous to the JTAG standard? I just threw this one in. I could compare some popular Non-Invasive probing attacks with their Jtag enhanced counter parts. Jtags allow the probing of more complex IC’s especially MCM.
4. What design techniques can be used to prevent or deter the identified exploitations?

Additionally, this paper examines past and present examples of hardware exploitation to illustrate concepts and ideas. 

BACKGROUND

A Test Issue Arises:

Although background knowledge in the fields of design for testability, the IEEE 1149.1 standard, and embedded systems vulnerabilities is recommended and will contribute to the greatest appreciation of the paper, the subsequent background information and paper as a whole should still prove understandable and meaningful to even the novice reader.

History: Why they were developed / Motivation
In the mid 1980s the increasing miniaturization and rapidly expanding complexity of Integrated Circuit (IC) devices would soon severely hinder and even preclude Printed Circuit Board (PCB) testing. Typically performed by in-circuit or bed-of-nails testing, the current PCB testing method required physical access to test points and expensive test fixtures (see figure 1).
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Figure 1: Traditional Bed of Nails Testing [WEB 86]

As IC gate technology verged on sub-micron levels, the quantity and complexity of gate designs within a single IC grew rapidly in accordance with Moore’s Law. Consequently, the number of leads per device package also grew, but at smaller and finer pitches to enable a reduction in the overall physical size of the device package. In turn, the size and access to test points was rapidly decreasing due to (1) test points once between devices are now internal to a device, and (2) device density on the PCB deters ready access to exposed leads. Coupled with other advances such as double sided boards, conformal coatings, and multi chip modules, PCB testing was becoming unjustifiably expensive and next to impossible.

Moreover, simply forgoing PCB test was not an option desired by industry. In terms of design, without PCB testing the prototype development and debugging would be dramatically hindered thus increasing the number of latent objects present in the IC design following transition to mass production. The resulting increase in time-to-market would have dire financial consequences. Studies from Mackinsey and others have shown that, on average, after-tax profit is reduced by 33% when products are shipped six months late [BIB 1]. Additionally, a hypothetical IC device with conservative market sales expectations from Bleeker shows that a delay of 3 months amounts to a loss of $3 million over five years or $230,000 per week [BIB 1]. As for manufacturing, no practical production has 100% perfect yield. Defects such as opens, shorts, and other assembly and component faults will always be present. Without even basic levels of testing, the quality of any electronic product would be dramatically reduced, resulting in poor quality and dissatisfied customers. In turn, a new method of PCB testing was clearly required by industry.

Aware of this dilemma, a group of European companies formed Joint European Test Action Group (JETAG) to address these challenges. This consortium called for incorporating hardware into standard components (controlled via software), thus eliminating the need for sophisticated in-circuit test equipment. By 1988, several North American companies joined the consortium, now renamed as the Joint Test Access Group (JTAG) consortium. Subsequently in 1990, the Institute of Electrical and Electronic Engineers (IEEE) refined the concept and created the 1149.1 standard, known as the IEEE Standard Test Access Port and Boundary Scan Architecture. 
Boundary Scan Basics: --TAP, BS Cell, chains
Referred to by the name of its founders, the IEEE 1149.1 or JTAG standard was built on two fundamental ideas. 

The first was to build the IC probes and some of the test equipment as a part of the IC device design, thus enabling external test access to internal circuitry. Hence the concept of virtual probes called Boundary Scan Cells (BSC) was created (see figure 2). Each BSC would be placed at the input and output (I/O) pins of the IC device. Instead of using the traditional bed-of-nails fixtures, the BSCs would be able to control and observe the signals at the pin level. Conventional test patterns could be applied to each pin and the results would be likewise monitored. During normal operation, however, the virtual probes would not interfere and appear transparent. In addition to the BSCs, the standard called for on-chip logic that would control the primitive test functions including the loading and monitoring at each BSC. This logic is typically associated with the Test Access Port (TAP) that allows access to a chip’s JTAG features. 

At the PCB level, a dedicated scan bus would connect the TAPs to form a scan chain. Similar to the chip level, the PCB would have its own TAP encompassing external test access to the PCB components. From this TAP, a JTAG cable with a built-in controller could command the JTAG features for the entire PCB and inclusive JTAG-compatible devices. With multiple boards, a system-level TAP can also be created. Similarly, a JTAG cable and controller would be able to command the JTAG features for the multiple PCBs. Originally the JTAG features were intended to perform simple physical tests such as an interconnect test. However, the IEEE standard was designed to be extensible to accommodate future capabilities such as high-level functional tests that include In-Circuit Emulation (ICE) along with other logical debugging features. 

[image: image2.png]CoRE

coRE





Figure 2: JTAG Boundary Scan Cells [WEB 86]

The second fundamental idea mandated that this technology would be standardized by an independent entity such as the IEEE. This would allow all IC manufacturers access to the same testing technology. As a result, electronics designers would be able to test parts A and B regardless of either chip’s vendor. This would reduce time and costs for special test fixtures and setups. Moreover, test equipment could also be standardized, mass produced, and sold at lower prices benefiting the industry and ultimately the end-user. With all this in mind, the clear aim of the standard was to solve the physical access problems with a cheaper and more economical technology that could grow with future advances in IC device complexity. 

INTRODUCTION

Present Day Use: why they aren’t going away any time soon

Today, the Boundary Scan (BS) standard has been accepted and implemented by virtually all IC manufactures worldwide. Many embedded system designers incorporate the standard in PCB design, typically referred to as design-for-test products. The reason for such a wide acceptance is primarily to achieve substantial cost savings throughout the life span of the PCB. In the design phase, the BS standard has proven to be a valuable debugging tool. Available soon after the design is complete, the technique quickly separates manufacturing problems from design defects. Such rapid resolution of assembly errors allows designers to focus on design issues saving thousands of dollars on misallocated labor-hours [BIB 3]. With regard to manufacturing, the standard’s lower test preparation time and time saving fault diagnosis have led to increased factory production rates. As an IEEE standard, test equipment manufactures could now mass-produce their products, thereby lowering the cost while increasing the product MTBF. Additionally, for the small volume producers, simpler test equipment for JTAG testing was designed that was vastly more affordable than the industrial grade test equipment. Hence, the standard’s much cheaper test equipment has contributed to a reduction in test costs of over 50% [BIB 1]. Over all Bleeker estimates that BS testing “has led to a cost reduction in PCB production of as much as 70%, after including the extra development costs for the IC precautions” [BIB 1].

Add Bleeker Cost savings Model

Add success stories/ examples of cost savings potential. 

Furthermore, the BS technology has progressed far past simple physical tests. Many test equipment manufactures have created higher-level logical debugging and emulation tools to expedite the design and development phase. Thus the IEEE 1149.1 JTAG standard has become a pivotal testability tool facilitating the timely and economical development of complex electronic systems.  The standard’s unquestionable cost-saving benefits alone ensure it longevity for some time to come.

Problem Definition / Threat:

Test equipment=Rev Eng. Exploitation equipment

Unfortunately, as is evident from past and present exploits, good test equipment often makes for valuable reverse engineering aids. Embedded system exploitations such as the car engine control modifications, DISH satellite TV scams, and the creation of PlayStation and DVD modification (mod) chips have all used test equipment to reverse engineer and modify the systems with illicit intent [WEB 50, 53, 66, 81]. Although not confirmed, tPossibly Elaborate on these historical cases. he Mepco gasoline fraud most likely utilized PROM programmers along with simple editors and assembler tools to read and then update the gasoline pump computer systems. The car engine control modifications use similar equipment to adjust parameters in the EPROM of the engine controller to sacrifice durability, smoothness, and emissions controls for power and speed [WEB 47, 50]. As for the DISH satellite TV scam, hackers employ logic analyzers, oscilloscopes, ROM emulators, In-Circuit Emulators (ICE), and various test-probing equipment to deduce system functionality. To design and test mod chips that circumvent non-subscriber blocks and electronic counter measures and thereby permit unauthorized access to programming, hackers employ binary/hex editors, assembly language compilers, and flash card, EEPROM, and micro controller programmers into their attack. In terms of the PlayStation and DVD mod chips, this exploitation uses all of the fore mentioned test tools. However, instead of trying to block certain communication from the satellite provider, these malefactors use test equipment with the goal of controlling and circumventing lower-level system functions such as piracy and region code checking. 

Portable, cheaper, and automated form of test probes and in circuit emulator (ICE) module. ISP Scare them a little. This is a problem.


Without exception, JTAG test equipment has also found its own niche in the arsenal of hardware hackers. Newer car engine control systems, satellite TV receivers, and DVD players along with the PlayStation 2 and Xbox all use JTAG compliant ICs to varying degrees [WEB 48, 55, 16, 81]. The JTAG standard’s unique ability to observe and control ICs at the pin level with virtual probes has made it a useful ICE and hardware debugger tool. Over its short lifespan, JTAG test technology has evolved to support capabilities that include user-friendly GUIs, automated test scripts, In-System-Programming (ISP) May want to include more about higher level Jtag features in the background. Background currently talks about original Jtag testing and probing design. Alternatively you could just explain these new features as you go, using the background for the knowledge of the virtual probes and the TAP., and real-time system debugging. The lower cost of JTAG test equipment coupled with user-friendly GUIs has made hardware hacking easier and more appealing to even the serious novice. Automated test scripts provide seasoned hackers with the ability to develop and reuse techniques from previous attacks. ISP allows for the reading and writing of memory controlled by JTAG compliant micro controllers and processors. Lastly, recently developed real-time system debugging features permit attackers to observe and control ICs during real operations. Original JTAG probing required the system to be in a test mode.

While, at the time of this research, published examples of exploitations using the above capabilities were not available, the use of such capabilities for system exploitation purposes is theoretically possible. Moreover, the case studies contained herein reveal real hardware attacks utilizing some of the fore mentioned JTAG features. Nevertheless, clearly JTAG test equipment can be seen as a useful tool that can facilitate and expedite hardware hacking. 

Statement of Approach:

How ur investigating how bad the problem with Jtags is And how ur going to propose solutions.

This paper draws on information resources from a combination of both printed and Internet-published materials. In particular, published books and papers were sought for background information and theory. For the validation of theory, real world examples were primarily obtained from commercial, educational, and hacking web sites and web-based articles. Further, correspondence with professionals in the field of Boundary Scan were used to corroborate the paper’s treatment of the technology.

To set the stage for and establish the severity of embedded system exploitation, this paper first cites motives and repercussions resulting from the fore mentioned past and present exploitation examples. Then by further classifying hardware attackers using IBM’s attacker taxonomy, a frame of reference can be used to discuss attack attributes such as technological resources, skill, and financial backing. The paper continues by comparing and contrasting various aspects of embedded system exploitations that occurred before and after the advent of the JTAG standard. From the resulting discussions, the mode of use and the implications of the JTAG standard on hardware attacks are made evident. Keeping specific exploitable JTAG features in mind, corresponding present-day deterrents are then explored which includes a proposed simpler Boundary Scan deterrent. In closing, a few remarks over the current status and future expectations of the embedded systems exploitation field are presented. 

IDENTIFYING THE THREAT

Motivation:

Why Hackers Hack lets us understand what they’re after

 Possibly change this paragraph to include a little about corporate and foreign military tech gains. Ex. The birth of AMD and the use of PlayStation 2 chips in guided missiles and Sadam’s supposed unsubstantiated acquisition of PS2 consoles. 

While the motivation for such acts can include corporate or foreign military technological gain and political or ideological objectives, most of the recent and fore mentioned acts resulted from the pursuit of technical challenge, custom performance improvement, and monetary gain. In terms of the Mepco scam, the clear motive was monetary gain. At the end of the litigation in 1999, three Mepco employees were convicted and the company was charged with a $64,000 fine. However, investigators estimate that the company grossed around $1,000,000 from the exploitation, a $936,000 profit. Regarding the car engine control modifications, the industry of helping individuals to make such improvements is estimated to profit around $80 million industry wide [WEB 47]. However, the true end goal of this exploit is custom performance improvements to one’s car. Malicious intent is typically not involved and moreover, the modification is considered to be legal in many states. Conversely, the DISH satellite TV scam and console mod chips were originally motivated by technical challenge. The creator of the first PlayStation mod chip was a hardware engineer interested in reverse engineering. However, those that would copy and spread this technology were primarily motivated by the illegal acquisition of goods and services. With such hardware modifications, customers no longer need to pay for satellite TV access. In terms of game consoles and DVD players, copies of video games and movies could be produced and played precluding the need to purchase originals and thus violating prevailing copyright laws. Furthermore, as free satellite TV, video games, and movies are popular albeit illegal commodities, this exploit also gave rise to the sale of consumer modification chips and test equipment customized for in-home hacking purposes propelling yet another lucrative and arguably illegitimate industry. In turn, it is clear that the most damaging exploits are carried out by those interested in monetary gain, an insight that is used to select effective hacking deterrents.

Hacker Taxonomy: The degree of resources (expensive in tools, amount of knowledge/skill/experience, Group backing, Solo, number of attacks they can fund most will not be successful, inside information. In planning deterrents, it may not be necessary or cost effective to deter all types. Usually deterring one or two groups that cause to most damage and financial loss will suffice.

Equally important to understand is that not all hardware attackers are the same. Using IBM’s taxonomy of attackers, one can categorize these individuals into three classes. These classes identify the skill, technological resources, monetary funding, and potential threat of a given hacker or hacking group. The first class or type I attacker, can be viewed as the “clever outsider” [BIB 2]. These people are typically very intelligent and have access to moderately sophisticated equipment. Their motivation is primarily for technological achievement and the pursuit to create a useful custom feature to a product. However, they generally lack the system knowledge to create a full-fledged attack. Moreover, as hardware attacks usually fail numerous times before a successful attack is discovered, these hackers, having limited funding, can only perform a few attacks before the cost of performing the attack overwhelms them. Furthermore, the novice Class I hacker is often hesitant to experiment or execute unproven techniques for fear of damaging the limited supply of systems available for exploitation. Only after successfully executing a proven hacking technique will a novice Class I gain the confidence to risk undertaking more challenging targets, e.g., the new Xbox. Thus, in terms of their potential threat, Class I attackers alone are negligible. Their lack of skill, limited funding, and dependency on more advanced hackers prevents them from developing new a more damaging attacks. Yet, when given proven attacks developed by more advanced hackers, especially with step-by-step instructions, these individuals can escalate the occurrence and resultant damage of an attack to monolithic proportions. 

More dangerous are the Class II hackers. These attackers are basically “knowledgeable insiders” [BIB2]. They have specialized technical education and work experience. Most will also have inside contacts within the manufacturer or be insiders themselves. Through their jobs or university attendance they can gain access to very sophisticated tools. Class II attackers are fully capable of reverse engineering systems, designing new attack methods, and developing products to facilitate consumer exploitation. Unlike Class I hackers, they are primarily motivated by monetary gain. 

The final category is Class III hackers that are primarily composed of funded organizations. These groups are able to assemble teams of specialists to perform in-depth analysis to design sophisticated attacks [BIB 2]. Class III hackers have access to the most advanced tools and can perform the most sophisticated methods of attack. Such groups are generally composed of competing companies, foreign intelligence, and domestic government security. For these groups, acquiring advanced and proprietary technology is the main motivating factor. In the long term, companies will seek financial gain in terms of increased market share while foreign and domestic organizations will seek technological superiority. 

As will be evident, when planning hardware attack deterrents it is usually not necessary or cost effective to deter all types of hackers. Usually deterring one or two classes of hackers that cause the most damage and financial loss will suffice. 

IDENTIFYING THE ATTACKS

Hardware Attack Cycle: Attack Cycle from Kalb ECVS Explain uses of test equipment

Exploitation via Legacy Test Equipment:

Although each exploit is unique, in general all hardware attacks follow a similar exploitation cycle as seen in figure3. When considering the hardware attack cycle, it is important to note that most attacks do not require the reverse engineering or understanding of the entire system. Typically attacks focus on particular system functionality or assets. The first step is to acquire one or more units for evaluation. Once within the closed confines of the attacker’s property, patents, copyrights, licensing agreements, and warranties become seemingly inconsequential. In turn, the next step is to remove the component enclosures. Holographic void stickers, super glue, and special screws provide little deterrence since there will be no follow-up inspections to detect the resultant tamper evidence. However, more sophisticated packages will require more time, effort, and possibly more units until the PCB is successfully exposed intact. At this point, visual inspection of the board is performed to identify IC components. Visible part numbers are then employed to download vendor data sheets and other useful information via the Internet. Next component-level knowledge and non-invasive testing methods such as bed-of-nails testing are employed to help form hypotheses about system functionality. In particular, PROM chips are de-soldered and read by PROM programmers to obtain the inclusive firmware. If tamper evidence is a concern, an ICE module can be used instead since this approach does not require the de-soldering and removal of IC devices from the PCB [BIB 2]. In terms of the hardware end, oscilloscopes, logic analyzers and other probing techniques can be used to augment the bed-of-nails testing to provide component and system-wide analysis [WEB 30]. To verify system knowledge, HDL models and system simulations are then executed and compared to actual data derived through exploitation. VHDL can be used to model and simulate the reverse engineered interpretation of the system.  These results can be compared with hardware simulations and captured test data. Hardware simulations are typically run using ROM emulators, target access probes, and ICE modules to control logic states. Once knowledge of the desired functionality is confirmed, enhancements to the system can be designed using firmware patches or hardware modification (mod) chips. The fore mentioned test equipment is then used to test prototype enhancements. Finally, when the mod chip or firmware patch is validated, then it can be applied to the system. 

At this point, the hacker can exploit the product in a number of ways. The most common is to sell the mod chip or hacked firmware. Alternatively, intellectual property of the embedded system can be sold. Third, the product’s new enhancements may increase revenue by using unfair weights and measures. Lastly, if malicious intent is the sole motivating factor, the product can be used to carry out the desired goal. As the process can be long and drawn out, many hackers employ Automated Test Equipment (ATE) and testing scripts to expedite the exploitation process. This saves time, labor, and allows hackers to reuse skills from previous exploits. 

Additionally, visual inspection can be viewed as a process in its own right (see figure X) because some commercially-available devices may not have visible part numbers and/or some devices may be custom designs. Moreover, visual inspection is also used to spot special ICs that cannot be easily probed by bed-of-nails testing. Such ICs include FPGAs, CPLDs, Ball Grid Arrays (BGAs), and MultiChip Modules (MCMs). If the testable IC is printed with a visible part number, the exploitation can continue. Vendor data sheets and application notes can be downloaded from Internet sources and any embedded software can be extracted using the equipment described earlier. However, if the IC does not have visible part numbers or is one of the fore mentioned non-testable IC types, invasive hacking techniques must often be used. This entails depackaging the die and cleaning it for imaging. The goal is typically layout reconstruction of the internal IC gates. Maps are created of the internal gate configuration using Scanning Electron Microscopes (SEMs) or Focused Ion Beam (FIB) workstations [BIB 2]. If successful, the intellectual property of the IC can be extracted and the exploitation may continue. Like the non-invasive techniques previously mentioned, layout reconstruction can also be automated by using software to automatically generate circuit schematics from polygon images [WEB 20]. Since SEM and FIB analysis may not be effective with some types of ICs, more advanced techniques must be employed, such as IBM’s Crystal Lithium Niobate (CLN) and Sandia National Laboratories infrared laser technologies [WEB 20].

In terms of hacking capability, both skill and access to test equipment will limit the types of hackers able to carry out the above techniques. Class I hackers will generally be to perform ROM reads, writes, and emulation. Some serious Class I attackers will also have access to oscilloscopes, logic analyzers, target access probes, and ICE modules. However, their lack of technical knowledge will often prevent them from effectively using this equipment. Class II hackers will generally have both highly technical skills and access to sophisticated equipment. In turn, these hackers will have full use of all of the non-invasive equipment, including ATEs, and much of the invasive equipment such as SEM and FIB. However, only Class III hacking organizations will be able to organize the technical expertise, access the required equipment, and fund the exploitation activity such as CLN and Sandia’s infrared laser technology. 

1. How hardware attackers determine the netlist of a board

a. PCB’s are multilayered. How can you see all the leads?

b. Getting the netlist of a BGA seems extremely difficult

BS can basically do in circuit emulation because it can control the

signals at the i/o pins of bs compliant components. This can aid in the understanding of the system. Moreover, it can facilitate the creation and testing of a modification chip that could be applied to the hardware system. A perfect example of this is the playstation 2 mod chip. The PS2 is a very modern gaming console. In turn, it seems like an excellent model of today's systems. Despite it's state of the art technology, it still employs chips with leads that are accessible. Granted, the leads are from high pitch high density chips and are extremely difficult to solder to. It still shows that such modifications are lucrative and still practiced. It also shows that for high volume productions you can't afford to populate with ball grid array chips, which have no accessible leads. During it's debut, the PS2's advanced graphical engine was considered too advanced for export to certain countries. However, I believe the standards have been recently raised.

Outline of non-invasive attach, analysis of PCB’s with marked or simple probable components. 

Exploitation via JTAG TAP/BS Standard: 
As the JTAG standard is not an all-encompassing test method, it similarly is not a complete reverse-engineering or hardware exploitation tool. However, its illicit uses parallel its legitimate intentions in both function and magnitude of utility for this evolving technology. In particular, the three areas that illustrate this duality of usage are JTAG’s BS probing and ICE capability, ISP features, and unique ease of use. All three areas support initial Class I hacking techniques that were previously more difficult and expensive to perform. In addition, these three areas can facilitate more advanced Class II techniques than were possible via legacy testing technology. 

Furthermore, the skill level required for such tasks has grown much higher than prior to the Jtag standard. This is mainly due to the miniaturization of IC devices and the increase in complexity of the devices and the systems that use them. Hence the very motivation for Jtags, has hindered their use in exploitation. Class I attackers, which have no insider information, are very unlikely to tackle whole complex systems from scratch. Moreover, without sufficient motivation, which is usually embodied as financial gain, a Class I would be hard pressed to justify such an enormous undertaking. However, Class II hackers, which would have insider information, could use such contacts to obtain knowledge of the board functionality. With this, one could target certain components for attack. A partial net list of the desired components could then be formed by visual inspection and probing.
1. BS Probing and ICE Capability:

Although the original intention of the virtual probe technology in the JTAG standard was to provide access for manufacturing tests, this technology has been extended to general BS probing and in-circuit-emulation [WEB 28]. In turn, with these capabilities, JTAG testing is a useful tool in gaining insights to system functionality and testing hacker modifications. Within the exploitation cycle, there are a number of places where BS probing and ICE capabilities prove useful.

Before JTAG can even be used, scan software requires some information about the scan chain to be driven. This is composed of each chip’s order or reference designator in the serial scan chain, the manufacturer's part number, package type, and associated BSDL. Also required are the net names for each of the five boundary-scan control lines (i.e., TDI, TDO, TCK, TMS, and optionally TRST). By visual inspection, BS device interrogation (to be explained below), downloading BSDL files from the manufacturers, and reasonable amount of effort, a hacker could drive a scan chain composed of commercially-available IC devices.

Starting with component identification, most JTAG implementations include a Device Identification Register [BIB 1]. This register holds the version, part number, and manufacturer identification number of the IC. By using the IDCODE instruction to access these registers, blind interrogation of the devices within the scan chain is possible [BIB 1, WEB 32, EML 7]. In turn, even if IC part numbers are not visible, BS probing will be able to retrieve this information. This capability can supplement visual inspection and the gathering of information for scanning software. When ASICs or ICs without DI registers have been employed, inside information is generally required to determine how to drive a particular IC in the scan chain. Otherwise, the component can be placed in bypass mode or omitted from the scan chain.

Second, as JTAG was designed to solve the problems of test fixture access to IC pins for test engineers, the standard has solved the same problems for hardware hackers. Thus JTAG BS probing can scan ICs such as FPGAs, CPLDs, Ball Grid Arrays (BGAs), high-density pitch packages, and MultiChip Modules (MCM) that would otherwise be difficult or impossible to probe with bed-of-nails testing. This is particularly useful when a hacker simply wants to determine which ICs are associated with desired functionality. Typically, due to cost and time, invasive reverse engineering features are used only when necessary. BS probing can help that the IC selected for invasive reverse engineering attacks possesses the desired functionality to be exploited through these destructive methods. Furthermore, unlike such legacy probe testing, JTAG requires no test fixtures and has full access to the pins of compliant ICs. Many JTAG controllers and scan software exist that allow the user to record pin states every clock cycle in real time [WEB 29, 42]. Thus saving time, effort, and money for the hacker.

Third, as JTAG was designed for products at the test component, board, and system levels, BS probing and ICE can be used to deduce total system functionality. As for testing system functions, with the advent of advanced JTAG hardware debugging tools hackers can test hypotheses and system models and further explore the system. This is quite valuable because the hacker now has control of the actual system. Though it should be pointed out that such control is done in a test mode and not in real-time. Newer ICs and scan software, however, have the ability to perform more real-time tests and support the loading of test vectors in a more parallel fashion [WEB 31]. Furthermore, other proprietary forms of testing such as EJTAG and BDM have real-time ICE debugging capabilities providing additional capabilities at the disposal of the hacker [WEB 29,30].

Fourth, BS probing and ICE can be used as an effective tool to aid in confirming component- level knowledge and validating software and hardware enhancements. Once an IC has been de-packaged and has undergone invasive reverse engineering, it is important to verify what information has been learned. With JTAG BS probing and ICE, test vectors can be generated to test key functions of the IC. By placing the rest of the JTAG compliant ICs into BYPASS mode, the hacker can drive inputs and observe outputs of a desired IC. This can most easily be performed by using scan software to develop the test vectors to be run through the scan chain. Particular to FPGAs, due to their dramatic increase in gate complexity, simply probing FPGA pins is a practically a futile attempt of reverse engineering. This is especially true, as FPGA devices have evolved to the current million-gate per part density levels. Additionally, JTAGs present another useful feature for FPGA exploitation by allowing the hacker to also observe the logical values in internal flip-flops, even if these flip-flops are not a part of the IO blocks [WEB 2]. In conjunction with invasive techniques, this feature is useful in expediting the reverse engineering of intellectual property within FPGAs. In terms of enhancements to the FPGA, once the hacker has developed the alternative FPGA design, the hacker may use test vectors to validate this alternative FPGA design prior to actual implementation. This approach significantly reduces the time and resources required by the hacker to define, develop, and implement an enhancement to the functionality of an existing FPGA device. After the prototype is created and applied, JTAG BS probing can record pin states to validate the implementation. Ironically, hackers, like the original designers, will likely use the lower-level manufacturing tests to ensure the implementation doesn’t have any physical interconnect defects. 

Lastly, JTAG BS probing and ICE have some provisions for scanning and testing non-JTAG compliant logic. If noncompliant logic is bound on both its inputs and outputs by JTAG compliant ICs, cluster scanning can be utilized to drive the inputs and record the outputs of the non-scan logic (see figure 3).
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Figure 3: JTAG Logical Cluster Testing [WEB 86]

This is accomplished by using the JTAG IC on the left to drive data into the logic cluster. The JTAG IC on the right can be set to observe the information on its input pins, which is the output of the logic cluster. The procedure can be used for testing and exploration, as well as, validation of the enhanced system. Although the technique seems simple enough, the creation of test vectors can become very software intensive if clusters are large, bound by multiple JTAG ICs, and run with other clusters. Moreover, writing custom scripts can consume significant time.

2. In-System-Programming Features:

Another feature that is perhaps most frequently used in JTAG hardware hacking is In-System-Programming (ISP) or sometimes called On-Board-Programming (OBP). ISP allows the user to read and write information to flash memory that is controlled by a JTAG compliant processor, micro controller, FPGA, or CPLD [BIB 3 WEB 33, 34, 35]. This is performed by using BS ICE to control the processor or micro controller. The information to be read can be output through the TAP using TDO. Similarly, information can be written to flash memory or to a CPLD through the TAP by driving TDI [WEB 33]. Software GUIs are typically used to facilitate reading and programming of embedded code. However, software hackers are able to write custom programs to extract or write code to memory [WEB 36]. 

In terms of exploitation, ISP serves a number of functions. To start with, embedded systems increasingly incorporate more complex operating systems. This is evident from the Linux OS in the PlayStation 2 and Tivo systems to name a few examples [WEB 38]. Thus, one of the first methods to understanding system functionality is to extract the firmware of the unit [WEB 37]. With minimal effort, the firmware of most embedded systems can be extracted provided component and net identification is complete or can be obtained. Hence, while hardware hackers work on the ICs, software hackers can independently use ISP to extract and begin reverse engineer the embedded code. Secondly, ISP provides a fast and effective method of reprogramming system memory with software patches once an enhancement is developed. Prior to JTAG ISP, memory reads and flash memory updates required de-soldering of the IC, which made multiple bug fixes a probative task. Third, ISP also provides an effective way to sell software patches to interested parties. Most consumers don’t generally purchase JTAG controllers. In turn, exploits have been performed where controllers programmed to apply the software patches have been sold. Moreover, because of the JTAG standard’s wide acceptance, mass manufacturing has made such controllers relatively cheap [WEB 39]. 

As an aside, JTAG compliant memory devices may be of particular concern. Currently only extremely high performance memory modules that are packaged in BGAs have their own JTAGs [WEB 32]. Moreover, due to timing constraints, conventional memory is not JTAG compliant [WEB 34]. In turn, industry and hackers for the time being utilize the processors and other digital logic that access the memory, which are largely JTAG compliant to capture inclusive information assets [WEB 34].

3. Ease of Use:

Unique to the JTAG Standard, this test technology was the first to heavily rely on software for running hardware tests. This reliance on software has impacted hardware hacking in multiple ways. First, evident in the virtual probe technology, BS ICE, and ISP, much of the hands on work required for low-level hardware hacking have disappeared. This opens up the field so that software and novice hackers are able to contribute with minimal reliance on experienced hardware hackers. Thus, for software hackers, when a new software protection scheme is released to the marketplace, software hackers will be able to reverse engineer the firmware and read the raw binary on the CD to combat the software protection. For novice hackers, this means that they can work at their own pace and try new techniques that are posted on the Internet. Another ramification is that new and more advanced functional test features have been developed using the same JTAG IC standard. These debuggers allow graphical displays of probe data making debugging easier [WEB 29]. Likewise, the GUIs for such software have also been improved. Now, setting up a JTAG control for a scan chain and performing ISP is a point and click operation. This is yet another feature that helps support both the software and novice hacker. For the knowledgeable hacker, scripting support has made it possible to automate JTAG testing, thereby decreasing demands on the person. Finally, software reliance has also made low-level software attacks hard to detect. A system that is regularly serviced will not show any hardware signs of tampering. Even though physical deterrents will pose an initial circumvention problem, the legitimate way using JTAG technology is already known to work and often can be deduced or purchased.

Another form of JTAG’s ease of use can be seen in its standardization. As the first of its kind, it finally allowed the novice to learn one hacking method and be able to apply it to most types of systems. This, in turn, has aided in skill reuse of the hackers helping them to grow with their skill [BIB 2]. Moreover, with familiar technology in each system, this can reduce cycle time for attack. Blind interrogation could very well cut the work of visual inspection in half. Additionally, as stated before, the cheap cost and the varying range of JTAG controllers and scan software make low-level hardware hacking affordable on all levels.

Case Study Examples:

To illustrate some of the fore mentioned concepts and reveal how the JTAG standard has had and may have an impact on embedded systems exploitation, the following case studies are presented.

1. Mepco Gas Fraud:

Putting a high tech face on the age-old crime of short measuring, in 1999 pumps at twelve gasoline stations operated by Mepco Oil Inc. in southern California were found to short change consumers an average of $1 per customer [WEB 43]. The scam used modified computer chips, presumably some type of PROM [WEB 44]. Using assembly language, these chips were programmed to “dispense less gas than the amount displayed. But by accurately dispensing one-, five-, and 10-gallon amounts (which are routinely tested), the scheme was designed to fool county inspectors” [WEB 43]. The distribution of these chips were linked to Mohamed Mourad general manager of Mepco Oil Inc., his brother Bragin Mourad, and Ernesto Escobedo, a repair technician. Because of the high tech and inside nature of the scam, authorities concluded that it didn’t “require collusion with gas-station managers or pump operators” [WEB 43]. In turn, only the two Mourad brothers were sentenced to one-year jail terms and Escobedo was placed on three years of formal probation [WEB 44]. Mepco Oil Inc. was also sued in a civil lawsuit and required to pay $64,000 [WEB 44]. With the revenue of the scam estimated at $1 million, the company made a $936,000 profit. At the end of the investigation, it was also noted that newer computer technology that was activated via telephone line or pagers could be used to selectively generate false readings [WEB 44]. This information was relayed to both officials and pump manufacturers [WEB 44]. 

Within this case study, a number of hacking concepts are present. First, the Mepco fraud reveals that insider Class II exploitations do occur. The perpetrators had the specific tools and expertise to program the microchips, access the system, and apply the hardware hack. The wireless version of the scam also showed a high degree of technical skill. Secondly, although not likely, the case also shows how only a few knowledgeable insiders are required to execute exploitation. Furthermore, the exploit confirmed the lack of security deterrents and detection mechanisms that is typical of embedded systems.  

In terms of the implications of JTAGs, current processors and microcontrollers for gasoline pumps are JTAG compliant and utilize Flash memory [WEB 45,46]. While undisclosed safe guards were supposed to be implemented, the existence of a JTAG scan chain and flash memory mean that illegitimate ISP may be a possibility [WEB 44]. Moreover, with regular maintenance performed on gasoline pumps, it is very likely that JTAG may be used for field diagnostics and updates of gasoline pump firmware. If this is the case, a scam such as Mepco’s may be even easier to execute. If an investigation is suspected to take place, it can conceivable to require only a couple weeks to a month to replaced modified chips with originals. Moreover, physical signs of damage may result from the hastily operation. Yet with JTAG ISP field updates and flash memory, JTAG controllers can be customized to automatically reprogramming chips back to the original settings when plugged into the JTAG TAP of a gasoline pump. With maximum ease and minimal physical evidence, JTAG technology could streamline such a scam and make it significantly more difficult to detect.

2. Car Engine Control Modification:

Yet another automotive-related attack, many car enthusiasts endeavor to increase horsepower and speed of their cars by paying aftermarket car-computer hackers to recalibrate the engine control chips. Typically the motivation is a custom modification that will sacrifice durability and smoothness for that of power and speed [WEB 47]. The attack usually entails locating the engine control module, removing it from the casing, and replacing the manufacturer EPROM with a performance enhanced version [WEB 49, 50]. With the industry of aftermarket chip companies that offering custom configurations and instillation valued at $80 million, the business is both lucrative and acceptable [WEB 47]. Heavy fines have been created to severely penalize owners who have implemented modifications that violate state emissions standards [WEB 47]. However for many cars there are do-it-your-self kits that are readily available. These kits depict similar hardware attacks to that described in the Mepco case study to circumvent engine performance limiting controls that typically hinder the pursuit of speed and power. Most kits contain detailed diagrams that illustrate how to access the engine control module. Alternatively, diagrams such as figure 4 are freely available on the Internet [WEB 49].
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Figure 4: Diagram for accessing a car engine control module [WEB 49].

The most difficult part of the attack involves the physical access to the engine control modules since they are often embedded within the firewall and may need special tools to access [WEB 49]. Nevertheless, car enthusiasts will typically have access to such tools and enjoy the hands on work. In terms of swapping EPROMs, factory chips are usually crimped or attached with a connector, which can easily be detached [WEB 50]. ScotchLoks and, as a last resort, soldering can be used to attach the new chip [WEB 50]. For those that want to implement a custom configuration, blank EPROMs and software can be purchased. By using a hex editor and EPROM programmer these personalized modifications may be applied [WEB 50]. 

From this hardware hacking example, there are a number of issues or particular interest. First, the physical aspect of replacing and reprogramming the engine control module is clearly quit cumbersome. The breaching of the physical enclosure of the module alone takes significant time and skill. However, like most physical deterrents, these module enclosures can be circumvented with some insider information. Secondly, as aftermarket engine control companies are accepted and regulated by state authorities, this leaves little room for the illegitimate hacker to make a profit. Furthermore, automotive manufacturers have protected themselves through legal clauses that state that they are not liable and their warranty will be void upon emissions violations that result from the implementation of custom modifications [WEB 47]. With legal protection, automotive companies show no opposition to the legitimate hacking business. In turn, these factors deter most types of malicious exploitation of the vulnerable engine control system. Lastly, this case study presents, for the most part, a Class I hardware hack. Typically both companies and individuals are empowered to modify parameters contained within these EEPROMs. Moreover, the extent of hardware expertise is quite basic.

In terms of the JTAG standard, within the last couple years many car manufacturers have switched from EPROMs to flash memory EEPROMs [WEB 48]. Flash memory was utilized to “allow dealership technicians to make emissions or drivability adjustments by quickly recalibrating rather than replacing the [engine control] module” [WEB 48]. One example is Mitsubishi’s M32R/E microcontroller that contains a 32-bit RISC processor and 768 KB of flash memory [WEB 52]. The IC is JTAG compliant and utilizes JTAG ISP for field updates that take only 20 seconds [WEB 52]. With chips like the M32R/E that utilize JTAG ISP, engine control modules are much faster and easier to attack than the legacy EPROM versions. Yet it is important to recognize that the same physical enclosure deterrents are still employed. 

3. DISH Satellite TV Scam: 

While many attacks exist for the illegal acquisition of satellite TV, the following case study will focus on hacking techniques that will be affected by the introduction of JTAGs in satellite TV receivers. In turn, the specific attack to be discussed involves the use of hardware and software to extract valid subscriber information (known as box codes) and then to protect the system from remote disabling [WEB 54]. Prior to JTAGs, such an attack utilizes logic analyzers and probes to deduce the interaction between satellite TV smart cards and their readers [WEB 53]. By using the fore mentioned exploitation cycle, hackers would eventually be able to extract this smart card data. Once this is accomplished, software reverse engineering can then extract the box codes for later use [WEB 53, 54]. However, due to the varying types of smart cards denoted by ROM version, some smart cards hackers were required to make a hardware modification to bypass lower-level system functions like box code checks. This modification is usually termed an Audio Video Replicator (AVR), which consists of a microcontroller and an ISO slot for card access [WEB 54]. In either case, satellite TV broadcasters eventually countered the scams by periodically transmitted Electronic Counter Measures or Entitlement Control Message (EMCs) via the satellite link [WEB 55]. These EMCs usually take the form of scanning programs that probe the receiver to determine if valid box codes are used. If the EMC detects an invalid system, the software will put the receiver in an infinite loop or reprogram/delete embedded code from the receiver [WEB 55]. For protection, hackers again developed locking hardware and software for TSOPs, EEPROMs, and CAMs [WEB 55]. If a system were to receive an ECM, manual reprogramming would require physical extraction of the TSOP, EEPROM, and CAM using hardware programmers [WEB 54,55]. Yet, with the inclusion of JTAGs in newer designs, hackers were able to exploit the JTAG TAP to gain access and extract box codes from the receivers [WEB 55]. Moreover, in the event of an ECM that involves looping or erasing the system, a JTAG controller can be used to reprogram system memory and thereby nullify any counter measures [WEB 55]. With the relatively cheap price of JTAG controllers, controllers customized to extract and reprogram satellite TV receivers have become wildly sold [WEB 56]. Lastly, as the development of the above technology is outside the skill level of Class I hackers, Class II hackers usually perform this work. Nevertheless, for those interested in free satellite TV, step-by-step instructions and forums are available for the novice via the Internet. Furthermore, hardware attack procedures are conveniently available at such sites for purchases and thereby completing the economy of free satellite TV.

The interactions between manufacturers versus hackers and Class II versus Class I hackers are probably the most prominently illustrated hacking concepts. From manufacturers’ viewpoint, it is clear that active measures against exploitation are being developed technologically. From new types of smart cards to ECMs, manufacturers are willing to spend considerable amount of money to disable any threats to profit. It should be noted that satellite TV broadcasters have a unique connection with the customers and thus hackers through the same satellite link. This connection is typically not available in most embedded systems. In terms of hackers, the financial savings of free satellite TV is enough incentive to find and apply the latest techniques. Websites are maintained specifically to disseminate such information. Furthermore, between Class II and Class I hackers, there is clearly an interdependence. Class IIs, as veteran hackers develop new hacking techniques and freely distribute them [WEB 55]. Yet, with the prospects of profit from hardware sales, Class IIs are increasingly motivated to keep their techniques up to date so users purchasing new satellite receivers will be potential hacking customers.

Regarding the JTAG standard’s impact on satellite hacking, JTAG ISP and ICE created an easier and more convenient way to extract and reprogram satellite receiver embedded data. Moreover, the widespread industry adoption of the standard has resulted in the development and sale of test equipment customized for hacking purposes, which created a unique product instead of a simple modification chip. Such products do not only execute the attack for Class I hackers, but for common people simply interested in free satellite TV as well. Starting at only $75, the technology is affordable to the typical satellite TV subscriber [WEB 63]. 

4. PlayStation 2, DVD, and Xbox Mod Chips:

Within the realm of game console and DVD player mod chip attacks, the underlying exploitation techniques and goals are essentially the same. Hackers employ the exploitation cycle in a manner that emphasizes non-invasive techniques and detailed analysis. The goal is to control lower-level system functionality to disable country code and piracy protection checks. Without such checks, illegal copies of games or movies can be played albeit in violation of copyright restrictions. In the end, the hardware attack or mod chip will be mass-produced and sold by Internet vendors [WEB 68]. Moreover, since both the PlayStation 2 and Xbox contain DVD player functionality, DVD mod chips development applies to both systems. In turn, this case study begins by discussing PlayStation 2 mod chip attacks. Following this, preliminary hacking of the recently released Xbox will then be used to identify perspective JTAG hacking. However, unlike other system attacks previously discussed, much of the Xbox exploitation information is shared within closed hacking circles and within private forums [WEB 66, 68]. Due to the complexity of these systems, the threat that vendors may employ improved countermeasures, and the overall competition between mod chip providers the hacking community is not eager to openly disclose viable Xbox exploitation methods. In turn, only unique aspects of PlayStation 2 and Xbox hacking are addressed.

Containing state-of-the-art graphics and gaming logic technology, both Sony’s PlayStation 2 and Microsoft’s Xbox are considered so advance that they rival many high-end PC’s. Yet, designed and marketed for mass production, these consoles embody the dilemma of embedded systems vulnerabilities. Thus, the hacking of both consoles can exemplify many of the hacking concepts previously discussed within this paper. 
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Starting with the PlayStation 2, exploitation commences with visual inspection to locate and attack the laser controller. In figure 5, it is clear that visible part numbers can be obtained when the PCB is exposed. 

Figure 5: Sony PlayStation 2 Mod Chip Installation Diagram [WEB 87].

By searching the Internet for an IC with part number BA5810FP, the hacker is able to obtain the IC device data sheet. Had the data sheet not been written in Japanese, the hacker would easily be able to determine the type of functionality of the chip. From the sparse English words found within the data sheet, it is evident that this chip is produced by ROHM and has something to do with the CD/DVD-ROM [WEB 18]. Moreover, the schematic reveals that it is a type of logical component. At this point, probing via bed-of-nails testing and debugging with logical analyzers must be used to determine the IC’s system function. Alternatively, there are likely to be hackers who have already discovered the chip’s function. For those hackers who do not have time-to-market pressure accompanying their mod chip development, networking to get the information from fellow hackers is feasible. Searching through PS2 hacking forums reveals that the BA5810FP is the laser controller [WEB 16]. With such functionality now known, it is clearly one of the ICs to be targeted for mod chip development. Further, probing ICs and test points can now be used to collect system data on the chip. Functions of interest will be stopping and starting the laser and reading the CD-ROM’s bit stream [WEB 70]. Spectral analyzers and oscilloscopes can also be used to detect novel encoding schemes such as AM envelopes miss-aligned on radial data tracks [WEB 66]. Highly technical knowledge is used to create hypothesis that will later be tested through simulation. Eventually the piracy protection and country code verification schemes will be discovered [WEB 66]. The next step is to modify the CD controller so that every CD will appear to have the protection schemes. To test newly developed hacking schemes, the weapons of choice are PIC microcontrollers [WEB 71, 72]. These microcontrollers can be programmed to drive hacking signaling schemes and soldered onto the desired test points or IC pins. Moreover, at around $4 per chip they are affordable for any developer and hacker alike [WEB 72]. For manufacturing these same chips are about $1 each in 100 count packages when purchased in bulk quantities [WEB 73]. Finally, the finished product can be mass-produced and sent to on-line vendors. 

In a similar manner, hackers are currently reverse engineering Microsoft’s Xbox. With the Xbox’s recent release in the fall of 2001, hackers are still in the early stages of exploitation. However, the firmware has already been extracted and software hacking is being conducted [WEB 24]. The Xbox’s executable format, file system, and disk layout are currently known and available on line [WEB 25, 26, 27]. In terms of the JTAG standard, hackers, like industry, are increasingly interested in this technology. While the PlayStation 2 utilized JTAG, as evident form the BGA packaged ASICs, there is no indication that it was used to create the mod chips sold today [WEB 16].  However, hackers are quick to incorporate this technology into the reverse engineering of the Xbox [WEB 75, 81]. JTAG TAP test points have already been located as evident from figure 6 [WEB 81].
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Figure 6: XBOX JTAG TAP Locations [WEB 81]

Because of alleged decoy ROM code, it is thought that the best ways to access the authentic ROM data is to either capture the data before it goes to the processor or to use invasive techniques to read the bits via microscopy [WEB 81]. In turn, many hackers wish to utilize JTAG “to try and capture the decrypted data as it enters the processor, or to stop the clock and somehow read the RAM contents out” [WEB 81]. Alternative invasive techniques are priced around the $10K range [WEB 81]. Thus JTAG may soon prove to be a cost effective hacking solution. 
5. Corporate IP and Reverse Engineering: 

Although corporate intellectual property lawsuits receive little publicity in the general media, the following examples verify that corporate reverse engineering and exploitation of embedded systems do occur. One of the most valuable assets in most embedded systems is the intellectual property within proprietary ICs. Examples of such exploitation are the creation of AMD and the lawsuit between ARM and picoTurbo. Although the methods of reverse engineering are not readily available, it is common knowledge that AMD, a processor giant, founded the company through reverse engineering. Back in the mid 1980’s, Intel decided to end its license with AMD to create the 386 processor. Through reverse engineering, AMD was able to copy the 386 and maintain its business [WEB 58]. Despite years of litigation and technological struggle, AMD finally gained substantial market share and in many respects dethroned Intel in the PC processor market. As for ARM’s and picoTurbo, the two companies are locked in heated litigation over intellectual property rights of RISC cores [WEB 57, 59]. In December of 2001 picoTurbo agreed to stop sales and direct all of its customers to ARM for future business [WEB 60, 57]. However, current legal issues over a judge’s ruling have been raised that may allow picoTurbo to succeed, as did AMD over Intel.

More than just lawsuits, these examples show that industrial organizations do indeed perform Class III attacks. In the mid 1980’s, the i386 processor was considered the state-of-the-art PC processor. To reverse engineer such a chip, AMD would have needed to perform invasive layout reconstruction using advanced technologies like SEM and FIB [BIB 2, WEB 20]. Moreover, today published papers report that, when using automated forms of these techniques, an Intel 386 processor can be reverse engineered in only two weeks [WEB 20]. In terms of picoTurbo, the alleged exploitation was so profound when proven in court, that all of picoTurbo’s customers, intellectual property, and proprietary designs were to be turned over to ARM [WEB 60]. With seven counts of patent infringement, picoTurbo showed that competing companies have the technological and financial resources to make IP theft profitable.

DETERRENT RECOMMENDATIONS

When considering the types and number of deterrents available for use in a product, it is important to realize that these decisions are highly dependent on the production volume and the security needs of the application. Moreover, the most cost effective deterrents are those that deter the most damaging types of attacks.

Defense and High Security Systems:

Defense and other high security products allot significant funding to combat security issues. Additionally, the low volume of product production coupled with the complex custom designs make programmable logic chips like FPGAs and CPLDs economically feasible components in the end product. FPGAs and CPLDs can accommodate a variety of security features although at a higher cost per device accentuated by the low volumes of the production systems to be manufactured that may only be afforded by these end-users.

For example, IC vendors such as Xilinx offer FPGAs that support triple DES encrypted bit streams, which flow from the EEPROM to the FPGA during configuration [Web 12,13]. Xilinx also supplies EEPROMs that can be set to preclude conventional reads and thereby further protect the FPGA bit configuration [Web 10]. Additionally, JTAG internal node logic can be omitted or disabled from the final bit configuration. Many vendors such as QuickLogic make this option accessible by simply flipping a security bit during implementation of the VHDL code [Web 2]. Specializing in secure military ICs, QuickLogic advances IC security with their proprietary anti-fuse technology. That allows for their FPGAs to maintain chip configuration even when the power supply is removed. This bypasses the need to keep bit configurations within an EEPROM, thus eliminating any access to the bit stream. Not limited to JTAG security, anti-fuse technology also prevents invasive techniques such as layout reconstruction using SEMs and FIBs [WEB 10,20]. Offering greater deterrence to reverse engineering are Flash Based FPGAs. These devices have no observable change in the flash based switch when programmed due to lack of readily observed bit configuration crucial or successful layout reconstruction attacks [WEB 20]. These devices are even harder to reverse engineer with invasive methods [WEB 20]. 

Similarly, many CPLDs manufacturers like Xilinx offer advanced security feature that protects the CPLDs from being read or written by their JTAG ports. In particular, the Xilinx’s CoolRunner-II “provides an unprecedented four levels of design security buried within the layers of the device and scattered throughout the die to make their detection virtually impossible” [WEB 5]. Erasing such a CPLD can only be performed using the Xilinx JTAG Programmer. This diminishes the supply of suitable JTAG controller software that may be used for this purpose  [WEB 11]. Hence, at best a hacker could simply erase the very intellectual property they were attempting to exploit. Likewise, within the microprocessor and micro controller arena companies such as National Semiconductor and Securealink have also included security features on their high-end products. One such feature protects a micro controller from reading external memory. In turn, the feature would hinder hackers from using ISP to obtain or modify the contents of memory modules. More advanced features from Securalink incorporate DES/3DES encryption, JTAG disabling ISP, and JTAG Boundary Scan disabling to prohibit external access to internal proprietary information assets. Further, some controllers use the JTAG standard’s BIST to erase all memory on power down or reset. A tamper detection mechanism will also erase all memory if the casing is breached or a wrong key number has been sent to the controller 3 times [WEB 7]. Consequently, memory and scan information are both protected from JTAG and other hacking methods. When using any of these ISP or Boundary Scan disabling features, developers will first utilize JTAG testing for its tremendous money saving features within the prototyping and manufacturing cycles. While using ISP to configure the final product, security bits are then flipped to activate the security features and thereby disable JTAG access. Clearly, with these and other security features, such top-of-the-line devices and the systems that use them are particularly difficult to reverse-engineer or reprogram. Only high-level Class III organizations operating with National Laboratory resources would be able to successfully attack these devices [WEB 20].

However, as companies are beginning to seriously look at utilizing JTAG for field diagnostics and updates, many of the fore mentioned deterrents would preclude both legitimate and illegitimate users. In turn, another solution may be to implement a proprietary system-level deterrent. Ironically, for some designs the growing complexity of systems and boards has lent itself to such a solution. Companies such as HP that produces high performance systems require complex software and hardware controllers to utilize JTAG testing. Aside from allowing custom BS testing, these features also hinder outsiders from driving the scan chains to access specific devices on the board. In terms of the hardware, an attempt to drive the scan chains with a commercial JTAG controller would fail since the built-in JTAG controller would interfere with such attempts. To drive the scan lines, the attacker would need to locate the JTAG controller and disable it. Additional hardware modifications may also be necessary to totally bypass the JTAG controller. In terms of the complex proprietary software, this feature allows the manufacturing company to specify exactly what JTAG operations a customer can perform. Since the complete software interface never leaves the company, an attacker would be forced to try to interface with the unseen embedded code, a practically daunting task. Thus by the system’s sheer complexity, a fairly robust, and system-wide deterrent to JTAG vulnerabilities was created. 

High Volume Commercial Systems:

However, for most high volume commercial products, the increased expense for such components and added hardware is not cost effective. A perfect example of this is Sony’s Playstation 2. During the gaming console’s release, Sony was advised against selling its product to certain countries because of possible technology transfer. Yet, the system still chose to use COTS for the lower-level system functions such as the piracy protection and country code verification. For such a mass produced product, cost and profit were clearly the driving issues. Such is the dilemma of commercial embedded system manufacturers. Within this field, profit is achieved by selling massive quantities of the product. To maximize profit only the minimum necessary hardware resources are used [BIB 1]. Adding even a couple dollars to some designs can lead to financial failure. In addition to IC device costs, another key factor is manufacturing ease. Any proposed solution must not hinder the manufacturing process. Low yields and delayed time-to-market were the very problems that motivated the development of JTAGs. With this and all that has been presented thus far, we can then evaluate the following possible deterrent solutions. Although not offering an all encompassing nor perfect solution, these deterrents represent plausible deterrent approaches, some of which are currently in use.

1. Disabling the TAP:

A common and cheap method to deter tampering with a system is to omit or disable the connection to an external TAP. Though simple, this method offers little protection from attackers. Some novice Class I hackers may be deterred by the prospect of at having to look for the scan lines and reconnect them to a TAP, but most Class I and all Class II and III hackers posses the skills required to exploit the system. Once the TAP is functional, the attackers can proceed with exploitation activities.

However, for added testing costs, the four or five wires required for the JTAG TAP could be distributed throughout the board using extremely small test points. The Compaq’s Ipaq employs this approach [WEB 22]. Access to the TAP wires is gained by using a microscope to solder tiny wires to test points that are a little bit bigger than a pin head [WEB 22]. The added equipment and skills required will probably deter Class I, but Class II and III hackers will not likely be dissuaded [WEB 22].

2. Disabling Scan Lines:

Another deterrent method involves more radical disabling of the scan lines. After testing is complete, an automated process could be developed to sever scan traces. Since hackers are usually skilled with solder, multiple breaks in different areas would need to be performed. If effective, Boundary Scanning via the scan chain would be impossible due to the multiple breaks in the scan lines isolating IC devices from external access. Moreover, the cost to sever scan traces would probably be much cheaper than solely utilizing IC’s with JTAG security features. 

However, there are a number of drawbacks to this approach. First and fore most, manufacturing processes are unlikely to achieve a 100% yield. Some boards are bound to be damaged by the physical handling of the machinery. With the scan lines disabled, there will be no way to determine if and how a board was damaged. In turn, conventional testing techniques would need to be employed, which would contradict the very use of boundary scan. Secondly, although the board or system scan lines are disabled, the BS TAP within each of the JTAG compliant IC’s is still functional. The novice Class I hacker may be deterred due to the effort involved with disassembling the board and scanning each complex IC device. However, the competent Class I and virtually all Class II and III hackers, disassembling a system and testing components may be a mundane task but not much of a deterrent. Moreover, if the BS intentions were to augment the memory with BS ISP, the attacker could simply unsolder the memory and use a conventional flash programmer. Thirdly, if conventional testing is performed after the deterrent process, that would indicate that physical access to IC pins is available. Serious Class I and above hackers would be able to visually observe that the IC pins are accessible and resort using conventional exploitation methods. In turn, though inconvenient, these methods are still just as effective in support of exploitation activities. Although this deterrent will prevent novice hackers from utilizing the scan chain, more competent hackers will simply be inconvenienced.

3. Unmarked Packages:

A cheap deterrent approach that has been employed and is thought to be effective, involves not marking/labeling the IC packages to attempt to make commercially-available parts, such as FPGAs and CPLDs, appear to be customer-fabricated ASICs [WEB 7]. Additional power and ground pins are typically used to aid in this disguise [WEB 7]. This obfuscation makes it difficult for hackers to download IC datasheets and BSDL files from vendors. Without the BSDL file of an IC, it is impossible to scan it. The BS software won’t know how the IC’s TAP is designed and thus can’t communicate. This usually hinders or stops Class Is hackers who lack the experience to identify ICs without their part numbers. However, experienced Class IIs and IIIs will be able to identify the ICs from their pin configuration and along with some limited testing [WEB 3]. In terms of FPGAs, by observing the location of the programming pins and the contents of the first few bits in the bit stream, an experienced hacker could fairly easily recognize the IC as an FPGA [WEB 3]. Micro controllers and CPLDs will be slightly harder to distinguish, though not impossible [WEB 3]. Furthermore, many Class II and III hackers will have access to an insider within the manufacturing company who may be able to provide the information. Alternatively, these experienced hackers may also have the facilities to de-package an IC and examine the die layout.

This is not to say that this deterrent will stop Class I attackers. Although many Class Is will initially be deterred, exploitation information such as this is known to circulate within hacking circles and sometimes within the general public domain [WEB 16, 24]. Once they obtain this information, Class Is can then join more experienced hackers in gathering more information about the system and planning future attacks. It is only a matter of time until the information disseminates allowing mistaken identity and function of IC to be eventually replaced with more accurate knowledge [WEB 16]. In turn, this fairly inexpensive method, which the IC vendor can often perform, is typically effective at slowing down Class Is from gathering information and planning attacks. Class II and III hackers will definitely be annoyed and have to expend a few hours at best to circumvent this deterrent approach. Yet, the circumvention of this deterrent is inevitable and the method is simply information gathering. For these reasons, most manufacturers do not view this deterrent as a reliable method and should not be the only deterrent approach employed.

4. Change PCB Layout and Design:

Typically multiple board designs were used to improve upon the manufacturing process, system design, or add region specific features. Yet, with the prolific illegal copying of video games and sale of mod chips to play them, Sony has taken a lead roll in using multiple PCB layouts and designs to deter exploiters that would utilize commercial mod chips. Within the lifespan of the PlayStation gaming console, Sony created at least eight different board designs. Each successive board design placed vulnerable ICs at different locations on the board thus changing the board's layout and design characteristics. Lower-level functions that were previously exploitable were made slightly more complex by using different ICs and different design implementations. For further protection of their product, Sony created the PSOne. This was a redesigned PlayStation console that was intended to be mod chip proof. Unfortunately, none of the board designs were effective in stopping hackers seeking to profit from the development and sale of mod chips. Mod chips are readily and openly available for all PlayStation and PSOne consoles. Sony's deterrent method was only effective in slowing down the sale of mod chips to new PlayStation customers. Currently, a new mod chip is expected to enter the marketplace after only four to five months following the initial deployment of a new console unit. 

In many respects, this taper deterrence technique arguably backfired on Sony. By providing new boards and creating a necessity for new mod chips, Sony actually drove the market for these products. When a new mod chip would need to be developed, competing companies would race to be the first to offer the newer mod chip. Following the laws of supply and demand, older chips would decrease in price while the latest chips could be sold at exorbitant prices. Moreover, with profit clearly the motivating force, mod chips have continually improved in both capabilities and quality to reflect the lucrative and competitive nature of this business.

Aside from creating a lively market for financial gain, the new boards also gave hackers multiple opportunities to evolve their skills. A novice Class I able to observe a Class II hacker during the palling and attack of the first or second PlayStation PCBs would probably have acquired the skills to devise and carryout their own attack by the sixth or seventh PlayStation PCB design. The reason for this is skill reuse [BIB 2]. Many would-be Class I hardware hackers have both the access to facilities and the technical education to be capable Class II attackers. However, these would-be Class I hackers lack the introductory event that will propel them towards executing these hardware attacks.  Perhaps this introductory event may become more frequent as a growing number of colleges and universities have begun to offer coursework in domains of Information Security coupled with hardware and software reverse engineering technology. By observing the experienced hackers, these individuals can gain the practical knowledge wherein their education can be applied. In terms of experience hackers, the new board designs provided the facilities to strengthen their knowledge of the PlaysStation’s lower-level functions and to apply this knowledge to different and more challenging settings. The result is a more capable and adept hacker. Further, with a greater understanding of the lower-level functions, developing and carrying out attacks on the new PCB design are much faster and more accurate [WEB 19].

With the introduction of the PlayStation 2, much more complex and expensive product than it predecessor, Sony again chose to use multiple PCB designs to deter mod chip developers. An excellent example of skill reuse can be seen from one hacking group's forecast of mod chip development.  “Regarding the PS2, we expect the development to get ahead a lot quicker. The reason for this is the built-in compatibility with the existing Playstation games” [WEB 19]. Currently there are at least seven different PS2 board designs. All seven have working mod chips with various added features from simply playing all region and copied games to including all region DVDs. As some PS2 game makers have added extra software checks, stealth mod chips that circumvent the checks have also been created to counter these software checks. With so many vendors offering different types of mod chips, the market has experienced a healthy growth rate over recent years.

However, despite Sony’s long-term trouble with multiple board designs, the technique has shown some merit. Even Class III hacking organizations that are competing with similar time-to-market constraints have been effectively slowed down for at least four months. For some products the companies, this may be a method to minimize loss while better solutions are underway. 

5. Utilizing Low-end Configurable ICs:

As configurable logic devices such as SRAM FPGAs and CPLDs become cheaper and more feasible for production, designers may opt to take advantage of these lower end ICs that exhibit inherent forms of security protection. Justification of the cost of incorporating these low-end ICs may entail the augmentation of the limited, or even non-existent, security features of low-end micro controllers while adding the configuration design capabilities of FPGA technology. On top of explicit security features, the high pin count and seemingly random configuration of internal gates in FPGAs hinder even invasive hacking techniques [WEB 7]. In terms of the security features of this class of components, this is usually limited to a single security bit that will for CPLDs prevent reads or writes, for FPGAs disable Boundary Scan of internal flip flops, and for micro controllers, if available, disable memory reads and writes [WEB 2, 6]. In turn, CPLDs and micro controllers are protected against JTAG ISP and BS ICE memory read outs and FPGAs are protected against JTAG BS probing and hardware debugging of internal flip flops. However, even these security features have known methods for bypass. CPLD security bypass involves driving unused I/O pins with the output macro cells when the security bit had been mistakenly left unset [Web 3]. Even when these mistakes are avoided, a method exists that involves corrupting the power supply voltage to disable the security bit [Web 3]. A similar technique can also be applied to micro controllers to bypass the security bit [Web 3]. In terms of low-end FPGAs, the attack is made even easier. Unlike the high-end Virtex II that supports triple DES encryption, these FPGAs usually store their bit stream without encryption in non-protected memory. Thus, if a JTAG compliant processor or controller accesses the memory, the attacker could simply use BS ICE and ISP to scan out the contents of the memory. After obtaining the bit stream, copies of the FPGA could be used for further non-invasive and invasive attacks. Considerably difficult, but not impossible, for the advanced Class III hacker, reverse engineering the bit configuration may even be plausible [Web 7]. Furthermore, beyond JTAG attacks, the hacker could use conventional methods to read the bit configuration within the memory. 

Additionally, since the BSDL of these commercial-grade parts are freely available from the vendor, BS probing and hardware debugging could still be used to gain insight to the system’s functionality. Moreover, even if the FPGAs or CPLDs were too complex to debug, low-level functionality controlled by micro controllers will still be susceptible to attack when FPGAs and CPLDs are placed into bypass mode. Thus including FPGAs and CPLDs into the board design does not increase security for micro controllers and the functions they manage. Notably, micro controllers are the easiest of the three to attack. In terms of synthesizing control logic within the FPGA or CPLD, the resulting increase in security may not be cost justified. The use of Combinational Logic Blocks, slices, and macrocells all come at high premiums when compared to the use of mass-produced low-end micro controllers. If the added logic requires a larger FPGA or CPLD, the cost would probably be prohibitive to the manufacturer. Further, if the configurable logic is not too complex, which would be hard to produce in a low-end configurable IC, automated BS probing and hardware debugging tools will probably be able to deduce the lower-level system functionality [WEB 61]. 

If it is the Intellectual Property (IP) within the FPGAs or CPLDs that is of concern, the invasive techniques required for these ICs is much more demanding than that of the non-invasive BS probing, ICE, and memory read out used for reverse engineering common micro controllers. Thus using these ICs would effectively deter all Class I and many Class II hackers from obtaining the IP within these devices. Yet, if substantial profit truly seems feasible, these deterrents would not stop serious Class II and Class III hackers that have the facilities and the time to repeatedly clone and attack multiple ICs to complete the exploitation. On the other hand, as was seen in the case studies, many hardware hackers are not interested in the IP contained within the IC. Exploits such as the PlayStation 2 and DISH satellite TV scam have shown that controlling the simple functionality of a system is also very lucrative. For attackers with these motives, some of the Class Is will be deterred, but Class II and III hackers will be able to gain control of the lower-level functionality with minimal difficulty. 

6. Maximize ASIC Use:

If the benefits of re-configurable devices like FPGAs and CPLDs are not necessary their absence will not hinder production or development, a possible alternative is to continue using ASICs. Still typically cheaper to utilize in production than FPGAs and CPLDs, these devices have the added benefit that outsiders usually will not have access to the BSDL files. Consequently, they will not be able to perform BS probing on the chip. Moreover, if packaged in BGAs, conventional test fixtures will be ineffective. Accompanied by the extreme complexity of today’s ASIC designs like Sony’s emotion chip, Class I and most Class II hackers will avoid such overwhelming exploitation tasks. Only competing companies and other hacking Class III organizations that see a feasible avenue for profit would commit to the expenditure of the time, money, and resources. Although, if the ASIC design is smaller and comparable in size to low to moderate range FPGAs and CPLDs, the ASIC will be the easier IC to reverse engineer using invasive techniques. This results from the fact that ASICs are built using hardware libraries. Many of these libraries are standard in the industry and can be easily recognized [BIB 2]. Even if libraries are not used, the most cost effective ASICs are the semi custom chips that use gate arrays or standard cell logic components [WEB 21]. Because of the logical architecture of these ICs is physically visible, both technologies are susceptible to invasive layout reconstruction using SEM and FIB [BIB 2, WEB 20]. With automated processes available, fairly complex ASICs are only able to deter Class I and a few Class II attackers. More skilled hackers with access the invasive facilities will have minimal difficulty reverse engineering the part and continuing the attack of the system. When using automated layout reconstruction, an Intel 386 processor was reverse engineered in only two weeks [WEB 20]. In turn, ASICs provide considerable protection from JTAG BS probing and ISP. They are also fairly well suited to protect high value IP. However, in terms of low to fairly complex systems, ASICs only offer protection from Class I hackers dependent upon access and use of JTAG and vendor documentation within their attack. For hackers whishing to control lower-level system functions such as in the Playstation 2 and Satellite TV exploits, ASICs alone cannot provide adequate deterrence.

7. Interweave JTAG and non-JTAG ICs:

A method to specifically combat the illicit use of JTAG testing, interweaving JTAG and non-JTAG ICs would maximize cluster testing in an obscure manner and thereby severely hinder the outsider from using the scan chain. Typically most board designs do not exclusively use JTAG compliant components. Moreover, due to timing constraints most memory modules are not JTAG compliant. In turn, cluster testing is inevitable. However, to minimize the complexity of JTAG test vectors, clusters are usually grouped by functionality. Thus the number of the clusters is fewer but larger in size. Quite the opposite, interweaving intentionally increases the number of clusters by decreasing each cluster’s complexity down to even a single non-JTAG compliant IC. The goal is not to add needless components, but to choose and arrange them in a manner difficult for scanning. Since the designers have knowledge of the netlist extra time and skill will simply be needed when developing test vectors for the board. From an outsider’s perspective, an unprecedented number of cluster tests will need to be performed to probe and debug a system. In terms of a focused attack, since the system functionality of ICs is not fully known, multiple cluster tests will still be required to determine the role of a single IC. When designing test vectors and debug scripts, automated software applications will most likely have difficulty processing so many cluster tests. Testing time will also be dramatically increased since scan chains are serially connected. In turn, any hacker wishing to utilize JTAG testing on the scan chain will have a difficult and tedious task ahead of them.   

However, there are a number of drawbacks to this method that make it unfeasible. First, with non-JTAG compliant IC populating the board, alternative techniques such as bed-of-nails testing may very well be used in conjunction with Boundary Scan to decrease test time of the manufacturer. Moreover, if most ICs are accessible, bed-of-nails testing may be used instead of JTAG all together. Secondly, once the hacker determines the ICs that perform the desired functionality, the obfuscation of interweave will in no way hinder BS ICE. Third, on the manufacturer’s side, the extra cost required to make special setups to test interweaved boards will probably be just as high, if not higher, than non-JTAG testing solutions. One reason for this is that creating automated scan tests for cluster testing can be very demanding and require extensive software development [EML 3]. Moreover, BS testing typically requires minimum effort outside of connecting scan lines. For such an obscure board design, a custom scan test processes would probably need to be designed [EML 3]. Further, when a fault is detected, it will be difficult to determine whether it is from JTAG ICs or somewhere in the noncompliant IC clusters [EML 3]. Perhaps most importantly, the longevity of such a design approach is questionable. With systems requiring more complexity and small IC footprints, devices are moving rapidly in the direction of BGAs and JTAG compliance. Future space requirements could easily antiquate expensive custom interweave scan tests. In turn, there are a number of problems that would be introduced by interweaving JTAG and non-JTAG compliant ICs throughout the board design. The added cost and extra labor-hours required to integrate such a design method would probably be better spent on functional design.  If the security concerns warrant such precautions, a better avenue would be to utilize the more expensive ICs that have built-in security features at the board level.

The ISP Dilemma: 

At the time of writing this paper, very little work was found regarding JTAG field ISP security. Moreover, many companies were only considering incorporating its use into designs. None of the fore mentioned deterrent techniques or top-of-the-line IC security features allow the discrimination between authorized and unauthorized users of ISP field upgrades and diagnostics. All of the methods that disable the TAP or scan chain or IC TAP will be ineffective if field services are to be used. However, as mentioned before, sheer system complexity coupled with proprietary JTAG controllers and scan software is a feasible deterrent for some. For higher volume mass-produced systems, the only deterrent is to reframe from using JTAG field services for the time being. Yet, in the near future, deterrents will most likely be developed using access keys or special scan routines to gain access to the JTAG ISP features in the field. This functionality is basically the same as the access keys used for high-end FPGAs, CPLDs, and micro controllers. The extra logic required to prevent unauthorized driving of the scan lines could be embodied as a partial TAP controller hidden somewhere on the board. Clearly cost will play a major role, but JTAG field services are anything but mandatory. Other methods of field update, perhaps not as convenient, currently exist. Nevertheless, until such a deterrent is created, the dilemma remains that if service technicians can access the device, so can most system exploiters. 

The Law:

Although not the most sophisticated deterrent, companies have long used lawsuits as a cost effective means to hinder and practically stop exploits from continuing. When determining the motives and the class of the most damaging hackers to a product, companies will typically find Class II and Class III hackers that seek financial gain as the biggest threat. Most of the deterrents previously mentioned are effective in preventing Class I hackers from posing any type of threat. Moreover, even though a Class I hacker with a proven hardware attack plan can be successful, the hacker can only exploit a few units out of the millions sold. However, Class II and III hackers, on the other hand, have the resources to design and distribute hardware modifications such as mod chips and specialized hacking test equipment that can be used by virtually all consumers, thereby significantly diminishing a company’s potential sales. Teamed with Class I hackers, paid installation services can then be made widely available for those end-users only desiring the added functionality. For example, mod chips, which require soldering, are particularly difficult for most consumers to install. In turn, mod chip vendors often sell installation services as an extra option [WEB 69]. 

The financial impact from these exploitations can be tremendous. According to software reports an estimated $10-$15 billion in annual worldwide sales is lost due to illegal copies [WEB 82]. In light of failed attempts at creating hardware and software schemes to deter video game piracy, Sony Computer Entertainment Inc. has taken a lead role in sending cease and desist letters with the threat of lawsuits to deter mod chip companies [WEB 68, 82, 83]. Recently, Sony won its first lawsuit against Playstationmods.com and Channel Technology distributors of the NEO4 and Messiah mod chips, respectively [WEB 84]. With the lawsuit filed in the UK, the win marks a tremendous victory for Sony. By simple vendor comparison, US and the UK are clearly the biggest developers and suppliers of mod chips today. This victory for Sony will allow them to pursue other UK developers and distributors. Already, some mod chip vendors and developers are exiting the market because they don’t “have the resources to take on Sony in courtroom” [WEB 84]. Thus, by spending millions on lawyers’ fees, litigation has the potential to save Sony billions. As for the illegal reception of satellite TV, no hard figures were available. Yet, the plentiful number of online satellite TV hacking vendors is a clear indication that there is a lucrative market for such technology. Should ECMs and new smart card technology prove to be ineffective, satellite TV providers may also pursue the legal route. Lastly, as was evident from the ARM vs. picoTurbo case, a successful patent infringement lawsuit can return more than just patent rights [WEB 60]. Competitor technology, designs, and customers can be awarded to the claimant, effectively crippling the competition. In turn, although costly at first, the law can be an effective and economical deterrent in the long term.

However, it should be mentioned that technological reverse engineering infringement laws, regardless of country, are neither clear nor meaningful unless tested. The US’s Digital Millennium Copyright Act gives developers the vague right to 

“… develop and employ technological means to circumvent a technological measure, or to circumvent protection a-forded by a technological measure, in order to enable the identification and analysis … for the purpose of enabling interoperability of an independently created computer program with other programs, if such means are necessary to achieve such interoperability, to the extent that doing so does not constitute infringement under this title” [WEB 85]. 

Thus, testing the law to protect IP infringement is not 100% effective. Moreover, Sony will most likely be hesitant to pursue legal action in the US due to their earlier legal loss. In Sony Computer Entertainment, Inc. v. Connectix Corp., the Ninth Circuit Court of Appeals approved of reverse engineering so long as it was necessary to discover the ideas or functional elements behind the program [WEB 85].

Concluding Remarks

As the capabilities of JTAG such as BS probing, ICE, ISP, and high-level debugging are seemingly only now being considered in embedded systems exploitations, it is still too soon to ascertain the standard’s full impact on hardware hacking. Yet, it is known that markets exist for embedded system exploitations. Moreover, many of these are quite lucrative and employ advanced technical knowledge and resources. When combined with JTAG features, known hacking techniques are considerably facilitated in terms of time, effort, expense, and technological resources. Thus when designing with security in mind, JTAG deterrents should be viewed in the context of all possible vulnerabilities. To combat the illicit use of the standard, IC vendors have developed and produced chips with varying degrees of protection against JTAG and non-JTAG exploitation attack techniques. For defense and other high security products, the premium on such ICs can be afforded. However, for the majority of embedded systems such premiums are not feasible as the increased product cost significantly impacts product sales and therefore profitability. To maximize system security, these developers can employ a mixture of technical and non-technical security techniques including legal action and possibly proprietary TAP interfaces. In conclusion, although not the complete hacking solution, the IEEE 1149.1 JTAG standard can play a crucial role in current and future hacking techniques. For this reason the benefits of employing this technology must be weighed against the creation of an exploitable vulnerability and as such must be carefully considered in system design.
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ACRONYMS
	3DES
	Triple Data Encryption Standard

	ASIC
	Application Specific Integrated Circuit

	ATE
	Automated Test Equipment

	AVR
	Audio Video Replicator

	BGA
	Ball Grid Array

	BIST
	Built-In Self Test

	BS
	Boundary Scan

	BSA
	Boundary Scan architecture

	BSC
	Boundary Scan Cell

	BSDL
	Boundary Scan Description Language

	CLN
	Crystal Lithium Niobate

	CPLD
	Complex Programmable Logic Device

	DES
	Data Encryption Standard

	ECM
	Entitlement Control Message

	EEPROM
	Electronically Erasable Programmable Read Only Memory

	EPROM
	Erasable Programmable Read Only Memory

	FIB
	Focused Ion Beam

	FPGA
	Field Programmable Gate Array

	HDL
	Hardware Description Language

	I/O
	Input and Output

	IC
	Integrated Circuit

	ICE
	In-Circuit Emulation (Emulator)

	IEEE
	Institute of Electrical and Electronic Engineers

	IP
	Intellectual Property

	ISP
	In-System Programming

	JETAG
	Joint European Test Action Group

	JTAG
	Joint Test Access Group

	MCM
	MultiChip Module

	MTBF
	Mean Time Between Failures

	OBP
	On-Board Programming

	PCB
	Printed Circuit Board

	PROM
	Programmable Read Only Memory

	RAM
	Random Access Memory

	SEM
	Scanning Electron Microscope

	SRAM
	Static Random Access Memory

	TAP
	Test Access Port

	VHDL
	VHSIC Hardware Description Language

	VHSIC
	Very High-Speed Integrated Circuit
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