Hyperencryption & Quantum
Cryptography: The End Of Snooping?

Synopsis:

Data security and privacy have become mgor concearns in the present times. It'sa
dangerous world out there. Hardly a day goes by without out our newspgper heedlines
screaming about the lack of security of data Almost dl organizations have reported
|osses due to unauthorized interception of data

The largest threat is eavesdropping. The only thing to counter this threat is to
reduce eavesdropping or make it entirdy impossble. Practicdly, it is impossble to
ensure that no eavesdropping occurs. Here cryptography comes in handy. Cryptography
has the propety that the defender has an enormous advantage over the passve
eavedropper or the mdicious dtacker. The amount possble damage done by
unauthorized interception of data is reduced. Still, the cyde continues People demand
newver methods of safe-guarding thar data, newer methods are created which dam to be
fodl-proof for some limited time and then some crackers get together and find out some
loophole. Security is a 40 year old discipling, yet things are getting worse every day. The
question is, where does this end?

The answer i right here.

Two groups of people, working independently have come up with two
technologies definitdy worth more than alook.



The fird is hyperencryption. The pet project of Prof. Miched Rabin & his PhD.
dudent Yan Zong Ding a Havad Universty Laboraories is a new avdar of the
fundamentdly secure one-time pad. This is dill an expaimentd technology; the

researchers have yet to write a pgper on it. A detalled explanation is expected in the IEEE
Transactions soon.

The ssoond technology which is covered in this paper has been implemented.
Ressarch on quantum cryptography has been going on in Los Alamos Nationd
Laboratories under Dr. Hughes since the late 1980's. This research is being undertaken
aongsde research on quantum computing.

Both these technologies use different techniques to overcome the threat posed by
attackers. But will this be enough? This paper asks the same question. Hopefully, the
question mark at the end of the name of this paper gives us a positive answer.

Some may ak, does a layman need this much security? Yes People maybe
aurfing the internet & home, discussng some new market strategy over a WAN or having
an dfar. Or they may be living in a place where privacy rights of dtizens are non
exigent. For whatever reasons, the data and communications are persond and private
information and nobody ese s busness. A person has every right to defend his privecy.

These two technologies help him to do just that.
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