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Abstract

Wepresentthesoftwarearchitectureandimplementation
of an efficient data structure for dynamicallymaintaining
anauthenticateddictionary. Thebuilding blocksof thedata
structureareskiplistsandone-waycommutativehashfunc-
tions. We also presentthe resultsof a preliminary experi-
mentontheperformanceof thedatastructure. Applications
of our work includecertificaterevocationin public key in-
frastructure and the publicationof data collectionson the
Internet.

1. Intr oduction

Wepresentthesoftwarearchitectureandimplementation
of an efficient andpracticaldatastructurefor dynamically
maintaininga distributedcollection of elementsin an au-
thenticatedmanner. Applicationsof our work includecer-
tificaterevocationin publickey infrastructureandauthenti-
catedpublicationof datacollectionson theInternet.

Theproblemweaddressinvolvesthreeparties:a trusted
source,an untrusteddirectory, and a user. The source
definesa finite set � of elementsthat evolves over time
throughinsertionsanddeletionsof elements.Thedirectory
maintainsacopy of set � . It receivestime-stampedupdates
from the sourcetogetherwith updateauthenticationinfor-
mation, suchassignedstatementsabouttheupdateandthe
currentelementsof theset.Theuserperformsmembership
querieson the set � of the type “is element � in set � ?”
but insteadof contactingthe sourcedirectly, it queriesthe
directory. Thedirectoryprovidestheuserwith a yes/noan-
swer to the querytogetherwith answerauthenticationin-
formation, whichyieldsaproofof theanswerassembledby
combiningstatementssignedby the source.Theuserthen
�
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verifiestheproof by relying solelyon its trust in thesource
andthe availability of public informationaboutthe source
thatallows to checkthesource’s signature.Thedatastruc-
ture usedby the directoryto maintainset � , togetherwith
the protocol for queriesandupdatesis calledan authenti-
cateddictionary[18, 29]. Figure1 showsaschematicview
of anauthenticateddictionary.

source directory user
query

answer
auth. info

update
auth. info

Figure 1. Authenticated dictionar y.

1.1 DesignGoals

Thedesignof anauthenticateddictionaryshouldaddress
thefollowing goals:

� low computationalcost: the computationsperformed
internally by eachentity (source,directory, anduser)
should be simple and fast; also, the memory space
usedby thedatastructuressupportingthecomputation
shouldbeassmallaspossible;

� low communicationoverhead: source-to-directory
communication(update authenticationinformation)
anddirectory-to-usercommunication(answerauthen-
ticationinformation)shouldbekeptassmallaspossi-
ble;

� high security: theauthenticityof thedataprovidedby
a directoryshouldbe verifiablewith a high degreeof
reliability.



1.2 Metrics and Applications

We can formalize the above goals as the algorithmic
problemof minimizing thefollowing costparametersof an
authenticateddictionaryfor theset � :

1. spaceusedby the datastructuresmaintainedby the
source,directory, anduser;

2. time spentby thedirectoryto performanupdateiniti-
atedby thesource;

3. sizeof the updateauthenticationinformationsentby
thesourcein anupdate(source-to-directory);

4. time spentby the directoryto answera queryandre-
turn the answerauthenticationinformationasa proof
of theanswer;

5. sizeof the answerauthenticationinformationsentby
the directory togetherwith the answer(directory-to-
user);

6. timespentby theuserto verify theanswerto aquery.

Authenticateddictionarieshave a numberof applica-
tions,includingscientificdatamining(e.g.,genomicquery-
ing [20] and astrophysicalquerying [24, 10, 25]), geo-
graphicdataservers(e.g.,GIS querying),third-partypub-
lication on the Internet [12], and certificaterevocationin
publickey infrastructure[21, 28, 29, 1, 11, 19, 15].

In thethird-partypublicationapplication[12], thesource
is a trustedorganization(e.g.,a stockexchange)that pro-
ducesand maintainsintegrity-critical content(e.g., stock
prices)andallowsthird partypublishers(e.g.,Webportals),
to publish this contenton the Internetso that it is widely
disseminated.The publishersstorecopiesof the content
producedby thesource.They performcontentupdatesorig-
inatingfrom thesourceandprocessqueriesonsuchcontent
madeby theusers.However, thepublishersarenotassumed
to be trustworthy, for a givenpublishermay beprocessing
updatesfrom the sourceincorrectly or it may be the vic-
tim of a systembreak-in.Thus,in additionto returningthe
resultof a query, a publishershouldalsoreturna proof of
authenticityof theresult.

In thecertificaterevocationapplication[21, 28, 29, 1, 11,
19, 15], thesourceis acertificationauthority(CA) thatdig-
itally signscertificatesbindingentities(e.g.,identitiesor at-
tributes)to theirpublickeys,thusguaranteeingthisbinding.
Nevertheless,certificatesaresometimesrevoked(e.g.,if a
privatekey is lostor compromised,or if someonelosestheir
authorityto useaparticularprivatekey). Thus,theuserof a
certificatemustbeableto verify thata givencertificatehas
not beenrevoked. To facilitatesuchqueries,the setof re-
vokedcertificatesis distributedto certificaterevocationdi-
rectories, whichprocessrevocationstatusqueriesonbehalf

of users. The resultsof suchqueriesneedto be trustwor-
thy, for they often form the basisfor electroniccommerce
transactions.

1.3 Organizationof the Paper

Therestof this paperis organizedasfollows: Section2
overviews previouswork on authenticateddictionaries,es-
pecially in the context of certificaterevocation. Our soft-
warearchitecturefor authenticateddictionariesis described
in Section3. Our prototypeimplementationof anauthenti-
cateddictionariesbasedonskiplistsandcommutativehash-
ing is outlinedin Section4. In Section5, we reportthere-
sultsof apreliminaryexperimentontheperformanceof our
datastructure,andweconcludein Section6.

2. Previous and RelatedWork

In this section,andthroughouttherestof this paper, we
denotewith � the currentnumberof elementsof theset �
storedin theauthenticateddictionary.

Authenticateddictionariesarerelatedto researchin dis-
tributedcomputing(e.g.,datareplicationin a network [5,
23]), datastructuredesign(e.g.,programchecking[6, 8, 9,
32] andmemorychecking[7, 13]), andcryptography(e.g.,
incrementalcryptography[2, 3, 13, 14]).

2.1. Certificate Revocation

Previous work on authenticateddictionarieshas been
conductedprimarily in thecontext of certificaterevocation
in public-key infrastructure(PKI). The traditionalmethod
for certificate revocation (e.g., see [21]) is for the CA
(source)to signa statementconsistingof a timestampplus
a hashof the set of all revoked certificates,calledcertifi-
caterevocationlist (CRL), andperiodicallysendthesigned
CRL to thedirectories.A directorythenjust forwardsthat
entire signedCRL to any user who requeststhe revoca-
tion statusof a certificate. This approachis secure,but it
is inefficient, for it requiresthe transmissionof the entire
setof revokedcertificatesfor both source-to-directoryand
directory-to-usercommunication.Thisschemecorresponds
to an authenticateddictionary whereboth the updateau-
thenticationinformationandthe answerauthenticationin-
formationhassize �
	��
� . Becauseof theinefficiency of the
underlyingdictionary, CRLsarenot a scalablesolutionfor
certificaterevocation.

Micali [28] proposesan alternateapproach,wherethe
sourceperiodicallysendsto eachdirectorythelist of all is-
suedcertificates,eachtaggedwith thesignedtime-stamped
valueof a one-way hashfunction (e.g.,see[31]) that indi-
catesif this certificatehasbeenrevoked or not. This ap-
proachallows the systemto reducethe sizeof the answer



authenticationinformation to �
	���� words: namely just a
certificateidentifier anda hashvalue indicating its status.
Unfortunately, this schemerequiresthe sizeof the update
authenticationinformation to increaseto �
	���� , where �
is the numberof all non-expired certificatesissuedby the
certifyingauthority, which is typically muchlargerthanthe
number, � , of revokedcertificates.

2.2. Hash Trees

The hash tree schemeintroducedby Merkle [26, 27]
canbeusedto implementa staticauthenticateddictionary,
which supportstheinitial constructionof thedatastructure
followed by query operations,but not updateoperations
(without completerebuilding). A hashtree � for a set �
storestheelementsof � at theleavesof � anda label ��	����
ateachnode� , definedasfollows:

� if � is a leaf, ��	�������� , where� is storedat � ;
� else(� is an internal node), ��	������ �!	"��	�#$��%&��	�'(��� ,

where# and' aretheleft andright child of � , respec-
tively, and � is acollision-resistantcryptographichash
function,suchasMD5 or SHA1.

Theauthenticateddictionaryfor � consistsof thehashtree
� plus the signatureof a statementconsistingof a times-
tampandthe label ��	�)*� storedat the root ) of � . An ele-
ment � is provento belongto � by reportingthe labelsof
the nodeson the path in � from the leaf storing � to the
root, togetherwith thevaluesof all nodesthathavesiblings
on this path. Eachnodein this pathmustbeidentifiedasa
left or right child, andthe pathmustbe given in order, so
that theusercanrecomputetheroot’s hashvalueandcom-
pareit to thecurrentsignedvalue.It is importantthatall this
orderandconnectivity informationbepresentedto theuser,
for without it theuserwouldhavegreatdifficulty recomput-
ing thehashvaluefor the root. This hashtreeschemecan
beextendedto validatethatan item � is not in � by keep-
ing theleavesof � sortedandthenreturningtheleaf-to-root
paths,andassociatedhashvalues,for two elements+ and ,
suchthat + and , arestoredat consecutive leavesof � and
+.-/��-0, , or (in theboundarycases)+ is undefinedand ,
is theleft-mostleafor , is undefinedand+ is theright-most
leaf. Again, theuseris requiredto know enoughaboutbi-
narytreesto beableto verify from thetopologyof thetwo
pathsthat + and , arestoredatconsecutive leaves.

Kocher[22] also advocatesa statichashtreeapproach
for realizing an authenticateddictionary, but simplifies
somewhat the processingdoneby the userto validatethat
an item is not in the set � . In his solution, the leavesof
thehashtreestorethe intervalsdefinedby the consecutive
elementsin the sortedsequenceof the elementsof � . A
membershipqueryfor anitem � alwaysreturnsa leaf � and

theinterval 1 +�%2,43 storedat � suchthat +�5/�6-7, , together
with thepathfrom � to theroot andall sibling hashvalues
for nodesalongthis path. The uservalidatesthis pathby
recomputingthehashvaluesof thenodesin thispath,keep-
ing trackof whethernodesareleft childrenor right children
of their respective parents.Althoughthereis a minor extra
overheadof now having to havea way of representing8:9
and ;<9 , thismethodsimplifiestheverificationfor thecase
whenan item is not in � (which will usually be the case
in certificaterevocationapplications). It doesnot support
updatesof theset � , however.

2.3. Dynamic HashTrees

Using techniquesfrom incrementalcryptography, Naor
and Nissim [29] dynamizehashtreesto support the in-
sertion and deletion of elements. In their scheme,the
sourceandthe directorymaintainidentically-implemented
2-3 trees.Eachleaf of sucha 2-3 tree � storesanelement
of set � , andeachinternalnodestoresa one-way hashof
its children’s values. Hence,the source-to-directorycom-
municationis reducedto �
	=�>� items,sincethesourcesends
insertandremoveinstructionsto thedirectory, togetherwith
a signedstatementconsistingof a timestampandthe hash
valueof theroot of � .

A directoryrespondsto a membershipqueryfor anele-
ment � asfollows: if � is in � , thenthedirectorysupplies
the pathof � from the leaf storing � to the root, together
with all siblingsof nodeson this path;else(� is not in � ),
the directorysuppliesthe leaf-to-rootpathsfrom two con-
secutive leavesstoring + and , suchthat +?-@�A-B, , to-
getherwith all siblingsof thenodesonthesepaths.By trac-
ing thesepaths,the usercanrecomputethe hashvaluesof
their nodes,ultimately recomputingthe hashvaluefor the
root,which is thencomparedagainstthesignedhashvalue
of the root for authentication.Onecanapply Kocher’s in-
terval ideato thisschemeasanalternativewayof validating
itemsthatarenot in the dictionary � . Thereareneverthe-
lesssomedrawbacksof this approach.Dynamic2-3 trees
arenot trivial to programcorrectly. In addition,sincenodes
in a 2-3 treecanhave two or threechildren,onemusttake
specialcarein the structuringof theanswerauthentication
informationsentby the directory to the user. Namely, all
sibling nodesreturnedmustbeclassifiedasbeingleft chil-
dren,middlechildren(if they exist), or right children. Re-
computingthehashvalueat theroot requiresthata userbe
ableto matchthecomputationdoneat thesourceasregards
aparticularleaf-to-rootpath.

Othercertificaterevocationschemesbasedon variations
of hashtreeshave beenrecentlyproposedin [11, 15], as
well, but do not deviate significantly from the above ap-
proaches.



method space update time update info query time answerinfo validation time
CRL’s CED�F�G CED�F�G CED�F�G CED�F�G CED�FHG CED�F�G

Micali [28] CED�IJG CED�IJG CED�IJG CED�I.G CED�K4G CED�LMG
Naor-Nissim[29] CED�F�G CED�NPO4QRFHG CED�K4G CED�NPO4QRF�G CED�NPO4Q�F�G CED�NPO4QRFHG

Goodrich-Tamassia[18] CED�F�G CED�NPO4QRFHG CED�K4G CED�NPO4QRF�G CED�NPO4Q�F�G CED�NPO4QRFHG
Goodrich-Schwerin-Tamassia[16] CED�F�G CED�SUTVFHW=SXG CED�SYG CED�FHW=SYG CED�K4G CED�K4G

Table 1. Comparison of data structures for authenticated dictionaries. We use � to denote the size
of the dictionar y, Z to denote the number of updates since a queried element has been created, and
� to denote the size of the univer se the elements of the dictionar y come from. We denote with [ an
integ er suc h that �<5�[\56� . The time and inf ormation size bounds of the Goodric h-Tamassia scheme
are expected with high probability , while they are worst-case for the other schemes.

2.4. Skip Lists

GoodrichandTamassia[18] have deviseda datastruc-
ture for an authenticateddictionary basedon skip lists
[30]. They introducethe notion of commutative hashing
andshow how to embedin the nodesof a skip list a com-
putationalDAG (directedacyclic graph)of cryptographic
computationsbasedon commutative hashing. This data
structurematchestheasymptoticperformanceof theNaor-
Nissim approach[29], while simplifying the detailsof an
actual implementationof a dynamicauthenticateddictio-
nary. In particular, the choiceof a skip list andcommuta-
tive hashingto implementan authenticateddictionaryhas
thefollowing benefitsoverapproachesbasedon hashtrees:
� It replacesthe complex detailsof 2-3 treeswith the

easy-to-implementdetailsof skip lists.

� It avoids the complicationof storing intervals at leaf
nodes[22], andinsteadreturnsto theintuitiveconcept
of storingactualitemsat theleafnodes.

� It greatlysimplifiestheverificationprocessfor a user,
while retainingthebasicsecuritypropertiesof signing
acollectionof valuesvia cryptographichashing.

2.5. One-Way Accumulators

The authors[16] have recentlydevelopeda datastruc-
ture for authenticateddictionariesbasedon one-way accu-
mulators[4, 31]. An advantageof this approachis that the
validation of a query result performedby the user takes
constanttime and requirescomputationssimple enough
to be performedin devices with very limited computing
power, suchasa smartcardor a wirelessphone. This ap-
proachachievesa tradeoff betweenthe cost of updatesat
thesourceandqueriesat the directories,with updatestak-
ing �
	�[];.^�_�`!	��$ab[��=� timeandqueriestaking �
	��$ac[d� time,
for any fixed integerparameter�.5e[f50� . For example,
onecanachieve �
	"g �
� time for bothupdatesandqueries.

We comparethe asymptoticperformanceof datastruc-
turesfor authenticateddictionariesin Table1.

3. Software Ar chitecture

We havedesigneda generalobject-orientedsoftwarear-
chitecturefor authenticateddictionariesandwehaveimple-
mentedit in Java. A high-level view of thesoftwarearchi-
tectureis shown in Figure2. In our architecture,anentity,
calledcertificationauthority, or CA, hasbeenaddedto the
participantsof the authenticateddictionary protocol. The
CA is the only trustedentity in the system.It initiatesup-
datesandprovidesa signedstatementto authenticateeach
update.This statementis modeledby an objectcalledthe
Basis. In our formalization,the sourceactsas the inter-
mediarybetweenthe CA andthe directory. It forwardsto
the directoryeachupdateandits associatedbasis.Thedi-
rectoryrepliesto queriesmadeby theuserby returningan
objectcalledAuthenticResponse, whosedatafields pro-
vide theanswerauthenticationinformation.

We use six interfaces (APIs) to describe our au-
thenticateddictionary system: AuthenticatedDictionary,
with its subinterfacesMirrorAuthenticatedDictionary and
SourceAuthenticatedDictionary, AuthenticResponse,
Update, andBasis.

3.1. Queries

Interfaces AuthenticatedDictionary, AuthenticRe-
sponse, andBasis relateto querying. At the heartof the
querysystemis theAuthenticatedDictionary. Its principal
methodsare

� AuthenticResponse contains(Object o): queries
themembershipof anelementandretrievestheanswer
asanAuthenticResponse object;

� Basis getBasis(): requeststhe Basis objectprovid-
ing theanswerauthenticationinformation.
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Figure 2. High-le vel view of our object-oriented software architecture for authenticated dictionaries.

An instanceof AuthenticResponse hasa method,sub-
ject, to identify the elementof the queryfor which the re-
sponseis issued,anda method,subjectContained, to de-
terminewhetheror not theelementis containedby thedic-
tionary. Thereis alsoa methodfor determiningwhetheror
not the responseis valid, calledvalidatesAgainst, which
takesaninstanceof Basis asits parameter.

Theusershouldtrustthattheansweraboutthemember-
shipof theobjectreturnedby subject in thedictionarypro-
vided that subjectContained is correctandthe following
areverified:

1. the usertruststhat the data storedin the instanceof
Basis hasnot beentamperedwith, e.g.,becauseit has
beensignedby theCA.;

2. theusertruststhatthecodeexecutedby themethodsof
theAuthenticResponse hasnot beentamperedwith,
e.g.,becauseit hasbeensignedby theCA;

3. methodvalidatesAgainst returnstrue.

A schematicinteractiondiagramfor a query is shown in
Figure3. NotethatmethodverifyBasis() is not partof the
interfacesdiscussedabove.

The data representedby the Basis and AuthenticRe-
sponse objectsareimplementation-dependent.For exam-
ple, in thehashtreedatastructure,thebasisis the labelof
therootof thetree,andtheAuthenticResponse objectfor
an elementin the setcontainsthe sequenceof labels(and
associatedleft-child/right-child) indicators,for thesiblings
of thenodesin thepathfrom theleafcontainingtheelement

to theroot. MethodvalidatesAgainst recomputesthelabel
of theroot by hashingthe labelsin thesequencein theap-
propriateorderandcomparesthevaluesoobtainedwith the
oneprovidedby thebasis.

3.2. Updates

Interfaces Update, MirrorAuthenticatedDictionary
and SourceAuthenticatedDictionary, relate to updating
anauthenticateddictionary.

The SourceAuthenticatedDictionary interface de-
scribesthe updatesto the authenticateddictionary main-
tainedat the source. It allows the CA to add or remove
itemsfrom the dictionary. It hastwo methods:insert and
remove. Both methodshave a single parameter, the ele-
ment,andreturnanUpdate object. TheUpdate objectis
usedto transmitchangesin the dictionaryto the directory.
TheUpdate interfacecontainsanexecute methodthatcar-
riesout theactionof theupdateonadirectory, whichcould
bea singleinsert/remove operationor a sequenceof them.
The MirrorAuthenticatedDictionary is the view given to
an object of type Update of the authenticateddictionary
maintainedat thedirectory. Its only methodis usedto ini-
tialize thedirectory.

It is assumedthata transportmechanismexistsform dis-
tributingUpdate objectsandtheirassociatedBasis objects
to the directory. A schematicinteractiondiagramfor up-
datesis shown in Figure 4. Note that methodssignBa-
sis() anddistribute() arenotpartof theinterfacesdiscussed
above.

Becausespecificimplementationsof authenticateddic-
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tionary systemsmay restrict the typesof datathat may be
storedin thedictionaries,thecontains methodof Authen-
ticatedDictionary, aswell asthe insert andremove meth-
odsof SourceAuthenticatedDictionary andthe initialize
methodof MirrorAuthenticatedDictionary maythrow ex-
ceptionsif the userattemptsto insert incompatibledata.
Also, if adirectoryis not fed instancesof Update in theor-
der in which they weregeneratedat thesource,exceptions
mayarise,dependinguponspecificimplementations.

We show thesourcecodefor theabove interfacesat the
endof this paper, in Figures10 through15.

4. Implementation

To validateour software architecturefor authenticated
dictionaries,we have donea prototypeimplementationof
anauthenticateddictionarybasedonskip lists.

4.1. Skip Lists

In thissection,wereview theskiplist datastructure[30],
which is anefficient meansfor storinga set � of elements
from anordereduniverse.It supportsthe following opera-
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tions:
� find(� ): determinewhetherelements� is in � .
� insert(� ): insertelement� into � .
� delete(� ): removeelement� from � .
A skip list storesaset � of elementsin aseriesof linked

lists �kj , �Rl , �km , n&n2n , �*o . Thebaselist, �pj , storesall theele-
mentsof � in order, aswell assentinelsassociatedwith the
specialelements8:9 and ;<9 . Eachsuccessive list �*q , forrts � , storesa sampleof the elementsfrom �uqwvHl . To de-
fine thesamplefrom onelevel to thenext, we chooseeach
elementof � qwvHl at randomwith probability �xa&y to be in
thelist � q . Thesentinelelements8:9 and ;<9 arealways
includedin the next level up, andthe top level, Z , is main-
tainedto be �
	z^�_�`{�
� . Thetoplevel is guaranteedto contain
only thesentinels.We thereforedistinguishthenodeof the
top list � o storing 8:9 asthestart node | .

An elementthatexistsin � q}v�l but not in � q is saidto be
a plateauelementof � qwvHl . An elementthatis in both � qwvHl
and �uq is saidto bea towerelementin �*q}v�l . Thus,between
any two tower elements,therearesomeplateauelements.
In deterministicskip lists, the numberof plateauelements
betweentwo towersis at leastoneandat mostthree. The
expectednumberof plateauelementsbetweentwo tower
elementsis one.(SeeFigure5.)

For eachnode � of list � q , we denotewith elem	���� the
elementstoredat � . Also,wedenotewith down	���� thenode
in � q}v�l below � , whichstoresthesameelementas� , unlessr ��~ , in which casedown	����(� null . Similarly, we de-
notewith right 	���� the nodein � q immediatelyto the right
of � , unless� is the sentinelstoring ;<9 , in which case
right	����{� null .

To performasearchfor element� in askiplist, webegin
at the start node | . Let � denotethe currentnodein our
search(initially, ����| ). The searchproceedsusing two
actions,forward hop and drop down, which are repeated
oneaftertheotheruntil we terminatethesearch.
� Hop forward: We move right along the current list

until we find the nodeof the currentlist with largest

element less than or equal to � . That is, while
elem	 right 	����=�{-�� , we update�.� right 	����

� Dropdown: If down	����{� null , thenwearedonewith
oursearch:thenode� storesthelargestelementin the
skip list lessthanor equalto � . Otherwise,we update
�.� down	���� .

The outer loop of the searchprocesscontinueswhile
down	�[d�J�� null , performinginsidethe loop onehop for-
wardfollowedby onedropdown. After completingsucha
sequenceof hopsforward anddropsdown, we ultimately
reacha node � with down	����6� null . If, at this point,
elem	����(�A� , thenwe have found element� . Otherwise,
� is the nodeof the baselist with the largestelementless
than � ; likewise, in this case,right 	���� is the a nodeof the
baselist with the smallestelementgreaterthan � , that is,
elem	����
-���- elem	 right 	����=� . Figures6 shows anexam-
pleof a searchin theskip list of Figure5.

The above searchingprocessrunsin expected�
	�^�_>`��
�
time, for, with high probability, theheight Z of therandom-
izedskip list is �
	z^�_�`��
� andtheexpectednumberof nodes
visitedon any level is three(e.g.,see[17]). Moreover, ex-
perimentalstudies(e.g.,see[30]) haveshown thatskip lists
oftenoutperform2-3 trees,red-blacktrees,andotherdeter-
ministic searchtreestructures.

To insert a new element � , we determinewhich lists
shouldcontainthe new element� by a sequenceof simu-
latedrandomcoin flips. Startingwith

r �f~ , while thecoin
comesup heads,we usethestack � to traceour way back
to thepositionof list � q���l whereelement� shouldgo, add
a new nodestoring � to this list, andset

r � r ;e� . We
continuethis insertionprocessuntil thecoincomesuptails.
If we reachthetop level with this insertionprocess,we add
anew top level on topof thecurrentone.Thetimetakenby
theabove insertionmethodis �
	�^�_>`��
� with high probabil-
ity. To deleteanexistingelement� , weremoveall thenodes
thatcontaintheelement� . This takestime is �
	z^�_�`{�
� with
highprobability.
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4.2. Commutative Hashing

For this paper, we view a cryptographichashfunction
as a function that takes two integer arguments,� and + ,
and mapsthem to an integer �!	��R%�+H� that is represented
using a fixed number � of bits (typically fewer than the
numberof bits of � and + ). Intuitively, �!	��R%�+H� is a di-
gest for the pair 	��R%"+�� . We can also use the hashfunc-
tion � to digesta triple, 	���%�+�%2,Y� , as �d	��R%&�!	�+�%2,Y�=� . Like-
wise, we can use � to digest larger sequences.Namely,
to digest a sequence	��{lc%"�um�%&n2n&n2%����]� we can compute
�!	���lb%&�!	��um�%2n&n2n2�d	����<vYm�%&�!	��d�<v�l2%����]���Y�2�&�z�=� .

To simplify the verification processthat a userhas to
do in an authenticateddictionary scheme,Goodrich and
Tamassiaintroducecommutativecryptographichashfunc-
tions [18]. A hashfunction � is commutativeif �!	��R%"+��:�
�!	�+d%"��� , for all � and + . Sucha function requiresthat we
modify what we meanby a collision resistanthashfunc-
tion, for thecondition �!	��R%"+��$���d	�+�%��{� wouldnormallybe
consideredasacollision. Wethereforesaythatahashfunc-
tion is commutativelycollisionresistantif, given 	��X%2�4� , it is
difficult to computea pair 	��c%&�X� suchthat �!	"��%&�&�����!	"�c%2�Y�
while 	��X%2�&�����	��2%2�Y� and 	"�X%2�&����?	���%2�&� .

Given a cryptographichashfunction � that is collision
resistantin theusualsense,we constructa candidatecom-
mutativecryptographichashfunction, �>� , asfollows [18]:

� � 	��R%"+��$���d	z�(�� �¡M��%�+�¢£%��t¤>¥*¡b�R%�+�¢���n
It can be shown that ��� is commutatively collision resis-
tant[18].

4.3. Authenticated Dictionary Basedon a Skip List

Theauthenticateddictionaryapproachintroducedin [18]
consistsof askip list whereeachnode� storesa labelcom-
putedaccumulatingtheelementsof thesetwith a commu-
tatively cryptographichashfunction � . For completeness,
let usreview how hashingoccurs.See[18] for details.

For eachnode � we definelabel ��	���� in termsof the
respectivevaluesat nodes'¦� right 	���� and #6� down	���� .
If right 	������ null , thenwe define ��	����{��~ . Thedefinition
of ��	���� in thegeneralcasedependson whether# existsor
not for this node� .

1. #§� null , i.e., � is on thebaselevel:

(a) If ' is a tower node, then ��	���� �
�!	 elem	�����% elem	�'¨�=� .

(b) If ' is a plateau node, then ��	���� �
�!	 elem	�����%&��	�'(��� .

2. #��� null , i.e., � is not on thebaselevel:

(a) If ' is a towernode,then ��	����{����	�#{� .
(b) If ' is a plateau node, then ��	���� �
�!	"��	�#$��%2��	�'(�=� .

We illustrate the flow of the computationof the hashval-
ueslabelingthe nodesof a skip list in Figure7. Note that
thecomputationflow definesadirectedacyclic graph,nota
tree.

After performing the updatein the skip list, the hash
valuesmust be updatedto reflect the changethat hasoc-
curred. The additionalcomputationalexpenseneededto
updateall thesevaluesis expectedwith high probability to
be �
	z^�_�`��
� .

The verification of the answerto a query is simple,
thanksto the useof a commutative hashfunction. Recall
that thegoal is to producea verificationthatsomeelement
� is or is notcontainedin theskip list. In thecasewhenthe
answeris “yes,” weverify thepresenceof theelementitself.
Otherwise,we verify the presenceof two elements�u� and
�u� � storedat consecutivenodeson thebottomlevel �pj such
that �u�R-/�§-f�!� � . In eithercase,theanswerauthentication
informationis asinglesequenceof values,togetherwith the
signed,timestamped,label ��	�|£� of thestartnode | .
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Figure 7. Flow of the computation of the hash values labeling the nodes of the skip list of Fig. 5.
Nodes where hash functions are computed are drawn with thic k lines. The arrows denote the flo w of
inf ormation, not links in the data structure .

Let ©
	����ª�A	�� l %4�2�&�b%�� � � bethesequenceof nodesthat
are visited when searchingfor element� , in reverseor-
der. In the exampleof Fig. 6, we have ©
	����u�«�¬©
	z�>yu�U�
	�� l %4�2�&�c%�� l­l � . Notethatby thepropertiesof a skip list, the
size ® of sequence©
	��{� is �
	z^�_�`{�
� with high probabil-
ity. We constructfrom thenodesequence©
	��{� a sequence¯ 	��{���?	�+ l %4�2�2�2%�+ � � of valuessuchthat:

� + � ����	�|£� , thelabelof thestartnode;

� +X�0���!	�+X�<v�lb%&�!	�+X�<vYm>%2�d	"�2�&�b%�+dl2�Y�&�2���=�=�
The computationof the nodesequence©
	��{� canbe done
by pushingonto a stackthe nodesvisited while searching
for element� . Whenthesearchends,thestackcontainsthe
nodesof ©
	��{� orderedfrom topto bottom.Usingthisstack,
weeasilyconstructthesequencē 	���� of nodelabels.

The user verifies the answer for element � by sim-
ply hashingthe valuesof the returnedsequencē 	���� in
the given order, andcomparingthe resultwith the signed
value ��	�|£� , where | is thestartnodeof theskip list. If the
two valuesagree,thentheuseris assuredof thevalidity of
theanswerat thetimegivenby thetimestamp.

4.4. Implementation Details

Thesix interfacesdescribedin Section3 have beenim-
plementedasJavaclasses.Additionalauxiliaryclasseshave
beenused.Someimplementationdetailsareoverviewedbe-
low.

� A class CommutativeHash serves as a wrap-
per that adds commutativity to a standard
java.security.MessageDigest.

� TheclassimplementingtheBasis interfacestoresthe
labelof thestartnodeof theskip list andareferenceto
theCommutativeHash usedby thedatastructure.

� The classimplementingthe AuthenticResponse in-
terfacestoresthe sequenceof label values

¯ 	���� and
an integerflag to distinguishamongthevariouscases
of validationof theanswer.

� Two classesareusedto implementthe Update inter-
face. Onerepresentsinsertionupdatesandstoresthe
heightof thetower associatedwith thenewly inserted
element.Theotherrepresentsdeletionupdates.

� TheclassimplementingtheAuthenticatedDictionary
interfaceusesfinite sentinelvalues.Also, it limits to a
givenvaluetheheightof any tower.

5. Performance

Wehaveconductedapreliminaryexperimentontheper-
formanceof our datastructurefor authenticateddictionar-
ies on randomlygeneratedsetsof �cy�° -bit integersranging
in sizefrom �b~�~*%=~>~�~ to ±c~�~k%�~�~>~ . For eachoperation,the
averagewascomputedover ��~k%�~�~>~ trials.

Theexperimentwasconductedon a 440MHzSunUltra
10with 256Mof memoryrunningSolaris.TheJavaVirtual
Machinewas launchedwith a 200M maximumheapsize.
Cryptographichashingwas performedusing the standard
Java implementationof the MD5 algorithm. The signing
of thebasisby theCA andthesignatureverificationby the
userwereomittedfrom the experiment. The highestlevel
of a towerwaslimited to y�~ .

The resultsof the experimentare summarizedin Fig-
ure 9. Note that validations,insertionsanddeletionstake
lessthan � ms, while queriestake lessthan ~*n�� ms. Thus,
we feel the useof skip lists andcommutative hashingis a
scalablesolutionfor theauthenticateddictionary.
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Figure 8. The answer authentication inf ormation for the presence of element �@�¦��� (and for the
absence of element �>y ) consists of the signed time-stamped value ��	��ul­l2� of the sour ce element and
the sequence

¯ 	����²��	z�>�k%����k%���°*%2��	�'�³£��%&��	�#d´��"%2��	�#dµ��"%2��	�'ª¶Y��%&��	�#d·��"%2��	�#�%=�!��%&��	�# l�j ��� . The user recomputes
��	�� l�l � by accum ulating the elements of the sequence with the hash function � , and verifies that the
computed value of ��	�� l­l � is equal to the value signed by the sour ce. As in Figure 7, the arrows denote
the flo w of inf ormation, not links in the data structure .
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Figure 9. Average time per operation (in milliseconds) of our Java implementation of an authenticated
dictionar y using a skip list.

6. Conclusion

We presentedan object-orientedsoftwaredesignof an
authenticateddictionaryandaprototypeimplementationof
anefficient andpracticaldatastructurefor realizinganau-
thenticateddictionary. Preliminaryexperimentsshow we
areable to retain the basicsecuritypropertiesof previous
schemesbut make the dynamicmaintenanceof an accu-
mulateddictionarymorepractical,particularlyfor contexts
whereusercomputationsmustbeperformedon simplede-

vices,suchasPDAs andsmartcards.
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/**
* Interface implemented by objects that represent the bases of the validatable
* responses returned by AuthenticatedDictionary objects. Implementations of
* this class should have a public constructor that takes no parameters, and
* a means to distinguish between initialized and uninitialized instances.
*
**/
pub lic interface Basis ¼
/**
* Get the encoded form of this basis.
**/
pub lic byte [ ] getEncoded() thr ows NotYetInitializedException;

/**
* Read the basis from an array of bytes, initializing this instance of
* the basis. This should at least be able to read the encodings produced
* by the getEncoded() method.
**/

pub lic void readEncoded(byte [ ] encoding)
thr ows AlreadyInitializedException, IncompatibleDataException;½

Figure 10. Basis interface .

/**
* Interface implemented by all objects representing updates to
* instances of MirrorAuthenticatedDictionary .
**/
pub lic interface Update extends java.io.Serializable ¼
/**
* An udpate that doesn’t do anything at all. Never throws an exception,
* and may be executed upon any MirrorAuthenticatedDictionary.
**/

pub lic static final Update NOOP = new NoUpdate();
static class NoUpdate implements Update ¼

pub lic void execute(MirrorAuthenticatedDictionary dict)
thr ows IncompatibleDataException, InconsistentUpdateException, NotYetInitializedException
¼ /* do nothing */

½
pub lic String toString() ¼ return "NOOP";

½
½
;

/**
* Update the given MirrorAuthenticatedDictionary dict
* Throws IncompatibleDataException if this update object cannot update
* the given data structure because of an incompatible implementation.
* Throws InconsistentUpdateException if this update object cannot update
* the given data structure because the data structure does not have the
* appropriate initial state, or if the data structure has not yet been initialized.
* Throws NotYetInitializedException if the mirror is uninitialized.
**/
pub lic void execute(MirrorAuthenticatedDictionary dict)

thr ows IncompatibleDataException, InconsistentUpdateException, NotYetInitializedException;½

Figure 11. Update interface .



pub lic interface AuthenticatedDictionary ¼
/* Include the basic dictionary methods size() and isEmpty() */

pub lic int size() thr ows NotYetInitializedException;
pub lic boolean isEmpty() thr ows NotYetInitializedException;

/**
* Responds as to whether or not the given object o is contained in the
* dictionary. The response takes the form of an instance of the
* AuthenticResponse class which, whenever possible, answers the question
* of containment in the dictionary in a verifiable manner.
* Returns A response as to whether or not ¾ code ¿ o ¾ /code ¿
* is in the dictionary.
* Throws IncompatibleDataException If o is not a valid
* object to store in this instance of the AuthenticatedDictionary
* Throws NotYetInitializedException if this instance is a mirror,
* and has yet to be initialized
**/
pub lic AuthenticResponse contains(Object o)

thr ows IncompatibleDataException, NotYetInitializedException;
/**
* Get’s the basis of the verifiable responses returned by this data
* structure. If the user trusts the basis, then the user may trust all
* validatable responses concluded
* from that basis. The user might come to trust a particular basis by
* receiving it from a trusted source over secure channels, or by receiving
* a copy of it that has been signed by a trusted source.
* Throws NotYetInitializedException if this instance is a mirror,
* and has yet to be initialized.
**/
pub lic Basis getBasis() thr ows NotYetInitializedException;

/**
* Determines whether or not the basis b of the validatable responses created
* by this AuthenticatedDictionary is the same as the parameter to the method.
* To be the same, the two bases need to be able to validate exactly the
* same set of responses. If the basis of the data structure validates
* responses that b does not, or b validates responses that the data
* structure’s basis does not, then the two bases are not the same;
* otherwise, they are.
* Throws NotYetInitializedException if this instance is a mirror,
* and has yet to be initialized.
**/
pub lic boolean validatesAgainst(Basis b) thr ows NotYetInitializedException;

/**
* Gets data that may be used to initialize a compatible mirror
* authenticated dictionary via its
* initialize(AuthenticatedDictionaryInitialization) method.
* Throws NotYetInitializedException if this instance is a mirror,
* and has yet to be initialized.
**/

pub lic AuthenticatedDictionaryInitialization getInitializationData() thr ows NotYetInitializedException;½

Figure 12. AuthenticatedDictionary interface .



pub lic interface AuthenticResponse ¼
/**
* Returns the object whose membership in a particular
* AuthenticatedDictionary this response authentically confirms or denies.
* Returns The subject of the response.
**/

pub lic Object subject();

/**
* Return ¾ code ¿ true ¾ /code ¿ iff the subject of this response is contained
* within the authenticated dictionary that issued this response.
**/

pub lic boolean subjectContained();

/**
* Checks to see if the response is actually validatable. It is possible
* that a given instance of AuthenticatedDictionary might only be able to
* provide validatable responses when the result of a query is postive.
* Such instances must still be able to supply a response when the result
* is negative, even if that response isn’t validatable.
*
* Returns true iff this response is validatable
**/

pub lic boolean isValidatable();

/**
* Checks to see of the response is a valid conclusion from the given basis.
* If the response is a valid conclusion from the given basis, and if the
* user trusts the basis, then the user may also trust the validity of the
* response.
*
* @param b The basis against which to check this response.
* @return true iff the response is a valid conclusion from the given basis.
* Must return false if ¾ code ¿ isValidatable() ¾ /code ¿ returns false.
**/

pub lic boolean validatesAgainst(Basis b);½

Figure 13. AuthenticResponse interface .



pub lic interface SourceAuthenticatedDictionary
extends AuthenticatedDictionary

¼
/**
* Add o to the AuthenticatedDictionary;
* returns an update object describing how mirror copies of this data
* structure should modify themselves in order to be consistent with
* this insertion
* @param o The object to insert
* @throws IncompatibleDataException if o is not an object
* that may be stored in this AuthenticatedDictionary
**/
pub lic Update insert(Object o)

thr ows IncompatibleDataException;

/**
* Remove o from the AuthenticatedDictionary,
* returns an update object describing how mirror copies of this data
* structure should modify themselves in order to be consistent with
* this removal
* @param o The object to remove
* @throws IncompatibleDataException if o is not an object
* that may be stored in this AuthenticatedDictionary
**/
pub lic Update remove(Object o)

thr ows IncompatibleDataException;½

Figure 14. SourceAuthenticatedDictionary interface .

pub lic interface MirrorAuthenticatedDictionary
extends AuthenticatedDictionary ¼

/**
* Initialize the otherwise uninitialized data structure according to the
* given initialization data, which was presumably issued by the
* getInitializationData() method of a compatible
* implementation of SourceAuthenticatedDictionary.
* @param initData The initialization data
* @exception AlreadyInitializedException If the data structure has already
* been initialized
* @exception IncompatibleDataException if the initialization data object is
* not compatible with this implementation of
* MirrorAuthenticatedDictionary.
* @see SourceAuthenticatedDictionary#getInitializationData()
**/
pub lic void initialize(AuthenticatedDictionaryInitialization initData)

thr ows AlreadyInitializedException, IncompatibleDataException;½

Figure 15. MirrorAuthenticatedDictionary interface .


