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Abstract

We presenthesoftwak architectuie andimplementation
of an efficient data structue for dynamicallymaintaining
anauthenticatedlictionary. Thebuilding blocksof thedata
structue are skiplistsandone-waycommutativénashfunc-
tions. We also presentthe resultsof a preliminary experi-
mentontheperformancefthedatastructue. Applications
of our work include certificaterevocationin public key in-
frastructue and the publication of data collectionson the
Internet.

1. Intr oduction

We presenthesoftwarearchitectureandimplementation
of an efficient and practicaldatastructurefor dynamically
maintaininga distributed collection of elementsn an au-
thenticatedmanner Applicationsof our work include cer
tificate revocationin public key infrastructureandauthenti-
catedpublicationof datacollectionson the Internet.

The problemwe addressnvolvesthreeparties:atrusted
source, an untrusteddirectory and a user The source
definesa finite set S of elementsthat evolves over time
throughinsertionsanddeletionsof elementsThedirectory
maintainsa copy of setsS. It recevestime-stampedipdates
from the sourcetogetherwith updateauthenticationinfor-
mation suchassignedstatementsboutthe updateandthe
currentelementf theset. Theuserperformsmembership
guerieson the set S of the type “is elemente in setS?”
but insteadof contactingthe sourcedirectly, it queriesthe
directory Thedirectoryprovidesthe userwith ayes/noan-
swerto the querytogetherwith answerauthenticationin-
formation whichyieldsa proofof theanswerassembletyy
combiningstatementsignedby the source. The userthen
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verifiesthe proof by relying solelyonits trustin thesource
andthe availability of public informationaboutthe source
thatallows to checkthe source$ signature.The datastruc-
ture usedby the directoryto maintainset.S, togetherwith
the protocolfor queriesand updateds called an authenti-
cateddictionary[18, 29]. Figurel shovsaschematiosiew
of anauthenticatedlictionary

query

source > directory| | user
update answer
auth. info auth. info

Figure 1. Authenticated dictionar y.

1.1 DesignGoals

Thedesignof anauthenticatedictionaryshouldaddress
thefollowing goals:

e low computationalcost: the computationgperformed
internally by eachentity (source directory and user)
should be simple and fast; also, the memory space
usedby thedatastructuresupportinghecomputation
shouldbeassmallaspossible;

e low communicationoverhead: source-to-directory
communication (update authenticationinformation)
anddirectory-to-usecommunication(answerauthen-
ticationinformation)shouldbe keptassmallaspossi-
ble;

o high security: the authenticityof the dataprovided by
a directoryshouldbe verifiablewith a high degreeof
reliability.



1.2 Metrics and Applications

We can formalize the above goals as the algorithmic
problemof minimizing the following costparametersf an
authenticatedictionaryfor thesetsS:

1. spaceusedby the datastructuresmaintainedby the
sourcegdirectory anduser;

2. time spentby the directoryto performanupdateiniti-
atedby the source;

3. size of the updateauthenticatiorinformation sentby
thesourcein anupdate(source-to-directory);

4. time spentby the directoryto answera queryandre-
turn the answerauthenticatiorinformationasa proof
of theanswer;

5. sizeof the answerauthenticatiorinformation sentby
the directory togetherwith the answer(directory-to-
user);

6. time spentby the userto verify theanswerto aquery

Authenticateddictionarieshave a number of applica-
tions,includingscientificdatamining (e.g.,genomicquery-
ing [20] and astrophysicalquerying [24, 10, 25]), geo-
graphicdataseners(e.g.,GIS querying),third-party pub-
lication on the Internet[12], and certificaterevocationin
public key infrastructurd21, 28, 29, 1, 11, 19, 15].

In thethird-partypublicationapplication12], thesource
is a trustedorganization(e.g., a stock exchange)that pro-
ducesand maintainsintegrity-critical content(e.g., stock
prices)andallowsthird partypublisherqe.g.,Webportals),
to publishthis contenton the Internetso that it is widely
disseminated.The publishersstore copiesof the content
producedy thesource.They performcontentupdateorig-
inatingfrom the sourceandprocessjuerieson suchcontent
madeby theusers However, thepublishersarenotassumed
to be trustworthy, for a given publishermay be processing
updatesfrom the sourceincorrectly or it may be the vic-
tim of a systembreak-in.Thus,in additionto returningthe
resultof a query a publishershouldalsoreturna proof of
authenticityof theresult.

In thecertificaterevocationapplication21, 28, 29, 1, 11,
19, 15], thesources acertificationauthority (CA) thatdig-
itally signscertificatesindingentities(e.g.,identitiesor at-
tributes)to their publickeys, thusguaranteeinghis binding.
Neverthelesscertificatesare sometimegevoked (e.g.,if a
privatekey is lostor compromisedor if someondosestheir
authorityto usea particularprivatekey). Thus,theuserof a
certificatemustbe ableto verify thata givencertificatehas
not beenrevoked. To facilitate suchqueries,the setof re-
voked certificatess distributedto certificaterevocationdi-
rectories which procesgevocationstatusquerieson behalf

of users. The resultsof suchqueriesneedto be trustwor-
thy, for they oftenform the basisfor electroniccommerce
transactions.

1.3 Organization of the Paper

Therestof this paperis organizedasfollows: Section2
overviews previouswork on authenticatedictionaries es-
pecially in the contet of certificaterevocation. Our soft-
warearchitecturdor authenticatedictionariess described
in Section3. Our prototypeimplementatiorof anauthenti-
cateddictionariedbasedn skiplistsandcommutatve hash-
ing is outlinedin Section4. In Section5, we reportthere-
sultsof a preliminaryexperimenton the performancef our
datastructure andwe concludein Section6.

2. Previous and Related Work

In this section,andthroughouthe restof this paper we
denotewith n the currentnumberof elementf the setS
storedin theauthenticatedlictionary

Authenticatedlictionariesarerelatedto researchn dis-
tributed computing(e.g., datareplicationin a network [5,
23)), datastructuredesign(e.g.,programchecking[6, 8, 9,
32] andmemorychecking[7, 13]), andcryptography(e.g.,
incrementatryptography2, 3,13, 14)).

2.1 Certificate Revocation

Previous work on authenticateddictionarieshas been
conductedprimarily in the context of certificaterevocation
in public-key infrastructure(PKI). The traditional method
for certificate revocation (e.g., see[21]) is for the CA
(source)to signa statementonsistingof a timestampplus
a hashof the setof all revoked certificates,called certifi-
caterevocationlist (CRL), andperiodicallysendthesigned
CRL to the directories.A directorythenjust forwardsthat
entire signed CRL to ary userwho requeststhe revoca-
tion statusof a certificate. This approachs secure but it
is inefficient, for it requiresthe transmissiorof the entire
setof revoked certificatesfor both source-to-directorand
directory-to-usecommunicationThisschemeorresponds
to an authenticatedlictionary where both the updateau-
thenticationinformation and the answerauthenticatiorin-
formationhassizeO(n). Becausef theinefficiengy of the
underlyingdictionary CRLsarenot a scalablesolutionfor
certificaterevocation.

Micali [28] proposesan alternateapproachwherethe
sourceperiodicallysendgo eachdirectorythelist of all is-
suedcertificatesgachtaggedwith the signedtime-stamped
valueof a one-way hashfunction (e.g.,see[31]) thatindi-
catesif this certificatehasbeenrevoked or not. This ap-
proachallows the systemto reducethe size of the answer



authenticatiorinformationto O(1) words: namelyjust a
certificateidentifier and a hashvalueindicatingits status.
Unfortunately this schemerequiresthe size of the update
authenticatiorinformationto increaseto O(N), where N

is the numberof all non-expired certificatesissuedby the
certifying authority whichis typically muchlargerthanthe
number n, of revokedcertificates.

2.2 HashTrees

The hashtree schemeintroducedby Merkle [26, 27]
canbe usedto implementa staticauthenticatedlictionary,
which supportgheinitial constructiorof the datastructure
followed by query operations,but not updateoperations
(without completeretuilding). A hashtreeT" for a set.S
storesthe elementsf S attheleavesof T andalabel f(v)
ateachnodev, definedasfollows:

e if visaleaf, f(v) = x, wherez is storedat v;

e else(v is aninternalnode), f(v) = h(f(u), f(w)),
whereu andw aretheleft andright child of v, respec-
tively, andh is acollision-resistantryptographichash
function,suchasMD5 or SHAL.

Theauthenticatedlictionaryfor S consistsf the hashtree
T plus the signatureof a statementonsistingof a times-
tampandthe label f(r) storedattherootr of T. An ele-
mentz is provento belongto S by reportingthe labelsof
the nodeson the pathin 7' from the leaf storing z to the
root, togethemwith thevaluesof all nodesthathave siblings
on this path. Eachnodein this pathmustbe identifiedasa
left or right child, andthe pathmustbe givenin order, so
thatthe usercanrecomputehe root’s hashvalueandcom-
pareit to thecurrentsignedvalue. It is importantthatall this
orderandconnectvity informationbe presentedo theuser
for withoutit theuserwould have greatdifficulty recomput-
ing the hashvaluefor the root. This hashtree schemecan
be extendedto validatethatanitem x is notin S by keep-
ing theleavesof T sortedandthenreturningtheleaf-to-root
paths,andassociatethashvalues for two elements; andz
suchthaty andz arestoredat consecutie leavesof 7" and
y < x < z, or (in theboundarycases), is undefinedand z
is theleft-mostleafor z is undefinedandy is theright-most
leaf. Again, the useris requiredto know enoughaboutbi-
narytreesto be ableto verify from the topologyof thetwo
pathsthaty andz arestoredatconsecutieleaves.
Kocher[22] also adwcatesa static hashtree approach
for realizing an authenticateddictionary but simplifies
somavhatthe processingloneby the userto validatethat
anitem is notin the setS. In his solution, the leaves of
the hashtree storethe intervals definedby the consecutie
elementsn the sortedsequencef the elementsof S. A
membershigueryfor anitem 2 alwaysreturnsaleafv and

theinterval [y, 2] storedatv suchthaty < = < z, together
with the pathfrom v to the root andall sibling hashvalues
for nodesalongthis path. The uservalidatesthis path by

recomputinghe hashvaluesof thenodesn this path,keep-
ing trackof whethemodesareleft childrenor right children
of their respectie parents.Althoughthereis a minor extra
overheadbf now having to have away of representing-oco

and+-oo, this methodsimplifiestheverificationfor thecase
whenanitemis notin S (which will usually be the case
in certificaterevocationapplications). It doesnot support
updatef thesetS, however.

2.3 Dynamic Hash Trees

Using techniquesrom incrementalcryptography Naor
and Nissim [29] dynamizehashtreesto supportthe in-
sertion and deletion of elements. In their scheme,the
sourceandthe directory maintainidentically-implemented
2-3trees.Eachleaf of sucha 2-3treeT storesanelement
of set.S, andeachinternalnodestoresa one-way hashof
its children’s values. Hence,the source-to-directorgom-
municationis reducedo O(1) items,sincethesourcesends
insertandremoveinstructiongo thedirectory togethemith
a signedstatementonsistingof a timestampandthe hash
valueof therootof T'.

A directoryrespondso a membershimueryfor anele-
mentz asfollows: if z isin S, thenthe directorysupplies
the pathof T from the leaf storing « to the root, together
with all siblingsof nodeson this path;else(z is notin .S),
the directory suppliesthe leaf-to-rootpathsfrom two con-
secutve leavesstoringy and z suchthaty < =z < z, to-
getherwith all siblingsof thenodesonthesepaths.By trac-
ing thesepaths,the usercanrecomputehe hashvaluesof
their nodes,ultimately recomputingthe hashvaluefor the
root, which is thencomparedagainstthe signedhashvalue
of theroot for authentication.One canapply Kochers in-
tenal ideato thisschemesanalternatve way of validating
itemsthatarenotin the dictionary S. Thereareneverthe-
lesssomedrawbacksof this approach.Dynamic2-3 trees
arenottrivial to programcorrectly In addition,sincenodes
in a2-3treecanhave two or threechildren,onemusttake
specialcarein the structuringof the answerauthentication
information sentby the directoryto the user Namely all
sibling nodesreturnedmustbe classifiedasbeingleft chil-
dren,middle children(if they exist), or right children. Re-
computingthe hashvalueat therootrequiresthata userbe
ableto matchthecomputatiordoneatthe sourceasregards
aparticularleaf-to-rootpath.

Othercertificaterevocationschemedasedn variations
of hashtreeshave beenrecentlyproposedn [11, 15, as
well, but do not deviate significantly from the above ap-
proaches.



method space | updatetime | updateinfo | querytime | answerinfo | validation time
CRLs O(n) O(n) O(n) O(n) O(n) O(n)
Micali [28] O(N) O(N) O(N) O(N) o(1) O(t)
NaorNissim[29] O(n) O(logn) o(1) O(log n) O(log n) O(logn)
Goodrich-Bmassig18] O(n) O(logn) O(1) O(logn) O(logn) O(logn)
Goodrich-Schwerin-dmassig16] | O(n) | O(p + n/p) O(p) O(n/p) O(1) 0o(1)

Table 1. Comparison of data structures for authenticated dictionaries.

We use n to denote the size

of the dictionar vy, ¢ to denote the number of updates since a queried element has been created, and
N to denote the size of the univer se the elements of the dictionar y come from. We denote with p an
integ er such that 1 < p < n. The time and information size bounds of the Goodric h-Tamassia scheme
are expected with high probability , while they are worst-case for the other schemes.

2.4. Skip Lists

Goodrichand Tamassig18] have deviseda datastruc-
ture for an authenticateddictionary basedon skip lists
[30]. They introducethe notion of commutatve hashing
andshowv how to embedin the nodesof a skip list a com-
putationalDAG (directedacyclic graph)of cryptographic
computationsbasedon commutatve hashing. This data
structurematcheghe asymptoticperformanceof the Naor
Nissim approach29], while simplifying the detailsof an
actualimplementationof a dynamic authenticatedlictio-
nary. In particular the choiceof a skip list andcommuta-
tive hashingto implementan authenticatedlictionary has
thefollowing benefitsover approachebasedn hashtrees:

e It replacesthe complex detailsof 2-3 treeswith the
easy-to-implemendetailsof skip lists.

e It avoids the complicationof storingintervals at leaf
nodeq22], andinsteadreturnsto theintuitive concept
of storingactualitemsattheleaf nodes.

o |t greatlysimplifiesthe verificationprocessor a user
while retainingthe basicsecuritypropertiesof signing
acollectionof valuesvia cryptographichashing.

2.5. One-Way Accumulators

The authors[16] have recentlydevelopeda datastruc-
ture for authenticatedlictionariesbasedon one-way accu-
mulators[4, 31]. An advantageof this approachs thatthe
validation of a query result performedby the usertakes
constanttime and requirescomputationssimple enough
to be performedin devices with very limited computing
power, suchasa smartcardor a wirelessphone. This ap-
proachachieses a tradeof betweenthe costof updatesat
the sourceand queriesat the directories with updategak-
ing O(p + log(n/p)) time andqueriestakingO(n/p) time,
for ary fixed integer parameten < p < n. For example,
onecanachieze O(/n) time for bothupdatesandqueries.

We comparethe asymptoticperformanceof datastruc-
turesfor authenticatedictionariesin Table1.

3. Software Ar chitecture

We have designeda generalobject-orientecgoftwarear
chitecturefor authenticatedictionariesandwe have imple-
mentedit in Java. A high-level view of the softwarearchi-
tectureis shavn in Figure2. In our architecturean entity,
calledcertificationauthority, or CA, hasbeenaddedto the
participantsof the authenticatedlictionary protocol. The
CA is the only trustedentity in the system. It initiatesup-
datesandprovidesa signedstatemento authenticateach
update. This statements modeledby an objectcalledthe
Basis. In our formalization,the sourceactsasthe inter-
mediarybetweenthe CA andthe directory It forwardsto
the directoryeachupdateandits associatedbasis. The di-
rectoryrepliesto queriesmadeby the userby returningan
objectcalled AuthenticResponse, whosedatafields pro-
vide theanswerauthenticationinformation.

We use six interfaces (APIs) to describe our au-
thenticateddictionary system: AuthenticatedDictionary,
with its subintercesMirrorAuthenticatedDictionary and
SourceAuthenticatedDictionary, AuthenticResponse,
Update, andBasis.

3.1 Queries

Interfaces AuthenticatedDictionary, AuthenticRe-
sponse, andBasis relateto querying. At the heartof the
guerysystemis the AuthenticatedDictionary. Its principal
methodsare

e AuthenticResponse contains(Object 0): queries
themembershipf anelementandretrievestheanswer
asanAuthenticResponse object;

e Basis getBasis(): requestghe Basis objectprovid-
ing theanswerauthenticationnformation.
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Figure 2. High-le vel view of our object-oriented software architecture for authenticated dictionaries.

An instanceof AuthenticResponse hasa method,sub-
ject, to identify the elementof the queryfor which there-
sponséds issued,anda method,subjectContained, to de-
terminewhetheror not the elements containedby thedic-
tionary. Thereis alsoa methodfor determiningwhetheror
not the responsas valid, called validatesAgainst, which
takesaninstanceof Basis asits parameter

Theusershouldtrustthatthe answeraboutthe member
shipof theobjectreturnedby subject in thedictionarypro-
vided that subjectContained is correctandthe following
areverified:

1. the usertruststhat the data storedin the instanceof
Basis hasnotbeentamperedvith, e.g.,becausét has
beensignedby the CA.;

2. theusertruststhatthe codeexecutedby themethodsof
the AuthenticResponse hasnot beentamperedvith,
e.g.,becausé hasbeensignedby the CA,;

3. methodvalidatesAgainst returnstrue.

A schematidnteractiondiagramfor a queryis shavn in
Figure3. Note thatmethodverifyBasis() is not partof the
interfacesdiscusse@bove.

The datarepresentedy the Basis and AuthenticRe-
sponse objectsareimplementation-dependenEor exam-
ple, in the hashtreedatastructure the basisis the label of
theroot of thetree,andthe AuthenticResponse objectfor
an elementin the setcontainsthe sequencef labels(and
associatedeft-child/right-child) indicators for the siblings
of thenodesn thepathfrom theleaf containingtheelement

to theroot. MethodvalidatesAgainst recomputeshelabel
of theroot by hashingthe labelsin the sequencén the ap-
propriateorderandcompareshevaluesoobtainedwith the
oneprovidedby thebasis.

3.2 Updates

Interfaces Update, MirrorAuthenticatedDictionary
and SourceAuthenticatedDictionary, relateto updating
anauthenticatedlictionary

The SourceAuthenticatedDictionary interface de-
scribesthe updatesto the authenticatedlictionary main-
tainedat the source. It allows the CA to add or remove
itemsfrom the dictionary It hastwo methods:insert and
remove. Both methodshave a single parameterthe ele-
ment,andreturnan Update object. The Update objectis
usedto transmitchangesn the dictionaryto the directory.
TheUpdate interfacecontainsanexecute methodthatcar
riesouttheactionof theupdateon adirectory, which could
be a singleinsert/remoe operationor a sequencef them.
The MirrorAuthenticatedDictionary is the view given to
an object of type Update of the authenticatedlictionary
maintainedat the directory Its only methodis usedto ini-
tialize the directory

It is assumedhatatransporimechanisnexistsform dis-
tributing Update objectsandtheir associate@asis objects
to the directory A schematidnteractiondiagramfor up-
datesis shovn in Figure 4. Note that methodssignBa-
sis() anddistribute() arenotpartof theinterfacesdiscussed
above.

Becausespecificimplementationof authenticatedlic-
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tionary systemamay restrictthe typesof datathat may be
storedin the dictionaries the contains methodof Authen-

ticatedDictionary, aswell astheinsert andremove meth-
odsof SourceAuthenticatedDictionary andthe initialize

methodof MirrorAuthenticatedDictionary maythrow ex-

ceptionsif the userattemptsto insertincompatibledata.
Also, if adirectoryis notfed instance®f Update in theor-

derin which they weregeneratedht the source exceptions
mayarise,dependingiponspecificimplementations.

We shaw the sourcecodefor the abore interfacesat the
endof this paperin Figures10throughl5.

4. Implementation

To validate our software architecturefor authenticated
dictionaries,we have donea prototypeimplementationof
anauthenticatedlictionarybasedon skip lists.

4.1 Skip Lists
In this sectionwe review theskiplist datastructure30],

which is an efficient meansfor storinga set.S of elements
from an ordereduniverse. It supportshe following opera-



Figure 5. Example of a skip list.

tions:
o find(z): determinavhetherelements: isin S.
e insert(z): insertelementz into S.
o deletgqx): removeelement: from S.

A skiplist storesasetS of elementsn aseriesof linked
lists Sg, S1, Sa, ..., S;. Thebasdist, Sy, storesall theele-
mentsof S in order aswell assentinelsassociatedvith the
specialelements—oco and+oco. Eachsuccessielist S;, for
i > 1, storesa sampleof the elementdrom S; ;. To de-
fine the samplefrom onelevel to the next, we chooseeach
elementof S;_; at randomwith probability 1/2 to be in
thelist S;. Thesentinelelements—oco and-+oo arealways
includedin the next level up, andthe top level, ¢, is main-
tainedto be O(log n). Thetoplevelis guaranteetb contain
only the sentinels We thereforedistinguishthe nodeof the
toplist S; storing—oo asthestartnodes.

An elementhatexistsin S;_1 butnotin .S; is saidto be
aplateauelementof S; ;. An elementhatisin bothS; 1
andsS; is saidto beatowerelemenin S;_;. Thus,between
ary two tower elementsthereare someplateauelements.
In deterministicskip lists, the numberof plateauelements
betweentwo towersis at leastoneandat mostthree. The
expectednumberof plateauelementsbetweentwo tower
elementss one.(SeeFigure5.)

For eachnodew of list S;, we denotewith elem(v) the
elemenstoredatv. Also, we denotewith down(v) thenode
in S;_1 below v, which storeshesameelementsv, unless
i = 0, in which casedown(v) = null. Similarly, we de-
notewith right(v) the nodein S; immediatelyto the right
of v, unlessw is the sentinelstoring +oco, in which case
right(v) = null.

To performasearctfor elementr in askip list, we begin
at the startnode s. Let v denotethe currentnodein our
search(initially, v = s). The searchproceedausing two
actions,forward hop and drop down which are repeated
oneafterthe otheruntil we terminatethe search.

e Hop forward: We move right along the currentlist
until we find the nodeof the currentlist with largest

elementless than or equalto x. That is, while
elem(right(v)) < x, we updatev = right(v)

e Dropdown If down(v) = null, thenwe aredonewith
our searchthenodev storeghelargestelemenin the
skip list lessthanor equalto 2. Otherwise we update
v = down(v).

The outer loop of the search processcontinueswhile
down(p) # null, performinginside the loop one hop for-
wardfollowedby onedropdown. After completingsucha
sequencef hopsforward and dropsdown, we ultimately
reacha nodewv with down(v) = null. If, at this point,
elemv) = z, thenwe have found elementz. Otherwise,
v is the nodeof the baselist with the largestelementless
thanz; likewise, in this case right(v) is the a nodeof the
baselist with the smallestelementgreaterthan z, thatis,
elemv) < z < elem(right(v)). Figures6 shavs anexam-
ple of asearchin theskiplist of Figure5.

The above searchingorocessunsin expectedO(log n)
time, for, with high probability, the heightt of therandom-
izedskiplist is O(log n) andthe expectednumberof nodes
visited on ary level is three(e.g.,see[17]). Moreover, ex-
perimentaktudiege.g.,see[30]) have shovn thatskip lists
oftenoutperform2-3treesred-blacktrees,andotherdeter
ministic searchreestructures.

To inserta new elementz, we determinewhich lists
shouldcontainthe new elementz by a sequencef simu-
latedrandomcoin flips. Startingwith ¢ = 0, while the coin
comesup headswe usethe stack A to traceour way back
to the positionof list S, ;1 whereelementz shouldgo, add
a new nodestoring z to this list, andseti = ¢ + 1. We
continuethis insertionprocessuntil thecoin comesup tails.
If we reachthetop level with thisinsertionprocessyve add
anew top level ontop of thecurrentone. Thetime takenby
theabove insertionmethodis O(log n) with high probabil-
ity. To deleteanexistingelement:, weremoveall thenodes
thatcontaintheelementz. Thistakestimeis O(log n) with
high probability.



Figure 6. Search for element 39 in the skip list of Figure 5. The nodes visited and the links traversed

are drawn with thick lines. This successful search visits the same nodes as the unsuccessful

for element 42.

4.2 Commutative Hashing

For this paper we view a cryptographichashfunction
as a function that takes two integer aguments,z and y,
and mapsthem to an integer h(x,y) thatis represented
using a fixed numberk of bits (typically fewer than the
numberof bits of z andy). Intuitively, h(x,y) is a di-
gestfor the pair (x,y). We can also usethe hashfunc-
tion h to digesta triple, (z,y, z), ash(z, h(y, z)). Like-
wise, we canuseh to digestlarger sequences.Namely
to digesta sequence(xy,xa,...,x,,) We can compute
h(z1, h(xa, ... h(xm—2, M(Tm—1,Tm)) - +)).

To simplify the verification processthat a userhasto
do in an authenticateddictionary scheme,Goodrich and
Tamassiantroducecommutativecryptographic hashfunc-
tions[18]. A hashfunction h is commutativef h(z,y) =
h(y, z), for all x andy. Sucha function requiresthatwe
modify what we meanby a collision resistanthashfunc-
tion, for theconditioni(x, y) = h(y, =) would normallybe
consideredsa collision. We thereforesaythata hashfunc-
tion is commutativelyollisionresistantf, given(a, b), it is
difficult to computea pair (¢, d) suchthath(a, b) = h(c, d)
while (a,b) # (¢, d) and(a, b) # (d, ¢).

Given a cryptographichashfunction i thatis collision
resistanin the usualsensewe constructa candidatecom-
mutatie cryptographichashfunction, »’, asfollows[18]:

W () = h(min{z, y}, max{z, y}).

It can be shavn that &’ is commutatvely collision resis-
tant[18].

4.3 Authenticated Dictionary Basedon a Skip List

Theauthenticatedictionaryapproachntroducedn [18]
consistof askiplist whereeachnodev storesalabelcom-
putedaccumulatinghe elementf the setwith a commu-
tatively cryptographichashfunction h. For completeness,
let usreview how hashingoccurs.See[18] for details.

search

For eachnodev we definelabel f(v) in termsof the
respectre valuesat nodesw = right(v) andu = down(v).
If right(v) = null, thenwe define f (v) = 0. Thedefinition
of f(v) in the generalcasedepend®n whetheru exists or
notfor this nodewv.

1. v =null,i.e.,visonthebasdevel:

(@ If w is a tower node, then f(v) =
h(elem(v), elemw)).
(b) If w is a plateau node, then f(v) =

h(elem(v), f(w)).
2. u # null, i.e.,v is notonthebaseevel:

(a) If wisatowernodethenf(v) = f(u).

(b) If w is a plateau node, then f(v) =
h(f (), f(w)).

We illustrate the flow of the computationof the hashval-
ueslabelingthe nodesof a skip list in Figure7. Note that
thecomputatiorflow definesa directedagyclic graph,nota
tree.

After performingthe updatein the skip list, the hash
valuesmust be updatedto reflectthe changethat hasoc-
curred. The additional computationalexpenseneededto
updateall thesevaluesis expectedwith high probability to
beO(logn).

The verification of the answerto a query is simple,
thanksto the useof a commutatve hashfunction. Recall
thatthe goalis to producea verificationthat someelement
x is or is notcontainedn theskiplist. In the casewhenthe
answels “yes,;’ we verify thepresencef theelemenitself.
Otherwise we verify the presencef two elementst’ and
7'’ storedat consecutie nodeson the bottomlevel Sy such
thatz’ < = < z”. In eithercasethe answerauthentication
informationis asinglesequencef valuestogethemwith the
signedtimestampedabel f(s) of the startnodes.



Figure 7. Flow of the computation of the hash values labeling the nodes of the skip list of Fig. 5.
Nodes where hash functions are computed are drawn with thick lines. The arrows denote the flow of

information, not links in the data structure .

Let P(z) = (v1,---,vn) bethesequencef nodesthat
are visited when searchingfor elementz, in reverseor-
der In the exampleof Fig. 6, we have P(39) = P(42) =
(v1,---,v11). Notethatby the propertiesof a skiplist, the
sizem of sequenceP(z) is O(logn) with high probabil-
ity. We construcfrom the nodesequence(x) a sequence
Q(z) = (y1,-- -, ym) Of valuessuchthat:

e y,, = f(s), thelabelof thestartnode;

sy1)-+2)))

The computationof the nodesequenceP(x) canbe done
by pushingonto a stackthe nodesvisited while searching
for element:. Whenthe searchends the stackcontainghe
nodesof P(z) orderedrom topto bottom. Usingthis stack,
we easilyconstructhe sequencé)(z) of nodelabels.

The user verifies the answerfor elementz by sim-
ply hashingthe valuesof the returnedsequencea)(z) in
the given order, and comparingthe resultwith the signed
value f(s), wheres is the startnodeof the skip list. If the
two valuesagree thenthe useris assuredf the validity of
theansweratthetime givenby thetimestamp.

® Ym — h’(ymfla h(ymf2a h( e

4.4. Implementation Details

The six interfacesdescribedn Section3 have beenim-
plementedisJavaclassesAdditionalauxiliary classehave
beernused.Someimplementatiordetailsareovervievedbe-
low.

e A class CommutativeHash senes as a wrap-
per that adds commutatvity to a standard
java.security.MessageDigest.

e Theclassimplementingthe Basis interfacestoresthe
labelof the startnodeof theskiplist andareferencdo
the CommutativeHash usedby thedatastructure.

e The classimplementingthe AuthenticResponse in-
terface storesthe sequencef label valuesQ(x) and
anintegerflag to distinguishamongthe variouscases
of validationof theanswer

e Two classesreusedto implementthe Update inter-
face. Onerepresentsnsertionupdatesand storesthe
heightof the tower associatedavith the newly inserted
element.The otherrepresentsleletionupdates.

e Theclassmplementinghe AuthenticatedDictionary
interfaceusedinite sentinelvalues.Also, it limits to a
givenvaluethe heightof any tower.

5. Performance

We have conducteda preliminaryexperimenton the per
formanceof our datastructurefor authenticatedlictionar
ies on randomlygeneratedetsof 128-bit integersranging
in sizefrom 100, 000 to 700, 000. For eachoperation.the
averagewascomputedover 30, 000 trials.

The experimentwasconductecbn a 440MHz SunUltra
10with 256M of memoryrunningSolaris. The Java Virtual
Machinewas launchedwith a 200M maximumheapsize.
Cryptographichashingwas performedusing the standard
Java implementationof the MD5 algorithm. The signing
of the basisby the CA andthe signatureverificationby the
userwere omitted from the experiment. The highestlevel
of atowerwaslimited to 20.

The resultsof the experimentare summarizedn Fig-
ure 9. Note that validations,insertionsand deletionstake
lessthan 1ms, while queriestake lessthan0.1ms. Thus,
we feel the useof skip lists and commutatve hashingis a
scalablesolutionfor the authenticatedlictionary



Figure 8. The answer authentication

information for the presence of element z = 39 (and for the

absence of element 42) consists of the signed time-stamped value f(v;1) of the source element and
the sequence Q(z) = (44,39, 38, f(ws), f(ua), f(us), f(wr), f(us), f(u,4), f(ui)). The user recomputes
f(v11) by accumulating the elements of the sequence with the hash function h, and verifies that the
computed value of f(v11) is equal to the value signed by the sour ce. As in Figure 7, the arrows denote
the flow of information, not links in the data structure .
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Figure 9. Average time per operation (in milliseconds) of our Javaimplementation of an authenticated

dictionar y using a skip list.

6. Conclusion

We presentecdhn object-orientedsoftware designof an
authenticatedlictionaryanda prototypeimplementatiorof
an efficient andpracticaldatastructurefor realizinganau-
thenticateddictionary Preliminary experimentsshav we
areableto retainthe basicsecurity propertiesof previous
schemesbut make the dynamic maintenanceof an accu-
mulateddictionarymorepractical,particularlyfor contexts
whereusercomputationgnustbe performedon simplede-

vices,suchasPDAs andsmartcards.
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* Interface implemented by objects that represent the bases of the validatable
* responses returned by AuthenticatedDictionary objects.  Implementations of
* this class should have a public constructor that takes no parameters, and

* a means to distinguish between initialized and uninitialized instances.

**/
public interface Basis {
/**
* Get the encoded form of this basis.
**/
public byte[] getEncoded() throws NotYetlnitializedException;
/**
* Read the basis from an array of bytes, initializing this instance of
* the basis. This should at least be able to read the encodings produced
* by the getEncoded() method.
**/
public void readEncoded(byte[] encoding)
throws AlreadylnitializedException, IncompatibleDataException;

Figure 10. Basis interface .

/**
* Interface implemented by all objects representing updates to
* instances of MirrorAuthenticatedDictionary .

**/

public interface Update extends java.io.Serializable {

/**
* An udpate that doesn’t do anything at all. ~ Never throws an exception,
* and may be executed upon any MirrorAuthenticatedDictionary.
**/

public static final Update NOOP = new NoUpdate();
static class NoUpdate implements Update {
public void execute(MirrorAuthenticatedDictionary dict)
throws IncompatibleDataException, InconsistentUpdateException, NotYetlnitializedException
{ I* do nothing */ }
public String toString() { return " NOOP"; }
b

/**

* Update the given MirrorAuthenticatedDictionary dict

* Throws IncompatibleDataException if this update object cannot update

* the given data structure because of an incompatible implementation.

* Throws InconsistentUpdateException if this update object cannot update

* the given data structure because the data structure does not have the

* appropriate initial state, or if the data structure has not yet been initialized.
* Throws NotYetlnitializedException if the mirror is uninitialized.

**/

public void execute(MirrorAuthenticatedDictionary dict)

throws IncompatibleDataException, InconsistentUpdateException, NotYetlnitializedException;

Figure 11. Update interface .



public interface AuthenticatedDictionary {
/* Include the basic dictionary methods size() and isEmpty() */

public int size() throws NotYetlnitializedException;

public boolean isEmpty() throws NotYetlnitializedException;
/**

* Responds as to whether or not the given object o is contained in the
* dictionary. The response takes the form of an instance of the

* AuthenticResponse class which, whenever possible, answers the question
* of containment in the dictionary in a verifiable manner.

* Returns A response as to whether or not <code>o</code>

* is in the dictionary.

* Throws IncompatibleDataException If o is not a valid

* object to store in this instance of the AuthenticatedDictionary

* Throws NotYetlnitializedException if this instance is a mirror,

* and has yet to be initialized

**/

public AuthenticResponse contains(Object 0)

throws IncompatibleDataException, NotYetlnitializedException;

/**

* Get's the basis of the verifiable responses returned by this data

* structure.  If the user trusts the basis, then the user may trust all

* validatable responses concluded
from that basis. The user might come to trust a particular basis by
* receiving it from a trusted source over secure channels, or by receiving
* a copy of it that has been signed by a trusted source.
* Throws NotYetlnitializedException if this instance is a mirror,
* and has yet to be initialized.

**/

public Basis getBasis() throws NotYetlnitializedException;

*

* Determines whether or not the basis b of the validatable responses created
* by this AuthenticatedDictionary is the same as the parameter to the method.
* To be the same, the two bases need to be able to validate exactly the
* same set of responses. If the basis of the data structure validates
* responses that b does not, or b validates responses that the data
* structure’s basis does not, then the two bases are not the same;
* otherwise, they are.
* Throws NotYetlnitializedException if this instance is a mirror,
* and has yet to be initialized.
**/
public boolean validatesAgainst(Basis b) throws NotYetlnitializedException;
/**
* Gets data that may be used to initialize a compatible mirror
* authenticated dictionary via its
* initialize(AuthenticatedDictionarylnitialization) method.
* Throws NotYetlnitializedException if this instance is a mirror,
* and has yet to be initialized.
**/

public AuthenticatedDictionaryinitialization getlnitializationData() throws NotYetlnitializedException;

Figure 12. AuthenticatedDictionary interface .



public interface AuthenticResponse {

/**

* Returns the object whose membership in a particular

* AuthenticatedDictionary this response authentically confirms or denies.
* Returns The subject of the response.

**/

public Object subject();

/**

* Return <code>true</code> iff the subject of this response is contained
* within the authenticated dictionary that issued this response.

**/

public boolean subjectContained();

/**

* Checks to see if the response is actually validatable. It is possible
* that a given instance of AuthenticatedDictionary might only be able to
* provide validatable responses when the result of a query is postive.

* Such instances must still be able to supply a response when the result
* is negative, even if that response isn’t validatable.

*

* Returns true iff this response is validatable

**/

public boolean isValidatable();

/**

* Checks to see of the response is a valid conclusion from the given basis.
* If the response is a valid conclusion from the given basis, and if the

* user trusts the basis, then the user may also trust the validity of the

* response.

*

* @param b The basis against which to check this response.

* @return true iff the response is a valid conclusion from the given basis.
* Must return false if <code>isValidatable()</code> returns false.

**/

public boolean validatesAgainst(Basis b);

}

Figure 13. AuthenticResponse interface .



public interface SourceAuthenticatedDictionary
extends AuthenticatedDictionary

/**

* Add o to the AuthenticatedDictionary;
* returns an update object describing how mirror copies of this data
* structure should modify themselves in order to be consistent with
* this insertion
* @param o The object to insert
* @throws IncompatibleDataException if o is not an object
* that may be stored in this AuthenticatedDictionary
**/
public Update insert(Object 0)
throws IncompatibleDataException;

/**

* Remove o from the AuthenticatedDictionary,

* returns an update object describing how mirror copies of this data
* structure should modify themselves in order to be consistent with
* this removal

* @param o The object to remove

* @throws IncompatibleDataException if o is not an object

* that may be stored in this AuthenticatedDictionary

**/

public Update remove(Object o)

throws IncompatibleDataException;

Figure 14. SourceAuthenticatedDictionary interface .

public interface MirrorAuthenticatedDictionary
extends AuthenticatedDictionary {

/**
* |nitialize the otherwise uninitialized data structure according to the
* given initialization data, which was presumably issued by the
* getlnitializationData() method of a compatible
* implementation of SourceAuthenticatedDictionary.
* @param initData The initialization data
* @exception AlreadylnitializedException If the data structure has already
* been initialized
* @exception IncompatibleDataException if the initialization data object is
* not compatible with this implementation of
* MirrorAuthenticatedDictionary.
* @see SourceAuthenticatedDictionary#getlnitializationData()
**/
public void initialize(AuthenticatedDictionarylnitialization initData)
throws AlreadylnitializedException, IncompatibleDataException;

Figure 15. MirrorAuthenticatedDictionary interface .



