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Abstract

In this paperwe explore objectrecaynition in clutter We

testour objectrecanition techniqueson Gimpy and EZ-

Gimpy examplesof visual CAPTCHAs. A CAPTCHA
(“Completely AutomatedPublic Turing testto Tell Com-
puteisand HumansApart”) is a programthatcangeneate
andgradeteststhatmosthumansanpassyetcurrentcom-
puter programscan't pass. EZ-Gimpy(seeFig. 1, 5), cur-

rentlyusedby Yahoo,and Gimpy(Fig. 2,9)are CAPTCHASs
basedonword recaynitionin the presenceof clutter. These
CAPTCHA9rovide excellenttestsetssincethe clutterthey

containis advesarial; it is designedo confusecomputer
programs. We havedevelopedefcient methodsbasedon

shapecontext matding that canidentifytheword in an EZ-
Gimpyimage with a successate of 92%, andtherequisite
3 wordsin a Gimpyimage 33%of thetime Theproblemof
identifyingwords in sud severe clutter providesvaluable
insightinto the more genel problemof objectrecagnition

in scenes.Themethodshat we presentare instancesof a
framavork designedo tackle this geneil problem.

Enter the word as it is shown in the box below. I

Figurel: An EZ-Gimpy CAPTCHA in useat Yahoo

1. Intr oduction

A CAPTCHAIs aprogram[19] thatcangenerate@ndgrade
teststhat:

1. MosthumanscanpassBUT
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Figure2: A Gimpy CAPTCHA. Thetaskis to list 3 differ-
entwordsfrom theimage.

2. Currentcomputerprogramscant pass

CAPTCHA standdor “CompletelyAutomatedPublic Tur-
ing testto Tell ComputersandHumansApart”.

The conceptbehind such a programarosefrom real
world problemsfacedby internetcompaniesuchasYahoo
andAltaVista. Yahoooffers free email accounts.Thein-
tendedusersarehumanshput Yahoodiscoveredthatvarious
web pornographycompaniesand otherswere using “bots”
to sign up for thousandsof email accountsevery minute
fromwhichthey couldsendoutjunk mail. Thesolutionwas
to requirethata usersolve a CAPTCHA testbeforethey re-
ceive anaccount.The programpicksaword from a dictio-
nary, andproducesa distortedandnoisyimageof theword
(se€eFig. 1). Theuseris presentedheimageandis askedto
typein thewordthatappearsn theimage.Giventhetypeof
deformationsisedmosthumanssucceedt this test,while
currentprograms(including OCR programs)fail the test.
Thegoalof screeningutthe“bots” hasbeenachiered.

ManuelBlum's groupat CMU have designeda number
of different CAPTCHAS. We strongly recommendvisit-
ing http://wwwcaptda.netto view someexamplesof these.
Gimpy is basednwordrecognitionin the presencef clut-
ter. Thetaskis to identify 3 of the approximately7 words
in a clutteredimage. The Yahootestis an easierversion



of this, the so-calledEZ-Gimpy, which involvesonly a sin-
gle word. Pix is basedon imagerecognitionof typically
more abstractcategyories. Chev and Baird [5] also devel-
opedatestinvolving heavily degradedfonts. CAPTCHAS
have alsobeendesignedasedon auditoryrecognition[4].
For visually impairedhumans thesemay be the mostap-
propriatetests.

The underlying principle behind the design of
CAPTCHAs is a reductionto a hard Al problem. In
the wordsof Ahn, Blum andLangford[19]: Anyprogram
that passesthe tests geneiated by a CAPTCHAcan be
usedto solvea hard unsolvedAl problem. Their hopeis
thusto provide challengeproblemsfor Al researchersif
the problem cannotbe solved by computerprograms,it
canbe usedasa CAPTCHA andprovide practicalhelpto
companiedike Yahoo,AltaVista etc. If it canbe solved,
thatmarksscienti ¢ progresonahardAl problem.

We, asvision researchergjecidedto take up the chal-
lengeof defeatingEZ-Gimpy and Gimpy. This paperde-
scribesan algorithm which achieves this goal. On EZ-
Gimpy our programcorrectly identi es the word 92% of
thetime, which implies that Yahoocanno longeruseit to
screerput “bots”. Our successateof 33% on Gimpy also
renderst ineffective assucha screeningool.

Thesawo datasetprovide morethanjustacolourfultoy
problemto work on. In this paperwe exploretwo majoras-
pectsof objectrecognition: dif cult clutter, andthe trade-
offs betweenrecognitionbasedon partsversusthe whole
object. The CAPTCHAswe usepresentchallengingclut-
ter sincethey aredesignedo be dif cult for computempro-
gramsto handle.Recognitionof wordslendsitself easilyto
beingapproacheeitherasrecognitionby parts(individual
lettersor bigrams)or whole objects(entirewords).

More importantly thesedatasetsare large. Thereare
about600wordsthatneedto berecognizedAlso, sincethe
sourcecodefor generatingheseCAPTCHAsis available
(“P” for public), we have accesdo a practicallyin nite set
of testimageswith which to work. Thisis in starkcontrast
to mary objectrecognitiondatasetén which the numberof
objectsis limited, andit is dif cult to generatemary rea-
sonabldgestimages.

Therearede nitely limitationsto this datasetn termsof
studyinggenerabbjectrecognition.Mostnotably theseare
2D objectsandthereis no variationdueto 3D pose.In ad-
dition, thereareno shadingandlighting effectsin synthetic
imagesof words.

We believe that the ability to do quantitatve experi-
mentsusing a large set of testimageswith dif cult clut-
ter outweighsthesedrawvbacks. We hope that other re-
searchersvill attempttheir techniqueson theseand other
CAPTCHAs.

Many computervision researchertave worked on the
problem of objectrecognition. Of theseapproachesthe

mostplausiblecandidate$or succes thisdomainarelLe-

Cunetal. [11] andAmit etal.[1]. LeCunetal. useconvo-

lutional neuralnetworks to perform handwrittencharacter
recognition. Amit etal. usepoint featurescombinedwith

graphsto matchvariousdeformableobjects. Thesetech-
niguesaresomevhatrobustto clutter, but it is not obvious

thatthey could dealthe kind of “adversarial”clutter found

in Gimpy images.

The structureof the paperis asfollows. In section2 we
describeour generalpurposematchingframework. In sec-
tion 3 we explore the tradeofs in parts-basednd holistic
matching.We describewo algorithmsbasedn this frame-
work in sections4 and5, andapplythemto EZ-Gimpy and
Gimpy. We concludein section6.

2. Matching using ShapeContexts

We aregiven a databas®f imagesof known objects. Our
taskis to nd instancesf theseobjectsin a cluttereden-
vironment. In the caseof Gimpy imagestheseobjectsare
wordsor letters,possiblyin avariety of fonts.

In our work, we will compareobjectsasshapes- each
representetly adiscretesetof points ,

sampledrom theinternalandexternalcontoursof
theshapeBelongieetal.[2, 3] introducedheshapecontext
descriptorbasedon sucha representatiomnd usedit in a
deformabletemplateapproachto matchhandwrittendigits
and3D objects.Consideithe setof vectorsoriginatingfrom
apointto all othersamplepointson a shape.Thesevectors
expressthe con guration of the entireshaperelative to the
referencepoint. Obviously, this setof vectorgis arich
descriptionsinceas getslarge, the representationf the
shapebecomesxact.

Thefull setof vectorsasa shapedescriptoris muchtoo
detailedsinceshapesndtheir sampledepresentatiomay
vary from oneinstanceto anotherin a catgory. Thedistri-
bution over relative positionsis amorerobustandcompact,
yet highly discriminative descriptor For a point  on the
shapecomputea coarsehistogram of therelative coor
dinatesof theremaining points,

bin

This histogramis de nedto betheshapecontextof . The
descriptorshouldbe moresensitve to differencesn nearby
pixels,which suggestsheuseof alog-polarcoordinatesys-
tem. An exampleis shavn in Fig. 3(c). A relatedapproach,
developedor 3D data,is thespinimagestechniqueof John-
sonandHebert[9].

2.1 Matching Framework

Thework by Belongieetal. [3] resultedin extremelygood
performancee.g. accurag onthe MNIST handwrit-
tendigit set,aswell ason a variety of 3D objectrecogni-
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Figure3: Shapecontets. (a,b) Samplededgepointsof two
shapes. (c) Diagramof log-polar histogrambins usedin
computingthe shapecontets. (d-f) Exampleshapecon-
texts for referencesamplesnarked by in (a,b).Each
shapecontext is alog-polarhistogramof the coordinate®f
therestof the point setmeasuredisingthe referencepoint
astheorigin. (Dark=laigevalue.)Notethevisual similarity
of theshapecontextsfor and , whichwerecomputedor
relatively similar pointson thetwo shapesBYy contrastthe
shapecontet for is quitedifferent.

tion problems. However, applyingthis deformablematch-
ing algorithmto a large databasef modelswould be com-
putationallyprohibitive. To dealwith this problem,Mori et
al. [14] describeda two stageapproachto objectrecogni-
tion, namely:

1. Fastpruning: Givenaqueryimage,we shouldbeable
to quickly retrieve asmallsetof likely candidateshape
andlocationpairsfrom a potentiallyverylargecollec-
tion of storedshapes.

2. Detailedmatding: Oncewe have a small setof can-
didateshapeswe can performa more expensve and
more accuratematching procedureto nd the best
matchingshapego thequeryimage.

In this papemwe usea matchingframework of this style.
In thefollowing sectionawe rst describea new descriptor
thatis anextensionof shapecontects. We thenprovide the
detailsfor thetwo stagesn our recognitionframenork, fast
pruninganddetailedmatching.

2.2 GeneralizedShapeContexts

We have extendedhe shapecontet descriptoby encoding
more descriptie informationthan point countsin the his-

togrambins. In thiswork, to eachedgepoint  we attacha
unit lengthtangentvector thatis thedirectionof theedge
at . In eachbin we sumthetangentvectorsfor all points
falling in thebin.

where bin
Eachbin now holdsasinglevectorin thedirectionof the

dominantorientationof edgesn thebin. We comparehem
usingadistancesimilartothe  distancdn [3].

bins

We call theseextendeddescriptorggenerlized shapecon-
texts

2.3 FastPruning

Thegoalof thefastpruningstageis to constructasmallset
of hypothese®f objectsat variouslocationsin the query
image.We usetestsbasedn representativeshapecontets
to accomplistthis goal.

The matchingprocessproceedsn the following man-
ner. For eachof the known shapes , we precomputea
large number (about100) of shapecontets

. But for the queryimage , we only compute
asmallnumber of representatie shapecontexts. To com-
putethese shapecontets we randomlyselect sample
pointsfrom theimage. We thendo comparisonsvith each
of the known shapesausingonly theseshapecontets in a
voting scheme.

In theseclutteredimages,mary of the shapecontexts
contain noisy data, or are not locatedon the shape
Hence,for eachof the known shapes we nd the best

representatie shapecontexts, the oneswith the smallest
distancesCallthissetof indices 1. Thedistancebetween

and isthen:

where

is a normalizingfactorthat measurefiow discrimi-
native therepresentatie shapecontext is:

1The sameshapecanappeamary timesin onequeryimage. There-
fore,therecanbemary sets  permodel . Wegroupnearbyrepresen-
tative shapecontexts to obtainthesesets.



where isthesetof all shapes.
We also obtainan estimateof the positionof the shape

If representatie shape context at point
in the image best matchespoint on shape , it
“votes”for shape atlocation , with weight

. The nal estimateof thelocation of
is:

where

The endresultof our fastpruningprocedurds a setof
tuples. We canthresholdthis setbased
ondistanceo obtaina smallsetof candidates.

Voting ideashave beenusedbeforein objectrecognition
(e.g.Lamdanetal.[10]). Ourmethods differentfrom ones
suchasgeometrichashingin thatit usessoft weighting of
votesandlocationsinsteadof makingharddecisions.

2.4. Detailed Matching

Thedetailedmatchingstageusesa deformableéemplateap-
proach. In suchan approacha query shapeis compared
to a candidatemodel shapeby attemptingto deform the
modelinto alignmentwith the queryshape We implement
this usingiterationsof correspondencthroughshapecon-
text matchingand deformationusingthin platesplines. A

costfor performingthis deformationis computedandused
alongwith the shapecontext distanceasthe matchingcost
betweerthemodelandthequery More detailscanbefound
in[3].

3. Approachesto Recognition

Therearetwo importanttypesof dataavailableto usin solv-
ing word recognitiontasks— lexical informationandyvisual
cues. The lexical information could be the set of words,
the setof bigrams,or the setof 26 letters,dependingipon
the scopeof one's view. Thevisualcuesarethe grayscale
patchesedgesandotherfeaturesn theimage. In orderto
designa recognitionalgorithm,one mustexploit the infor-
mationpresenin thesetwo cues.In this work we studythe
role of eachandthetradeofs thatexist in usingthem.

In the eld of handwriting recognition, the different
levels of lexical information are well studied. Someap-
proachessuchas[12], take aholisticapproachrecognizing
entirewords, while otherssuchas[15] focusmoreon rec-
ognizingindividual charactersPlamondorandSrihari[16]
provide anextensive surwey of this work.

Holistic approachemcur morecomputationatostsince
thereare more models,but have more expressive and dis-
criminative power sincethe visual cuesare gatheredover

large areas. The more ef cient, essentiallyparts-basedl-
gorithmsarefaster but canhave dif culty in clutterwhen
thevisualcuesof the partsarecorrupted.

In the following sectionswe will develop two algo-

rithms. The rst takesa bottom-up,parts-base@pproach,
nding charactersrst, andusingthelexical informationto
decidewhich characterganbeformedinto wordsat a later
stage. The secondalgorithmusesa holistic approachand
triesto nd wordsimmediately We devise pruningmeth-
odsto dealwith theassociate@f ciency problems.

In our experimentsave will usealgorithmA to breakEZz-
Gimpy, and algorithm B for EZ-Gimpy and Gimpy. We
will shav how theclutterin Gimpy corruptsthevisualcues
to the degreethatindividual lettersare no longer discrim-
inable. In suchscenarios holistic approachis desirable.
However, with good visual cuesasin EZ-Gimpy, an ef -
cientparts-basedpproacthasits merits.

4. Algorithm A

Our rst algorithmfor nding wordsin imageswvorksfrom
the bottom-up, startingwith visual cuesand incorporates
lexical informationlateron. It consistof threesteps:

1. Performaseriesof quickteststo hypothesizéocations
of lettersin theimage

2. Extractstringsof thesehypothesizedettersthatform
candidatevords

3. Choosehemostlikely word(s)by evaluatingamatch-
ing scorefor eachof thesewords

An exampleof processingnimageusingthe threestages
of our methodis shown in Fig. 4.

The generalphilosophythat we follow is the use of
a coarseto ne matchingstrategyy for computationalkef -
cieng.. We startwith quick, approximateteststhat prune
away muchof the searchspace.Thesetestsmay have high
falsepositive rates,but shouldrejectvery few correcthy-
potheses.We work our way down to using more compu-
tationally expensve, but more accurate testsfor the nal
comparisorthat determineswvhich word is present. How-
ever, we needonly apply theseexpensve teststo a small
numberof remaininghypothesesPresiouswork by Geman
andJedynal{6] and Viola andJoneq18] follow a similar
vein of thought.

Speci cally, the rst stepin our methodprunesa large
spaceof letter locations(26 lettersthat could occur ary-
where in the image) down to about 100 hypothesized

tuples. The secondstepthen analyzes
this setof tuplesto producel to 10 actualwordsthat are
foundin the dictionary Finally, the expensve task of as-
signinga scoreto aword is performedon this smallset. In
the following sectionswe will provide the detailsof each
stepin our algorithm.
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Figure4: The 3 stepsin algorithm A demonstratedn a
simpleexample:(a) Gimpy image(b) Locationsof hypoth-
esizedetterlocations(c) DAG of possiblestringsof letters
(d) Scoresof top matchingwords(shavn on pathsthrough
DAG). The word “prot” is found as the best matching
word.

4.1 Finding Letter Hypotheses

The rst stepin this methodis to hypothesizea list of

tuples. This stagemustbe fast— at each
location in the image ary one of the 26 letters could be
present.

We startwith atrainingsetof 26 imagesgachanunclut-
teredimageof a singleletter We run Canry edgedetection
on theseimagesand constructa generalizedshapecontext
for eachedgepointin eachtrainingimage. This givesusa
pre-computediatabas@f approximately2600generalized
shapecontexts.

We employ the voting scheme basedon the represen-
tative shapecontexts techniquein [14], describedin sec-
tion 2.3. First, we sample  the numberof Canry edge
pointg in the imageat which we computerepresentatie
shapecontets. This numberis typically 30 to 50.

The process outlined above gives us a set of

tuples.We thresholdbasedon the

scorego obtaina nal setof hypotheses
(5to 30total).

4.2, Extracting Candidate Words

At this point we have a setof hypothe-

sesstravn aboutthe image. Theretendto be clustersof
hypothesesiroundreal lettersin the image, as shown in
Fig. 4(b). The next stepis to nd sequencesf theselet-
tersthatform candidatenvords. To this endwe constructa
directedagyclic graph(DAG) in which thereis a nodefor
eachletter hypothesis , andanedge between

2Note thatin imagescontainingbackgroundexture, the Canry edge
detectowill ®re nearlyeverywhere We needaway of choosingrepresen-
tative shapecontets thatarelikely to beon or nearletters,insteadf being
awasteddnthebackgroundWe sampleour representate shapecontexts
nearhigh valuesof thetexture gradient[13] operator This operatoris de-
signedto measurdexture differencesandthereforein the interior of ary
homogeneoutexture, it will have asmallresponse.

two nodesif letter hypothesis canbe usedasthe letter
succeeding in aword. We computethis consisteng of
a pair of lettersby consideringtheir boundingboxes (ob-
tainedfrom training imagesof letters). First, letter must
be at a locationto the left of letter , sinceall wordsare
readleft to right. Secondthe boundingboxesshouldnei-
theroverlaptoo muchnor betoo far away from eachothet
This enforcesspatialcontinuitywithin words. Eachpathin
this DAG representsnepossibleword.

In atypical Gimpy imagetherecaneasilybe  to
pathsthroughthis DAG. However, mostof thesepathswill
be nonsensestringsof letterssuchas “ghxr”. Again we
wish to do somequick pruning,in orderto reducethenum-
ber of pathsthroughthis DAG. We usetri-gramsfor this
pruning. A tri-gramis a sequencef 3 letters,hencethere
are possibletri-grams.An  -letterword has tri-
grams. The probability of all trigramsfor a word
appearingoy chancein our DAG is very low. We usethis
factto deviseour pruningmethod.

We precomputeall tri-gramsof all wordsin the dictio-
nary(EZ-Gimpy usess61words).After obtainingthe DAG
of letterhypothesefor ourtestimage we canquickly com-
pute all the tri-grams (usually around1000) presentin it.
Thenwe prune—adictionaryword cannotbe presenin the
imageunlessall of its tri-gramsarepresentFinally, for the
small numberof remainingwords, we checkthat eachof
themis actuallyfoundasa paththroughthe DAG, sincethe

tri-gramsmight not actuallyoccurin sequenceAll
wordsthatpassthis nal testarethenlistedin the nal set
of candidatevords. Notethatour techniques only oneex-
amplestratgy for string matching. This is a well studied
subject7].

4.3 Choosingthe Most Lik ely Word

We now have a setof candidatevordsandwish to choose
the mostlikely oneto useasour answerto the Gimpy test.
This nal stepis themostcomputationallyintensive. How-
ever, we areleft with only a few wordswhich needto be
evaluated.

The scorewe usefor rankingthe setof candidatevords
is basedon deformablematchingcostof individual letters,
similarto thatusedby Belongieetal. [3] usedfor matching
handwrittercharactersScoresareobtainedhroughmatch-
ing costsof generalizedshapecontets. The scorefor a
word s theaveragescorefor matchingeachof its letters.

This is the nal step. We computematchingscoresfor
eachof our candidatavords. Our answerto the Gimpy test
is theword with the bestmatchingscore.

4.4. Results

An EZ-Gimpy CAPTCHA consistsof a single deformed
wordin aclutteredimage. SeeFig. 5 for examplesof typi-



(a) collar (b) here
(c) join (d) again
(e) ag (f) carvas

(g) smile (h) line
(i) horse (i) jewel

(k) weight (I) sound

(m) rice (n) spade

Figure5: Examplesof resultson EZ-Gimpy images. The
bestmatchingword is shovn belowv eachimage.Examples
(a),(c-9),(i-n)produceccorrectresults (b) and(h) incorrect
results.

cal EZ-Gimpy images.We usedalgorithmA to quickly nd
theword presenin thesemages.

For our experiments,we generated200 examples of
the EZ-Gimpy CAPTCHA using the code available at
http://wwwcaptha.net Of theseexamples,9 were used
for tuning parametersn the boundingbox similarity com-
putationandtexture gradientmodules.The remaining191
exampleswere usedasa testset. In 158 of thesel91 test
casesthetop matchingword from our methodwasthe cor
rectone,asuccessateof 83%.

Note that it is also possibleto usea soft probabilistic
stratgy involving HMMs chooseghemostlikely word from
the DAG, insteadof makinghardpruningdecisions.

Someexamplesof the 191 EZ-Gimpy CAPTCHA im-
agesused,andthetop matchingwordsareshowvn in Fig. 5.
The full setof 191 testimagesandresultscanbe viewed
onlineat http://wwwcs.berleley.edu/ mori/gimpy/ez/
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Figure 6: Examplesof letter sized patchesfrom Gimpy
CAPTCHAs. It is very dif cult to readtheseisolatedlet-
terswithout the long rangecontet in which they appear
We mustinsteadreadwholewordsat once.
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Figure7: Processing Gimpy imageusingalgorithmB. (a)
Inputimage.We processachpair of wordsseparately(b)
Edgedetectioroutputonasinglepairof words. (c) Hypoth-
esizedbigrams. (d) Pixels remainingafter guessof word
“round”. Multiple iterationsof step(d) — guessaword, re-
move pixels,guesgemainingword areperformed.

5. Algorithm B

The secondalgorithmis a holistic onethatattemptso nd
entirewordsatonce,insteadof lookingfor letters.In severe
clutter, mary of thepartscanbeoccludedor highly ambigu-
ous.In thecaseof Gimpy, lettersareoftennotenough Fig-
ure 6 shovs someexamplelettersizedpatchesrom Gimpy
images.lt is nearlyimpossibleto determinewhich charac-
ter(s)is presentin thesepatches.However, whenonesees
theentireword, it is clearwhich word is displayed.This is
themotivationfor a holistic approacho recognition.

We constructshapecontexts that areelliptical in shape,
with anouterradiusof about4 charactersiorizontally and
about- of acharactewertically. Theseareour featuredor
doing the recognitionat a word-level. However, a brute-
forceapproachusingrepresentatie shapecontextsto com-
pareto everywordin thedictionary is infeasiblebecausef
computationatost. Insteadwe do somepruningto reduce
our setof wordsdown to a manageablsize,andthenuse
this holistic approachto matchcompletewords. Figure 7
shavsthestepsn processin@gnimageusingthisalgorithm.



5.1 Pruning with Bigrams

Figure 9 shovs some examplesof Gimpy CAPTCHAs.
Eachimagecontains10 words (someduplicates)overlaid
in pairs,with somebackgroundclutter We examineeach
pair of wordsseparately Thetaskis to correctlyrecognize
ary 3 of thesewords.In theseémagesthemostsalientparts
of the wordsare often the beginning or endingfew letters.
Moreover, giventheopeningor closingbigram,thenumber
of possiblecandidatevordsis very small. The pruningwe
do is basedon theseobsenations. In the 411 word gimpy
dictionary thereare 128 distinct openingand 112 closing
bigrams.If we canaccuratelydeterminethesebigramswe
will beleft with a smallnumberof candidatevords.

This bigram pruning is done using the fast pruning
methodoutlinedabove. In our experimentson Gimpy, we
truncatethelist of bigrams(eitherbeginningor ending),or-
deredby shapecontext distance suchthatwe areleft with
ashortlistof about20 candidatevords.

Someholistic matchingcanbe donehereto reducethe
sizeof theshortlist.In ourexperimentsve sortedthesecan-
didatewords using the word-sizedshapecontexts as fea-
turesin the fast pruning process,to be left with about4
words.

5.2 Layersof Words

In a Gimpy CAPTCHA, the wordsappearin pairs. Given
a guessof one of the words, we cantry to remove it, and
recognizethe secondword basedon the remainingpixels.
Theremoval of pixelsis donewith anassignmenproblem.
We matchedgepixels on our guessof the rst word with
the edgesn theimage. We remove the edgesin theimage
thatwereusedin the matching,andthenrepeatour bigram
pruningto obtaina new shortlistof possiblesecondwords.
Thistypeof analysiss similarto work ontransparengsuch
as[8, 17].

5.3 Final Score

After the layersanalysiswe areleft with 16 pairsof words
(4 guessefor the rst word, eachwith its own 4 guessefor
thesecondword). The nal stepis to assignscorego each
of thesewords.

For eachpair, we producea syntheticimageof the two
words overlaid at their estimatediocations(given by the
pruning method). We then computeshapecontets in the
syntheticimage.The nal scorefor awordis therepresen-
tative shapecontets pruning costusing a sizablefraction
(.3 in experiments)of the edgepixelsfrom the word asthe
valuefor , thenumberof edgepointsto match.Mostof the
edgesn thecenterof theword arecorruptecbeyondrecog-
nition, henceit isn't usefulto usethemin the nal scoring.

The two words in eachpair are scoredseparatelywe
selecthebest edgepointsfrom eachword. In theGimpy

CAPTCHA, thetaskis to recognize8 words.We choosehe
3 wordswith thebestscoreasour answer

5.4 Results

We tested algorithm B on 24 instancesof the Gimpy
CAPTCHA. In orderto pass,the programmust guess3
words, all of which are in the image. Our resultsare
shavn in Fig. 8 and 9. We successfullyguess3 words
from theimage33% of thetime. With our 33% accurag,
this CAPTCHA would be ineffective in applicationssuch
as screeningout “bots” sincea computercould ood the
applicationwith thousand®f requests.

# CorrectWords | Percentagef Tests
92%
75%

33%

Figure8: Resultson Gimpy. Thetaskis to guess3 wordsin
theimage.We passthetest33%of thetime. However, one
or two wordsguessedrecorrectvery frequently

The sharpdecreasen accurag in Fig. 8 is not unex-
pected. If we assumehat the accurag of eachof the 3
wordsis independentanda singleword accurag of 70%,
we would only expectto passthe test of the
time.

We alsoappliedalgorithmB (searchindor entirewords,
without the layersanalysis)to the same191 instancesof
EZ-Gimpy asalgorithm A. We found the correctword in
1760f thesefor asuccessateof 92%.

6. Conclusion

In this papemwe have exploredmethoddor performingob-
ject recognitionin clutter We have exploredthe tradeofs
betweerusinghighlevellexical information,in our casethe
dictionaryof words,to guiderecognitionversusrelying on
low level cues.Wetesteduralgorithmsontwo word-based
CAPTCHAsthatallow usto do experimentswvith mary test
images.

Clutterthatinvolvesotherreal objects lik e thewordsin
the Gimpy images makesrecognitionmuchmoredif cult
thanthe heavily textured backgroundsf EZ-Gimpy. Our
algorithmswereableto effectively dealwith both of these
typesof clutterandbreakthesewo CAPTCHAswith ahigh
frequeng of success.

The problemof identifying wordsin suchsevereclutter
providesvaluableinsightinto the moregeneralproblemof
objectrecognitionin scenes.Partsareoften ambiguousn
clutter, but atthe sametime anchoringaroundobviousparts
canimprove ef ciency. We have presentedilgorithmsthat



dry,clearmedical door,farm,important

public,nose,receipt

with,true,sponge

carriage,potato,clock

church,tongue,bad

narrow,bulb,right sudden,appley@n

Figure9: Resultson Gimpy. The 3 wordsthatareguessed
usingAlgorithm B areshavn below eachimage.

areinstance®f a generafframework thatcanbe appliedto
otherrecognitionproblems.
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