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Abstract

ware related to suspicious traffic discovered on
non-standard TCP ports, or to detect policy
violations by users running prohibited applications and attempting to circumvent firewalls
or avoid detection. For example, many chat
and file sharing applications can be easily configured to use the standard TCP port for the
World Wide Web in order to pass through common configurations of simple packet-filtering
firewalls. Furthermore, recent peer-to-peer filesharing applications [4] can run entirely on nonstandard, user-specified ports, and Trojan horse
or virus programs may encrypt their communication to deter the development of effective
detection signatures. While our techniques are
not robust against a malicious user who carefully modifies the stream of packets she sends,
it does make her job significantly more difficult,
requiring her to accurately mimic on-the-wire
behavior patterns of legitimate traffic.

We present improved techniques for the identification of unknown TCP connections in
wide-area Internet traffic using Profile Hidden
Markov Models. Specifically, we built mixture
models using a k-means clustering approach to
find component behavior patterns in the traffic traces. These mixture models allow us to
better recognize protocols that tend to exhibit
more than one characteristic behavioral pattern. Moreover, our models use only those
features that remain intact after encryption,
namely packet sizes and inter-arrival times. Using a vector quantization approach to combine
these features in a single model, we show how to
substantially increase recognition accuracy over
prior work — in some cases well over 30 percent.

1

Introduction

The approach we present in this paper significantly extends earlier efforts [2] in modeling
network connections with Hidden Markov Models and in designing accurate classifiers from
HMMs. We present enhancements that span
improvements in building the protocol models, building the classifiers, quantization approaches, and clustering TCP sessions — all in
an effort to improve the overall accuracy of our
design. In particular, we explore the use of a
new mixture model topology made up of several component profile HMMs using only packet
sizes and inter-arrival times. Mixture models
allow us to better recognize certain protocols

We present improved techniques for the identification of unknown TCP connections in widearea Internet traffic. Unlike earlier approaches,
we restrict ourselves to using only features of the
traffic that remain observable after encryption
using, for example, end-to-end cryptographic
protocols such as SSL [17] or IPSec [13]. Our
approach is highly automated, requiring only
a modest set of training data and little or no
advance knowledge of the particular protocols’
properties.
The techniques we provide may be useful to
network administrators in identifying the soft1

in this work, instead concentrating our efforts
on a new dataset [10] collected by the Statistics Group at George Mason University in 2003.
The traces contain headers for IP packets on
their Internet link from the first 10 minutes of
every quarter hour for a few months.
The
dataset contains traffic for a class B network
which includes several university-wide and departmental servers for mail, web, and other services, as well as hundreds of Internet-connected
client machines. For each extracted TCP connection, we record the sequence of hsize, arrival
timei tuples for each packet in the connection,
in arrival order. We encode the packet’s direction in the sign bit of the packet’s size, so that
packets sent from server to client have size less
than zero and those from client to server have
size greater than zero. A summary of the traffic statistics for a random 10-hour period used
for training our models is provided in Appendix
A.

that tend to exhibit different behavioral characteristics, such as SSH which comprises both
file transfer and remote login sessions. Moreover, unlike the naı̈ve classifier presented in [2]
our Viterbi classifier is capable of incorporating both timing and size information in a single
model. By using realistic data traces, we show
that our techniques allow for traffic characterization approaches that provide reasonable accuracy to be of practical value, even when our
models are trained and tested under disparate
network conditions.

Paper outline: The rest of this paper is organized as follows. In §2 we present a high level
overview of our system design. We explain the
basics of our modeling techniques in §3, and §4
chronicles the enhancements to earlier work and
illustrates the corresponding improvements to
recognition ability. We present a performance
analysis in §5, and review related work in §6.
Lastly, we conclude with some closing remarks
and directions for future work in §7.
Data Preprocessing: To assist in the creation of our models from packet sequences, we
first apply a simplistic preprocessing step. To
2 High-level Design
simulate the effect of encryption on the unenHere we present a high-level view of the tech- crypted traffic in our dataset we assume the enniques used to construct and evaluate our classi- cryption is performed with a symmetric block
fiers. The overall process is illustrated in Figure cipher, and round the observed packet sizes up
1 and entails (i) data collection and preprocess- accordingly. We report recognition rates for our
ing (ii) feature selection, modeling and model size-based classifiers using a block size of 64
selection, and finally (iii) the classification of bytes, which is larger than most used in practest data and evaluation of the classifiers’ per- tice, yet still affords a nice balance of recognition
formance. In what follows we provide a brief accuracy and computational efficiency.
review of the individual modules.

Modelling: Building behavioral models for
the various application protocols is the most
complex task in our design and evaluation. The
general outline is given in Figure 2. Given a set
of training sequences, we begin by constructing an initial model (see Figure 3) such that
the length of the chain of states in the model
is equal to the average length (in packets) of
sequences in the training set. Using initial parameters that assigns uniform probabilities over
all packets in each timestep, we apply the wellknown the Baum-Welch algorithm [3] to itera-

Data Collection: In [2], a HMM-based
classifier was built and evaluated based on
packet traces derived from the MITLL Intrusion Detection Evaluation [15]. While this
naı̈ve classifier demonstrated recognition accuracy within 5% of other approaches [7] for
the non-interactive protocols in the artificial
MITLL dataset, its performance on traffic
traces from a real Internet link was promising,
at best. Given the availability of more realistic data we forgo the use of the MITLL traces
2
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Figure 1: Process overview for construction of our Hidden Markov Model-based classifiers.
tively find new HMM parameters which maxitraining set
mize the likelihood of the model for the training
sequences. Additionally, a heuristic technique
initial
topology
called “model surgery”[18] is used to search for
the most suitable HMM topology by iteratively
parameter remodifying the length of the model and retrainestimation
ing. Next, to build mixture models (§4.3) that
Model
capture protocols which exhibit more than one
Surgery
characteristic behavior pattern, we apply a clusFinal Model
tering technique in which we repeat the above
process several times to build multiple profile
HMMs for a given protocol, and then combine
Figure 2: Outline of the steps required for buildthe HMMs into a final mixture model.
ing a profile Hidden Markov Model on the training data.
Classifiers: Given a HMM trained for each
protocol, we then construct a classifier for the
task of choosing, in an unsupervised manner,
the best model—and, hence, the best-matching
protocol—for new packet sequences. In our first
attempt, we use the principle of Maximum Likelihood [9] to classify sequences as belonging to
the protocol whose model assigns them the highest probability. We also explore the effectiveness
of a classifier that uses Viterbi [21] paths and
assigns sequences to the protocol whose model
assigns them the greatest best-case probability.
To evaluate our classifiers’ performance, we
select traces for a 10-hour period chosen at random and use that to train our models. For each
protocol, we select approximately 400 sequences
for training. We then randomly select a set of
traces from a different day and use that for test-

ing. Each protocol in the testing set is then assigned a label by the classifier. For each classifier, we report average classification percentages
for the connections in the test sets. We present
a confusion matrix for each classifier’s results, to
illustrate the recognition rates for each protocol
as well as the nature and severity of any misclassification. To the standard confusion matrix we
add an extra column (“none”) that depicts the
percentage of sequences for each protocol which
failed to match any model. The classifiers and
their relative performance are further discussed
in §4.1.
3
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Model Building

We now we describe in more detail the construction of our Hidden Markov Models. As in [2], we
build HMMs with profile topology using packet
sizes and inter-arrival times. However, we improve on the results in that work by incorporating some rudimentary changes to the way the
HMM is built, as well as some more fundamental enhancements (§4) to its basic design. Before
discussing these changes, we briefly review the
HMM design in [2].

3.1
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Profile HMM Topology

Our models follow a similar design as those used
in [14, 8, 18] for protein sequence alignment.
The profile HMM (Figure 3) is best described as
a left-right model built around two long parallel chains of hidden states, such that each chain
has one state per packet in the TCP connection. Each state emits symbols with a probability distribution specific to its position in the
chain, and states in these central chains are referred to as Match states, because their probability distributions for symbol emissions match
the normal structure of packets produced by the
protocol.
The main difference between the HMM in [2]
and those in [14, 8, 18] is that the HMMs used to
model proteins have only a single chain of Match
states. The addition of a second match state per
position was intended to allow the model to better represent the correlation between successive
packets in TCP connections. Since TCP uses
sliding windows and positive acknowledgments
to achieve reliable data transfer, the direction of
a packet is often closely correlated — either positively or negatively — with the direction of the
previous packet in the connection. Therefore
the Server Match state matches only packets
observed traveling from the server to the client,
and the Client Match state matches packets
traveling in the opposite direction. For example, a transition from a Client Match state to
a Server Match state indicates that a typical
packet (for the given protocol) was observed
traveling from the client to the server, followed

Figure 3: Profile Hidden Markov Model with
two match states per position.
by an similarly typical packet on its way from
the server to the client.
To allow for variations between TCP connections for the same protocol, the model has two
additional states for each position in the chain.
One, called Insert, allows for one or more extra packets “inserted” in an otherwise conforming sequence, between two normal parts of the
session. The other, called the Delete state, allows for the usual packet at a given position
to be omitted from the sequence. In practice,
the Insert states represent duplicate packets
and retransmissions, while the Delete states account for packets lost in the network or dropped
by the detector. Both types of states may also
represent other protocol-specific variations in
higher layers of the protocol stack.

3.2

Handling Training Error

We implemented our HMMs in C using the open
source General Hidden Markov Model Library
(GHMM) [18]. Unfortunately, GHMM is unable
to handle training error in the HMM parameter
reestimation procedure; thus if even a single sequence in the training set is given a near-zero
probability under the model, the only option is
4

to abort the reestimation procedure. However,
the noisy nature of wide-area Internet traffic virtually guarantees that some training sequences
will not fit in well with the others in the training set, so accommodating for training errors is
critical.
We address this issue in our current implementation by excluding zero-probability sequences from training, and using a tunable parameter that controls the maximum reestimation failure rate we are willing to tolerate. This
allows us to perform a greater number of iterations of the Baum-Welch algorithm on each
model, thereby building better models for all
protocols. We find that limiting the failure rate
to 5% works quite well in practice for most network protocols and HMM topologies.

3.3

until the current length goes unchanged in some
iteration. Typically, 10 iterations are sufficient
for convergence.
Our empirical results show that when using
only a single feature, model surgery typically
improves recognition rates by roughly 2%, and
makes the quality of the classifier much less dependent on the initial choice of model length.
Consequently, the results presented for single
variables (Tables 1, 2, and 4) all use models built
with model surgery. However, we find surgery
less effective when modeling both size and interarrival time in the same model, so surgery is not
used in that case (§4.2).

4

Enhancements

More fundamental design changes were necessary to significantly improve accuracy rates on
wide-area network traffic. For one, unlike [2]
we use a Viterbi classifier and a new mixture
model topology made up of several component
profile HMMs. Additionally, we apply a vector
quantization approach to combine both timing
and size information into a single model. These
enhancements are elaborated on below.

Model Surgery

To iteratively find the correct length of the
model, we apply a heuristic technique known
as model surgery [18]. Model surgery is based
on the idea that all positions in the chain should
represent about the same fraction of packets in
a sequence, and that the match state(s) should
represent the most typical behavior in a given
position. We start with a model whose length
is equal to the average number of packets per
sequence in our training set1 . In each iteration,
we construct and train a model of the current
length, and then inspect the likelihoods of the
four states in each position in the chain. If
the Insert state is the most likely state, this
implies that the model is missing some essential behavior of the training set that occurs immediately before the behavior represented by
the match states at the given position in the
chain. To better capture this behavior, we increase the model’s length by one. Conversely,
if the Delete state is the most likely state, we
decrement the current length. The process is
repeated up to a maximum number of steps, or

4.1

Classifiers

The task of a model-based classifier is, given an
observation sequence O, and a set C of k classes
with models λ = λ1 , λ2 , ..., λk , to find c ∈ C such
that c = class(O). Our first such classifier,
assigns protocol labels to sequences according
to the principle of maximum likelihood. Informally, we choose class(O) = argmax (O | λc ),
c

where argmax represents the class c with the
c

highest likelihood of generating the sequences
in O.
Our second classifier is similar to the first,
but it makes use of the well-known Viterbi [21]
algorithm for finding the most likely sequence
of states (S) for a given output sequence O and
HMM λ. The Viterbi algorithm can be used to
find both the most likely state sequence (i.e., the
“Viterbi path”), and its associated probability
Pviterbi (O, λ) = max P(O, S | λ).

1
In practice, we cap the initial length at an arbitrary
maximum of 200 packets. This allows us to build reasonable models for protocols such as Telnet, which tend to
have very long-running connections, while still maintaining computational efficiency in the HMM calculations

S
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Protocol
AIM
SMTP-out
SMTP-in
HTTP
HTTPS
FTP
SSH
Telnet

AIM
77.9
1.1
1.8
0.1
0.7
2.5
0.8
2.7

SMTP-out
0.3
82.9
3.6
0.0
0.1
0.8
0.0
0.0

Classification Probability
SMTP-in HTTP HTTPS
FTP
0.7
2.9
3.7
0.1
0.9
0.2
0.2
0.4
85.0
0.3
0.4
0.5
0.0
89.2
5.3
0.0
0.1
8.2
76.1
0.2
10.9
0.7
0.4
55.3
0.0
1.2
13.6
1.3
0.4
1.0
4.7
0.1

SSH
1.9
0.9
2.1
2.5
8.0
2.6
58.5
10.5

Telnet
12.1
10.7
5.3
1.7
2.5
26.7
2.7
67.2

none
0.5
2.8
0.8
1.0
4.1
0.0
21.8
13.5

Table 1: Maximum Likelihood classifier, packet sizes only

Protocol
AIM
SMTP-out
SMTP-in
HTTP
HTTPS
FTP
SSH
Telnet

AIM
87.3
3.3
1.6
0.4
0.5
3.9
2.2
3.4

SMTP-out
0.5
87.7
2.1
0.1
0.1
1.0
0.3
0.0

Classification Probability
SMTP-in HTTP HTTPS
FTP
0.8
3.6
3.5
2.3
1.5
0.0
0.3
1.5
90.6
1.4
0.2
1.3
0.0
93.6
4.2
0.1
0.1
7.7
88.8
0.2
22.4
9.4
0.7
57.6
0.0
3.4
8.4
1.9
1.9
10.1
2.9
2.7

SSH
0.5
0.4
0.9
0.5
1.1
1.3
77.3
2.3

Telnet
1.5
4.7
1.5
0.8
0.1
3.6
1.7
76.4

none
0.1
0.6
0.2
0.4
1.2
0.0
4.8
0.3

Table 2: Viterbi classifier with profile topology, packet sizes only

Given an output sequence O, our Viterbi classifier finds Viterbi paths for the sequence in each
model λi and chooses the class c whose model
produces the best Viterbi path. We can express
this decision policy concisely as
class(O) = argmax Pviterbi (O, λc )

the least improved by the Viterbi classifier, does
see a 23% drop in the rate of its most common
confusion. The recognition rates for the other
protocols increase by ≈ 5%.
We note that while the overall accuracy of the
Viterbi classifier is much improved over that in
[2], it still frequently confuses an interactive protocol (Telnet) with HTTP and SSH with HTTPS.
We show in the following sections how our subsequent improvements to the structure of the
HMMs (§4.3) and to the number of features included in our models (§4.2) reduce this error
rate.

(1)

c

Tables 1 and 2 depict the classification results where our features are packet sizes only.
The results show that our improvements to the
way we build HMMs allow the Maximum Likelihood classifier to significantly outperform that
in [2], which recognized SSH and Telnet with
only 42% accuracy while training and testing
on the same day. The Viterbi classifier further
improves recognition rates for all protocols, especially the interactive ones. Recognition for
SSH increases by ≈ 20%, to over 77%, and the
rates for Telnet and AIM increase by more than
9%. Due mostly to a decrease in confusions with
SSH, the recognition rate for HTTPS also improves by more than 12%. FTP, the only protocol with a recognition rate still below 75%, and
the protocol whose correct classification rate is

We note that the protocol whose recognition rates are most improved under the
Viterbi classifier is SSH. Unlike our data for
the non-interactive, more strictly-defined protocols, our traces of SSH connections are almost
certain to contain sequences generated by several differently-behaving remote terminal applications, bulk data transfer (SCP), and possibly
tunneled connections for other services (e.g., the
X Window System). Therefore we are not surprised to find that, for the packets generated
6

cluster to another drops below some threshold
(currently set to 1 percent).
After clustering both sets of packet vectors,
we take the list of centroid vectors as the codebook for our quantizer. To quantize the vector representation of a packet, we simply find
the codeword nearest the vector, and encode
the packet as the given codeword’s index in
the codebook. After vector quantization of the
training sequences, we can then build discrete
HMMs as before, using codeword numbers as
the HMM’s output alphabet. Before classifying
test sequences, we use the codebook built on the
training sequences to quantize them in the same
manner.

by SSH connections, some state sequences in
the HMM for SSH are much more likely than
other state sequences in the same model. In
§4.3 we explore whether the interactive protocols might be better represented by mixtures of
HMMs rather than single profile models.

4.2

Multiple Features

While these results show surprising success for
building with models of network protocols using
only a single variable, one would suspect that
recognition rates could be further improved by
including both size and timing information in
the same model. To evaluate that hypothesis,
we employ a vector quantization technique to
transform our two-dimensional packet data into
symbols from a discrete alphabet so that we can
then use the same type of models and techniques
as used for dealing with timing or size individually.
Our vector quantization approach proceeds
as follows: given the data for each packet as
a two-dimensional tuple of hinter-arrival time,
sizei, we first apply a log transform to the times
to reduce their dynamic range [11, 16]. Next,
to assign the sizes and times equal weight, we
scale the hlog (time), sizei vectors into the -1,1
square.
The nature of our models requires that we
treat packets differently based on the direction
they travel across the wire. We therefore split
the packets into two sets: those sent from the
client to the server, and those sent from server to
client. We then run the k -means clustering algorithm separately on each set of vectors to find a
representative set of vectors, or codewords, for
the packets in the given set. For a quantizer
with a codebook of N codewords, for each of
the two sets of packets, we begin by randomly
selecting k = N/2 vectors as cluster centroids.
Then, in each iteration, for each htime, sizei vector, we find its nearest centroid and assign the
vector to the corresponding cluster. We recalculate each centroid at the end of each iteration as
the vector mean of all the vectors currently assigned to the cluster. We stop iterating when
the fraction of vectors which move from one

100

aim
smtp-out
smtp-in
http
https
ssh
telnet

Recognition Accuracy (%)

95
90
85
80
75
70
65
100

140

180

Number of codewords

Figure 4: Viterbi classifier with profile topology
for codebook sizes of 100, 140, and 180
Table 3 depicts the results for the Viterbi
classifier on profile topology using a codebook
of size 140. We find that, by including both
size and timing information in the same profile model, we are able to recognize SSH traffic
more accurately — its recognition rate is now
almost 85 percent, which reflects a 26 percent
improvement over the size-only Maximum Likelihood classifier in Table 1. Moreover, the vector quantized profile models are not very sensitive to codebook size (see Figure 4) greater than
about 140. While less accurate than the mixture
models for HTTP and SMTP, at the protocol level,
the VQ models’ misidentification still tends to
be somewhat correct — when HTTP is misclassified, it is usually mistaken for HTTPS, and the
7

Protocol
AIM
SMTP-out
SMTP-in
HTTP
HTTPS
FTP
SSH
Telnet

AIM
80.3
1.8
1.0
0.5
0.3
3.0
4.6
3.3

SMTP-out
0.6
87.9
8.6
0.5
0.6
4.0
1.1
2.6

Classification Probability
SMTP-in HTTP HTTPS
FTP
0.0
0.4
5.4
0.5
0.6
0.1
0.1
4.2
79.5
1.2
0.2
5.8
0.0
82.6
10.8
0.0
0.1
3.2
88.4
1.6
1.0
25.8
2.2
42.8
0.0
1.6
2.2
1.9
0.3
4.2
1.3
5.2

SSH
11.7
2.6
2.7
4.8
4.6
5.6
84.9
8.8

Telnet
1.0
2.5
0.9
0.5
0.7
15.7
1.6
73.9

none
0.0
0.1
0.0
0.3
0.6
0.0
2.2
0.3

Table 3: Viterbi classifier with profile topology, 140-codeword VQ

Algorithm 1 HMM-k-MEANS-CLUSTER(S, k)
INPUT: Training set S, number of clusters k
OUTPUT: set of models λ
randomly assign sequences si ∈ S to clusters ci
while no convergence do
for each cluster ci and its corresponding model λi do
λi ← Build-Profile-HMM(ci ) {see Figure 2}
end for
for each sequence si in the training set S do
bi ← Best-Match(si , λ) {e.g., using Equation (1)}
if bi 6= the previous match pi then
cpi ← cpi \ si {remove si from its current cluster}
cbi ← cbi ∪ si {add si to the cluster which provided the best match}
pi ← bi
end if
end for
end while
return set of models λ1 , ..., λk

two directions of SMTP are much more frequently
confused with each other than with other protocols. Furthermore, the confusions of Telnet and
SSH as HTTP and HTTPS, respectively, noted in
§4.1, are now less than half their previous value.
Like our other profile model classifiers, the
vector quantized versions do not recognize
FTP well; indeed, its 42.8% recognition rate is
the lowest of any of our current classifiers. We
address this decrease in accuracy in the following section.

4.3

attempt to address this shortcoming by modeling these protocols as mixtures of multiple distinct behavior patterns.
Finite mixture models are used for data which
is believed to “arise from two or more underlying groups with common distributional form but
with different parameters” [1]. A mixture model
with k components consists of a set of statistical
models λ = λ1 , ...,Pλk and mixing proportions
k
th comπ1 , ..., πk where
i=1 πi = 1. The i
ponent model λi describes the data in the ith
underlying group, and the mixing proportion πi
gives the fraction of all data which belong to the
ith group.

Mixture Modeling with HMMs

One hypothesis for the poor recognition performance in Tables 1 and 2 for FTP, SSH and
Telnet (particularly under the first classifier) is
that these protocols exhibit more than one characteristic behavior pattern, and thus are not
well represented by a single profile model. We

In this work, we use HMMs both for the component models λi and for the mixture model.
Because HMMs do not lend themselves easily to
the standard methods of building mixture models, we employ a version of k -means model-based
8

Protocol
AIM
SMTP-out
SMTP-in
HTTP
HTTPS
FTP
SSH
Telnet

AIM
83.2
1.3
1.5
0.3
0.7
2.2
3.2
3.3

SMTP-out
0.4
88.7
2.3
0.1
0.1
1.0
0.6
0.0

Classification Probability
SMTP-in HTTP HTTPS
FTP
1.1
3.4
5.5
3.5
1.2
0.0
0.1
3.0
89.9
2.4
0.1
1.6
0.1
91.6
6.5
0.1
0.1
4.8
92.0
0.4
14.0
7.2
0.3
72.7
0.1
1.3
10.4
2.4
1.7
8.8
3.1
6.3

SSH
1.0
0.3
1.2
0.5
0.9
1.1
77.0
2.6

Telnet
1.8
5.0
1.0
0.7
0.3
1.4
1.4
74.1

none
0.1
0.4
0.1
0.2
0.7
0.0
3.6
0.1

Table 4: Viterbi classifier with Mixture topology for FTP with 3 mixture components, profile
topology for others

resent the cluster’s “center”, using as training
data the sequences currently assigned to the
given cluster. We then assign each sequence to
the cluster whose model matches the sequence
most closely, using our Viterbi classifier and the
newly-constructed cluster center HMMs. The
process stops when, in some iteration, very few
sequences are reassigned from one cluster to another. In practice, we find it unreasonable to
expect the number of reassignments to converge
to zero, and that stopping when less than 5 percent of the sequences are reassigned in a single
iteration works well.
The output of the clustering algorithm is a set
of k distinct profile models λ1 , ..., λk , each of
which represents a behavior pattern exhibited
by a subset of the traces for the given protocol.
To use these models with our existing classifiers,
we must first assemble them into a single unified
mixture HMM λmix for the protocol as a whole.
To do so, we insert a new start state, and, for
each component profile HMM λi , we add a silent
transition with probability πi from the new start
state to the start state of model λi , where πi is
calculated as the fraction of training sequences
belonging to the ith cluster.

clustering to simultaneously find the component
behavior patterns in a dataset and model them
each with a profile HMM, then assemble the
component HMMs into a final mixture HMM.

The k-means clustering algorithm assumes
that the data belong to k distinct components,
or clusters, and attempts to iteratively assign
data points to the clusters until convergence
— stopping when the clusters remain relatively stable across two consecutive iterations.
Whereas the standard k-means algorithm assigns datapoints to clusters using a simple distance metric by picking the cluster whose center
is “closest” to the given datapoint, the modelbased version of the algorithm [12] describes
each cluster with a mathematical model and assigns datapoints to the cluster whose model assigns them the highest probability. The model
most commonly used for finite-dimensional data
is the Gaussian family, wherein each cluster is
represented by a mean vector and covariance
matrix. However, for time course data, other
types of models, such as HMMs, may be more
appropriate. Schliep et al. [18] present an application of model-based k-means clustering to biological sequences, using profile Hidden Markov
Models for the cluster centers. Here, we apply
a similar technique to cluster packet sequences
Discussion: We find that recognition rates,
and to build the component profiles of our mixespecially those for interactive protocols, are ofture HMMs.
ten improved by the addition of a second and
As depicted in Algorithm 1, we begin by third profile to the protocols’ HMMs. Howassigning each sequence randomly to one of ever, each additional component in the mixtures
the k clusters. Then, in each iteration, for adds to the computational costs of both buildeach cluster, we build a profile HMM to rep- ing the models and of classifying new sessions,
9

and we find that mixture models with more than
three components do not offer a substantial increase in recognition rate over the smaller mixtures. Therefore we can construct a classifier
with a balance of accuracy and computational
complexity by building mixture models only for
those protocols that involve terminal input from
a user.
We find that, from our empirical evaluation,
the only interactive protocol that benefits substantially from mixture models is FTP, so we
present in Table 4 the classification results for
the Viterbi classifier on packet sizes, using for
FTP a mixture HMM with 3 components, and
using basic profile HMMs for the other protocols. With the additional two behavior profiles
in the model for FTP, this classifier is able to recognize FTP about as well as the standard Viterbi
classifier is able to recognize the more interactive protocols like Telnet and SSH.
One explanation for the difference in our classifiers’ ability to recognize FTP and SSH may be
that while SSH is better represented by its timing characteristics, the differences in behaviors
of FTP in this data seem to have less to do with
inter-packet timing.

5

Performance Analysis

The classifiers presented here operate in an offline manner; that is, they require that sufficient
traffic be captured before the traces can be classified. Our envisioned use of these classifiers is
in a scenario where a network administrator attempts to analyze traces, at some regular interval, in order to gain a better view of the types of
traffic on his network. The length of the analysis interval could be for example, an hour, a
period of several hours, or a full day. In any
case, we consider performance to be sufficient
for offline analysis as long as the classifier is capable of analyzing all traffic for a given interval
during the next interval.
To estimate the runtime performance of our
classifiers, we evaluate the time required to perform our classification experiment on an hour
of traffic from a peak period (11am-12pm) on a

Classifier
Viterbi (sizes)
140-codeword VQ
Mixture Models

Evaluate (min)
27.8
25.2
46.2

Table 5: Runtime to build models on ≈ 400
training sequences for each protocol, and to classify 1 hour of peak traffic.

randomly-selected day in our test dataset. For
our evaluation, we use models built a priori for
our accuracy tests (see for example Tables 1 - 4)
to classify all TCP connections observed in the
hour-long trace on the well-known ports for the
8 protocols in this study. While a real usage scenario would involve classifying all TCP connections on all ports, we believe that the protocols
we analyze here represent a wide-enough range
of behaviors to give us a reasonable estimate of
the system’s performance on real traffic.
Table 5 depicts the results. We see that the
Viterbi classifier using a 140-word codebook—
which is fairly accurate in identifying most
protocols—can classify the test data in about
25 minutes2 . Using mixture models for FTP,
SSH and Telnet alongside profile models for
the other protocols, classification time increases
significantly to just over 46 minutes. While this
offline cost is relatively high, we argue that since
the traffic loads at most networks exhibit strong
patterns of heavy traffic during weekdays and
light traffic at night and during weekends, then
down times could provide an ideal time for an
offline classifier to analyze data captured during
the busiest parts of the day. Additionally, our
current implementation is fairly inefficient and
can be substantially optimized.

6

Related Work

The application of (un)supervised learning techniques to computer security domains is by no
means new, and has been addressed in a number of recent work. The most closely related is
2

A Linux machine equipped with a 2.4GHz Xeon processor and 2 GB RAM served as our experimental platform.
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that of Early et al. [7] where a decision tree classifier that used n-grams of packets was proposed
for distinguishing among flows from HTTP, SMTP,
FTP, SSH and Telnet server. Features included
in the decision tree include TCP flags, average
inter-arrival time, and average packet size. Our
approach is similar to that of [7], but differs in
a few important ways. First, we build models
based on each packet’s characteristics instead
of using average values over n-grams of several
packets. Second, their classifier uses data from
TCP headers, while ours uses only the information that remains intact and observable after
encryption. Additionally, while their decision
tree algorithm uses information gain estimation
to automatically select the best features, we use
only one or two predetermined features in each
of our models. Surprisingly, this latter simplification still yields comparable accuracy 3 .
Similar to the idea present here, Coull et
al. [5] recently used sequence alignment techniques to address a very different task — namely
masquerade detection. To detect anomalies in
a user’s shell behavior they apply a pairwise,
semi-global alignment algorithm to sequences of
shell commands, and demonstrate results on par
with the best performers from an earlier comparison of detection algorithms [19]. We believe
our results in this paper validate their application of sequence alignment methods for the purpose of masquerade detection. However, unlike
[5], our profiling technique does not require pairwise alignments of all sequences, and is therefore better suited for studying network protocols
(where the training data requirements may be
fairly large).
Sun et al. [20] demonstrate remarkable success in identifying web pages accessed in SSL–
encrypted connections, using only the count and
sizes of HTML objects returned in the HTTP response. By representing web pages as multisets of object sizes, similarity is expressed as
the number of sizes in common across two web
pages, and pages with a similarity score above
some threshold are considered to be the same

page. While their sample size was small, this
rather simplistic technique was found to be
quite reliable, identifying around 75 percent of
target pages, with a false-positive rate of under 1.5 percent. Furthermore, countermeasures
such as padding the object sizes appear to have
less effect on detection accuracy than expected,
requiring a substantial increase in the total size
of most web pages to thwart identification. We
believe our work shows that this result holds at
lower layers of the protocol stack as well, when
the objects under consideration are not HTML
objects but individual packets in generic TCP
connections.

More distantly related work is that on backdoor and stepping stone detection. Zhang and
Paxson [24] present one of the earliest studies of techniques for network protocol recognition without using port numbers. By correlating the timing of on/off periods in inbound
and outbound interactive connection, the authors [25] demonstrate how to detect “stepping stone” connections whereby an adversary
tries to conceal the true source of an attack
by hopping from one host to another. Wang
et al. [22] and Yoda and Etoh [23] subsequently
used methods similar to sequence alignment to
detect stepping stones by identifying TCP connections with similar packet streams — the general idea being to find good alignments of the
streams by identifying locations where the two
subsequences of inter-arrival times are most similar. Lastly, Donoho et al. [6] extend this idea to
exploit the property of maximum tolerable delay
and develop a stepping stone detection method
that is robust against an active adversary who
can jitter her connections and inject spurious
packets. Essentially, the approach in [6] uses
wavelets and multiscale analysis to identify related packet streams of sufficient length which
do not deviate from each other by more than
3
While the approach achieved accuracy between 85
and 100 percent, it is unclear from [7] whether these the maximum delay an interactive human user
is willing to tolerate.
empirical results are based on LAN or WAN traffic.
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7

Conclusions
Work

and

Future

of Mathematical Statistics, 41(1):164–171,
February 1970.

We build multiple classifiers capable of recognizing several of the most common application
protocols in real Internet TCP connections, using only the size and timing of packets. With a
new classifier based on Viterbi paths, a HMM
topology for mixture models, and a vector quantization technique for combining packet timing
and size information in a single model, we show
significant improvements in accuracy over prior
work. Most notably, we observe an increase in
recognition of over 30% for the interactive protocols.
Our short-term plans include a more rigorous evaluation of our classifiers’ accuracy on a
larger selection of traces, as well as testing on
tunneled traffic generated using SSH’s port forwarding facility. We are also exploring ways to
improve the overhead induced by the use of mixture models, and working towards a design that
is more appropriate for network intrusion detection systems.

[4] B. Cohen. Incentives build robustness in
bittorrent. In Workshop on Economics of
Peer-to-Peer Systems, June 2003.
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Protocol
aim
smtp-out
smtp-in
http
https
ftp
ssh
telnet

Connections
#
%
22043 (23.8%)
19374 (21.0%)
15973 (17.2%)
11437 (12.4%)
21739 (23.5%)
679 (0.73%)
701 (0.76%)
531 (0.57%)

GMU Traffic (10
Length (packets)
µgeom
σgeom
26.21
2.56
25.13
2.09
25.88
1.99
16.64
2.46
29.30
2.43
16.99
2.61
55.39
8.63
178.37
7.62

hours)
Bytes
99.1
199.1
237.9
374.9
513.6
1.6
72.7
28.8

MB
MB
MB
MB
MB
MB
MB
MB

Duration (s)
µgeom
382.13
6.87
4.04
3.53
9.80
11.53
55.79
91.97

IA (s)
µgeom
1.48e+00
2.48e-02
1.22e-02
8.25e-03
2.01e-02
1.07e-01
2.51e-02
8.49e-02

Table 6: Summary of a random 10 hour period of traffic in the GMU traces.
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