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Abstract

The problem of scalable and robust distributed data stdrageecently attracted a lot of attention. A
common approach in the area of peer-to-peer systems hasdesa a distributed hash table (or DHT).
DHTs are based on the concept of virtual space. Peers andaefataare mapped to points in that space,
and local-control rules are used to decide, based on thegsahMbcations, how to interconnect the peers
and how to map the data to the peers.

DHTs are known to be highly scalable and easy to update as peésr and leave the system. It
is relatively easy to extend the DHT concept so that a coh§taction of faulty peers can be handled
without any problems, but no DHT is known that can even s@raismall number of adversarial peers.

The biggest threats appear to be join-leave attacks (daptave join-leave behavior by the adver-
sarial peers to take over certain parts of the network oaiedhonest peers) and attacks on the data
management level (i.e., adaptive insert and lookup attbgkbe adversarial peers to achieve a highly
imbalanced request or data load) against which no provattlyst mechanisms are known so far. We
show, on a high level, that both of these threats can be haivilke scalable manner, even if a constant
fraction of the peers in the system is adversarial, dematistythat open systems for scalable distributed
data storage that are robust against even massive adeébsdravior are feasible.



1 Introduction

In a distributed storage system, information is distriduéenong multiple storage devices, simply called
nodesin the following. To provide a basic lookup service, thedoling operations have to be implemented:

e Insert(): this inserts data iterd into the system.
e Lookupmame): this returns any data itemhwith Name(d) = name, if it exists.

Once a distributed storage system becomes large enoughlsorieas to deal with nodes leaving and joining
the system, simply because storage devices may break domewodevices have to be added in order to
maintain a desired service quality. Hence, two more opmratare needed:

e Join(): nodew joins the system
e Leave(): nodev leaves the system

How can these four operations be implemented to obtain ast@nd scalable distributed storage system?
The most prominent approach studied in the research contyrigrtb implement a distributed hash table,
or DHT. DHTs have been realized in various contexts inclgdiarver-based systems such as Akamai and
peer-to-peer systems such as Chord [35], CAN [25], Pasiryai®d Tapestry [38]. Most of the DHT-
based systems are based on two influential papers: a papdstipr? Rajaraman, and Richa on locality-
preserving data management in distributed environmer@sd@d a paper by Karger, Lehman, Leighton
et al. on consistent hashing and web caching [14]. The demsifashing approach is a very simple and
elegant approach that is based on the following rule:

Suppose that we have two random functignandg. The functionf maps the nodes randomly to real
numbers in[0, 1), and the functiory maps the data items randomly to real numberf)in). Every data
item d is stored at the node with a minimum distance betweef(v) and g(d) (viewing [0, 1) here as a
ring). It turns out that this rule has several nice featuieq:[

e On expectation, every node has the same load,

e when integrating a node into or removing a node from a systemnodes, only d /n-fraction of the
data has to be replaced on expectation, and

e when storingO(logn) copies of each data item, the system is robust against aactrfsaction of
faulty nodes.

However, all of these properties only hold fifand ¢ are randomand the names selected for the nodes
and the data items aradependent of and g. Unfortunately, in a DHTg must be a fixed hash function
because otherwise it would not be possible to compute tlaitocof the data items. Hence, it is easy for
the adversary to generate many data items that all need toreel @t the same node, even if it cannot invert
g. It just has to try sufficiently many names. In fact, milliooEnames can be quickly tested with hash
functions like SHA-1.

But even a truly random mapping does not protect againstsalital attacks. Suppose, for example, that
every new node is mapped uniformly at random to a poifid,im). If the adversary wants to overpopulate a
certain area of th@), 1) space, say some intervAlit just needs to execute sufficiently many join and leave
operations in which it keeps all nodes that made it ihia the system and removes all others for another
join attempt.

DHT constructions are very vulnerable to a node and datalanba in the virtual space since this will
effect their correctness and scalability and can be usetkiuial-of-service attacks. For example, in systems
like Chord join-leave attacks are possible with a logarithmumber of adversarial nodes that can isolate



any honest node from the rest of the system [3]. Can we desigples protocols for the operations join,
leave, insert and lookup that goeovablyrobust against these attacks without restricting the opesnof the
system?

In this paper we show that, on a high level, this is possiblerévprecisely, we will show that there are
scalable join and leave protocols so that for a polynomiahlmer of join and leave requests the nodes will
be evenly distributed in th@, 1) space, with high probability and the honest and adversarial nodes will be
well-spread so that quorums of sigklog n) can be formed to wash out any adversarial behavior violating
the protocols by simple majority decision. Moreover, wd sllow that there are scalable and robust insert
and lookup protocols so that for a polynomial number of attenthe adversary will not manage to find data
names so that it can create a high request or load imbalartbe gystem.

1.1 Our contributions

Next we give a detailed description of our contributions.r Binplicity, we assume that the number of
honest nodes in the system will only change by a constantrfaster time. In this way, notions like “in a
polynomial number of rounds” and “with high probability”eawell-defined. Let be the maximum number

of honest nodes in the system at any time andebe the maximum number of nodes that the adversary
can have in the system at any time. l.e., we assume that tleesady has bounded resources, but apart from
that the adversary can do what it likes, such as choosing ames it likes for the data items and the nodes.

Join-leave attacks

We first focus on making a DHT robust against join-leave &da®ore precisely, we consider the following
scenario. There are white (or honest) nodes arna black (or adversarial) nodes for some fixed constant
e < 1. There is a rejoin request that, when applied to nodiets v first leave the system and then join
it again from scratch. The leaving is done by simply remowngom the system and the joining is done
with the help of a join operation to be specified by the systé¥e. assume that (after an initial joining of
all the nodes) the sequence of rejoin requests is contrbifeah adversary, which is a typical assumption in
the analysis of online algorithms. However, whereas rejequests of white nodes have to be speciiied
advancerejoin requests of black nodes can be specified iadaptivemanner. Thus, our adversarial model
is a mix of an oblivious and an adaptive adversary. More pedygi the adversary has to fix a sequeaasf
rejoin requests of the white nodes in advance. Afterwar@spreceed in rounds. In each round, in which
the firsti of the rejoin requests ia have already been executed, the adversary can decide teitindiate

a rejoin request for any one of the black nodes or to initiage(t + 1)st rejoin request ir. Our goal is

to find anobliviousjoin strategy, i.e., a strategy that cannot distinguistwben the white and black nodes,
so that forany adversarial strategy above the following two conditions ba preserved for every interval
I C[0,1) of size at leastclogn)/n for a constant > 0 and any polynomial number of roundssin

e Balancing condition:I contains©(|I| - n) nodes.
e Majority condition: the white nodes i are in the majority.

It is not difficult to see that the brute-force strategy ofigiyevery node a new random place whenever a
node rejoins will achieve the stated goal, with high proligbbut this would be a very expensive strategy.
The challenge is to find a join operation that needs as latielomness and as few rearrangements as possible
to satisfy the two conditions. Fortunately, there is suctrategy, called theuckoo rule We first introduce
some notation, and then we describe the strategy.

1By “with high probability” or “w.h.p.” we mean a probabilityf at leastl — 1/n wheren is the size of the system.



In the following, aregionis an interval of sizel /2" in [0, 1) for some positive integer that starts at
an integer multiple ofl /2". Hence, there are exacthf regions of sizel /2". A k-regionis a region of
size (closest from above té@)/n, and for any point € [0,1), the k-region Ry (x) is the uniquek-region
containingz.

Cuckoorule: If a new nodev wants to join the system, pick a randane [0, 1). Placev into x and move
all nodes inRy(x) to points in[0, 1) chosen uniformly and independently at random (withoutaeiplg any
further nodes).

Our first main result is summarized in the following theorem.

Theorem 1.1 For any constants and & with e < 1 — 1/k, the cuckoo rule with parametér satisfies
the balancing and majority conditions for a polynomial nwanbf rounds, with high probability, for any
adversarial strategy within our model. The inequality< 1 — 1/k is sharp as counterexamples can be
constructed otherwise.

Hence, a constarit > 1 would be sufficient to prevemtdaptivejoin-leave attacks of aonstant fraction
of adversarial peers. Thus, it is remarkably easy to defemapan distributed storage system against even
massive join-leave attacks. The cuckoo rule allows us tdags quorum strategies in order to wash out
adversarial behavior violating the protocols.

Lookup and insert attacks

Our basic strategy to handle attacks on the data layer iset@aus 1 = O(logn) one-way hash functions
mapping each data item iz — 1 points in the[0, 1) space. These hash functions are fixed but have certain
expansion properties to make it hard for the adversary tatergad sets of insert or lookup requests. In
order to achieve an even load balancing of the requests ardhth items, we use the majority trick of Upfal
and Wigderson [37]: for each insert request, store copi#iseodiata item in at leastof the2¢ — 1 locations,
and for each lookup request, access at ledstations of the data item. This indeed suffices for the abrre
implementation of these requests because if the copiesanegl$n a reliable way, then the lookup operation
will always retrieve at least one copy of the data item.

Given this basic scheme, we present a scalable dynamicagveetwork and robust protocols for the
insert and lookup operations. In the followirig,may represent the space of all names or the names that the
adversary can sample in a polynomial number of time steps.

Theorem 1.2 For any collection of lookup requests for data items out oéid 50f polynomial size with one
request per node, the lookup protocol can serve all of thegeests correctly and reliably in polylogarithmic
time so that each node is passed by at nddgbg® n) requests.

Notice that the upper bound guaranteedor any adaptivelychosen set of lookup requests, including
data items with multiple lookup requests. The hash funstipist need to be selected so that they satisfy
certain expansion properties. Also, notice that the adversannot modify or delete a request in transit since
we use quorum strategies. Certainly, the bound is still igh For practical purposes, but the best bound
previously known for adaptively chosen lookup requestsvieriay networks is the trivial linear bound. In
light of this, our result is an exponential improvement, amdinteresting problem for future research will
certainly be whether further improvements are possibleirfS@rt requests we obtain a similar result.

Theorem 1.3 For any collection of insert requests for data items out oé8l8 of polynomial size with one
request per node, the insert protocol can serve all of thesgiests in polylogarithmic time so that each
node is passed by at maStlog® n) requests. Moreover, the maximum amount of copies to bedshyrany
node to serve all of the requests is boundediiog? n).
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The O(log? n) bound is asymptotically optimal if insert requests are executed since we use quorums
of sizeO(log n) and forn requests every quorum is responsible@giog? ) copies on average.

Prerequisites

An important prerequisite for our join and leave operatitiaork correctly is a distributed random number
generator that can generate an unbiased random number menthe influence of a constant fraction of
adversarial nodes, and an important prerequisite for aerirand lookup operations to work correctly is
that one-way hash functions with certain expansion pr@sedre available so that the adversary has no
other way then sampling names in order to design maliciollsatmns of names. It is commonly believed
that one-way hash functions exist though no formal proofttess found yet. But we will at least prove that
random hash functions will have expansion properties,pw.that are good enough for our results to hold.
A distributed random number generator sufficient for ouppses can be built on top of existing verifiable-
secret-sharing (VSS) protocols. In fact, we have develgpdidtributed random number generator based on
the L"T‘lJ-VSS protocol in [12] that we include in the appendix for cdet@ness. This generator may be
used by thé(log n) nodes in any quorum in our DHT to correctly and efficiently gette random numbers
under the assumption that the honest nodes are in a suffioggotity in that quorum.

1.2 Previouswork

In the area of peer-to-peer systems, work on robustnes® ioaihtext of overlay network maintenance has
mostly focused on how to handle a large fraction of faultye®(e.g., [36, 2, 27]) or churn, that is, peers
frequently enter and leave the system (e.g., [26, 15]). Wew@one of these approaches can protect a DHT
against the join-leave attacks considered in this papeausecjust assigning a random or pseudo-random
point to each new node (by using some random number generatoyptographic hash function) does not
suffice to preserve the balancing and majority conditiorjs PBeople in the peer-to-peer community are
aware of the danger of these attacks [8, 6] and various eakitiave been proposed that may help thwart
these attacks in practice [4, 5, 21, 31, 30, 32] but untilmdgeno mechanism was known that carovably
cope with these attacks without sacrificing the opennedseofystem.

One such mechanism, that can only cope with a linear numtashasarial join requests, was proposed
in [11]. The first mechanism that was shown to preserve ramgsmin the system under adaptive adversarial
behavior for a polynomial number of adversarial join-leasguests useendomnode IDs and enforces a
limited lifetime on every node in the system, i.e., every nbdsto reinject itself after a certain amount
of time steps [3]. However, this leaves the system in a hygwemode that may unnecessarily consume
resources that could be better used for other purposedlyld@se would like to use&eompetitivestrategies.
That is, the resources consumed by the mixing mechanismnidskoale with the join-leave activity of the
system. Recently, it was shown that for a pebble-shufflingeyéhis can be achieved [28]. In this game,
there aren white pebbles anen black pebbles for some fixed constant 1. The pebbles are laid out on a
ring and the black pebbles can join and leave the ring in aptagsadversarial fashion. It was shown in [28]
that a simple protocol callektrotation exists that can preserve the majority conditiatm wigh probability.
That is, for any sequence 6¥(log n) pebbles along the ring, a majority of them is white. Howetlee,
result in [28] cannot be taken over to a virtual space setim@dversarial strategies exist for which the
k-rotation rule cannot satisfy the balancing condition. rEfigre, we had to design a new strategy, which we
called the cuckoo rule.

Also attacks on the data management layer have been cagidethe past. Most of the work considers
the flash crowd scenario in which many peers want to accessathe information at the same time. When
using a pure DHT design, this can lead to severe bottlendckeemove these bottlenecks, various caching
strategies have been proposed. Among them are CoopNetHaekslash [33], PROOFS [34] in the sys-



tems community and [20, 29] in the theory community. Howglieing able to handle flash crowds is not
sufficient to survive the attacks considered in this papeabse much worse than having many requests
to thesamedata item is to have many requestsdifferentdata items residing at treamepeer. Standard
combining or caching strategies do not work here, so nevegiies are needed. It turns out that, interest-
ingly, work on deterministic simulations of CRCW PRAMs carte the rescue here. This was pioneered
by Mehlhorn and Vishkin [18] and further developed in a seoépapers [1, 13, 16, 37]. The basic ideas
behind our insert and lookup protocols are based on thesks#dsough we had to significantly extend their
techniques since we need strategies that work in a dynamlestaactured overlay network whereas the
PRAM results above only consider fixed complete networksetwarks with expander-like properties.

1.3 Organization of the paper

In Section 2 we will prove Theorem 1.1 and in Section 3 we withyg Theorems 1.2 and 1.3. The paper
ends with conclusions. Some of the proofs can be found ingperadix.

2 Analysisof thecuckoorule

We assume that we first hawerounds in which all the white nodes are placed in the systedntlzen we
haveen rounds in which all the black nodes are placed in the systsinguhe cuckoo rule in each round.
Afterwards, the adversary starts with its rounds.

Consider any fixed rount} after the initial(1 + ¢)n rounds. Recall that eegionis an interval of size
1/2"in [0, 1) for some positive integer that starts at an integer multiple of2". Let 2 be any fixed region
of size(clogn)-k/n, for some constant, for which we want to check the balancing and majority cdodg
over polynomial inn many steps. Thus? contains exactly:log » manyk-regions. Theageof a k-region
is the difference betweety and the first round back in time when a new node was placedtifaad all old
nodes got evicted) and the age®is defined as the sum of the ages offitsegions. A node ir? is called
newif it was placed ink when it joined the system, and otherwise it is caltédl Before we start with our
analysis, we state some technical lemmas.

Lemma 2.1 (Chernoff-Hoeffding Bounds[17]) Suppose thak1, ..., X, are independent random vari-
ables withX; < bfor all i. LetX = Y ', X; andpx = E[X]. Then it holds for alle > 0 that
Pr[X > (1+ €)p] < e=<#/(2(1+9) and for all0 < e < 1 that Pr[X < (1 — €)p] < e=<#/(2),

Lemma 2.2 Suppose thak,..., X, are independent random variables thhwith Pr[X; = ¢] = p(1 —
p)t~! for everyt € IN for some fixed < p < 1. LetX = 3", X; andp = E[X]. Then it holds for every
e > 0thatPr[X > (1+€)u] < e=<™/20+9) and forall0 < e < 1 that Pr[X < (1 — )] < e=</2.

Proof. Can be easily derived from Lemma 2.1. O

Theorem 2.3 (Method of Bounded Martingale Differences [10]) Let X1,..., X,, be an arbitrary set of
random variables and lef be a function satisfying the property that for eacke {1,...,n} there is a
non-negative; such thatE[f | Xi,...,X;] — E[f | X1,...,Xi—1]| < ¢. Then

Prif > Blf] +1 <e /XD and Pr[f <E[f]—f] <e /XD
Note that theX;’s in this theorem are@ot required to be independent. Now we can start with the proof

of Theorem 1.1. The next lemma follows directly from the auzkule because evekyregion can have at
most one new node at any time.



Lemma 2.4 Atany time,R contains at mostlog n new nodes.

In order to bound the number of old nodes/n we first have to bound the age &f (Lemma 2.5).
Then we bound the maximum number of nodes iaragion (Lemma 2.6) and use this to bound the number
of evicted white and black nodes in a certain time intervanima 2.7). After that, we can combine all
lemmas to bound the number of old white and black node8 {hemma 2.8). For simplicity, we assume
in this extended abstract that the system is sufficiently dlds not hard to extend our analysis so that
the majority and balancing conditions can be shown to hotdafty fixed time step, w.h.p., as long as
e<1—1/k.

Lemma 2.5 Atany (sufficiently large) timez has an age withiri1 +§)(clog n)n/k, with high probability,
whered > 0 can be made arbitrarily small depending en

Proof. See the appendix for a proof. O

Lemma 2.6 For any k-region R in R it holds at any time thaR has at mosO(k log n) nodes, with high
probability.

Proof. See the appendix for a proof. O
Next we bound the number of white and black nodes that aréegvin a certain time interval.

Lemma 2.7 For any time intervall of sizeT’ = (y/¢) log® n, the number of white nodes that are evicted in
I'is within (1 £ 6)T - k, with high probability, and the number of black nodes that evicted in/ is within
(1£0)T - ek, with high probability, wheré > 0 can be made arbitrarily small depending on

Proof. We start with the proof for the white nodes. Consider any fimerval I consisting ofl" rounds. For
everyt € {1,...,T} let the random variabl&; denote the number of white nodes evicted inttheround
of I, and letX = Zthl X;. Since there are white nodes in the system, it follows tha{X;| = k for every
t, no matter how the white nodes are distributed, and thex®fpX| = 7'- k. From Lemma 2.6 we know that
every X; is at mostd log n, w.h.p. Also, for any givenX, ..., X; 1, E[X; | X3,...,X;—1] = E[X{] = k.
Hence, it holds for the functiofi( X1, ..., X,) = >, X, that

Elf | X1,..., Xi] = E[f | X1,..., Xi1]|

+> X — (E
j=1

n

> (X | X, Xae

j=i

El> (Xj]Xy,....X

j=it1
= |X; — E[X;][ < 4logn

i—1
+ ZXj) |
j=1

Thus, the method of bounded martingale differences (Lem8arplies that, for any constant> 0,
Pr[X > (1+8)T - k] < e 0 ("0 L, tlosn)®

which is polynomially small inn if the constant inT” is sufficiently large. The same holds fBr[X <
(1 —9)T - k], which proves the lemma for the white nodes. The proof foiilaek nodes is the same. O

Combining Lemmas 2.5 to 2.7, we obtain the following lemma.

Lemma 2.8 Atany time,R has within(1 = §)(clogn) - k old white nodes and withifil + §)(clog n) - ek
old black nodes, with high probability.



Proof. Consider any age distributian, . . ., ¢ for thek-regionsRy, . . ., R¢ of R, whereC' = clog n. Let
T = (v/€)log®n be selected as in Lemma 2.7. Then it follows from Lemma 2.7thedChernoff bounds

WiLtZ/TJ > % (iti_C.T>
i=1

that R hat at least
n/k =1

white nodes and at most

Wim/ﬂ < % <zc:ti+0-T>

n/k i=1 i=1

white nodes, w.h.p. SIncE ¥, #; is within (1 + §')C'n/k according to Lemma 2.5, Lemma 2.8 follows for

the white nodes.
The same calculations (with an additiordhctor) apply to the black nodes. O

Combining Lemmas 2.4 and 2.8, we can now prove when the baend majority conditions are
satisfied.

e Balancing condition: From Lemmas 2.4 and 2.8 it follows that every regi®rof size (clogn)k/n
has at leastl — d)(clogn) - k and at most(1 + ¢)(clogn + (clogn)k + (clogn)ek) = (1 +
9)(clogn)(1 + (1 + €)k) nodes, where the constant- 0 can be made arbitrarily small. Hence, the
regions are balanced within a factor of clos€ ot € + 1/k).

e Majority condition: From Lemmas 2.4 and 2.8 it also follows that every regionzé &t log n)k/n
has at leastl — 0)(clogn) - k white nodes and at most + §)(clog n + (clogn) - €k) black nodes,
w.h.p., where the constant> 0 can be made arbitrarily small. These bounds are also tigtitein
worst case, which happens if the adversary focuses on dfispegjion R of size (clogn)k/n and
continuously rejoins with any black node outsidefbfHence, the adversary is not able to obtain the
majority in any region of sizéclogn)/n as long agclogn)(ek + 1) < (clogn) - k which is true if
andonly ife < 1 —1/k.

Hence, fore < 1 — 1/k the balancing and majority conditions are satisfied, w.lapd this is sharp, which
proves Theorem 1.1.

3 Robust insert and lookup protocols

In this section we present and analyze our robust insert @vidup protocols. These protocols are based
on a dynamic de Bruijn graph artt — 1 one-way hash functions with certain expansion propertiés.
first describe the dynamic de Bruijn graph and how to stora datl how to route in it, and then we specify
what kind of expansion properties the hash functions needtiefy. Afterwards, we present the insert and
lookup protocols.

3.1 Thedynamic de Bruijn graph

In the classicati-dimensional de Bruijn graph,0, 1}¢ represents the set of nodes and two nades €

{0,1}4 are connected by an edge if and only if there is & {0,1} so thatr = (z;...24) andy =

(bxy...z4-1) (i.e.,y is the result of a right shift of the bits inwith the highest bit position taken By or

y = (x2...2x4b). We aim to maintain the following dynamic variant of the desigr graph (e.g., [20]):
Recall the definition of a region. For simplicity, we assurhattthe number of honest nodes in the

system only deviates by a constant factor over time andrthsithe maximum number of honest nodes in
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the system at any time. (We just need this so that we can fatasfized region size. Local-control update
mechanisms for the region size (e.g., [3]) can be usedsignificantly changes over time.) We identify
nodes by their points ift), 1). Given a node € [0, 1), we define itgjuorum regionR,, as the unique region
of size closest from above {oylogn)/n, v > 1 fixed, that contain®. For any set of node¥ C [0,1),
we require that every nodec V maintains connections to all nodes whose quorum regionsicoa point

in {v,v/2,(1+v)/2,2v mod1, (2v — 1) mod1}. Let us call the resulting grapPB(V'). The following
lemma is easy to show.

Lemma 3.1 For any node seV’ C [0, 1) that satisfies the balancing conditiod,B(V') has a diameter of
O(log n) and a degree of)(log n) and every quorum region forms a clique®flog n) nodes.

3.2 Reliable storage and routing

If also the majority condition holds, then the honest nodesrathe majority in each quorum region. This
allows the honest nodes to wash out adversarial behavitativig the protocols by simple majority decision.
In order to reliably store data, we therefore demand thay ¢ayf data itemz has to be stored in all nodes
of the unique quorum region containing(x).

In order to route a message from a nade [0, 1) to a pointw € [0, 1) (representing a node or location
of a copy) in a reliable way, we execute the following Route() protocol:

Focus only on the firdibg n bits of the binary representation of denoted by(v,vs . . . vio5,) @nd for-
ward the message from, along the quorum regions containing the poipisys . . . vieg nw1), (V304 . . . Viogn
wiws), and so on, until the quorum region containing the pGintws . . . wieg ) is reached, which also con-
tainsw. Itis easy to check that this routing strategy can be perdraiong adjacent regions inB(V') and
that the following lemma holds.

Lemma 3.2 If the balancing and majority conditions are satisfied, tiute(, w) combined with majority
decision reliably routes a message in at mogtn communication rounds between any pair of honest nodes
v andw in the system.

The only problem is the congestion caused by routing meltipessages. As a prerequisite for this we
need suitable hash functions.

3.3 Robust hash functions

Next we specify the properties tRe — 1 hash functions:,, . .., ho._1 have to satisfy for our protocols to
work. Namely, Lemma 3.3 below will be used to keep the congesow and Lemma 3.4 will be used to
keep the data load evenly balanced.

For anyd > 1, the d-dimensional Shuffle grapl H (d) consists ofd + 1 levels numbered from O
to d. The node set of level is given asV; = {0,1}¢, and for every0 < i < d, every pair of nodes
v € V; andw € V4, is connected if and only if their binary representationssgat = (vivs...v4) and
w = (’Ug’Ug ce Udb) for some bith € {0, 1}.

The Shuffle graph is related to the well-known Omega netwdirks a leveled form of the de Bruijn
graph and contains for every source V; and destinationt € V;; a unique path of lengthi from s to ¢. In
fact, these paths represent the paths the packets will morg throughD B(V') when using the reliable
routing strategy above. Notice that for evang ¢ < d, SH(d) contains2¢—* disjoint SH (¢) graphs from
level O tol. Let SH (/) denote their set.

Now, letU be the universe of data items and consider the bipartitehgiag- (U, V;, E) that contains
an edge between any two nodess U andv € V, if and only if there is an € {1,...,2¢ — 1} so that
hi(u) = v (or more precisely, the first bits in the binary representation bf(u) are equal ta).
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LetV = U, V. Foranyedgesef C U x VIetU(F) ={uec U |3 eV : (u,v) € F} and
V(F)={veV |3uelU: (uv) e F}. We call F ak-bundleif

1. |F| =k|U(F)| and

2. there is an injective mappinf: U(F') — Vj and an injective mapping,, : F, — {1,...,2c — 1}
for every nodeu € U(F) (F, is the edge set af in F) so that for every edge = {u,v} € F, the
path fromf(u) € Vo to hy, ()(u) € Vg in SH(d) passes through.

F'is called ak-bundle ofU (F'), and we defin& (U (F')) = V(F). A k-bundle is calledr-sparseif for any
subset// C V; representing all nodes in levébf some graph il5(¢) it holds that|V (F) N V}/| < o|V/]|.

The graphG above is called &0, k)-expandeiif for every 1 < ¢ < d it holds that for anyS' C U with
|S| < n and anyo-sparsek-bundleF' of S, |[T'#(S)| > |S]. In the following, let|U| = m.

Lemma3.3 If ¢ > 6logm andm > n3, o < 1/(16logn) and the functiong:y, ..., ho._1 are chosen
uniformly and independently at random, th@ris a (o, ¢/2)-expander with high probability.

Proof. See the appendix for a proof. O

Although it seems that we only proved an expansion propertg ftatic graph, notice that as longras
is the maximum number of honest nodes in the system at anywmg@ist need to consider &lH (d) with
d < logn to capture all possible routing strategies for the nodd3/#(1) at any time. Since the probability
bound in Lemma 3.3 is polynomially small, the hash functioas also satisfy all of thes&H (d) together
with high probability.

Next we prove another expansion result that is needed fovemmlead balancing of the data. We céll
a (A, k, o)-expandeif for any S C U with |S| < on/c and anyk-bundleF’ of S with V' (F') C Vit holds
that|T'r(S)| > Ac|S].

Lemma34 Let0 < A < 1/2 be any constant. Then it holds that for any> 6logm ando < 1/(A
(16e**)1/(1=20) that if the functionshs, ..., hy._; are chosen uniformly and independently at random,
thenG is a (), ¢/2, o)-expander with high probability.

Proof. See the appendix for a proof. O

We are now ready to describe and analyze our lookup and updatecols.

3.4 Thelookup protocol

Suppose, first, that we havelookup requests, one per peer, and when rowing 1 packets for each of
these requests through the dynamic de Bruijn network, onedoh hash function, every quorum region
will be passed by at mos?(clog n) packets for different data items in each level (i.e., midtipackets for
the same data item are counted as one). This is the best wepactel.e., the bound holds if the paths
of the packets are evenly distributed. Then a combinatichefjrowing rank protocol [19] with Ranade’s
trick of combining packets to the same data item [24] can leel ig route all packets to their destinations
in O(clog?n) communication rounds, w.h.p., where in each communicatiomd every quorum region
can forward at most one packet according to the reliableingudtrategy. (The reason why we have a
probabilistic result here is that the growing rank protosoh randomized scheduling protocol. Also a
deterministic scheduling protocol could be used, so thdtave a completely deterministic lookup protocol,
but that would increase the runtime by anotheyn factor in the worst case.)



Unfortunately, the adversary can generate lookup reqgedtisat some quorum regions get congested.
To handle this problem, we allow several attempts for eackup request and use a simple threshold
mechanism to control the congestion in each attempt. Maeigely, we repeat the following procedure for
sufficiently many rounds:

For each of the remaining lookup requesls,— 1 packets are sent out, one for each ofdts— 1
destinations. The packets are routed as above with theatffe that the quorum regions store the set
of data items for which packets have already passed thrdwagh.t If this counter exceeds a threshold of
~clog? n for some level, then all further packets reaching that region in leiate discarded. A lookup
request is successful in that round if at leaef its packets reach their destinations.

Each of these attempts will take at m@tclog® n) communication rounds, w.h.p., but the question is,
how many attempts are needed until all of the lookup requestsuccessful, no matter which data items
have been selected for them. The following theorem givesawer to this, which implies Theorem 1.2.

Theorem 3.5 For any set ofx lookup requests out of a sEtof polynomial size with one request per node,
the lookup protocol can serve all requests in a guaranteedbyer ofO(log n) attempts and needs at most
O(clog* n) communication rounds altogether, w.h.p.

Proof. See the appendix for a proof. O

3.5 Theinsert protocol

The insert protocol is similar to the lookup protocol, witietdifference that we play a collision game at
the destinations (first used in [7] in the context of PRAM diations) to keep the number of copies each
node has to store as small as possible. The protocol proteedsnds. In each round, every remaining
insert request generates a packet for each @tits 1 destinations. Besides the normal packets, also special
counter packets are sent through the network whose solegeiip to count how many packets are destined
for each of the quorum regions. These counter packets caorbbied during the routing so that they
can be handled i®(clog?n) communication rounds, w.h.p. [24]. Once each quorum regimws its
count, it will send acknowledgement packets backwardswiiatsplit appropriately in order to inform all
the sources. The sources then discard all packets whoseadiest regions want to be reached by more than
~vclog n packets in that round, where> 1 is a sufficiently large constant. Also, a normal packet may be
discarded in transit if it reaches a region for some léwsith a congestion of more thayp:log? n in that
level.

This insert protocol has the following performance, whiaiplies Theorem 1.3.

Theorem 3.6 For any set ofn insert requests out of a séf of polynomial size with one request per
node, the insert protocol can serve all requests in a guaadtnumber 0O (logn) attempts and needs
at mostO(clog® n) communication rounds altogether, w.h.p. Furthermoreygwede has to store at most
O(clogn) copies.

Proof. See the appendix for a proof. O

4 Conclusions

In this paper we showed that, on a high level, a scalable DiTbealesigned that is provably robust against
adaptive adversarial join-leave attacks as well as insettl@okup attacks. Certainly, low-level protocols

still have to be designed for our operations that work wetl aarrectly in an asynchronous environment.
We believe that designing such protocols is possible thaligin design and formal correctness proofs may
require a significant effort. Especially coping with low attacks such as network-layer denial-of-service
attacks will be a major challenge.
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A Proofsin Section 2
A.1 Proof of Lemma2.5

Let Ry,..., Rc be thek-regions of R, whereC = clogn. For everyk-region R;, let the random variablé;
denote the age aR; at the beginning of the given round, and Jét= Ziczl X;. For alli andt > 1 it holds that
Pr[X; = t] = (k/n)(1 — (k/n))"1. Hence,X; is geometrically distributed with probability = k/n. Thus,
E[X;] = 1/p = n/k, and thereforel[X] = Ziczl E[X;] = (n/k) - C. It remains to show thaX is concentrated
aroundE[X].

Unfortunately, the ages of thieregions are notindependent as tioegions cannot have the same age. However,
there is an easy solution to this problem. kgt. .., Yo be independent random variables with the same probability
distributions asXy, ..., X¢ and letY = Ziczl Y;. Then it holds for all age8 < t; < t5... < t¢ that

C
PI‘[Xlztl AN Xcztc] = HPI‘[XZ:tZ|X1:t1 AN Xiflztifl]
i=1

ﬁ (1 - %)al) Pr]Y; = 4]

=1

(1—E)_(2)Pr[Y1:t1 Ao\ Yo =to]

n

Hence, because al;'s have the same probability distribution, it holds for @hy> 1 that

Pr[X >T] = > Pr[Xi =t A...A X¢o =tc]
{t1,ntc}CINY - 6>T
e\ (%)
= Z 1_E> Pr[Yi =t A...A Yo =tc]

{t1,ntc}CINY S 6>T

(1—E>(2)Pr[Y>T] < ORI prly > T .

IN

Combining this with Lemma 2.2, it follows th&[X > (1 + §)C - n/k] is polynomially small for any constaat> 0
depending on the constantdn .
For a lower bound on the age &f we use the mapping: IN® — IN® with

f(t17t27"'5tc): (t1+d17t2+d27---7t0+d0)

where
dj=[{ke{l,....C} [ty <t; V (tx =1; Nk <j)}|

forall j € {1,...,C}. ltis easy to check that this mapping is injective. Furthemnfor all(¢4, ..., tc) € IN it holds
for (¢1,...,te) = f(t1,....tc) thatt}, ..., t, are pairwise disjoint and

PrlYi=t1 A...A Yo =tc] =Pr[Xi=t] A...A Xo =t]

Hence, for anyl” > 0,

Prly >T] = > Pr(Y1,...,Yo) = (t1,. .., tc)]
(tl,...,tc)eINC,zi t;>T
= > Pr[(Xy,...,X¢o) = f(t1,. .., tc)]
(tl,...,tc)eINC,zi t;>T
< > Pr[(Xy,...,Xc) = (t),...,t5)]
(]t }OINY 8 >T
= Pr[X >T]
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and therefor®r[X < T] < Pr[Y < T]. Combining this with Lemma 2.2, it follows th&[X < (1 —§)C - n/k]is
polynomially small for any constant> 0 depending on the constantdn

A.2 Proof of Lemma 2.6
We need two claims to prove the lemma. et v(n/k) Inn.

Claim A.1 For any (black or white) node and anyc > 1, v gets replaced at mogt + ¢)~Inn times withinT
rounds, w.h.p., where the constant- 0 can be made arbitrarily small depending on the constant

Proof. Foranyt € {1,...,T} let the binary random variabl&; be 1 if and only ifv gets replaced in th&h round.

Let X = ZtT:lXt. Because &-region is chosen uniformly at random for evictid;[X; = 1] = k/n for every
t. Hence E[X] = (k/n) - T = clnn. Since theX,’s are independent, the bound éhfollows from the Chernoff
bounds. O

Claim A.2 For anyk-regionR in R it holds at any time thak has an age of at mo§t, w.h.p.

Proof. The probability thatR has been evicted at some routide {tc —t — T,...,to — t — 1} is k/n, and
this probability is independent of other rounds. Hence,ptabability thatR has an age of at leaSt is equal to
(1- %)T < elk/m)T — p—c, O

The two claims imply that there are at m@$t+ ¢)n - (1 + §)yInn node replacements during the lifetime of a
k-region, w.h.p. Hence, the expected number of nodeskineggion can be at most
k
-~ (I+en-1+6)clhnn+1)=04+€¢)(1+0)k-vylnn+1.

Since the locations of the node replacements are indepeofideach other, it follows from Lemma 2.1 that the number
of nodes in &:-region is at mosO (k logn) at any time, w.h.p.

B Proofsin Section 3
B.1 Proof of Lemma 3.3

Letd = logn. Suppose that, for randomly chosen functiéns. . ., ha.—1, G is not a(c, ¢/2)-expander. Then there
exists a sef C U with |S| < n and as-sparse:/2-bundleF of S with |T'r(5)| < |S|. We claim that the probability
ps that such a sef of sizes exists is at most

()R ()

This holds because there a(l’g) ways of choosing a subsstc U, (Z) ways of assigning the nodes fto nodes
in Vg, ((2;‘/12)3) ways of selecting:s/2 edges forF andd*/? ways of specifying a level for them. Furthermore,
there are at mos(ld:) ways of choosing a-sparsd¥ C V witnessing a bad expansion 8t SinceW is o-sparse,
the probability that any particular edge selectedfoindeed points to a node i is at mosto, and since the hash
functions are chosen uniformly and independently at randeegrobtain a total probability of at most®/2.

Next we simplifyp,. Using the conditions onando in the lemma it holds that

(m) (n) ((20 - 1)3) o512 (dn) 9o/

s ) \s cs/2 s

@ y % ® 52cs cs/2 edn S. cs/2
(42) () 2= (552 o

em en edn . (gd(,)c/z)s

IN

INA
A/ N -~
cnw|§[\7
7N
N
N———

w
53
®
3
~__—

I
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Hence, summing up over all possible values pive obtain a probability of having a badsparse:/2-bundle of at
most2/m, which proves the lemma.

B.2 Proof of Lemma3.4

The proofis similar to, e.g., the proof of Theorem 1 in [13JipPose that, for randomly chosen functiéns. . . , hoc—1,
G is not a(\, ¢/2,0)-expander. Then there exists a $etc U with |S| < on/c and ac/2-bundle F of S with
V(F) C Vgzand|T'r(S)| < Ac|S|. We claim that the probability, that such a sef of sizes exists is at most

(") ) (571
2c—1)s

This holds because there a(r’g) ways of choosing a subsét C U. Furthermore, there ar es/2 ) ways of a
choosinges/2 edges forF' and at mos(mcgfﬂ) ways of choosing a sét’ C V,; witnessing a bad expansion of the

edges inF. The fraction of graphé& for which the selected edges indeed point to nodé¥’iis at most(@)CS
because the hash functiohs, . . ., ho.—1 are chosen independently and uniformly at random.
Next we simplifyp,. Using the conditions onando in the lemma it holds that

m\ ((2¢—1)s n (([Aes — 1] es/2
s cs/2 [Acs — 1] n
em\ s en \Aes [ Aes /2
< - 2¢s (277 e
- ( s ) 2 (/\cs) ( n >
[ 1-2x\ ¢/2]°
< em (862>\)\12)\ ) (E) ) 1
s n
[ - (862’\ 122 Ul—zx)0/2r
[
m - — < —
G) | =%

Hence, summing up over all possible values ofve obtain a probability of having a bagd2-bundle of at mos2/m,
which proves the lemma.

IN

IN

B.3 Proof of Theorem 3.5

Let us consider any fixed attempt andddie the number of remaining lookup requests. For simplitdtyys view the
routing of packets in the dynamic de Bruijn graph as routivent along thel-dimensional Shuffle grapbiH (d) with
d = logn.

Let the threshold set by the lookup protocolh€g o with o = 1/(16logn) so that Lemma 3.3 can be applied.
A node in the Shuffle graph is calledngestedf more than2¢/o packets for different data items pass it, andiiét
be the set of all congested nodes. Note fiifais o-sparse because in every subgr&fi(¢) in SH(d) there can be a
total of at mos{2c — 1)2¢ packets and therefore at md@&t: — 1)2¢/(2¢/0) < o2¢ nodes at levef with at leastc/o
packets. Furthermore, since the total number of packéfeis 1)s, |W| < d - (2¢ — 1)s/(2¢/o) = ods.

Since the grapl@: is a (o, ¢/2)-expander, there can be at m¢Ht| lookup requests with at leasf2 requests
passing through nodes I because otherwise we would have-aparse:/2-bundleF with T (U (F)) < |U(F)|.
Hence, at mosiV| = ods = s/16 of the lookup requests fail. Therefore, at m@gfog n) attempts are necessary
until all requests have been served.

B.4 Proof of Theorem 3.6

Consider any fixed attempt and lebe the number of remaining insert requests. For simpliery,again view the
routing of packets in the dynamic de Bruijn graph as routivent along thel-dimensional Shuffle grapbiH (d) with
d = logn.
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Let the threshold for intermediate levels &€/o with o = 1/(16logn) and the threshold for the final level be
2ve. A node in an intermediate level sngestedf more than2c¢/o packets for different data items pass it, and a
node in the final level isongestedf more than2+c packets for different data items reach it. ILl&{ be the set of all
intermediate congested nodes did be the set of all final congested nodes. From the previoud pred&now that
W is o-sparse antW | < ods, and it is easy to see thglz| < s/.

Let S be the set of failed lookup requests. Then eith@nd1¥; form ao-sparse:/2-bundle orS andW, form a
¢/2-bundle. In the first case, we know from the previous proof tHa< s/16. In the second casé&§| < [Wa|/(Ac)
for some constand < A < 1/2 because&= is a (A, ¢/2,1/~)-expander ify is sufficiently large. In both cases,
|S| < s/16. Hence, at mosD(log n) attempts are necessary until all requests have been served.

Since each node only starts to accept packets once the totddar of different data items in it with packets is
below2~c, every node only has to stoéc) copies at the end. Moving from nodes to regions, this meaatstrery
region has to store at maoStclog n) copies.

C Robust random ID generation

In order to generate a random ID for a node, we use a verifigaeessharing (VSS) scheme. In VSS, a dedler
tries to store a secratin n nodes so that it can be reliably recovered. More precisglyptocol onn nodes is called
a(n, k)-VSS scheme if, for any adversary ownihgodes, the following requirements hold:

e Privacy: If D is honest, then the adversary’s view during the sharinggtegals no information abosit
e Correctness: If D is honest, then the reconstructed valualigaysequal to the secrat

e Commitment: Even if D is dishonest, any successful execution of the sharing pletsemines a unique value
s* which will be reconstructed at the reconstruction phase.

A protocol fulfilling all these properties is, for examplbetL”T*lJ-VSS in [12]. For completeness, we present it here:
e Sharing phase:
1. D chooses a random bivariate polynomil € Klz,y| of degree (at mostk in each variable s.t.
F(0,0) = s. It sends to each playé; the (univariate) polynomialg;(z) = F(x,4) andg;(y) = F (i, y).
2. PlayerP; sends to each playét; the valueg;(j).
3. PlayerP; broadcasts a lisk; of playersP; for whom it holds thatf; () # g, (i).

e Local computation (by each player):

1. Add edgdi, j) to the consistency graghi onn nodes ifP; is notinL; andP; is not in L;.

Find a maximal matching i@

Define a vertex set' to include all vertices not in the matching” {s a clique inG.)

DefineADD to be the set of verticess.t. i ¢ C and there exis2k + 1 nodesj € C such thati, j) € G.
If |C| 4+ |ADD| > 3k + 1 then accept the sharing; otherwise, disqualify the dealer.

ok 0N

e Reconstruction phase: Eaéh € C U ADD providesf;(0). Use error correction o f;(0)}iccuapp to
recover the polynomiajy(y) = F(0,y). Computeyy(0).

The problem with applying it to our setting is that it uses adafcast operation to disseminate information and it
assumes the set of nodes to be static. However, it can beealdspthat it can be used to generate a random ID in a
dynamic, asynchronous environment without a broadcastrada This works as follows (the number of adversarial
nodes is assumed to be at mbg6):

Suppose that nodewants to generate a new ID and (@tbe the group of nodesknows in its quorum regiof,,
(which includes all honest node but may not include all asi@eal nodes). Then asks all nodes € G to execute
the VSS scheme above @nfor a secrets, picked at random fronf0, 1) by v. If v knows more thardk nodes in
G, thenv executes step 1 of the sharing phasespand attache& to its messages; otherwise, it aborts. Every node
w € G that receives a message fremwith the same? it received fromu executes step 2 of the sharing phase. Every
nodew’ € G that receives step 2-messages from at Ig&st- & /6 nodesw € G for somev, computed.?, and sends
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LY, to u. Onceu has received from at lealF| — k£/6 nodesw € G LY,’s for all nodesv in some setS C G with
|S| = |G| — k/2, u starts the local computation phase to determine th@sstall v with |C, | + |ADD,| > 3k + 1.
If |P| > |G| — k, thenu sends to each € G an ID reconstruction request together wiRrand{(C,, ADD,) },cp-
Each nodev € G receiving an ID reconstruction request franforwards this request to all other nodesin Each
nodew € G receiving the same ID reconstruction request from at lggst /6 nodes inG waits until it has sent.?,
to u for all p € P and afterwards initiates the reconstruction phase by sgr{dif% (0), L? )} ,cp to allv € G. Each
nodew € G receiving at leasit7| — k/3 reconstruction messages for alg P first checks if thereisa € P s.t. no
change ofL? for < k/6 messages it received together with suitalbjls for the< & /3 missing messages would fulfill
the conditions oit”,, andAD D,,. If so, it aborts. Otherwise, it recovey$(y) for everyp, computes: = Qapep g0(y),
and sends to u.

We show the correctness with two lemmata, using the assamititat all honest nodes @& know each other and
at mostk/6 nodes inG are adversarial.

Lemma C.1 In any case in which there is an honest nadéhat computes some IR in the ID generation scheme
initiated by some (honest or adversarial) nagder must be random.

Proof. First of all, an honest nodeonly participates in the ID generation stag&# > 4k, i.e. G is sufficiently large
for the VSS-protocol in [12] with thresholk to work. Second, notice that every honest node G will only reveal
any of its private information about keys, if it received at leastG| — k/6 votes concerning the ID reconstruction
message fromx matching the reconstruction message it got fremrhus, P and (C,,, ADD,),cp are fixed forv
at that stage. Furthermore, due to at mbs&t adversarial nodes, no honest node can have a different Vil o
and(C,, ADD,),cp wWhen revealing its private information. Hence, at that pwihere the first honest node reveals
private information about some keys, no adversarial nodérdtuenceP or (C,,, ADD,),cp any more.

Also, at that point where the first honest nadeveals private information, it must have séts forallp € P to
u. Thus, it must have received (j)’s from at leas{G| — k/6 nodes inG for all p € P. This, in turn, means that for
eachp € P atleasiG| — k/3 honest nodes ity must have received a pdif’ (x), g (y)) from p before any private
information is revealed by any honest node. Let us call theskesp-safe

Now, any honest node that is convinced that the sharing for some P is successful must have used at least
|G| — 5t/6 fF(0)’s from p-safe honest nodes, because among the at@ast /3 f(0)'s it receives from nodes
in G, at mostk/6 can come from adversarial nodes and at nig8tcan come from nop-safe honest nodes. ifis
convinced of the correct sharing fpr then because it may have chandéts from at mostt /6 of thep-safe honest
nodes to justify this. Hence, at ledét| — & f7(0)'s from p-safe nodes will be considered when revealifgysecret
which, according to [12], will recover a unique, unbiasetliea:,,.

BecauseP| > |G| — k and|G| > 4k in order for an honest nodeto participate, at least ong, must have been
generated by an honest node and therefore must be randore Hés convinced that the recovery phase succeeded,
it computes a random IB. O

Lemma C.2 Any honest node initiating the random ID generation scheme will get the saralkiex back from at
least|G| — k/3 nodes inG.

Proof. If wis honest, then it will wait until it has at leag¥| — /6 nodesw € G that sentL?,’s to v for all nodesv

of some sef5 C G with |S| > |G| — k/2. In this case, at lea$t:| — k/3 honest nodes) must have sent?,’s for all
nodes inS, and therefore at leagf| — k/3 honest nodes will initiate the reconstruction phase. Thakes sure that
every honest node i@f receives reconstruction messages from at [€gst /3 honest nodes ify, which allows them

to recover the keys,,. Notice that no honest node will abort, because ihakes sure that the conditions fdD D,
andC, are fulfilled for everyp € P, then every honest node can find corrections for the at #asL’s it received
from adversarial nodes and can come up with suitdjle for the at most#/3 missing nodes so that the conditions
on ADD, andC), are met. If these conditions can be met, it follows from [1@2]ttunique keys can be recovered from
the received parts, and from the lemma above it follows these keys must be unbiased, and at least one of them
must be random. Hence, all honest node&'ithat participate in the recovery, which are at lgé8t— & /3, will agree

on the same, random value fer O
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