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Abstract

Electronic commerce engines like eBay depend heav-
ily on reputation systems to improve customer con-
fidence that electronic transactions will be success-
ful, and to limit the economic damage done by dis-
reputable peers defrauding others. In a reputation
system, participants post information about every
transaction, and routinely check the posted informa-
tion before taking any action to avoid other partic-
ipants with a bad history. In this paper, we intro-
duce a framework for optimizing reputation systems
for objects. We study reputation systems in an asyn-
chronous setting, and in the context of restricted ac-
cess to the objects. Specifically, we study the cases
where access may be restricted in time (objects arrive
and depart from system) and in space (each peer has
access to only a subset of the objects).
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1 Introduction

The Internet clearly has a dark side. The junk mail
filling our email folders is compelling evidence of the
number of scam artists ready to take advantage of us,
and the evening news shows discuss predators in chat
rooms so frequently it is a wonder we communicate
with any strangers electronically. On the other hand,
most people feel quite comfortable buying and selling
things over the web at eBay. This level of comfort
with eBay is quite remarkable, and flows directly from
eBay’s elaborate reputation system [12]: After every
transaction, the system invites each party to post its
rating of the transaction on a public billboard the
system maintains. Consulting the billboard is a key
step before making a transaction.

Nonetheless, the possibility of fraud is everywhere
with on-line commerce. A frequently cited scenario
involves a group of sellers engaging in phony transac-
tions, and rating these transactions highly to gener-
ate an appearance of reliability while ripping off other
people. Another scenario involves a single seller be-
having in responsible manner long enough to entice
an unsuspecting buyer into a single large transaction,
and then vanishing. Reputation systems are valuable,
but not infallible.

In this paper, we introduce the following simple
model for reputations systems. In our model, there
are players and there are objects. Some of the ob-
jects are good and some are bad, and a player can
probe an object at some cost to determine whether
the object is good. The goal of the players is to find
a good object with as few probes as possible. Play-
ers collaborate by posting the results of their probes
on a public billboard, and consulting the board when
choosing an object to probe. The problem is that
some of the players are dishonest, and can behave in
an arbitrary fashion, including colluding and posting
false reports on the billboard to entice honest players
to probe bad objects.



We assume that players are asynchronous, and may
probe objects at completely different rates. The ob-
jects may enter and leave the system over time, or
they may be physically separated and inaccessible to
some of the peers. In other words, the players’ access
to objects may be restricted in both time and space.

For example, imagine a manufacturing company
buying parts from a set of suppliers day after day.
Some suppliers sell reliable parts, and others sell de-
fective parts. Some suppliers go out of business, and
others enter the market. The manufacturer has to
buy parts from suppliers without knowing the actual
quality of the parts until buying a few and examin-
ing them. The supplier might offer refunds for defec-
tive parts, but there is still a cost to buying defective
parts and dealing with unreliable suppliers. Manu-
facturers might even form an association — a sort of
better business bureau — to keep track of suppliers
and experience with supplier quality and supplier rec-
ommendations, but even such associations are vulner-
able to manipulation via malicious slander by mem-
bers. The manufacturer wants to buy its parts with
as few headaches as possible.

As another example, consider manufacturing de-
pending on “just-in-time” delivery of parts. In this
case, physical proximity of the supplier could be im-
portant. Suppliers between Boston and New York
might be able to sell into both markets, and similarly
for suppliers between New York and Philadelphia, but
suppliers near Boston are of no use to manufactur-
ers near Philadelphia. New York might be willing
to take recommendations from Boston and Philadel-
phia, but Boston might not find recommendations
from Philadelphia to be helpful.

Contributions. In this paper, we make the follow-
ing contributions.

We propose several algorithms based on a simple
rule we call the BALANCED rule. There are several
approaches a player might take to finding a good ob-
ject. Onme strategy is to follow an “exploration rule”
which says that a player should choose an object at
random (uniformly) and probe it. This might be a
good idea if there are a lot of good objects, or if there
are a lot of dishonest players posting inaccurate re-
ports to the billboard. Another strategy is to follow
an “exploitation rule” which say that a player should
choose another player at random and probe whichever
object it recommends (if any), thereby exploiting or
benefiting from the effort the other player has already
put in to finding a good object. This might be a good
idea most of the players posting recommendations to
the billboard are honest. In many natural situations,

however, the player will not know how many hon-
est players or good objects are in the system. In this
case, the natural course of action would be to balance
between the two approaches as follows.

The BALANCED Rule: Flip a coin. If the
result is “heads,” probe a random object.
Otherwise, select a random player. If that
player recommends an object, probe it, else
probe a random object. (A player recom-
mends any of the good objects it has probed,
or says that it has found no good objects.)

We study variants of this rule in models where play-
ers have restricted access to the objects. This re-
stricted access could be due to changes in the set of
objects available or to different interests or physical
access. We consider two such models:

e The dynamic object model: Objects can enter
and leave the system over time.

e The partial access model: Each player has access
to a different subset of the objects.

We show how variants of the BALANCED rule can
be used to solve the dynamic and partial access prob-
lems described above. Our solutions work even in
the presence of Byzantine players that collude in ar-
bitrary ways to conspire against the honest players.
We analyze our solutions in terms of the expected cost
of the probes by the honest players in their search for
good objects, which is just the number of times the
honest players probe a bad object.

e For the dynamic object model in Section 3, where
the set of object changes over time, we give a
solution based on the BALANCED rule, and we
prove a lower bound on the problem showing that
our solution is very close to optimal.

e For the partial access model in Section 4, where a
player has access only to a subset of the objects,
we give a solution based on the BALANCED rule
with nearly optimal cost. The most efficient so-
lution one could hope for would be comparable
to a centralized solution. The cost of our solu-
tion matches a centralized solution for any group
of players with a common interest (with overlap-
ping subsets of objects). We also discuss some
of the subtle issues involved in getting help from
other players in the partial access model.

We have also subjected our algorithms to simula-
tion on quite large instances, and our algorithms per-
form quite well in practice on the instances we have



considered. In Section 5, we describe one large sim-
ulation demonstrating that our algorithms are quite
resilient to the bias of the coin used by the BALANCED
rule. Simulation also demonstrates that some bal-
ance is essential, in that neither the exploration nor
exploitation rule functions well on its own.

Finally, in Section 6, we take some initial steps in
the direction of a theory of trust in the context of
reputation systems. We consider a model in which
this game of finding good objects is repeated many
times, and show that in some situations we can bound
the amount of damage the dishonest players inflict on
the honest players by a logarithmic factor.

Related work. In “collaborative filtering” (see,
e.g., [5]), all players are honest but happen to have
different tastes. The model proposed by [9] (and see
also [1, 3, 8]) can be viewed as follows. Players are
divided into types, and for each player type there is
a taste modeled by a probability distribution over
the objects. The value (utility) of an object ¢ for
a player of a given type is taken to be the probability
that a player of that type chooses i. The objective is
to design a centralized algorithm, that provides each
player with a reputation for an object that maximizes
the player’s utility (based on choices of other players,
that appear to have the same taste). Being central-
ized, algorithms for this model are not designed to
withstand (and therefore can be easily fooled by) ma-
licious players.

Other examples of reputation systems are web-
searching algorithms (see, e.g., [2, 7]). The problem
with this approach in our context is that their perfor-
mance criteria do not match ours: These algorithms
essentially compute the “popular vote” of the partic-
ipants, which may have little to do with the concrete
cost we are interested in. For example, consider using
Google’s algorithm [2] to rank the trustworthiness of
eBay’s users. Then a group of crooks create a huge
number of fictitious crony buddies, writing excellent
recommendations for each other and slandering all
honest sellers and buyers. In this case, “popularity”
style algorithms would solidify the monopoly of the
crooks. Empirical evidence to that effect is provided
in the work by Kamvar et al. [6], which studies trust
in the context of authenticity of files downloaded in
peer-to-peer systems. Using a variant of Kleinberg’s
algorithm [7], they assign a trust value to each peer.
They comment that this approach is useful only if
there are nodes that are known a priori to be trust-
worthy. Otherwise, “forming a malicious collective
in fact heavily boosts the trust values of malicious
nodes.”

One can think of using Byzantine agreement pro-
tocols (see [11, 4] and the survey [10]). However, our
problem is different. Our goal is to minimize the cost
of acquiring input values. In contrast, the common
settings of Byzantine agreement protocols are based
on the assumption that each player is given all the in-
puts in advance, for free, rendering them meaningless
for our purpose. Moreover, if dishonest players are
majority, reaching Byzantine agreement is outright
impossible.

2 Model

Our model begins with a set of n players and m ob-
jects. Some of the players are honest and some are
dishonest. Some of the objects are good and some are
bad. A basic step of a player is to probe an object to
learn whether the object is good or bad. The cost of a
probe is 1 if the object is bad and 0 if it is good. The
goal of a player is, in general, to find a good object
while incurring minimal cost.

To facilitate collaboration among the players in
their search for a good object, the system maintains
a billboard where players can post the results of their
probes. By convention, each time a player p probes an
object o, it posts the result of the probe in the (p, o)
entry of the billboard. (Alternatively, we could have
each player maintain a single entry of the billboard
containing the name of some good object it has seen
so far.) We assume that only the player p can write
to an entry of the form (p,0). We also assume that
entries are write-once, meaning that entries do not
change once written, and that the billboard is reli-
able.

An execution of the system consists of a sequence
of player steps. In each step, one player reads the
billboard, optionally probes an object, and writes to
the billboard. We assume that players are following a
randomized protocol that chooses the object to probe
based on the contents of the billboard. Honest play-
ers are required to follow the protocol, but dishon-
est players are allowed to behave in an arbitrary (or
Byzantine) fashion, including posting incorrect infor-
mation on the billboard. We think of the dishonest
players as being under the control of a malicious ad-
versary that determines which objects to probe and
what values to post.

An execution of an algorithm is uniquely deter-
mined by the algorithm, the coins flipped by the play-
ers while executing the protocol, and by three exter-
nal entities:

1. the player schedule that determines the order in

which players take steps,



2. the dishonest players, and

3. the adversary that determines the behavior of

the dishonest players.

Our adversary is quite powerful, and may behave
in an adaptive, Byzantine fashion. Formally, the ad-
versary is a function from a sequence of coin flips
to a sequence of objects for each dishonest player to
probe and the results for the player to post on the
billboard. The sequence of coin flips is the entire
sequence of coins flipped during the execution, even
including the coins flipped in the future. With this
information, the adversary can reconstruct the entire
state of the system at any point in time, and choose
the next move for a dishonest player.

An operating environment is a triple consisting of a
player schedule, a set of dishonest players, and an ad-
versary. The operating environment encapsulates all
of the nondeterministic choices made during an execu-
tion, leaving only the probabilistic choices to consider.
When we deal with probabilities or compute expected
values, we fix an operating environment and consider
the distribution of executions with this operating en-
vironment induced by the coin flips. We note that in
our model, a player must probe an object whenever
it is scheduled. This assumption is made to disal-
low trivial protocols that never probe any objects,
and could be replaced by the requirement that each
player must eventually find a good object.

Each execution of the system yields a probe se-
quence consisting of the sequence of objects probed
during the execution. When we compute the cost of a
probe sequence, we count only the probes by the hon-
est players, and ignore the probes by the dishonest
players. The cost of a probe sequence is the number
of probes of bad objects by honest players. Our goal
is to minimize the cost for the honest players.

3 The dynamic object model

In this section we consider the dynamic model, where
objects arrive and depart arbitrarily. We we present
a simple on-line algorithm based on the BALANCED
rule, and prove that the cost incurred to the honest
players under this algorithm is nearly the best possi-
ble by any on-line algorithm.

We define the dynamic object model by extending
the model of Section 2 in the following ways. Each
step of an execution consists of two parts. First the
set of objects changes, and then a player probes an
object. The arriving and departing objects are glob-
ally announced, but not their values. We extend the
operating environment in this model to include

4. the object schedule that determines when objects
enter and leave the system, and their values.

We use m to denote an upper bound on the number of
objects concurrently present in the system, and let 3
denote a lower bound on the fraction of good objects
at any time, for some 0 < 5 < 1.

3.1 Algorithm

The algorithm is an immediate application of the
BALANCED rule from the introduction:

Algorithm DyNALG: If the player has
found a good object, then probe it again.
If not, then apply the BALANCED rule.

In the analysis of DYNALG, it turns out that the fol-
lowing concept plays a central role.

Definition 3.1 Given a probe sequence o,
switches(o) denotes the mnumber of distinct ob-
jects in o.

Given an operating environment &, let o¢(DYNALG)
be the random variable whose value is the probe se-
quence of the honest players generated by DYNALG
under £. The next theorem says that the cost of
DYNALG is very close to the cost of an optimal probe
sequence o* for the honest players

Theorem 3.1 For every operating environment £
and every probe sequence o* for the honest players,
the expected cost of og(DYNALG) is at most

cost(o*) + switches(c™) - (2 — B)(m + nlnn)).

Proof: Fix an operating environment £. Denote o =
og(DYNALG). Partition the sequence o* into subse-
quences 0" = of05 -+ -0} such that forall 1 <i < K,
we have (1) all probes in ¢} are to the same ob-
ject, and (2) the objects probed in ¢} and o}, differ.
Without loss of generality we may assume that for any
i # i', the object probed in o} is distinct from the ob-
ject probed in ¢},. It follows that K = switches(c™).
Next, partition o into ¢ = 01090k, such that
|o¥| = |oi| for all 1 < ¢ < K. Note that by defi-
nition, corresponding probes in o} and o; occur at
the same step.

Fix an index 1 < ¢ < K, and consider the difference
cost(o}) — cost(o;). If the probes in o} are to a bad
object, then trivially cost(o;) < cost(o}). To finish
the proof, we show that if all probes in o} are to a
good object, then cost(o;) < (2 — B)(m + nlan).

So assume henceforth that all probes in o] are to
a good object. Call an object i-persistent if it is



good and if it is present in the system throughout
the duration of ¢;. Since o] and o; occur at the
same time, an i-persistent object is also available to
DYNALG during o;. Call a probe i-persistent if it
probes an i-persistent object. Partition the sequence
o; into n subsequences o; = DEDiD}--- D! where
Dj consists of all probes in o; that are preceded by -
persistent probes of ezactly k distinct honest players.
In other words, the sequence D;i,l ends with the kth
i-persistent probe of a new honest player, if it exists.
If there are only k players doing i-persistent probes
in o;, then D,iJrl, ..., D% (and possibly D; top) will
be empty. Obviously, cost(c;) = > p_, cost(D}).

Call a probe by a player fresh if the player’s prior
probe was to an object that is not currently a good
object (meaning the player is now searching for a
good object). The cost of a sequence is exactly the
cost of the fresh probes.

Let us compute the expected cost of D,i by con-
ditioning on the number of fresh probes in Df. The
expected cost of a single fresh probe in D,i is at most
1— g, since a player chooses to probe a random object
with probability 1/2, and the object probed is good
with probability at least 8. The expected cost of ¢
fresh probes is therefore at most (1 — %)6 . Each fresh
probe in D} finds a persistent object with some prob-
ability pi (that we will compute in a moment). The
probability that D} contains exactly ¢ fresh probes is
therefore (1 — pg)*~'pp. Putting this together, and
conditioning on the number ¢ of fresh probes in Dj,
it follows that the expected cost of D,ﬁ is at most

Z(l—%)é(l—pk)“lpk— <1_§>i

>1 Pk

Now let us compute the value of py. For k =0, we
have pg > 1/2m, since there is at least one i-persistent
object (the object probed in o7), so each fresh probe
in D¢ finds an i-persistent object with probability at
least 1/2m. For k > 0, we have py > k/2n, since
we have k probes to i-persistent objects preceding
every probe in D,i, so every fresh probe goes to an
i-persistent object with probability at least k/2n.

It follows that the expected cost of D¢ is at most
(1-— §)2m and of Dj is at most (1 — EO)Q” so the

27k
expected cost of o; is at most
E [cost(D)] + ZE [cost(D})]

k=1

By N\~ 2n B
< 2m(l - — - (1-=
< 2m(1-3) +; o (1=3)
= (2-pF)(m+nlan). |

Corollary 3.2 The total cost incurred to all honest
players using Algorithm DYNALG in the static object
model is O(m + nlogn).

3.2 Lower Bound

We show that our algorithm is nearly the best pos-
sible, in the sense that there are scenarios in which
any randomized algorithm has cost close to the up-
per bound guaranteed by Theorem 3.1. For simplicity
of notation, we consider the case where at any given
time there are at most m+1 objects, of which at least
Bm + 1 are good.

Theorem 3.3 For any randomized algorithm R for
the dynamic model and for any given m and 0 <
B < 1, there exists an operating environment € and a
probe sequence of such that the expected cost of og(R)
is at least
. 1-p7

cost(oz) + switches(og) - — ™
We remark that the bound above holds even for cen-
tralized algorithms, where the set of honest players is
common knowledge a priori.
Proof: By Yao’s Lemma [13], it is sufficient to prove
the lower bound hold for any deterministic algorithm,
on average, for some probability distribution over op-
erating environments. Define a probability distribu-
tion over a set of operating environments as follows.
In all environments in the set, players are scheduled
in round-robin fashion, and objects schedules consist
of a sequence of K segments, each of length %}5)
probes. In each segment there are persistent and tran-
sient objects. Persistent objects arrive when the seg-
ment starts and depart when it ends. Transient ob-
jects arrive at some step and depart at the following
step (so they are available for probing only once). In
each segment, we have

e One persistent good object (with cost 0), de-
noted ig.

o A set B, of m(1 — 3)/2 persistent bad objects
(with cost 1).

e In each time step t of the segment, a set C; of
m(1+ ()/2 transient objects arrive, of which m/
are good and the other m(1 — (3)/2 are bad.

The probability distribution is defined by picking uni-
formly at random a permutation of the IDs of all per-
sistent objects {mo} U B,, and a permutation of the
IDs of each set of transient objects C;. (Since any al-
gorithm can discern persistent objects from transient
objects, we might as well keep their name spaces dis-
joint.)



Now, fix any deterministic algorithm A and con-
sider its behavior on an environment picked at ran-
dom according to the distribution defined above.
Since all objects are replaced when a new segment
starts, we may consider each segment separately. We
argue that the expected cost incurred by A in a seg-
ment is Q((1— G)m). Let Zy denote the event that 4o,
the single persistent good object, is eventually probed
by A. First, consider the case where Z; holds, i.e., the
object g is eventually probed. Let tg be the number
of probes of objects in B, until A probes ¢ for the
first time. Since each probe of an object in B, has
unit cost, the cost incurs to A in this case is at least
to. Since ip has a random ID among all |Bp| + 1 per-
sistent objects, we have that

_ |Bp| +1 m(1l - 3)

Elto | L) = —— = - @M

Next, consider the case —Zj, in which A never probes
io. Let X, denote the number of times A probes
a persistent object from B,. Then the number of
probes of transient objects is the length of the seg-

ment, i.e., ”ﬁlfﬁg) — Xp. Observe that the expected

cost of probing a transient object is always %, be-
cause these objects are chosen at random, and the
probes are independent trials. Since probing any per-
sistent object in B, costs one unit, we have

E [cost(c(A)) | =Zo)
— <M ~E[X, | ﬁ10]> %

1-5
+E[X, | T
2
— m+B[X, | 0]
>m . (2)

Combining Eq. (1) and Eq. (2), we get that the ex-
pected cost incurred by any deterministic algorithm
A in a single segment is

E [cost(c(A))]
= P[Zy] - E[cost(a(A)) | Zo]
+ P[Zo] - E[cost(c(A)) | ~To]

m(l —
L omi-5)
- 4
Thus, the expected cost of any deterministic algo-
rithm in the entire execution is at least K m% (re-
call that K is the number of segments in the envi-

ronments in the set defined above). Applying Yao’s

Lemma, we can conclude that for any randomized on-
line algorithm R, there exists an environment £ from
the set defined above such that the expected cost of
R on &g is at least Km%. To complete the proof,
note that given £g, we can define a sequence oz that
always probes the current persistent good object in
Er. For this sequence, we have cost(og,) = 0 and
switches(og,) = K. |

4 The partial access model

In this section we study the partial access model,
where each player is able to access only a subset of the
objects. The main problem with this model is that in
contrast to the full access model (where each player
can access any object), when we have partial access,
it is difficult to measure the amount of collaboration
a player can expect from other players in searching
for a good object.

Our approach to overcome this difficulty is to con-
centrate on the amount of collective work done by
subsets of players. First we prove upper bounds on
the collective work of a group of players; and then we
describe an example that demonstrates that, in some
cases, even groups with common interests cannot help
each other too much.

Notation. We model the partial access to the ob-
jects with a bipartite graph G = (P, O, F), where P
is the set of players and O is the set of objects, and
a player j can access an object i only if (4,i) € E.
For each player j, let obj(j) denote the set of objects
accessible to j, and let deg(j) def |obj(j)|. For each
honest player j, let best(j) denote the set of good ob-
jects accessible to j. Let N(j) be the set of all players
(honest and dishonest) that are at distance 2 from a
given player j, i.e.,

N(j) = {k € V' [ obj(k) Nobj(j) # 0} .

4.1 Algorithm

Our algorithm is just DYNALG from the dyanmic
model, except that we must adapt the BALANCED
rule to the restricted access model. In the new rule, a
player j flips a coin. If the result is “heads,” it probes
an object selected uniformly at random from obj(j).
If the result is “tails,” it selects a player k uniformly
at random from N(j) and probes the object k rec-
ommends, if any; and otherwise it probes an object
selected uniformly at random from obj(j).
For this algorithm, we have the following result.



Theorem 4.1 Let Y be any set of honest play-
ers. Denote deg*(Y) = max{deg(j)|j €Y}, and
N*(Y) = max{|IN@y)||jeY} Let X(Y) =
Njey best(j). If X(Y) in nonempty, then the total
work of players in'Y is at most

deg"(V) | oo
2( X)) + IN*(Y)] -1 |Y|> .

Proof Sketch: The proof follows the argument used
in the proof of Theorem 3.1. The notion of “persistent
object” used in the proof of Theorem 3.1 is replaced
by “an object in X (Y),” with the following subtle
difference. In the partial access model, a player j € Y
may be satisfied with an object not in X (Y); in this
case, the probes of j will not help in adding votes to
objects in X(Y), but on the other hand j will not
incur additional cost to Y. Details are omitted.

Let us interpret the result of Theorem 4.1. Con-
sider any set Y of players with common interest X (V)
(meaning any object in X (Y') would satisfy any player
in Y). Very roughly, Theorem 4.1 says that from the
point of view of a player, its load is divided among
the members of Y: the total work done by the group
working together is roughly the same as the work of
an individual working alone. This intuition follows
from the fact that the first term in the bound is just
an upper bound on expected amount of work until a
player finds an object in X (Y'), and the second term
is an upper bound on the total number of recom-
mendations (times a logarithmic factor) a player has
to go through. This is pleasing, because it indicates
that the number of probes is nearly the best one can
hope for. In particular, if deg*(Y) > N*(Y)In|Y]|,
the overall bound on the work is optimal up to a con-
stant factor.

4.2 Collaboration across groups with-
out common interest

It is interesting to consider sets of players who do not
share a common interest. Of course, one can partition
them into subsets (call them SIGs, for “special inter-
est groups”), where for each SIG there is at least one
object that will satisfy all its members. Theorem 4.1
guarantees that each SIG is nearly optimal, in the
sense that the total work done by a SIG is not much
more than the total work that must be done even
if SIG members had perfect coordination (thus disre-
garding dishonest players). However, the collection of
SIGs may be suboptimal, due to overlaps in the neigh-
borhood sets (which contribute to the second term of
the upper bound). It is natural to ask whether there
always exists a “good” partition of players into SIGs,

pl v
z P2 v?
pVd yvd Ve

Figure 1: Pathological example (see text). Bad objects
and dishonest players are not shown.

so that the overall work (summed over all SIGs) is
close to optimal. The answer is negative in the gen-
eral case, as the following example demonstrates.

Specifically, we show that it is possible that even if
each good object would satisfy many honest players,
the total amount of work, over all players, is close to
the worst case (being the sum of work necessary if
each player is working alone).

We define a parametric instance via a bipartite
graph as follows (see Figure 1). Let d > 0 be a given
parameter. The graph is regular with degree d. There
are d? players, of which 2d/? are honest. Each hon-
est player is connected to d objects, of which at least
one is good. There are d? objects, of which 2d/? are
good. Each object is connected to d players, such that
each good object is connected to at least v/d honest
players.

Nodes: Organize 2d*/? honest players in 2d sets,
Pk = {p’f,...,p’f/a} for k = 1,...,d and QF =
{qF, .. .,q’\“/a} for k = 1,...,d. Arrange d*? good
objects in d sets Y* = {yF, .. .,y’f/E} fork=1,...,d.
In addition, let Z be a set of d*/2 good objects.

Edges: Connect each good object y¥ to the honest
players in P* U {g¥}. In addition, connect every hon-
est player in P = J, P* to d — v/d additional good
objects from Z. Use the dishonest players and bad
objects to complete the graph into a d-regular graph.

Structure summary: By construction, every honest
player in P is connected to d good objects and has
no bad neighbors, and every honest player in Q@ =
Uk Q" is connected to a single good object and d — 1
bad objects. Moreover, the connections between the
honest players of Q and the good objects of Y are
one-to-one, namely, no two players are connected to
the same object.

Ezecutions: Consider an execution. For concrete-



ness, let us consider the round-robin schedule, where
the execution proceeds in rounds. Clearly, all the
honest players in P will probe a good object in the
first round, and thus stop searching. Also, it is ex-
pected that a 1/d fraction of the honest players in
@ will probe a good object in the first round, thus
about v/d honest players from Q will quit. Also, for
symmetry considerations, we may conclude that of
the good objects in Y =J, Y*, a 1/V/d fraction will
be probed in the first round. We hereafter ignore
the honest players connected to these d objects; we
are willing to assume that those players also become
satisfied soon after their first probe.

We now focus our attention on the remaining
Q(d?/?) honest players of @, which after the first
round continue to see d neighbors with no probes.
Consider such an honest player q;?. It has d — 1 bad
neighbors, which will get no positive recommenda-
tions in the billboard. It has also a single good neigh-
bor yf This good object has v/d additional good
neighbors, p*, which are now out of the game, and
d — /d bad neighbors, so it will also get no positive
recommendations on the billboard. Hence the hon-
est player qf can only find its lone good neighbor
by probing it itself, from among its d equally-looking
neighbors. This will take, on average, d/2 steps. As
this holds for Q(d*/?) honest players of @, we have
that the average work per honest player in this case
is Q(d).

Conclusion. In the example above, the average
work per honest player is 2(d). Note that since each
player is incident to d objects, the mindless strategy
of randomly sampling any accessible object results in
O(d) work per player in the worst case. Intuitively,
this means that in some cases, honest players are get-
ting much less help from their neighbors than the
assistance one might hope for. While this example
shows that we can’t always expect help from collabo-
ration, our simulations, described in the next section,
show that collaboration is quite helpful in more nat-
ural examples.

5 Simulation

In our algorithm, the players flip a fair coin to deter-
mine whether to probe a random object or a random
recommendation. One interesting question is how
sensitive the algorithm is to the bias of this coin. Let
p be the probability that a player chooses an object
and 1 — p be the probability it chooses a recommen-
dation. Figure 2 shows the results of an interesting
simulation of our algorithm for various values of p
under the partial access model.
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Figure 2: Simulation of the partial access algorithm

The access graph used in the simulation has 10,000
players and 10,000 objects. Each player has access
to about 1,000 randomly chosen objects for about
ten million edges in the graph. Roughly 5,000 hon-
est players consider roughly 100 objects good, and
the remaining 5,000 dishonest players consider the
remaining 9,900 objects good.

The graph shows how the average number of steps
by an honest player varies as p ranges from almost
0 to almost 1. The graph was generated as follows.
Simulate a run of the partial access model on the
graph. Compute the average number of steps taken
by the honest players during that simulation. Do this
ten times and compute this value ten times. Com-
pute and plot the maximum, minimum, and average
of these ten values. Do this once for each value of p.
For small values of p the algorithm is using recom-
mendations of other players and rarely sampling the
objects themselves. For high values of p the algorithm
is sampling the objects and rarely using recommen-
dations of other players.

The graph suggests that the algorithm works fairly
well for values of p = 0.1 through p = 0.7. It suggests
that a little sampling is necessary, and a few recom-
mendations can really help a lot, and the exact value
of p is not very important (at least against this fairly
benign adversary).



6 A repeated game scenario

We end this paper with a simple analysis of the role of
trust, a first step toward our goal of developing a more
general theory of trust. The main idea is that once
a player is exposed as dishonest, no player will trust
its recommendations in the future. We show that, in
some situations, we can bound the damage done by
dishonest players by exposing them. In our analysis
(Lemma 6.4), we prove that the expected number of
honest players that follow a recommendation made
by a dishonest player is O(logn). One interpretation
of this result is that “crime doesn’t pay much.” Con-
sequently, if the system can ensure that the penalty
for making a bogus recommendation is larger than
O(logn), then no rational player would be dishonest.

We begin by defining what we call the multi-epoch
model. In this model, computation proceeds in a se-
quence of synchronous rounds, where in each round,
all players take steps concurrently. The execution is
divided into epochs as follows. At the start of each
epoch, all current objects leave the system, new ob-
jects arrive, and the players begin again the game of
searching for a good object among these new objects.
The start of each epoch is announced globally to all
players.

We make two assumptions that have the effect of
exposing dishonest players to the honest players at
the end of each epoch. First, we assume that there are
at most m objects in each epoch, of which exactly one
is good (denote this object by ip). Second, we assume
that epochs are not too short; this allows all honest
players to find the good object before the epoch ends,
and thus, at the end of an epoch, the honest players
know that any player recommending an object other
than the good object must be dishonest.

The Skip Algorithm given in Figure 3 consists of ex-
ploration and exploitation steps, just like DYNALG.
Now, however, each player keeps track of the set of
potentially honest players — those players not proven
to be dishonest — and exploitation steps now choose
a random player from this set of potentially honest
players. In addition, by fine-tuning the balance be-
tween exploration and exploitation steps, we obtain
slightly better constants factors in our analysis than
the perfect balance used in DYNALG would give us.

To bound the number of probes due to false rec-
ommendations, we note that in each round of Step 2
of the Skip Algorithm, the average number of honest
players that follow any specific recommendation is at
most «; since the number of rounds until all players
find the good object is O (logn/«), it follows that the
total number of probes by honest players per vote is
O(logn). Formally, we have the following result.

Code for an honest player:

0 repeat forever
1 for > steps do exploration steps
1.1 Pick an object at random and probe it.

2 for le% steps do exploitation steps

2.1 Pick a random player j among those
not marked as “dishonest.”
2.2 if j doesn’t recommend any object, do nothing.

2.3 else let i be object recommended by j; probe i.
2.3.1 if 7 is bad, mark j as “dishonest.”
2.3.2 else
Recommend 7;
Mark all players recommending
objects different than i as “dishonest;”
Wait until next epoch is announced.
3 endrepeat

Figure 3: The Skip Algorithm for the multi-epoch
model. The parameter ¢ is a constant to be deter-
mined later.

Theorem 6.1 If the Skip Algorithm s run
for T epochs and the length of each epoch is

Q (loﬂ - (%—l—logn)) rounds, then the expected
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total number of probes done by all honest players is
O(tm) + O(Klogn), where K is the total number
bogus recommendations throughout the execution.

Proof Sketch: Fix an epoch. First, consider the
exploration steps. Since the success probability of
each exploration step by a single player (that is, the
probability that the player exposes the good object
ip in Step 1.1) is 1/m, we have the following.

Lemma 6.2 The expected total number of probes
performed by honest players in Step 1.1 until ig is
exposed is 1_L1/e

Similar considerations imply the following.

Lemma 6.3 The probability that iy is not exposed
after clogn iterations of the repeat loop is at most
1/nc.

Now consider exploitation steps (the probes done in
Step 2.3).

Lemma 6.4 If B is the number of bogus recommen-
dations made during the epoch, then the expected total
number of probes done by honest players in Step 2.3
is at most O(Blogn).

Proof Sketch: First observe that by Lemma 6.2,
the good object ig will be exposed after m expected
exploration steps. Moreover, since the probability of




following a good recommendation in an exploitation
step is proportional to the number of satisfied honest
players at that step, it is not difficult to show that the
once the good object has a vote, all honest players
will expose it in clogn/a exploitation steps for some
constant ¢ > 0. In each of these rounds, each honest
player will probe a bad object with probability at
most B/n. Summing over all honest players and all
such rounds, the expected number of probes wasted
by honest players on bad objects is at most % -an -
Cl‘i% =cBlogn. 1

As it is assumed that the epoch is sufficiently long
to ensure that with high probability all honest players
will find the good object, every dishonest player who
lied in the current epoch is exposed, and will not be
trusted in subsequent epochs. Hence each dishonest
player can inflict wastage in at most one epoch. [

7 Conclusions

This paper shows that, in spite of asynchronous
behavior, different interests, changes in time, and
Byzantine behavior of unknown subset of peers, the
honest peers miraculously succeed in collaborating,
in the sense that the honest peers relatively rarely
repeat mistakes of other honest peers. One interest-
ing feature of our method is that we mostly avoid the
issue of discovering who the faulty peers are. One
obvious open question is how can be gained by trying
to discover the faulty peers. Another open question
is tightening the bounds for the partial access case.
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