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Abstract. In this paper we consider the problem of routing packets in dy namically chang-
ing networks, using the anycast mode. In anycasting, a packet may have a set of destinations
but only has to reach any one of them. This set of destinations may just be given implicitly
by some anycast address. For example, each service (such as RS) may be given a specic
anycast address identifying it, and computers o ering this service will associate themselves
with this address. This allows communication to be made tran sparent from node addresses,
which makes anycasting particularly interesting for dynam ic networks, in which redundancy
and transparency are vital to cope with a dynamically changi ng set of nodes. However, so
far not much is known from a theoretical point of view about ho w to e ciently support
anycasting in dynamic networks. This paper formalizes the anycast routing and admission
control problem for arbitrary tra ¢ in arbitrary dynamic ne  tworks, and provides rst com-
petitive solutions. In particular, we show that a simple loc al load balancing approach allows
to achieve a near-optimal throughput if the available bu er space is su ciently large com-
pared to an optimal algorithm. Furthermore, we show via lowe r bounds and instability results
that allowing admission control (i.e. dropping some of the i njected packets) tremendously
helps in keeping the bu er resources necessary to compete wih optimal algorithms low.
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1 Introduction

This paper studies the problem of supporting anycasting in aversarial networks. The notion of
anycasting was rst standardized in RFC 1546 [16]. In this RFC, IP anycast is de ned as a network
service that allows a sender to access the nearest of a groupreceivers that share the same anycast
address, where \nearest" is de ned according to the routingsystem's measure of distance. Usually,
the receivers in the anycast group are replicas, able to suppt the same service (e.g. mirrored web
servers). RFC 1546 proposes anycast as a means to discovererice location and provide host
auto-con guration. For example, by assigning the same anyast address to a set of replicated FTP
servers, a user downloading a le need not choose the best ser manually from the list of mirrors.
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The user can simply use the anycast address to directly downlad the le from the nearest server.
In order to aid host auto-con guration, all DNS servers may be given the same anycast address.
In this case, a host that is moved to a new network need not be mon gured with the local DNS
address. The host can simply use the global anycast address taccess a local DNS server. Service
discovery and auto-con guration are seen as vital componets of protocols for dynamic networks,
and therefore anycasting is seen as a crucial mechanism to sure robust support for networking
services in mobile networks. Since its introduction, anycating has received considerable attention
in the systems community and it has been adopted by all proposd successors of IPv4 (e.g. Pip,
SIPP, and IPv6). However, to our surprise, it seems that anyasting has not been investigated by
the theory community so far.

Since in highly dynamic networks it may be very hard to predid which may be the nearest
server belonging to some anycast address, it seems to be arftdable problem to e ciently support
anycasting in dynamic networks, especially for those that a under adversarial control. However,
we demonstrate in this paper that even if both the network andthe packet injections are under
adversarial control, distributed routing strategies can be found for anycasting with a close to
optimal throughput. Thus, in principle, anycasting can even be supported in such networks as
mobile ad-hoc networks, where connections between users snahange quickly and unpredictably.

1.1 Our approach and related results

We measure the performance of our protocols by comparing thea with a best possible strategy
that knows all actions of the adversary in advance. The perfomance is measured in terms of
communication throughput and space overhead. In order to eaure a high throughput e ciency in
dynamic networks, several challenging tasks have to be sabd:

{ Routing: What is the next edge to be traversed by a packet?

{ Queueing What is the next packet to be transmitted on an edge? In particular, which desti-
nation should be preferred?

{ Admission control: What is the packet to be dropped if a bu er is full?

The study of adversarial models was initiated, in the contex of queueing along by Borodin et
al. [12]. Other work on queueing includes [6,13{15,17, 18]n these papers it is assumed that the
adversary has to provide a path for every injected packet andreveals these paths to the system.
The paths have to be selected so that they do not overload theystem. Hence, it remains to nd
the right queueing discipline (such as furthest-to-go) to esure that the number of packets in the
system (resp. the time needed by packets to reach their destation) is bounded. However, the
bounds on the bu er size given in these papers to avoid droppig any packet usually depend on
the network size and are sometimes unrealistically high. Tks motivated Aiello et al. [5] to study the
throughput performance of queueing disciplines under the ssumption that the routing bu ers have
a xed size (i.e. that is independent of network parameters) using an adversary that can inject an
unbounded number of packets. In this case, of course, a queing discipline cannot guarantee the
delivery of every injected packet. So the goal is rather to nd a queueing strategy whose throughput
is as close as possible to a best possible throughput. Aiellet al. show among other results that
there are queueing disciplines that are guaranteed to achi®@ an (1=(d m)) fraction of the best
possible throughput achievable with the same bu er size, wiere m is the number of edges Fgmdj
is the longest path injected by the adversary. This upper bound and their lower bound of O(" m)
for the line that holds for arbitrary greedy protocols seem © indicate that online protocols cannot
compete well with best possible protocols when using the saenbu er size.

The study of adversarial models was initiated, in the contex of routing, by Awerbuch, Mansour
and Shavit [11] and further re ned by [4,7,9, 10, 14]. In the papers the model is used that the



adversary does notreveal the paths to the system, and therefore the routing préocol has to gure

out paths for the packets by itself. Based on work by Awerbuchand Leighton [10], Aiello et al. [4]
show that there is a simple distributed routing protocol that keeps the number of packets in transit
bounded in a dynamic network if, roughly speaking, in each wadow of time the paths selected
for the injected packets require a capacity that is below wha the available network capacities can
handle in the same window of time. Awerbuch et al. [7] generate this to an adversarial model in
which the adversary is allowed to control the network topolagy and packet injections as it likes,
as long as for every injected packet it can provide a schedul® reach its destination. They show
that even for the case that the network capacity is fully exploited, if all packets have the same
destination, the number of packets in transit is bounded at ay time.

With the exception of [5], the weakness of the adversarial mdels above is that they assume that
the adversary never overloads the system with packets. In sttic networks this may be a reasonable
restriction, since one can imagine that in principle it is possible to perform some kind of admission
control before injecting a packet into the system. However, in highly dynanic networks such as
mobile ad-hoc networks, this may not be possible without beaig too conservative and therefore
wasting too much of the already scarce bandwidth. Hence, fodynamic networks it would be
highly desirable to have protocols that can handle not only te routing and queueing part but also
packet-level admission control, i.e. dropping packets frm either input or intermediate bu ers.

Also, we note that all of the above work on adversarial queueig and routing only considered the
unicasting mode (every packet has a single destination). We consider #h more general anycasting
mode, using a very general adversarial model that gets rid ofomewhat arti cial restrictions of
previously suggested models for dynamic networks. In factthe only limiting assumptions left in
our model are that packets are of atomic nature (i.e. they canot be split or compressed) and that
packets cannot be killed by the adversary. Thus, our upper bands also apply to other adversarial
routing and queueing models suggested so far.

Finally, we note that all approaches in the adversarial routing area, including this current paper,
are based on simple load balancing schemes rst pioneered Bwerbuch, Mansour and Shavit [11],
and re ned in [1{4,7,9, 10] for various routing purposes. Ou achievement is to demonstrate that
balancing even works for anycasting. Also, we use a much mogeneral adversarial network model
then was used in previous papers, and we consider the admissi control problem.

In order to state our analytical results, we need some notatn.

1.2 The anycast routing and admission control model

First, we describe the basics of our network model and injeégdon model. We assume thatV =

control and can change from one time step to the next. We assumthat all edges are directed. This
does not exclude the undirected edge case, since an undiredtedge can be viewed as consisting of
two directed edges, one in each direction. Each edge can foand at most one packet in a time step.
Each node can have at most incoming and at most  outgoing edges at any time. can be seen
as the maximum number of active (logical or physical) connetions a node can handle at the same
time (due to, for example, its hardware restrictions). Apart from this restriction, the adversary
can interconnect the nodes in an arbitrary way in each time sép. This includes the possibility of
connecting the same pair of nodes via several edges.

The adversary does not only control the topology of the netwok but also the injection of
packets. Each anycast packet is given a xed anycast group athe time of its injection. We allow
this group just to be specied implicitly (for example, by an anycast address). Note that for
implicitly speci ed groups, the nodes in the network may have no knowledge about their size. It
may even be possible that the group is empty. Thus, our anycasalgorithm has to cope with this
situation.



The adversary can inject an arbitrary number of packets and @n activate an arbitrary number
of edges in each time step as long as the number of incoming outgoing edges at a node does not
exceed . In this case, only some of the injected packets may be able taeach their destination, even
when using a best possible strategy. Each time an anycast pket reaches one of its destinations,
we count it as onedelivery. The number of deliveries that is achieved by an algorithm iscalled
its throughput We are interested in maximizing the throughput. Since the alversary is allowed to
inject an unbounded number of packets, we will allow routingalgorithms to drop packets so that
a high throughput can be achieved with a bu er size that is as snall as possible.

In order to compare the performance of a best possible stratgyy with our online strategies, we
will use competitive analysis. We assume that both the optinal and the online algorithm are allowed
to allocate one bu er in each node for each type of packet. Thg, if there are b di erent anycast
addresses, then a node can allocate up tb di erent bu ers. This will simplify the comparison.
However, our competitive results also work if every node onl has a single bu er (or a xed number
of bu ers). In this case, the bu er overhead for our online algorithm has to be multiplied by b.

Given any sequence of edge activations and packet injectian , let OPT g ( ) be the maximum
possible throughput (i.e. the maximum number of deliveried when using a bu er size of B (i.e.
each bu er can store up to B packets), and let Ago( ) be the throughput achieved by some given
online algorithm A with bu er size B We call an online algorithm A (c; s)-competitive if for all
and all B, A can guarantee that

Ascopg() ¢ OPTg() r

for any s s, wherer 0 is some value that is independent of (but may depend ons, B and
n). c 2 [0; 1] denotes here the fraction of the best possible throughputhat can be achieved byA
and s denotes the space overhead necessary to achieve this.clftan be brought arbitrarily close
to 1, A is also calleds( )-competitive (or simply competitive), where s( ) re ects the relationship
betweens and with c=1 . Obviously, it always holds that s() 1, and the smallers( ), the
better is the algorithm A.

In the following, B will always mean the bu er size of an optimal routing algorit hm.

1.3 New results

Our new results are arranged in two sections. In Section 2, wdemonstrate that if it is allowed to

drop packets, a near-optimal throughput can be achieved wih a low space overhead. In particular,
we present a simple algorithm for anycasting, calledT-balancing algorithm, that achieves the
following result:

ForeveryT B +2( 1), the T-balancing algorithmis 1+(1+( T+ )=B)L= -competitive,
where L is the averagepath length used by successful packets in an optimal solutie. For B
and T = O(B), this boils down to a competitive ratio of O(L= ). The result is sharp up to a
constant factor.

In Section 3, we demonstrate with the help of lower bounds andnstability results that even if
the adversary is friendly (i.e. it only injects packets that can be delivered when using a bu er size
of B), routing without the ability to drop packets may have a poor performance both with respect
to throughput and space overhead.

Some of the proofs are only sketched due to space limitationdlease see [8] for details.

2 Adversarial Anycasting

Let hy.ax denote the amount of packets in the bu er for anycast addressa in nodev at the beginning
of time stept. hy.a¢ will also be called theheight of the corresponding bu er. The maximum height
a bu er can have is denoted byH.



We now present a simple balancing strategy that extends the blancing strategies used by
Aiello et al. [4] and Awerbuch et al. [7] by a rule for deleting packets. In every time stept 1 the
T-balancing algorithm performs the following operations.

1. For every edge ¥; w), determine the anycast addressa with maximum hy.a:  hw.at and check
whether hy.at  hwat > T . If SO, send a packet fora from v to w (otherwise do nothing).

2. Receive all incoming packets and absorb all packets thateached the destination. Afterwards,
receive all newly injected packets. If a packet cannot be steed in a bu er because its height is
already H, delete it.

Note that if T is large enough compared to , then packets are guaranteed never to be deleted
at intermediate bu ers but only at the source. This provides the sources with a very easy rule to
perform admission control: if a packet cannot be stored beaase its bu er is already full, delete it.

Let L denote an upper bound on the (best possible) average path Igith used by the successful
packets in an optimal algorithm with bu er size B, and let  denote the maximum number of
edges leaving or leading to a node that can be active at any tim. We do not demand that these
edges have to connect di erent pairs of nodes. Hence, the rakt below also extends to dynamic
networks with non-uniform edge capacities.

Theorem 1. Forany > OandanyT B +2( 1), the T-balancing algorithm is1+(1+( T +
)=B)L= -competitive.

Proof. To simplify the analysis, we prove the competitive ratio for a more general model than our
anycast model, calledoption set model

In the option set model, we have a set of node¥° with a single bu er each, and all injected
packets want to go to the same destinationd 2 V% The adversary can inject an arbitrary number

VO VO called option sets in each step as long as every node 2 V°n fdg has an incoming or
outgoing edge in at most many sets. For each option seE;, the algorithm is allowed to use only
one edge inE; for the transmission of a packet.

This model is indeed more general than our anycast model.

Lemma 1. Any algorithm that is c-competitive in the option set model is alsac-competitive in the
anycast model.

Proof. For this it su ces to show how to transform the anycast model i nto the option set model.
Suppose thatA is the set of all anycast addresses. Then we de n¥°=V A, i.e. each buer in
the original model represents a node in the option set modeEach edgee = (v;w) that is activated
in the anycast model can then be represented as option sé. = f((v;a);(w;a)) j a 2 Ag. Since
all packets reaching their destination bu ers in the anycas model are absorbed, we can view all
of these bu ers as a single node in the option set model withoua ecting the throughput. u

Hence, in the following we only work with the option set model

Let N be the number of non-destination nodes in the option set mode and let node 0 represent
the destination node. The height of node 0 is always 0, sincerg packet reaching 0 will be absorbed.
For each of the remaining nodes we assume that it hasl slots to store packets. The slots are
numbered in a consecutive way starting from below with 1. Evey slot can store at most one
packet. After every step of the balancing algorithm we assura that if a node holdsh packets, then
its rst h slots are occupied. Theheight of a packet is de ned as the number of the slot in which it
is currently stored. If a new packet is injected, it will obtain the lowest slot that is available after
all packets that are moved to that node from another node havebeen placed.



For each successful packet in an optimal algorithm, a scheda can be identi ed. A schedule

endpoint of e being the destination of P, the time steps have the orderingto <t; <:::<t -, and
edgee was available in some option set at timet; forall 1 i  °. Certainly, no two schedules

is called active at time t if tg t t-. The position of a schedule at timet is the node at which
its corresponding packet would be if it is moved according toS. An edge in an option set is called
a schedule edgsf it belongs to a schedule of a packet. Suppose that we want tacompare the
performance of the balancing algorithm with an optimal algaithm that uses a bu er size of B.
Then the following fact obviously holds.

Fact 1 At every time step, at mostB schedules can have their current position at some node

Next we introduce some further notation. We will distinguish between three kinds of packets:
representatives zombies and losers During their lifetime, the packets have to ful ll certain r ules.
(These rules will be crucial for our analysis. The balancingalgorithm, of course, cannot and does
not distinguish between these types of packets.) Every injeted packet that has a schedule (i.e. that
will be delivered by the optimal algorithm) will initially b e a representative. Every other injected
packet will initially be a zombie. The goal of a representatie is to stay with its schedule, and the
goal of a zombie is to stay at a slot of height more tharH B. Whenever this cannot be ful lled,
the packet is transformed into a loser. Together with Fact 1,this implies the following fact.

Fact 2 At any time, the number of zombies and representatives stadein a node is at mostB.

If a packet is injected into a full node, then the highest avalable loser will be selected to take
over its role (Fact 2 implies that this is always possible ifH > B ).

Our goal for the analysis is to ensure that a representative Bvays stays with its schedule as
long as this is possible. That is, each time the schedule mosgethe representative tries to move with
it, and otherwise it tries to stay at the current position of t he schedule. This implies the following
rules for a representativeR when the adversary o ers an option set containing one of its shedule
edgese = (v;w):

1. A packet is sent alonge: Then we always selectR to be moved alonge.

2. No packet is sent along edgee: If w has a loser, then the representative exchanges its role
with the highest available loser inw. In this case we will also talk about avirtual movement.
Otherwise, the representative is simply transformed into aloser. In this case, we will disregard
the rest of the schedule (i.e. we will not select a representave for it afterwards and the rest
of the schedule edges will simply be treated as non-schedugglges).

Furthermore, if a packet is sent along a non-schedule edge = (v;w), then we always make sure
that none of the representatives is moved out o/ but only a loser (which always exists if T is large
enough).

The three types of packets are stored in the slots in a particlar order. The lowest slots are
always occupied by the losers, followed by the zombies and ally the representatives.

Let hy be the height of nodev (i.e. the number of packets stored in the bu er represented ly
v) at the beginning of time step t, and let hS;t be its height when considering only the losers. The

. . ho, . .
potential of nodev at step tps denedas i = j;"l j = hi*1 and the potential of the system

2
atsteptisdenedas = |, .
First, we study how the potential can change in a single stepSince schedules are not allowed
to overlap, every option set contains either one or no scheda edge. To simplify the consideration



of these two cases, we consider the option sets given in a tingep one by one, starting with option
sets without a schedule edge and always assuming the worst®a concerning previously considered
option sets. Also, when processing these option sets, we ays use the (worst case) rule that if a
loser is moved to some nodav, it will for the moment be put on top of all old packets in w. This
will simplify the consideration of option sets with a schedde edge. At the end, we then move all
losers down to ful Il the ordering condition for the representatives, zombies, and losers. This will
certainly only decrease the potential. Using this strategy we can show the following result.

Lemma2. If T B+2( 1), then any option set that does not contain a schedule edge doe
not increase the potential of the system.

Proof. Consider any xed option set without a schedule edge. If no ede in the given option set is
used by a packet, the lemma is certainly true. Otherwise, lete = (v; w) be the edge along which a
packet is sent. Note that in this case,hyy hyt >T.If T B +2( 1), then even after 1
removals of packets fromv and the arrival of 1 packets atw, there are still losers left inv, and
the height of the highest of these is higher than the height ofw. Hence, we can avoid moving any
representative away from the position of its schedule and istead move a loser fromv to w without
increasing the potential. u

For option sets with a schedule edge (i.e. an edge that still &s a representative associated with
it), only a slight increase in the potential is caused.

Lemma 3. If T B+2( 1), then every option set that contains a schedule edge incress the
potential of the system by at mosfT + B +

Proof. Consider some xed option set with a schedule edges = (v;w). If e is selected for the
transmission of a packet, then we can send the correspondingpresentative alonge, which has no
e ect on the potential.

Otherwise, it must be that either = hyx hyx T or ¢>T and another edge was preferred.
In both cases, the representativeR for e has to be moved virtually or transformed into a loser.

First of all, note that our rule of placing new losers on top ofthe old packets makes sure that
the height of the representative inv does not increase. Furthermore, there are two ways fow to
lose losers before considering: either an unused schedule edge tav forced a virtual movement of
a representative tow, or a used non-schedule edge frorw forced to move a loser out ofw. Let
s be the number of edges with the former property and” be the number of edges with the latter
property. If w had r representatives (and zombies) at the beginning of, then it must hold that
r+s ( )+1 B to ensure that at the end of stept, w has at mostB representatives (the +1
isduetoe). Thus, r+s+° B+ 1. Hence, if there is still a loser left inw when consideringe,
the highest of these must have a height of at leash,,x (B + 1). Therefore, ifhyy B+
then it is possible to exchange places betweeR and a loser inw so that the potential increases
by at most

hy:  (hwt (B + 1)= ¢+B+ 1: 1)

If ¢ T,thisisatmostT+ B+ .If hyy <B + ,then it may be necessary to converR into
a loser. However, sincén,: hyt T, this increases the potential also by at mostT + B +
Otherwise, ¢ might be quite big, but in this case there must be some other ede ®= (v% w9
that won against e because o . Since o > T, v9must have a loser even if 1 losers already
left v0 and the maximum possible number of losers inv® was converted into representatives. In
fact, similar to w above, the height of the highest of the remaining losers inv® must be at least
hyot (B+ 1). On the other hand, w° can receive at most 1 other packets before receiving



the packet sent by €% So the potential drop due to moving the highest available Iser in v° to w°
is at least

(hyoy B +1)  (hwot + )=(hyyr hyo) B 2 +1 e B 2 +1: )

Subtracting (2) from (1), the increase in potential due to the given option set is at most (¢ + B +
1) (¢ B 2 +1)=2B+3 2.fT B +2( 1), thisisatmost T+ B+ . w

In addition to option sets, also injection events and the transformation of a zombie into a loser
can in uence the potential. This will be considered in the next two lemmata.

Lemma 4. Every deletion of a newly injected packet decreases the pat@al by at leastH B.

Proof. According to Fact 2, the highest available loser in a full noce must have a height of at least
H B. Since the deletion of a newly injected packet causes this $&r to be transformed into a
representative or zombie, this decreases the potential bytdeast H B. (Note that in case of a
zombie, it might be directly afterwards converted back into a loser, but this will be considered in
the next lemma.) u

If an injected packet is not deleted, this will initially not a ect the potential, since it will either
become a representative or a zombie. However, a zombie may loenverted into a loser.

Lemma 5. Every zombie can increase the potential by at modt B.

Proof. Note that zombies do not count for the potential. Hence, the aly time when a zombie
in uences the potential is the time when it is transformed into a loser. Since we allow this only to
happen if the height of a zombie is at mostH B, the lemma follows.

Now we are ready to prove an upper bound on the number of packstthat are deleted by the
balancing algorithm.

Lemma 6. Let be an arbitrary sequence of edge activations and packet imgjgons. Suppose that
in an optimal strategy, s of the injected packets have schedules and the othempackets do not. Let
L be the average length of the schedules.Hf B +2( 1), then the number of packets that are
deleted by the balancing algorithm is at most

L(T+B+ )
H B

Proof. First of all, note that only newly injected packets get deleted. Let p denote the number
of option sets with a schedule edge andl denote the number of packets that are deleted by the
balancing algorithm. Since

+Z:

{ due to Lemma 2 option sets without a schedule edge do not incese the potential,

{ due to Lemma 3 every option set with a schedule edge increasdlse potential by at most
T+B+

{ due to Lemma 4 every deletion of a newly injected packet deceses the potential by at least
H B, and

{ due to Lemma 5 every zombie increases the potential by at most B,

it holds for the potential  after executing that p(T+B+ )+z (H B) d(H B).
Since on the other hand 0, it follows that
p(T+B+ )
I

d 0B z:
Using in this inequality the fact that the average number of edges used by successful packets is
at most L, and therefore the number of injected packets with a schedd, s, satises s  p=L,
concludes the proof of the lemma. u



From Lemma 6 it follows that the number of packets that are sucessfully delivered to their
destination by the balancing algorithm must be at least
L(T+B+ )

+ B+
S+ z S ———  ~ + 7 H N=-s 1 w

H B H B H NG

where N is the number of (virtual) non-destination nodes. ForH L(T+ B+ )= + B thisis at
least (1 )s r for some valuer independent of the number of packets successful in an optinta
schedule. u

Next we demonstrate that the analysis of the T -balancing algorithm is essentially tight, even
when using just a single destination.

Theorem 2. Forany > O, T > 0,andL 1, the T-balancing algorithm requires a bu er size
of atleastT (L 1)= to achieve a more thanl fraction of the best possible throughput.

Proof. Consider a source nodes that is connected to a destinationd via two paths: one of length 1
and one of length C 1)=. Further suppose packets are injected at so that 1 of the injected
packets have a schedule along the short path and of the packets have a schedule along the long
path. Then the average path lengthis 1(1 )+ ((L 1)=) L. Since each time a packet is
moved forward along a node its height (i.e. slot number) mustdecrease by at leasfT, a packet can
only reach the destination along the long path ifs has a buer of sizeH T (L 1)=. Hence,
such a bu er size is necessary to achieve a throughput of morthan 1 . u

3 Unicasting without Admission Control

In this section we demonstrate that routing without admission control mechanisms seems to be
very di cult if not impossible, even in the adversarial unic ast setting, and even if an unbounded
(or extremely high) amount of resources for the bu ering is available.

We will start by de ning some properties of online routing algorithms which intuitively seem
to be necessary for the successful online delivery of pacletA priority function f :INg INg! INg
gets as arguments two bu er heights and outputs a number detemining the priority with which a
packet should be sent from one to the other bu er. In a balanchg algorithm that uses a priority
function f, the pair with the highest priority wins. We call f monotonic if for all hi;hy 2 INg,
f(hi+1;h2) >f (hishz) and f (hy +17h+1)  f(hy;hy).

Consider a routing algorithm that uses a monotonic priority function to determine a winning
bu er pair ( hy; hy) for each activated edge in the unicast model. Ity hy, no packet is allowed to
be sent. Otherwise, a packet for that pair (or none) may be sen but if the bu er corresponding to
h, is a destination bu er, a packet has to be sent for that pair. Intuitively, these rules seem to be
reasonable to ensure a high throughput, and we will therefae call this class of routing algorithms
natural algorithms.

We start with an observation demonstrating that for adversaries that are unbounded in their
injections it is necessary to drop packets in a natural routhg algorithm in order to make sure that
any of the injected packets can be delivered, even if only two dierent destinations are used. Note
that when we speak about algorithms that do not drop packets,this implies that they must have
su cient space to accommodate all injected packets.

Claim. For every natural algorithm that does not drop packets, there is an adversary for unicast
injections using just two di erent destinations that can fo rce the algorithm never to deliver a
packet, no matter how high the throughput of an optimal strat egy can be.



Proof. The adversary will simply pick one destination as the so-cded dead destination and will
inject so many packets into the system that whenever an edgesio ered, a packet will be sent for
the dead destination. Hence, the adversary can prevent paeks from reaching the good destination,
although there may be plenty of opportunities, had the good @ackets been chosen. On the other
side, the adversary will never o er an edge directly to the dexd destination. Hence, no packet will
ever get delivered. u

Thus, unbounded adversaries seem to be di cult to handle without allowing packets to get
dropped. However, what about \friendly" adversaries, i.e. adversaries that only inject packets so
that when using an optimal algorithm, only a bounded number d packets are in transit at any
time without deleting any? We show that also in this case somenatural algorithms have severe
problems if packets cannot be dropped.

Theorem 3. If the adversary is allowed to inject packets for more than oa destination, then the
adversary can force theT -balancing algorithm to store by a factor of (2"4) more packets in a
bu er than for an optimal algorithm.

Proof. (Sketch) For the proof it is su cient to use two destinations , a and b, and to setB = 1.
Given a nodev, the height of its a-bu er is denoted by h,(v) and the height of its b-buer is
denoted by hy(V).

We show the theorem by complete induction. Suppose that we a@aconstruct a scheme using
2(5+2i) nodes with two nodesv(® and v so that h,(v(*)  H; and hy(v/*) =0, and h,(v?) =0
and hb(vi(b)) Hi, whereH; = 2" maxf4T;3g (2' 1)(2T +1). Then we can show that 4 more
nodes su ce to identify nodes so that the hypothesis above ato holds fori + 1. The basic idea
is to create \copies" u; and up of vi(a) and vi(b) and then to inject schedules fora-packets (resp.

b-packets) with path (vi(fi ; Up; Ug; @) (resp. (vi(f)l ; Ua; Up; b)). u

The theorem implies together with the results in [7] that only for the case that we have a
single destination, the T -balancing algorithm without a dropping rule can be space-eient under
friendly adversaries.

What about other natural algorithms studied in the literatu re such as algorithms based on
exponential priority functions (e.g. [10])? A routing algorithm is called stable if the number of
packets in transit does not grow unboundedly with time. In order to investigate the stability of
natural algorithms, we start with an important property of n atural algorithms that allows us to
study instability in the option set model (suggested in the proof of Theorem 1) instead of the
original unicast model, which is much more di cult to handle .

Theorem 4. For any natural deterministic algorithm it holds: If it is no t stable in the option set
model, it is also not stable in the adversarial unicast model

Proof. (Sketch) We only show how to get from the anycast to the unicas model. See [8] for details.
Consider any natural deterministic algorithm A that is instable in the anycast setting. Let V

node for packets originally having destination setD;. Let S be the strategy that caused instability
for A in the anycast model. We simulateS until a packet of type i is supposed to reach one of its
destination nodesD;. Instead, we will o er now an edge to d;. If this edge is taken by a packet of
type i, we continue with the simulation.

Otherwise, it follows from the de nition of a natural algori thm that another packet must have



to increase by one. Then, we remove all packets fronV by o ering again and again edges to
destinations d; and start from the beginning with the simulation of S.
Thus, either we obtain a perfect simulation of S for the unicast case, in which caseA will

simulation attempt, which will also cause A to become instable. This completes the proof. u
The theorem allows us to show the following result.

Theorem 5. Natural routing algorithms which are based on exponential fority functions are not
stable.

Proof. By algorithms with exponential priority function we mean al gorif_hms using the potential
drop f (hy;h2) =( (hy)+ (h2)) ( (hy 1))+ (hy+1))with (h)= le e ' forsome > 0
to determine the priority of a packet movement.

We will show that this rule can cause packets not to be deliveed under certain circumstances,
and that these situations can be generated arbitrarily often. We assume that the nodes are sorted
according to their heights with hy 1 hy 2 i hy  hg and that node 0 is the destination
node.

Lemma 7. If the height di erence between node(N 1) and nodelis hy 1 h; M,

new packet can be injected without any packet leaving the $gm.

a

Proof. We assume that the adversary injects a new packet into node lwhich stores the lowest
number of packets and has heighth; before the injection of the packet. Then the adversary o ers
an option set with the two links f(N  1;1); (1; 0)g. This option set is a valid schedule for the newly
injected packet. The algorithm, however, will choose link N 1;1)ife ™ 1 e (*D) >e M o
which is true if hy 1 hy > e u

The important observation from the previous lemma is that the necessary height di erence
between the two nodes does not depend on the actual height ohese nodes. If it is always possible
to create this xed height di erence for a given algorithm and a given number of packets in the
system, then the algorithm is not stable. In the next lemma wewill show that this is the case.

Lemma 8. Given a network with at least +1 nodes it is possible to achieve a di erence in height
of at least packets between the node with the highest number of packetslahe non-destination

node with the lowest number of packets without reducing theumber of packets, or the algorithm
is instable.

Proof. Pick a setS of non-destination nodes, and consider the following strateg: Suppose that
there are two nodes inS of equal height, sayv and w. Then we inject a packet inv and o er the
option set f (v; w)g. If the algorithm sends a packet, we o er the option setf (v;0)g and otherwise
the option set f (w;0)g. This ensures that the injected packet will have a schedulen any case
and tffg,at the number of packets in S does not change. Furthermore, using the potential function
u= ih:”1 i, one can show that this operation increases the potential irS.

Hence, either the number of packets inS goes to in nity or there cannot be two nodes in S
of the same height any more. In the latter case, this means thiathe highest and lowest node inS
must have a di erence of at least . u

We now assume that we have a network with at least™ ¢ + 1 nodes. From Lemma 8 we

know that in this case a height di erence of at least Inte*1) can be created.

After this, the adversary repeats the strategies in Lemma 7 ad Lemma 8 again and again.
With every iteration, the number of packets in the system will increase by one, which proves the
theorem. u



The proof of the theorem immediately implies the following result.

Corollary 1. Natural routing algorithms which always prefer the bu er with the largest number
of packets are not stable.

We conjecture that any (natural) online algorithm is either instable or requires an exponential
bu er size to be stable under friendly adversaries, which wald imply together with Theorem 1
that the ability to drop packets can tremendously improve the performance of routing algorithms.

4 Conclusions and Open Problems

In this paper we presented a simple balancing algorithm for aycasting in adversarial systems.
Many open questions remain. Although our space overhead isl@ady reasonably low (essentially,
O(L=)), the question is whether it can still be reduced. For exampe, could knowledge about the
location of a destination or structural properties of the network (for instance, it has to form a
planar graph) help to get better bounds? Or are there other potocols that can achieve a lower
space overhead in general?
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