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Abstract

We presenta monitoringsystenfor a dynamicnetwork,
in which a setof domainnodessharesthe responsibility
for producingandstoringmonitoringinformationabouta
setofvisitors. Thisinformationis storedpersistentlywhen
the setof domainnodesgrowsandshrinks.Sud a system
can be usedto store traf ¢ or otherlogs for auditing, or
can be usedas a suboutinefor manyapplicationsto al-
low signi cant increasesin functionality and reliability.
Thefeatuesof our systenmncludeauthenticatingvisitors,
monitoring their traf ¢ throughthe domain,and storing
this informationin a persistent,efcient, and seachable
manner The storage processis O(log n)-competitivein
the numberof network messges with respectto an op-
timal ofine algorithm; we showthat this is as good as
anyonlinealgorithmcanachieve, andsigni cantly better
than manycommonlyusedstrategiesfor distributedload
balancing

Keywords: monitoring, audit logs, survivable storage,
network intrusiondetectionemegeng communication

1 Intr oduction

This papemresents theoreticallywell-founded prov-
ably ef cient monitoringsystemover a dynamicoverlay
network. A monitoring systemcollectsand storesinfor-
mationaboutvisiting participantdn anetwork. Theinfor-
mationis madeavailableuponrequestandcanbe subse-
quentlyanalyzedandusedfor arny purposeby anadmin-
istrator, for exampleto assignor revoke certainprivileges
for speci ¢ monitorednodeswhich have behaedwell or
badly.

A monitoring systemcan be run on a single machine
or on several machinegnodes)connectedhrougha net-
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work. We assumethat sucha network is dynamic,i.e.,
it constantlychangests characteristicsin particular we
focusourattentiononunreliablewirelessnetworks,which
canbestructurede.g.,P2P)or unstructurede.g.,ad-hoc),
thatsupportavery dynamicervironmentwherenodescan
leave or join andare allowedto move from one point to
another

The set of nodesforming the monitoring systemis
called domainand the nodesinside the domain are re-
ferredto asdomainnodes.Thenodesbeingmonitoredare
known asvisitors, andareconsideredo beoutsidethedo-
main. We useanadwersarialapproachwhich considersan
adwersarythatis ableto disconnectary targetednodesof
the domain. However, we assumehat the attacler is not
ableto impersonateary domainnode. In particular we
assumehatanattacler cannotcompromiseatrustednode
to theextentthatsecrekeys of thatnodeareexposed.

1.1 AssuranceArgument

Thegoalof this papelis to guarante¢he collectionand
availability of monitoringinformationfor actwity by vis-
itors in a network. Our solution usesa dynamicset of
domainnodego sharethetasksof monitoringthevisitors
andof storingthe generatednonitoringinformation. This
information canbe usedfor the detectionof a variety of
threats,someof which are discussedn the paper More
directly, thetechnicalcontritutionsof the paperconsistof
preventingdisruptionsof the monitoringprocess.Sucha
disruptioncouldhave signi cant securityimplications de-
pendingon the application.For example,whenusingour
systemto aid network intrusiondetection,a disruptionof
monitoringcouldallow attaclersto causesigni cant dam-
agein thenetwork beforebeingdetected.

Thethreatgo the monitoringprocessaddresseby this
papertake threeprimary forms. First, attackscan cause
nodefailuresin the systemwhich may causedatalossor



other disruptionsof the storageprocess. The technique
presentedn this papersolvesthis problemby providing
amechanisnfor ef cient datareallocationacrossdomain
nodejoins andleaves, and can also supportabruptnode
failuresthroughredundang in connectionanddatastor
age. The provable ef ciency of the reallocationprocess
alsoreducegheability of attaclersto overloadthesystem
by causinghrashingrepeatedlyoringingdown and/orin-
sertingdomainnodedo causesxcessve datamovements).
Second excessve information can be generatedhrough
maliciousoveractvity to overloada monitoringnode.Our
techniquesolvesthis by distributing the monitoringinfor-
mation acrossall participantnodeswithout overloading
ary; the informationis distributed as closedpages(with
no later additionsor modi cations) sothat x edamounts
of storagecanbe used. Third, nodescanattemptto hide
themseles to avoid identi cation and monitoring. We
presenine methodfor preventingsuchstealth,designed
for very low powereddevicesandsmall networks suchas
would be usedin an emegeng communicatiorsystem;
similar methodsarepossiblein largernetworks of devices
with greatercomputationalability using fairly standard
cryptographidechniques.

We claim that no monitoring information is lost un-
derthe assumptiorthat nodesdepartgracefully (with ad-
vancenotice),or thatwith high probabilitynoinformation
is lost when nodesare allowed to departwithout notice;
in additionto this we claim thatno nodeis ever asledto
storemoreinformationthanit is capableof storing(or has
statedthatit is capableof storing). We alsoclaim thatno
traf c is allowedto travel throughthe domainnodesthat
is unmonitored. We assumethat we have a reliable and
trustedsupervisomodeto managehe organizatiorof the
network of domainnodesthoughwhena multicastgroup
of sparesupervisorss keptonly one needsto remainto
keepthesystemintact. We alsoassuméehatdomainnodes
aretrusted(thoughthey do notneedto bereliable).

Attempts to tamper with the systemor bypassthe
monitoringactivity aremetwith cryptographicsolutions.
Methodsfor authenticatiorensurethat visitor nodesare
identi ed beforebeingallowedto communicatemessage
encryptionwithin the network ensureghat no node can
impersonate domainnodeor sendmessagethroughthe
domainnodesexceptthroughthe propermonitoring pro-
cess.While therearemary valid solutionsto theseprob-
lems,a samplesolutionbasedon low-poweredsmall net-
works (suchas ad-hocnetworks of cellular phonesand
PDA's)is presented.

1.2 Applications

Dependingon how the information collectedby the
monitoring systemis used,thereare several applications

that could bene t from our stratgyy. In this sectionwe
considethreesuchapplicationspersistenauditlogs,net-
work intrusiondetectionandemegeng systems.

PersistentAudit Logs. Audit logsof activity in networks
canbeconsideredtypeof monitoringinformation,soour
systemcanbe usedwith no modi cations to addresghis
concern.Thegenericmonitoringprocessnvolvesusinga
domainnodeto interceptvisitor traf c andprocesst to ac-
quiretheapplication-de nedmonitoringinformation;this
canbe usedto performary desiredauditing. Our system
producesauditinformationlocally andthenstoresit per

sistentlyandef ciently in a highly dynamicsetof nodes.

Network Intrusion Detection. Theprimarygoalof anet-
work intrusiondetectionsystemis to collectinformation
onentitiesspeci ed by a systemadministratoor by a pol-
icy andto analzethis informationagainsta setof Iters.
Eachnodein the network contributesto the collectionef-
fort. Therearetwo typesof network detectionsystems,
dependingon wherethe analysisoccurs. In the rst type
of system,nodescollect the informationandsendit to a
centraldatabas@vheretheinformationis analyzedlIn the
secondypeof systemgachnodeanalyzegheinformation
locally andnoti es all nodesf aproblemis found.

Our systemcould be usedas an information collector
for asystemof the rst type. Network intrusiondetection
systemdocuson protocol o w analysiswith the purpose
of determiningvhethersomeentity hasattemptedo gain,
or hasgained,unauthorizediccesgo the systemjour sys-
temwould provide the intrusiondetectowith the needed
informationto performits analysisandwould ensurehat
theinformationwasnot lost. Our modelallows adwersar
ial disablingof nodesn the network withoutlosinginfor-
mation. Therefore pur monitoringsystemcombinedwith
network intrusion detectiontechniquescan be usedas a
survivableintrusion detectorthat can withstandnetwork
failuresandmaliciousnodedisabling.

Emergency System. In emegeng situations,suchas
transportatiorstrikes, terrorismattacks,and natural dis-

astersan emegeng responsenformationsystemis em-
ployed to coordinatethe actiities of several individuals
from differentorganizations.Emegeng systemsarede-
signedas structuredgroup communicationsystemswith

anintegratedelectroniclibrary of externaldataandinfor-

mationsourceg37]. Futurescenariognayforcesuchsys-
temsto extendtheir requirements$o considemew threats
that were not consideredbefore. For example, terrorist
organizationscould createan emegeng situationandat
the sametime destry any communicationsystemsused
by rescueor reportingteamsconsequenthamplifying the



terror effect. A communicationinfrastructureis a rela-
tively easytarget and canbe disruptedwithout muchef-

fort. Thus,emepgeng systemshouldnotrely exclusively

on communicationnetworks containingcritical compo-
nentswith geographicallyx ed positions.Evendistribut-

ing acomponenby splitting its role amongseveralnodes
spreadaroundthe globe may not be sufcient, sinceit

is possibleto isolatean entire geographicareawherethe
emegeng is takingplace.Evenif therestof thecommu-
nicationnetwork works properly outsidethis areathanks
to thedistribution,localemegencg operatorgsuchasres-
cue teams)will not be ableto communicatewithin the
area. Next generationemegeng systemsmust be de-
signedto supporta dynamicsetof memberghatincludes
low poweredandsporadicallyconnectegbarticipantsuch
ascellularphonesandPDAs; systemsnustbeableto use
whatever resourcesre availableand mustbe ableto tol-

eratetheirweaknesses.

Currentemepgeng systemsare closedby design,i.e.,
only a predeterminedset of experts are allowed to ex-
changenformation[37]. However, it is impossibleto pre-
dict how a crisis situationmight evolve. It is impossible
to completelypredeterminghe rolesandresponsibilities
of participantsin the network or eventhe setof individu-
als or organizationsallowed to usethe system. An open
approachwould provide severalbene ts by allowing new
memberdrom differentorganizationdo usethe commu-
nicationinfrastructureprovided by the emegeng system
and contribute to the crisis managemenprocess. How-
ever, externalmembergi.e., memberghatareallowedto
usethe systemonly becausef the emegeng situation)
shouldatleastinitially berestrictedor monitoredto avoid
ary aluseof the network.

Our monitoringsystemallows untrustechodesto com-
municatewhile enforcingthattheir behaior is monitored
by the domainnodes. Furthermore pur systemis toler
antof changego the setof trustedparticipantsaswell as
to a wide rangeof capacities.This makesit particularly
suitablefor servingasthe monitoring processfor future
emegeng communicationssystemsrunning on ad-hoc
networksthatallow openbut monitoredcommunication.

1.3 RelatedWork

Emegeng communicationsystemsare becomingin-
creasinglypopularbut, to thebestof ourknowledge,none
of the existing and proposedsystemsoperatesover a dy-
namic network and provides an openaccessolicy that
allows visitors to communicatesee[37] for a surey of
existing emegeng systems.

Therehasbeenextensie researchn intrustion detec-
tion for at leastthe pasttwenty years,seefor instance
[1,4,7, 14,15, 16,17, 19, 21, 22, 32, 38]. In particular

intrusiondetectionfor distributedsystemsds avery actve
researclareaandseveralsystemsave beenproposedhat
canbe classi ed basedon the approachemployed by the
detector For instance,DIDS [33] and NSTAT [18] are
systemdasedn the centralizedanalysisapproactwhere
audit datais collectedon individual nodesand thenre-
portedto a centralizedocationwheretheintrusiondetec-
tion analysiss performed.n GrIDS[34] andEMERALD
[26], systemsasedonthehierarchicalnalysisapproach,
auditdatais collectedandanalyzedby eachnodeandthe
resultsof the analysisis reportedaccordingto somehier
archicalstructure.

The technicalcontribution of our paperis represented
by the load balancingandrecovery mechanismsuilt on
top of the overlay network SPON[29], which was de-
signedfor reliablebroadcastingn dynamicnetworks. Ex-
tensie researcthasbeenrecentlycarriedout on the de-
sign of overlay networks that supportarrivals and depar
turesof nodes.Recentsystemsrojectson suchnetworks
include Freenet[9], Ohaha[24], Archival Intermemory
[8], andthe Globesystem3]. Theoreticallywell-founded
peerto-peernetworks have alsobeenpresentedsuchas
Pastry[30], Tapestry[20], Chord[36], anda network pre-
sentedby Pandurangaret al. [25], along with SPON.
With the exceptionof SPON,the topologiesof thesenet-
works are basedon either DNS-like, hypercubic,or ran-
dom constructionsyhich are eithernot useful or far too
comple for our particularervironment. Recently a new
backup systembasedon peerto-peeroverlay networks
hasbeenproposedn [10], similar to an approachprevi-
ously suggestedn otherworks, including, for example,
[5, 11, 12, 28, 31]; thescopeof thesesystemss to backup
entire le systemsThestoragecomponenbdf our system,
designedsolelyto storemonitoringinformation,allows us
to ful ll our requirementavhile achieving provableef -
ciengy, which moreexpensve systemscannot.

1.4 Problemdescription

We assumehattherearetwo differentkinds of nodes,
visitors and domainnodes and that the visitors are un-
trustedandthe domainnodesaretrusted. The taskof the
domainnodesis to monitor all activities of the visitors
which involve the network. They alsostorea distributed
databaseontainingrecordedmonitoringinformation for
all visitors.

Therearethreecomponentso this monitoringprocess:

1. All traf ¢ of thevisitor hasto beintercepted.

2. Theinterceptedrafc mustbeprocessedo produce
relevantmonitoringinformation.



3. Thisinformationmustbe storedpermanently

This paper focusesprimarily on the last of these,
proposinga distributed databaseand algorithmsfor the
storageof this information. The requirement®f sucha
databasareasfollows:

1. Authentication: Thesystemmustbeableto identify
visitors accuratelyto ensurethat storedinformation
canbe correctlymatchedo avisitor.

2. Searchability: The databasenustbe searchablein
the sensethat an administratormustbe able to ac-
quire all informationabouta particularvisitor wish-
ing to connecto the network.

3. Persistence:The databasenustbe persistentjn the
sensethat no entriesin the databasecan be lost by
network disruptions.

4. Ef ciency: The algorithmsfor maintainingandus-
ing the databasahouldrun with minimal communi-
cationandcomputationabverhead.

1.5 Model

We assuméhatwe have availablea dynamicsetof do-
mainnodeswvhichcanbeusedo storethedatabaseThese
nodesmaydepartthe network atary time, but for mostof
this paperwe assumehat node departuresare graceful
or thateachnoderequestgpermissionto departanddoes
soonly whentold. This allows the analysisto be lessde-
pendenbn a sensitve failure modelfor nodes.It is nota
limiting assumptionasthe algorithmspresentedherecan
be extendedhroughredundang to limit the probabilityof
nodefailurethroughungracefudeparturesSeeSection5
for details.

For clarity we will notconcernourseheswith network
layerdetails.We assumehatall domainnodesparticipate
in somenetwork which supportsbroadcastand unicast
messag@assingif theunderlyingnetwork supportsonly
unicasting,a separatéSPON can be usedfor broadcast-
ing. We do not consideldateng acrossedgesgdgeband-
width, or edgefailures. The performancemetric we are
concernedvith is the numberof bits transferredhrough
thenetwork in themonitoringsystemwhichincludescon-
trol informationand ary datamovementsusedto rebal-
ancethe systemor to move datato a new nodeor from a
departingnode.

We assumehat eachdomainnode hasa limit on its
capacityfor storage,to make the storageproblemnon-
trivial; for analysispurposeswe will assumethat these
capacitiesareidenticalfor all nodesbut the systemfunc-
tionswithoutmodi cation with varyingcapacitiesWe as-
sumethatthe sumof the capacitieof thedomainnodess

morethanthe amountof information being storedin the
databasesothatthe systemneverrunsout of space.

We assumean adwersarialevent model, wherean ad-
versaryis allowed to requestnodejoin andleave events.
This adwersarycan be used,for example,to always re-
questthatthe mostheavily loadednodeleave, causingall
thedatastoredat the nodeto be movedelsavhere.Within
thismodelwewill prove competitveratioscomparingour
algorithmto anoptimalof ine algorithmwhichknowsthe
entire sequencef events. More detailson this analysis
methodcanbefoundin Sectior4.1.

We assumehatthereis asinglesupervisonode which
canbe of low bandwidth,storage and processingpower.
To ensurereliability, we alsoassumeéhata constant-sized
multicastgroup of sparesupervisomodesis maintained.
When communicationsare sentto the supervisorwe as-
sumethey are sentto the multicastgroup address. All
nodedn thegroupexcepttheactive supervisoignoretraf-

¢ in thegroupnot sentby the active supervisor Theac-
tive supervisomulticastsupdatesn its storedinformation
to the groupto keepthe sparesup to date;thenif theac-
tive supervisorfails, any one of the sparescantake over
transparently Centralorganizationis integral to the per

formanceof our algorithms;thereareno known symmet-
ric techniquesvhich satisfyall our requirements.

1.6 Newresults

We presenta designfor a systemwhich is capable
of authenticatingvisitor nodes, monitoring their traf c
througha network of domainnodesandstoringthis mon-
itoring informationin a persistentand ef cient manner
Thesystemsupportsearchingor datacollectionthrough
network broadcast.Our systemcanbe usedasa compo-
nentof anemegeng communicationsystemor anintru-
sion detectionsystemor mary other systemsgdepending
ontheanalysisperformedon the collectedinformation.

Our systemprovidesan online algorithmfor datastor
agewhich is O(log n)-competitive againstan optimal of-
ine algorithm', or that ary algorithmwhich knows the
future sequencef visitor communicationsandnodede-
parturesandjoinsis atmostafactorof O(log n) moreef -
cientin network communicationwheren is thenumberof
domainnodegor themaximumnumberin arelevanttime
interval). Furthermorewe show thatthis competitve ra-
tio is asymptoticallyasgoodasary onlinealgorithm(one
whichdoesnotknow thefuture),andis notablybetterthan
mary commonlyusedstrateies.

1seeSectiond. 1 for amorethoroughdescriptiorof competitie anal-
ysis



2 SystemOverview
2.1 Motivation

Clearly the nearestdomainnodeto the visitor at the
time of communicatiormustbe the oneto interceptthe
visitor's messagessinceif the messagepassedhe rst
domainnodewithout beingcaughtthey would be consid-
eredto have enteredhenetwork withoutbeingmonitored.
Beyondthis, therearea numberof simplesolutionsto the
problemgdescribedbosewhichfail to achievethedesired
objectives;theirfailingsmotivateour solution.As oneex-
ample, after being producedall monitoring information
for all visitors could be immediatelysentto a single do-
main nodeto be stored. This is unsatiséctory becauseét
would almostcertainlyoverloadthe node.Obviously, it is
betterto divide the datastorageamongall domainnodes.
Onemethodwould beto selecta singledomainnodefor
eachvisitor, for examplethroughdistributedhashing[36,
andto sendall monitoringinformationto thatnode. But
somevisitors may generatanuchmoremonitoringinfor-
mation than others,and some domain nodesmay have
multiple high traf ¢ visitorsassignedo them,potentially
exceedinghe capacityof thenode.

Another solution is to let the domain node nearest
the visitor storethe monitoring information for the vis-
itor. But the visitor may move to otherplacesin the net-
work, andthenearestiomainnodemaychangdrequently
The monitoringinformationcould be exchangedbut this
would generatesigni cant communicatioroverhead.The
monitoringinformation could be left at the domainnode
that collectedit, and collectedonly when needed;this
sa/es unnecessarynessaggassing,but can causeload
imbalancesndcanexceedthe capacityof domainnodes.

Thesystenpresentedh thefollowing sectiongloesnot
have ary of the problemsof thesestrateies.

2.2 Components

This sectiondiscusseshe visitors, the domainnodes,
and the supervisor mentioningtheir responsibilitiesand
providing sampleinterfaces.

2.2.1 Visitors

The visitor is responsibldor authenticatingts messages
by signing them, so that a domainnodereceving them
canproperlymatchthetraf ¢ to thenode. Any unsigned
messagefom avisitor areignored.

VISITOR INTERFACE

sign(): authenticatéself in its messages

Guard Vault

Applications
Manager Process

Monitoring Transport Layer

Figure 1. Layers of the Secure Monitoring
Protocol

2.2.2 Domain nodes

An overview of the protocolfor anordinarydomainnode
is givenin Figurel.

The monitoring transportlayer receves all messages
arriving from the network. It passesmessagesvhich
arenot valid domainmessage$o the guardprocessand
routesvalid domainmessageto the guardandvault pro-
cessesandto ary applicationsn use(andto thesupervisor
processn the supervisomode)accordingo their destina-
tion. It alsosignsall messagefrom the node,from ary
processto markthemasvalid domainmessages.

MONITOR TRANSPORT LAYER INTERFACE

sign(): sign all outgoing messagesas valid
domainmessages

routg)): routeincoming message$o appropriate
processes

“Monitor: destructomprocessgalls otherdestrucH
tors

The guardprocessveri es theidentity of a visitor and
clearsit with the supervisorwhenit rst connects. On
the rst andsubsequentonnectionsthe guardforwards
thevisitor's messagemmto the network, andalsoproduces
monitoringinformationaboutthe visitor's messagesWe
use a single guard manayer in the domainnode which
spavnsindependenguardprocessefor eachvisitor con-
nectingthroughit.



GUARD MANAGER INTERFACE

nen(): spavn a new guard processto handle
anew visitor

deletd): deleteaguardprocess
“Guard-Manager: destructorprocess,deleteall
guards

GUARD INTERFACE

ched():
visitor
monitor(): producemonitoringinformation
forward(): senda visitor's messagehroughthe
network

page(): requesta nodeto sendmonitoringinfor-
mationto

upload): sendmonitoringinformationto avault
“Guard: destructomprocesssendpartialinforma-
tion to avault

query the supervisor regarding a

Thevaultprocesss responsibldor the storageof mon-
itoring informationassignedo it. It alsoparticipatesn an
overlay network organizedinto a distributedheapfor the
purposeof allocatingmonitoringinformationto vaultsin
abalancedvay.

VAULT INTERFACE

join(): join aheap

leavd): leave aheap for examplewhenfull
page(): requesta nodeto sendmonitoringinfor-
mationto

move(): move datato anothewvault

heapify(): rearrangeavith neighborsn heap
seach(): searchlocally storedinformationfor a
speci c node

write(): write monitoringinformationlocally
“Vault: destructor;call leave(), move dataaway
with page(Jandmove()

2.2.3 Supelvisor

Thesupervisois asingledomainnodeknown by all other
domainnodes,andis alsoa processunningon thatnode
which performsthe supervisoifunctions. The supervisor
processenesasthemaintaineiof theheapof vaultnodes.
It alsostoresa blacklistof visitors which arenot allowed
to sendmessagethroughthe domain,thoughit is notre-
sponsiblefor determiningthe list; trafc analysisis be-
yondthe scopeof this paper

For fault-tolerancewe usea constantsized multicast
group as the network supervisaor A single nodein the

groupsenesasthe active supervisorandthe othernodes
ignoremulticastmessagefrom outsidethe group. When
the active supervisorchangests storedinformationabout
thenetwork, it multicastsheupdatego theothernodesn

the group; if the groupis constant-sizedhis is at mosta
constantmultiple overheadlf theactive supervisoshould
fail any nodein the groupis capableof taking overtrans-
parentlyandwith no communicatioroverhead.

SUPERVISOR INTERFACE

inserf(): addavaultto thebackupheap
remwg(): remove avaultfrom its heap

che(): seeif avisitoris in theblacklist
update-lisf): updatethe blacklistwhentold
get-lightesf): returnthe top vault in the active
heap

switch-heapf): activatethebackupheap

2.2.4 Administrator

The exact functioning of the administratoris beyond the
scopeof this paper In general the administratoiinitiates
datacollectionthroughbroadcastshroughthe domain,in
orderto retrieve all monitoringinformationabouta setof
visitors. If broadcastings not a primitive in the domain,
a stratgy suchas[29] canbe usedto perform reliable
broadcastingisinga unicastprimitive.

2.3 Flow path of messages

Messagesan be freely exchangedbetweendomain
nodes A messagé&om avisitor nodeis stoppedatthe rst
domainnodeit reachegwhich may changeover time as
thevisitor anddomainnodesmove around),andthe node
determinesvhetheror notto let thevisitor sendto thenet-
work by contactingthe network supervisor The domain
nodemonitorsthe traf ¢ of the visitor afterit is cleared
by the supervisor Monitoring informationis distributed
throughthe domainby being sentpiecemeathroughthe
network to vaults, and can be accessednd usedby an
administratorfor exampleto updatethe network's accep-
tancepoliciesfor visitors.

A sampleoverview of the o w of amessagés givenin
Figure2.

3 Algorithms
3.1 Cryptographic Algorithms

Effective monitoringis only possiblef untrustechodes
cannotcreatemultiple or falseidentities,andif the com-



. Supervisor
O Vault nodes
O Domain nodes

Figure 2. The o w of a message from a vis-
itor through the network to another visitor .
The solid path is the message path, and the
dotted path is the path of some monitoring
inf ormation.

pletetraf c to andfrom an untrustednodeis monitored,
ltered, andstored.

Centralrequirement$or a monitoringsystemare:

1. Untrusted nodes must be uniquely identi able.
This can be achieved via a wide rangeof standard
authenticatioriechniquesfrom passverd-basedys-
temsto digital certi catesthat bind nodeidenti ers
to publickeys. (Thisis similarto the uniquenetwork
identi er in intrusiondetectionsystemg33, 18].)

2. Domain nodesshould be able to communicatese-
curely. Domain nodesshould be able to commu-
nicate so that outsiderscannotread, modify or in-
ject messages.This can be achieved via standard
techniquesalthoughtechniquesasedon public-key
cryptographyshouldbe kept at minimum whenever
domainnodesare mobile, sincemobile nodesoften
rely onbatterypowerwhich canbeconsumedapidly
by CPU-intenste operations.

Dependingnnetwork conditionsthereareanumberof
standardsolutionsto theserequirementsncludingpublic-
key cryptographysharedkeys, andgroupkey communi-
cationprotocols.In Section6 we discussa setof solutions
to thesassuesgdesignedor asingleapplication. Thissec-
tion by nomeangepresenttheonly wayto implementhe
generakystempresentedh this paper

3.2 Data ManagementAlgorithms

3.2.1 Guards, pagesoflogs,and temporary pagestor-
age

As the guardmonitorsthe visitor, it storesthis informa-
tionin atemporary x edsizepageof storagespacewhen
this pageis lled, the guardrequestsa destinationfrom
thesupervisothroughpage(), recevesanetwork address,
and calls upload() to sendthe pageto the addresgo be
storedin thatnodes vault processTheguardstemporary
pagecanthenbe erasedandreused. Collectingthe data
into pagedmprovestheef ciency of thesupervisorsince
eachstoreoperationncludesacertainoverheactostinde-
pendenibf theamountof databeingstored.But if a page
is too large, or if all datais storedat the guard,thenthe
load canbecomeunbalanced.

3.2.2 Vaults and SPON-basecheaps

For permanenstorageof pagesyaultsareorganizednto
heapsbasedon the SPON network presentedn [29].
SPONstanddor “Supervised®eerOverlayNetwork”, and
is atopologyandalgorithmsto maintainabroadcastjroup
in a dynamic network where nodesjoin and leave fre-
quently The SPONtopologyincludesa single reliable
supervisoy which is responsiblefor network repair and
for initiating broadcasimessages.The supervisorstores
2logn root slotsorganizednto logn pairslabelledfrom
Oto(logn 1). Theseslotseachcaneitherholdanodeor
be empty; a nodein aroot slot is a root node andother
nodesare tree nodes If a slotin pair i holds a node,
thenthis nodeis the root of a distributedfull binarytree
of depthi; it maintainsa connectionto two othernodes,
eachof which maintainsa connectiorto two othernodes,
andso forth. This is aninvariantin the structureof the
network, suchthatafterjoin andleave operationsarefully
processedhis condition still holds. The relevant prop-
ertiesof SPON are that eachnode hasa constantmax-
imum degreé€?, the network hasO(log n) diametey and
nodejoin andgracefulleave operationscanbe fully pro-
cessedn O(1) roundswith O(1) messagegwith verylow
constants).

In this papemwe considerright siblingsof rootnodesn
the SPONtopologyto be parentsandleft siblingsof root
nodego bechildren,sothatnodesareonly connectedo a
singleparentandhave up to threechildren,andall nodes
but the rightmostroot node have a parent;this doesnot
changethe functionality of the network in arny way, but
allows usto treatthe entiregraphasasingletree.

2The supervisorstoresthe slotsandthe nodeswithin them,but only
needsto maintainan edgeto the endnodes thoughit communicatedn
responséo adirectcontactwith othernodes.
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On top of this topology a heapis maintained,where
heapingis performedaccordingto the maximum space
available at a node, suchthat eachnode hasat leastas
muchfree spacefor storageasits children. This is done
throughthe heapify() calls of eachnode,which needto
occuronly whenanodejoins or leaves(whenits replace-
mentis inserted)or whena nodeis givenadditionalload.
An insertednodequeriesits new parentandchildren (as
applicable).If it hasmorefree spacethanits parent.they
exchangeplacedy exchangingadjacennhodeinformation
andinforming their neighborsaswell; this requiresO(1)
roundsandmessageslhenthenodecontinuesto moveit-
selfupthetreequeryingits new parentandexchangingun-
til aterminallocationis found; eachroundrequiresO(1)
messageandroundsof communicationandthe supervi-
sordoesnot needto beinvolvedin ary of the operations.
If aninsertechodeor anodegivenadditionalloadhasless
free spacethanits children, it exchangeglaceswith the
child of mostfree load, and continuesto query its new
childrenandexchangeuntil it is in place. In this way the
root of therightmosttreeis alwaysthe nodewith the most
room.

3.2.3 Typesof vaults and heaps

There are threetypesof vaults: old, spare, and active
Therearealsotwo separatdheapsmaintainedn the sys-
tem, the active heapandthe badkup heap. Active vaults
areconnectedo theactive heap,andsparevaultsarecon-
nectedto the backupheap;old vaultsarenot in a heap.
Theroot nodeof the active heapis sentby the supervisor
to thenext guardnodeto requeststoragefor a page.

3.3 Eventprocessing

Thereareseveral eventswhich may occur The events
andtheprocessefor handlingthemareasfollows:

1. First contact: A visitor contactsa domainnode
which is not currently monitoring it and wishesto
connecto the network.

The guard monitor running on the domain node

spavns a new guardprocessfor the visitor. If too
mary guardsare running, the guard managercan
delete the least recently accessedgyuard to make
room. The guardprocesscheckswith the adminis-
trator to seeif the nodeis allowedto participate. If
okay, thenthe guardcreatesatemporarypagefor the
nodeandbegins monitoringit.

. Stopcontact: Avisitor currentlybeingmonitoedby

a guard nodemovesto anotherguard nodeor leaves
entirely.

Theguarddoesnot needto performary actionto re-
spondto this. It maynotevenbeableto detectsuch
movement.

. Guard'stemp pagefull: Thepage beingusedby a

guard to monitora node llIs.
Requestidomainnodeaddresgrom the supervisoyr
sendhefull pageto thenodeanderasghetemporary
pagefor reuse.Thevault receving the pagereheaps
itself.

. Supelvisor recevesarequestfor storage: Aguard

asksfor a nodeto store a page.
Thesupervisoreplieswith theaddres®f thenodeat
thetop of the active heap.

. Vault recevesa pageto store: A vaultreceivesa

page of monitoringinformationto store.
Storethe pageandthenreheapwith childrenuntil the
heappropertyis restored.

. Guard departs: A guard processwishesto leave

the network.

The pagesin the nodemustbe placedelsavherein
the network beforethe nodecandepart. It requests
nodesfrom the supervisoifor eachpage.

. Old vault departs: Anold vault (hotin the active

or thebadkup SPON)wishego leavethe network.
Thisis identicalto a guarddepartingthe network.

. Spare vault departs: A vault in the badkup heap

wishego leavethe network.

The vault hasno datato be moved, but it is a part of
aheapsothe SPONleave procedurenustbe usedto
repairtheoverlaynetwork.

. Active vault departs: A vault in the active heap

wishego leavethe network.

First, the nodemustbe extractedfrom its heaplike a
sparevault. Its replacemeniustreheaptself either
up or down asappropriate.Secondjts datamustbe
replacednto the systemlik e anold vaultandguard.



10. Nodejoins: A new vaultjoinsthe network.
The nodeis integratedinto the backupheapthrough
SPONS join procedureandif neededeheapstself.

11. Active vault lls:  Anactivevault lls its storage
space(haslessthana page free).
Nothing differentis done;the nodeis rotateddown
theheapasin ordinaryoperation.

12. Active heap full: ~ The supervisorcannotplace a
page into theactiveheapbecauseall nodesare full.
The active heapis dissohed, through a broadcast
messag®r implicitly, andall active vault nodesbe-
comeold vaultnodes.The backupheapbecomeshe
active heap,and a new, empty backupheapis cre-
ated. Any datawhich could not be storedin the pre-
vious heapis storedin the new heap,which by as-
sumptionmusthave roomfor thedata.

4 Analysis
4.1 Tools

We usecompetitiveanalysisasour measuremertf the
ef ciency of ouralgorithm.Competitve analysiss astan-
dardmeasuren theoreticalcomputersciencefor evaluat-
ing online algorithms. It compareghe work performed
by the given algorithmto the minimum amountof work
thatanoptimalof ine algorithmmustperformin thesame
setting,wherethe of ine algorithmrecevesthe entirese-
gquenceandtimings of operationsn adwance.By proving
anupperboundon theratio betweerthesecosts,onecan
shav that thereare no “bad” caseswherethe algorithm
performsarbitrarily badly.

Formally, for ary instance(sequenc®f operations) ,
for anoptimalof ine algorithmOP T, for acost, () func-
tion measuringthe work performedby an algorithm to
processinstancel , and for an appropriateparametemn,
to saythatalgorithmA is O(f (n))-competitve is to say
that:

cost (A)
cost (OPT) o (M)
In addition, constant-competitiveaysthat O(f (n)) =
0(2).

In this paper the instancel representa sequencef
nodejoin andleavesanddatawrite requestsnterspersed.
The cost() function countsthe numberof distinct mes-
sageavhich mustbe sentthroughthe network to process
the instance;it doesnot attemptto countthe numberof
hopseachmessagé¢akesor the edgelateng or total time
of messagéransfer asthesearebeyondthe scopeof this

paper The parametemn is the maximumnumberof do-
mainnodesin thenetwork atarny giventime.

Thecostin network traf ¢ of ouralgorithmcanbebro-
keninto two types,contol messgesanddatamovements
Control messagesclude, for example,a guardrequest-
ing a nodefrom the supervisorto storea page,aswell as
the supervisors response.Data movementsoccur when
a pageof datais exchangedetweennodes,eitherfrom
a guardto a vault or from a vault to anothervault before
departing.

4.2 Control messages

We analyzethe costof control messageshroughthe
following comparisorto the costof datamovements.

Lemma 4.1 Exceptfor messgesto processnodesjoin-
ing and leavingheaps,contiol messge costis at mosta
constantmultiple of datamovementost.

Proof. Otherthannodesoining andleaving heapsgcon-
trol messagearetriggeredby two typesof events,visitor
communicatiorand pagemovement. The initial commu-
nicationof a visitor to a guardcauseghe guardto check
with thesupervisoto seeif thenodeis okay;thisis acon-
stantoverhead.But an optimal algorithmstill mustsend
the message$rom the visitor to a node,and sinceeach
messageanonly generatea constaniverheadthe algo-
rithm is constantompetitive.

Pagemovementcontrol messageareidenticalregard-
lessof whethera pageis moved from a guardto a vault
or from one vault to another The sourceprocessmust
requesta destinationodefrom the supervisorwhich re-
sponds,and then after moving the datathe destination
node may needto heapifyitself. This total processre-
quiresup to O(log n) messages.But a pageof datais
moved in the processso if we assumea pageis of size
(log n), thetotal costof controlmessagem pagemove-
mentis a constanmultiple of the costof datamovement.
Sincepagesizeis arbitrarythelemmaholds. t

In addition to this lemma, node join and graceful
leave operationganbe processedvith O(1) messagem
SPON.

4.3 Data movements

We will compareour algorithmto an optimal of ine
algorithmOP T whichknowstheentiresequencef oper
ations. We considerour vaultsto have anadditionalpage
of storagebeyond the vaultsin OPT; this preventshbin
packingproblemsfrom causingcompetitve ratiosto be
unbounded.



When datais written to the active heapin our algo-
rithm, the optimal algorithmOP T may insteadwrite the
datato a differentnodein the active heapor to a nodein
the backupheap. Let us considera suboptimalextension
of OPT, SUB, which always writes the data rst to a
nodein the active heap;this is always possiblesincethe
active heapis by de nition notfull, sinceif it lls it stops
beingactive. If OPT would have assignedhatdatato a
nodecurrentlyin the backupheap,thenSUB movesthe
datato thatnodewhenits rst nodefails. Clearlythe cost
of SUB is at mosttwice the costof OP T underary cir-
cumstances.

Lemma4.2 The amount of data in the vaults in the
badup and active heapsin our algorithmis at mostthe
amountin thesamevaultsin SUB.

Proof. This holdsbecausén our algorithmall nodesnot
in the backupand active heapsare full (in the senseof
having lessthanapagefree),andconsequentlareholding
at leastasmuchinformationasin SUB. This holdsfor
OPT aswell. u

Lemma 4.3 Data movementscausedby departues of
vaults not in the active heapis constantcompetitiveto
SUB.

Proof. At timet, let A bethesetof vaultsin the active
heap,B thevaultsin thebackupheap,S the setof all old
vaults(notin eitherheap),andV the entiresetof vaults,
sothatV = A[ B[ S. Oftheloadstoredin A[ B in both
algorithms,somewill have beenrst placedin A[ B and
somewill have beenmovedin whenavaultin S departed.
BecauseSsUB placesdata rst in the currentlyactive set,
theamountof loadin A[ B placedn A[ B to beginwith
is the amountof load placedin A to begin with, whichis
the samein bothalgorithmssinceboth rst placeall load
in A. Accordingto Lemma4.2, SUB musthave at least
asmuchloadin A[ B asouralgorithm.ThereforeSUB
musthave movedatleastasmuchdatainto theactive heap
from vaultsnotin theactive heapasour algorithm. t

Lemma 4.4 Data movementgproducedby the departue
of a vaultin the active heapare O(log n)-competitiveto
SUB.

Proof. Considerthe maximumloadL beingstoredin

ary active heapatary pointin time while it is active. The
active heapbeginswith ng nodesandendswith ns nodes
whenthe system lls, whereng n¢ , sinceit canonly

losenodesalso,sinceny ns nodedailedwhile thesys-
temwasactive, ng ny movementsof datawithin the
active heapoccurred.

The propertiesof the heapimply that if thereare k
pagesbeing storedin n nodesin the active heap,every
nodewill have atleastb’ c andatmostd¥ e pagesWe as-
sumethattheloadis sufcient to avoid severediscretiza-
tion effects;in particulark  n. Thenif therearen nodes
currentlyin theactive heapstoringupto L load,the cost
of anodefailureis atmostd-—e 2 . Thetotalcost
of all datamovementswithin theactive heapis at most:

X L
2i_ =2L (logng logns)= O(L Ilogn)

i=ng

Accordingto Lemma4.2,SUB mustalsostoreatleast
L loadin A[ B, whichmust rst have gonethroughA.
ThenSUB requiredmessagegroportionalto L  either
to move the datainto A or to transferthe original visitor
messagegeneratingheload. ti

Theabove lemmasallow usto shav thefollowing the-
orem:

Theorem4.5 The load balancing algorithms are
O(log n)-competitive to an optimal ofine algorithm
OPT.

Proof. Lemmas4.2, 4.3, and 4.4 shaw that the algo-
rithms are O(log n)-competitive to SUB with respecto
datamovements.Lemma4.1 shavs thatthe costof most
controlmessagets a constanmultiple of the costof data
movementssothealgorithmsareO(log n)-competitveto
SUB with respecto all messagesControlmessagesgsed
to supportvaultsjoining and leaving heapsrequire only
O(1) messageswWhenavault leavesa heapbecauset is
full, the messagesanbe absorbedvithin the datamove-
mentcostneededo Il thevault. Whena vault leavesa
heapbecauséts parentnodeleaves,ary algorithmneeds
to supportthe nodeleaving the network, andwould need
to inform someothernodewith atleasta messageSince
SUB is 2-competitveto OP T, thetheoremholds.  u

We alsohave thefollowing lower bound:

Theorem4.6 For any online algorithm it is possibleto
constructa situation for which the algorithm is at best
(log n)-competitive

Proof. We give anexamplefor which anoptimal of ine
algorithmcanstorea load of amountL with work O(L)
but arny online algorithmmustinvesteffort ( L logn).
Initially n nodesare availableto storea load of amount
L, but only ary k for someconstank areneededo store
theload. An adwersaryfor ary onlinealgorithmwould se-
quentiallydeleten  k nodesby deletinga nodeof max-
imum load at eachstep (causingthat nodes load to be



movedto othernodes). Theminimumcostof anonlineal-
gorithm comesfrom distributing the load evenly at every
step,sothatwhentherearei disksstill in the systemat
Ieast%— needdo be performedatthe next step.In sum:

Ii‘_:l_ (logn logk)= (L logn)

i=n

Sinceanof ine algorithmcanstoretheloadinitially at
thelastsurviving k nodesfor ary sequencef deletionsjt
only exertsL effort, andthecompetitveratiois (log n).

t

Techniquesuchasdistributedhashtableq36] areeven
worse. DHT's andmary similar stratgjiesattemptto in-
clude a nodein the load balanceas soonasit joins the
network, moving loadaway from othersto redistritutethe
load. This contrastswith our algorithm, which only re-
balancen nodedepartureg@nd not on nodejoins. This
turnsoutto be provably inef cient comparedo anof ine
algorithm:

Theorem4.7 Any strategy which restoes an even dis-
tribution of load after nodesjoin and leave has an un-
boundedcompetitiveratio.

Proof. We give an examplesequencevith unbounded
competitve ratio. Supposen nodesaresharingsomeload
L suchthateachhasload % A new nodejoinsthesystem,

andthe load is redistributed by moving ﬁ load to the

new node. The new nodethendepartsyeturningthe ﬁ
loadto the original n nodesbeforedoingso. This process
canberepeatedyith theoriginal n nodesremainingcon-

nected.An optimalalgorithmwould leave theload at the

originaln nodesanddoesnot needto sendary messages.

t

This theoremcanbe trivially extendedto includeary
stratgy which movesary loadto anewv nodeassoonasit
joins.

5 Full persistence

Full persistencean real-world situationsrequiresthe
network to tolerateungracefulnodedeparturesaswell as
graceful. For the sale of simplicity, we will only briey
discussthe changeswhich allow our systemto be fully
robust.

Replacesachnodein the SPONdatastructure(Fig. 3)
with a clusterof nodesconnectedn a completegraph;re-
placeeachedgewith afull bipartitegraphbetweerthetwo
nodeclusters Assumingthateachnodefailswith constant

probability 2 (0;1), aclusterof sizeO(log n) is suf-
cientto saythatwith high probabilityno entireclusterwill
fail. Theinformationassignedo eachnodecanbestored
in everynodein thecluster sothatif asinglenoderemains
theinformationis notlost. Clustersdepletecby nodefail-
uresrequestadditionalnodesfrom the supervisorwhich
removesentireclustersirom theactive heap(andreplaces
the clusterdatain the system)and usesthe nodescon-
tainedin them.

If oneassumeshatanoptimalof ine algorithmwould
also needto keepO(log n) copiesof eachdataitem, it
is easyto extend Theorem4.5 to show thatthe load bal-
ancingalgorithmbasedon nodeclustersis still O(log n)-
competitve. To presere the competitvenesof the anal-
ysis, nodesusedto re Il clustersin the active heapmust
be drawvn from the active heap,thoughin practiceusing
nodesfrom the backupheapmay be preferablesincethey
arenot currentlystoringary information.

6 SystemDesignand Implementation
6.1 Designassumptions

We initially target our systemdesigntowardsa small
set of low-powered mobile domain nodessuch as sen-
sors, cellular phones,or PDA's connectingin an ad-hoc
network. As a consequencef this, domainnodescannot
afford the batterypower or computationakffort required
to use public-key cryptography and simpler hash-based
methoddor authenticatiomustbeused.Speci cally, our
systemusescryptographianechanismbasedn Message
AuthenticationCode(MA C) functions,suchasHMAC [6]
basednthehashfunctionSHA-1[23]. Givensomeinput
x andkey k, Hy(x) representshe outcomeof applying
the MAC functionH to x.

We assumethat the domain nodessharea key Kp
which is only known to them. If the group of domain
nodesis static, the key Kp canbe storedon eachnode
during the systemsetup. In scenariosvhere the group
of nodesis dynamic,groupkey agreemenprotocolsthat
supportdynamicgroups(suchas CLIQUES[35 2] cou-
pledwith a groupcommunicatiorsystem)canbe usedto
computethegroupkey Kp .

6.2 Cryptographic protocols

We assuméhatevery messagéasthe following form:

| sourcelD | destlD | payload] securityinfo |

Registration. Beforeavisitor cangetaccesdo adomain,
it hasto receve a secretkey from the domain. For in-
stanceavisitor v mayreceiveakey Ky = Hx, (1 D(Vv)),



wherel D (v) is v'sidenti er; sinceK p is sharedby the
domainnodesary onecanprovide sucha key. This key
will be usedby the visitor to authenticatats messages
and computeother secretkeys. Notice thatthis registra-
tion phasds performedonly once(aslong asthekey K p
doesnotchangepndcanthusbe performedvia traditional
public-key basedtechniques;in particular the useof a
public-key certi cate to provel D (v) keepsavisitor from
acquiring multiple identitiesfrom the perspectie of the
domain.

Authentication. After registering,a visitor v hasto au-
thenticatatself to adomainnoded by proving ownership
of theidenti er. To achieve this, it sendsouta messagef
theform:

ID(v) | ID(d) | MID | Time
Hk,(1D(v);ID(d);MID;Time)

whereM | D is arandomnumberusedasmessagéD to
uniguelyidentify the transaction.The useof thetime in-
formationprecludegeplayattacks.Sinced knowsK p , it
cancomputeK, andthereforeimmediatelyauthenticate
V.

Onced hasveri ed thatthe messageentby v is cor-
rect, it checkswhetherv hasalreadyauthenticatedtself
with d (nottoolong ago).If not,thend sendsamessagé

ID(d) | ID(v) [ MID [ Time
Hk, (1D(d);ID(v);MID;Time)

to the supervisor(or to any nodewhich hasa copy of the
blacklist, or to any nodewhich is capableof decidingac-
cesspermission).If the supervisorespondsegatively, d
will notgivev thepermissiorto accesshedomain.

If v's authenticatioris valid andv haspermissionto
accesshedomain,d acknavledgeghisto v andbecomes
its guard(if it hasnot alreadydoneso). Afterwards,both
d andv computeHg , (I D(v); 1 D (d); Time) andstoreit
asthekey K.4. Ky.q will beusedby v andd to commu-
nicatewith eachothet

Communication betweenvisitor and guards. Suppose
that a visitor v wantsa messageM to be transmittedto
nodew via domainnoded. In this case,it sendsout the
message:

ID(v) [ID(w) [M | MID | Time
Hk,,(ID(V);ID(w);M;MID;Time)

3If con dentiality is required themessageanbe rst encryptecand
the MAC canbe computecbver theresultingciphertet

The domainnoded computeshe MAC function and
veri es thatthe messagés coming,intact, from the node
v. Any domainnodethatis nota guardof v would reject
thismessage.

Thenoded would thentransformthe messagénto:

ID(v) [ID(w) [M [MID [Time
Hk, (1D(v);1D(W);M;MID;Time)

to inform otherdomainnodesthat the messagédasbeen
authenticatedndit is valid sothatit cantravel throughthe
domainnetwork without beingdropped.As notedbefore,
if con dentiality is required,the message&anbe rst en-
cryptedandthe MAC canbe computedover theresulting
ciphertet.

Supposenow thata messagéM is sentto visitor v by
somenodew. If beforereachings themessagarrivesata
domainnoded thatis alreadya guardof v, thend will for-
wardthemessagéo v. Otherwised asksv to authenticate
itself, usingtheauthenticatiorschemelescribecdarlier If
this is successfuld will becomea guardandforwardthe
messagéo v.

If thetrafc from or to a visitor nodeceasedor a cer
tain period of time, the correspondingguardnodesmay
decideto dery thevisitor nodeaccesgo the network and
changeheir statusaccordingly(requiringreauthentication
with the next communication).

Sharing identities. As long assecretkeys arenever re-
vealed,maliciousnodescannottake over the identity of
ary legitimatevisitor. However, oncerecevingakey K 4
a malicious visitor v may shareits identity with other
unauthorizednodes. If time stampsare monitoredand
transmissionsre concurrentthis can be easily detected
by thedomainnodes.If transmissiongarenot concurrent,
thenthe group of visitors may simply be treatedas one
by the system.No monitoringsystemcanpreventvisitors
from frequentlyexchangingtheir identities; see[18, 33
for discussionsf thisissue.

6.3 Implementation notes

It is importantto remarkthat the designabove cannot
be extendedo work with alarge setof domainnodes.In-
deedtechniquedasedn symmetriccryptographydo not
usually scalewell unlessthe network hassomespeci c
structure. Also, assumingthat eachdomainnode stores
the samekey may be troublesomeasit would be enough
to compromiseonesinglenodeto recover sucha key.

Neverthelessijt works well for a small setof domain
nodesand we want to minimize the use of techniques
basedon public key cryptography In addition, it sim-
pli es the creationof a prototypeimplementatiorof the
systemwhichis currentlyin progress.



As rst step,we have implementedone the mostim-
portantcomponentof our system,the SPON network.
It hasbeenimplementedas a Java soclet programthat
builds an overlay network basedon UDP unicastprimi-
tives. Currently the SPONnetwork hasbeensuccessfully
testedon a network of SunUltra 5 (UltraSFARC-I1li 360
MHz) workstationsconnectedover a 100baseTLAN; a
small testnetwork performednodejoin andleave opera-
tionsandbroadcasiessag@assingvith novisible delay

The current usageof SPONS implementationis a
broadcast-basedchat” program, built as a proof-of-
conceptandtestvehiclefor the network. For spacecon-
siderationsa screenshoaindexplanatorydetailsarein an
appendix.
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Appendix: SPONscreenshot

Figure 4. A screenshot of the SPON network in operation.

In the screenshotthe threesimilar windows correspondo separatgeersbeing executedby remoteterminalsoperating
through SSH; thesewindows shaw the currentSPONGUI. The lower right window is the supervisomwindow, which is
text-only. In the peerGUI, the bottom eld is for text input. Typing text and pressing‘enter” will broadcasthe text to
all otherpeersandthe supervisor The “join” and“leave” buttonsjoin andleave the network, respectiely; sinceonly one
is possibleat atime, the otheris grayedout. The screenshotepresentan arbitrarysequencef communicationdetween
Alice (218),Bob (217),Carl (219),andthe Superviso220),intersperseavith join andleave operationdy Bob andCarl.



