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Abstract

Wepresenta monitoringsystemfor a dynamicnetwork,
in which a setof domainnodessharesthe responsibility
for producingandstoringmonitoringinformationabouta
setof visitors. Thisinformationis storedpersistentlywhen
thesetof domainnodesgrowsandshrinks.Such a system
can be usedto store traf�c or other logs for auditing, or
can be usedas a subroutinefor manyapplicationsto al-
low signi�cant increasesin functionality and reliability.
Thefeaturesof our systemincludeauthenticatingvisitors,
monitoring their traf�c through the domain,and storing
this informationin a persistent,ef�cient, and searchable
manner. Thestorage processis O(log n)-competitivein
the numberof networkmessages with respectto an op-
timal of�ine algorithm; we showthat this is as good as
anyonlinealgorithmcanachieve, andsigni�cantly better
thanmanycommonlyusedstrategiesfor distributedload
balancing.

Keywords: monitoring, audit logs, survivable storage,
network intrusiondetection,emergency communication

1 Intr oduction

Thispaperpresentsa theoreticallywell-founded,prov-
ably ef�cient monitoringsystemover a dynamicoverlay
network. A monitoringsystemcollectsandstoresinfor-
mationaboutvisiting participantsin anetwork. Theinfor-
mationis madeavailableuponrequestandcanbesubse-
quentlyanalyzedandusedfor any purposeby an admin-
istrator, for exampleto assignor revokecertainprivileges
for speci�c monitorednodeswhich have behavedwell or
badly.

A monitoringsystemcanbe run on a singlemachine
or on severalmachines(nodes)connectedthrougha net-

work. We assumethat sucha network is dynamic,i.e.,
it constantlychangesits characteristics.In particular, we
focusourattentiononunreliablewirelessnetworks,which
canbestructured(e.g.,P2P)or unstructured(e.g.,ad-hoc),
thatsupportaverydynamicenvironmentwherenodescan
leave or join andareallowed to move from onepoint to
another.

The set of nodesforming the monitoring systemis
called domainand the nodesinside the domainare re-
ferredto asdomainnodes.Thenodesbeingmonitoredare
known asvisitors, andareconsideredto beoutsidethedo-
main.We useanadversarialapproachwhichconsidersan
adversarythat is ableto disconnectany targetednodesof
thedomain. However, we assumethat theattacker is not
able to impersonateany domainnode. In particular, we
assumethatanattackercannotcompromisea trustednode
to theextentthatsecretkeysof thatnodeareexposed.

1.1 AssuranceAr gument

Thegoalof thispaperis to guaranteethecollectionand
availability of monitoringinformationfor activity by vis-
itors in a network. Our solution usesa dynamicset of
domainnodesto sharethetasksof monitoringthevisitors
andof storingthegeneratedmonitoringinformation.This
informationcanbe usedfor the detectionof a variety of
threats,someof which arediscussedin the paper. More
directly, thetechnicalcontributionsof thepaperconsistof
preventingdisruptionsof themonitoringprocess.Sucha
disruptioncouldhavesigni�cant securityimplications,de-
pendingon theapplication.For example,whenusingour
systemto aid network intrusiondetection,a disruptionof
monitoringcouldallow attackersto causesigni�cant dam-
agein thenetwork beforebeingdetected.

Thethreatsto themonitoringprocessaddressedby this
papertake threeprimary forms. First, attackscancause
nodefailuresin thesystem,which maycausedatalossor



other disruptionsof the storageprocess. The technique
presentedin this papersolvesthis problemby providing
a mechanismfor ef�cient datareallocationacrossdomain
nodejoins andleaves,andcanalsosupportabruptnode
failuresthroughredundancy in connectionsanddatastor-
age. The provableef�ciency of the reallocationprocess
alsoreducestheability of attackersto overloadthesystem
by causingthrashing(repeatedlybringingdown and/orin-
sertingdomainnodesto causeexcessivedatamovements).
Second,excessive informationcanbe generatedthrough
maliciousoveractivity to overloadamonitoringnode.Our
techniquesolvesthis by distributing themonitoringinfor-
mation acrossall participantnodeswithout overloading
any; the informationis distributedasclosedpages(with
no lateradditionsor modi�cations) so that �x edamounts
of storagecanbe used.Third, nodescanattemptto hide
themselves to avoid identi�cation and monitoring. We
presentonemethodfor preventingsuchstealth,designed
for very low powereddevicesandsmallnetworkssuchas
would be usedin an emergency communicationsystem;
similarmethodsarepossiblein largernetworksof devices
with greatercomputationalability using fairly standard
cryptographictechniques.

We claim that no monitoring information is lost un-
der theassumptionthatnodesdepartgracefully(with ad-
vancenotice),or thatwith highprobabilitynoinformation
is lost whennodesareallowed to departwithout notice;
in additionto this we claim thatno nodeis ever asked to
storemoreinformationthanit is capableof storing(or has
statedthat it is capableof storing). We alsoclaim thatno
traf�c is allowed to travel throughthedomainnodesthat
is unmonitored.We assumethat we have a reliableand
trustedsupervisornodeto managetheorganizationof the
network of domainnodes,thoughwhena multicastgroup
of sparesupervisorsis kept only oneneedsto remainto
keepthesystemintact.Wealsoassumethatdomainnodes
aretrusted(thoughthey donotneedto bereliable).

Attempts to tamper with the systemor bypassthe
monitoringactivity aremetwith cryptographicsolutions.
Methodsfor authenticationensurethat visitor nodesare
identi�ed beforebeingallowedto communicate;message
encryptionwithin the network ensuresthat no nodecan
impersonatea domainnodeor sendmessagesthroughthe
domainnodesexceptthroughthepropermonitoringpro-
cess.While therearemany valid solutionsto theseprob-
lems,a samplesolutionbasedon low-poweredsmallnet-
works (suchas ad-hocnetworks of cellular phonesand
PDA's) is presented.

1.2 Applications

Dependingon how the information collectedby the
monitoringsystemis used,thereareseveral applications

that could bene�t from our strategy. In this sectionwe
considerthreesuchapplications:persistentauditlogs,net-
work intrusiondetection,andemergency systems.

PersistentAudit Logs. Audit logsof activity in networks
canbeconsideredatypeof monitoringinformation,soour
systemcanbeusedwith no modi�cations to addressthis
concern.Thegenericmonitoringprocessinvolvesusinga
domainnodeto interceptvisitor traf�c andprocessit to ac-
quiretheapplication-de�nedmonitoringinformation;this
canbeusedto performany desiredauditing. Our system
producesaudit informationlocally andthenstoresit per-
sistentlyandef�ciently in a highly dynamicsetof nodes.

Network Intrusion Detection.Theprimarygoalof anet-
work intrusiondetectionsystemis to collect information
onentitiesspeci�edby asystemadministratoror by apol-
icy andto analzethis informationagainsta setof �lters.
Eachnodein thenetwork contributesto thecollectionef-
fort. Thereare two typesof network detectionsystems,
dependingon wheretheanalysisoccurs.In the �rst type
of system,nodescollect the informationandsendit to a
centraldatabasewheretheinformationis analyzed.In the
secondtypeof system,eachnodeanalyzestheinformation
locally andnoti�es all nodesif aproblemis found.

Our systemcould be usedasan informationcollector
for a systemof the�rst type. Network intrusiondetection
systemsfocuson protocol�o w analysiswith thepurpose
of determiningwhethersomeentityhasattemptedto gain,
or hasgained,unauthorizedaccessto thesystem;our sys-
temwould provide the intrusiondetectorwith theneeded
informationto performits analysis,andwouldensurethat
the informationwasnot lost. Our modelallows adversar-
ial disablingof nodesin thenetwork without losinginfor-
mation.Therefore,our monitoringsystemcombinedwith
network intrusiondetectiontechniquescan be usedas a
survivableintrusiondetectorthat canwithstandnetwork
failuresandmaliciousnodedisabling.

Emergency System. In emergency situations,such as
transportationstrikes, terrorismattacks,and naturaldis-
asters,anemergency responseinformationsystemis em-
ployed to coordinatethe activities of several individuals
from differentorganizations.Emergency systemsarede-
signedas structuredgroupcommunicationsystemswith
anintegratedelectroniclibrary of externaldataandinfor-
mationsources[37]. Futurescenariosmayforcesuchsys-
temsto extendtheir requirementsto considernew threats
that were not consideredbefore. For example, terrorist
organizationscould createan emergency situationandat
the sametime destroy any communicationsystemsused
by rescueor reportingteams,consequentlyamplifyingthe



terror effect. A communicationinfrastructureis a rela-
tively easytarget andcanbe disruptedwithout muchef-
fort. Thus,emergency systemsshouldnot rely exclusively
on communicationnetworks containingcritical compo-
nentswith geographically�x edpositions.Evendistribut-
ing a componentby splitting its role amongseveralnodes
spreadaroundthe globe may not be suf�cient, since it
is possibleto isolatean entiregeographicareawherethe
emergency is takingplace.Evenif therestof thecommu-
nicationnetwork works properlyoutsidethis areathanks
to thedistribution,localemergency operators(suchasres-
cue teams)will not be able to communicatewithin the
area. Next generationemergency systemsmust be de-
signedto supporta dynamicsetof membersthat includes
low poweredandsporadicallyconnectedparticipantssuch
ascellularphonesandPDAs; systemsmustbeableto use
whatever resourcesareavailableandmustbe ableto tol-
eratetheirweaknesses.

Currentemergency systemsareclosedby design,i.e.,
only a predeterminedset of experts are allowed to ex-
changeinformation[37]. However, it is impossibleto pre-
dict how a crisis situationmight evolve. It is impossible
to completelypredeterminethe rolesandresponsibilities
of participantsin thenetwork or eventhesetof individu-
als or organizationsallowed to usethe system.An open
approachwould provideseveralbene�tsby allowing new
membersfrom differentorganizationsto usethecommu-
nicationinfrastructureprovidedby theemergency system
and contribute to the crisis managementprocess. How-
ever, externalmembers(i.e.,membersthatareallowedto
usethe systemonly becauseof the emergency situation)
shouldat leastinitially berestrictedor monitoredto avoid
any abuseof thenetwork.

Ourmonitoringsystemallowsuntrustednodesto com-
municatewhile enforcingthattheir behavior is monitored
by the domainnodes. Furthermore,our systemis toler-
antof changesto thesetof trustedparticipantsaswell as
to a wide rangeof capacities.This makesit particularly
suitablefor servingas the monitoringprocessfor future
emergency communicationssystemsrunning on ad-hoc
networksthatallow openbut monitoredcommunication.

1.3 RelatedWork

Emergency communicationsystemsarebecomingin-
creasinglypopularbut, to thebestof ourknowledge,none
of theexisting andproposedsystemsoperatesover a dy-
namic network and provides an openaccesspolicy that
allows visitors to communicate;see[37] for a survey of
existingemergency systems.

Therehasbeenextensive researchin intrustiondetec-
tion for at least the past twenty years,seefor instance
[1, 4, 7, 14, 15, 16, 17, 19, 21, 22, 32, 38]. In particular,

intrusiondetectionfor distributedsystemsis a veryactive
researchareaandseveralsystemshavebeenproposedthat
canbe classi�ed basedon theapproachemployedby the
detector. For instance,DIDS [33] and NSTAT [18] are
systemsbasedon thecentralizedanalysisapproachwhere
audit data is collectedon individual nodesand then re-
portedto a centralizedlocationwheretheintrusiondetec-
tion analysisis performed.In GrIDS[34] andEMERALD
[26], systemsbasedon thehierarchicalanalysisapproach,
auditdatais collectedandanalyzedby eachnodeandthe
resultsof theanalysisis reportedaccordingto somehier-
archicalstructure.

The technicalcontribution of our paperis represented
by the load balancingandrecovery mechanismsbuilt on
top of the overlay network SPON [29], which was de-
signedfor reliablebroadcastingin dynamicnetworks.Ex-
tensive researchhasbeenrecentlycarriedout on the de-
sign of overlay networks that supportarrivalsanddepar-
turesof nodes.Recentsystemsprojectson suchnetworks
include Freenet[9], Ohaha[24], Archival Intermemory
[8], andtheGlobesystem[3]. Theoreticallywell-founded
peer-to-peernetworks have alsobeenpresented,suchas
Pastry[30], Tapestry[20], Chord[36], andanetwork pre-
sentedby Panduranganet al. [25], along with SPON.
With theexceptionof SPON,the topologiesof thesenet-
works arebasedon eitherDNS-like, hypercubic,or ran-
dom constructions,which areeithernot usefulor far too
complex for our particularenvironment. Recently, a new
backupsystembasedon peer-to-peeroverlay networks
hasbeenproposedin [10], similar to an approachprevi-
ously suggestedin other works, including, for example,
[5, 11, 12, 28, 31]; thescopeof thesesystemsis to backup
entire�le systems.Thestoragecomponentof our system,
designedsolelyto storemonitoringinformation,allowsus
to ful�ll our requirementswhile achieving provableef�-
ciency, whichmoreexpensivesystemscannot.

1.4 Problemdescription

We assumethat therearetwo differentkindsof nodes,
visitors and domainnodes, and that the visitors are un-
trustedandthedomainnodesaretrusted.Thetaskof the
domainnodesis to monitor all activities of the visitors
which involve thenetwork. They alsostorea distributed
databasecontainingrecordedmonitoringinformationfor
all visitors.

Therearethreecomponentsto thismonitoringprocess:

1. All traf�c of thevisitor hasto beintercepted.

2. Theinterceptedtraf�c mustbeprocessedto produce
relevantmonitoringinformation.



3. This informationmustbestoredpermanently.

This paper focusesprimarily on the last of these,
proposinga distributed databaseand algorithmsfor the
storageof this information. The requirementsof sucha
databaseareasfollows:

1. Authentication: Thesystemmustbeableto identify
visitors accuratelyto ensurethat storedinformation
canbecorrectlymatchedto avisitor.

2. Searchability: The databasemustbe searchable,in
the sensethat an administratormust be able to ac-
quireall informationabouta particularvisitor wish-
ing to connectto thenetwork.

3. Persistence:Thedatabasemustbepersistent,in the
sensethat no entriesin the databasecanbe lost by
network disruptions.

4. Ef�ciency: The algorithmsfor maintainingandus-
ing thedatabaseshouldrun with minimal communi-
cationandcomputationaloverhead.

1.5 Model

We assumethatwehaveavailableadynamicsetof do-
mainnodeswhichcanbeusedto storethedatabase.These
nodesmaydepartthenetwork atany time,but for mostof
this paperwe assumethat nodedeparturesare graceful,
or that eachnoderequestspermissionto departanddoes
soonly whentold. This allows theanalysisto be lessde-
pendenton a sensitive failuremodelfor nodes.It is not a
limiting assumption,asthealgorithmspresentedherecan
beextendedthroughredundancy to limit theprobabilityof
nodefailurethroughungracefuldepartures.SeeSection5
for details.

For clarity we will not concernourselveswith network
layerdetails.Weassumethatall domainnodesparticipate
in somenetwork which supportsbroadcastand unicast
messagepassing;if theunderlyingnetwork supportsonly
unicasting,a separateSPONcan be usedfor broadcast-
ing. We do not considerlatency acrossedges,edgeband-
width, or edgefailures. The performancemetric we are
concernedwith is the numberof bits transferredthrough
thenetwork in themonitoringsystem,whichincludescon-
trol information and any datamovementsusedto rebal-
ancethesystemor to move datato a new nodeor from a
departingnode.

We assumethat eachdomainnodehasa limit on its
capacityfor storage,to make the storageproblemnon-
trivial; for analysispurposeswe will assumethat these
capacitiesareidenticalfor all nodes,but thesystemfunc-
tionswithoutmodi�cation with varyingcapacities.Weas-
sumethatthesumof thecapacitiesof thedomainnodesis

morethanthe amountof informationbeingstoredin the
database,sothatthesystemnever runsoutof space.

We assumean adversarialevent model,wherean ad-
versaryis allowed to requestnodejoin andleave events.
This adversarycan be used,for example, to always re-
questthat themostheavily loadednodeleave,causingall
thedatastoredat thenodeto bemovedelsewhere.Within
thismodelwewill provecompetitiveratioscomparingour
algorithmto anoptimalof�ine algorithmwhichknowsthe
entiresequenceof events. More detailson this analysis
methodcanbefoundin Section4.1.

Weassumethatthereis asinglesupervisornode,which
canbe of low bandwidth,storage,andprocessingpower.
To ensurereliability, we alsoassumethataconstant-sized
multicastgroupof sparesupervisornodesis maintained.
Whencommunicationsaresentto the supervisorwe as-
sumethey are sent to the multicastgroup address. All
nodesin thegroupexcepttheactivesupervisorignoretraf-
�c in thegroupnot sentby theactive supervisor. Theac-
tivesupervisormulticastsupdatesin its storedinformation
to thegroupto keepthesparesup to date;thenif theac-
tive supervisorfails, any oneof the sparescantake over
transparently. Centralorganizationis integral to the per-
formanceof our algorithms;thereareno known symmet-
ric techniqueswhichsatisfyall our requirements.

1.6 Newresults

We presenta design for a systemwhich is capable
of authenticatingvisitor nodes,monitoring their traf�c
throughanetwork of domainnodes,andstoringthismon-
itoring information in a persistentand ef�cient manner.
Thesystemsupportssearchingfor datacollectionthrough
network broadcast.Our systemcanbe usedasa compo-
nentof anemergency communicationssystemor anintru-
sion detectionsystemor many othersystems,depending
on theanalysisperformedon thecollectedinformation.

Our systemprovidesanonlinealgorithmfor datastor-
agewhich is O(log n)-competitive againstanoptimalof-
�ine algorithm1, or that any algorithmwhich knows the
future sequenceof visitor communicationsandnodede-
parturesandjoinsis atmostafactorof O(log n) moreef�-
cientin networkcommunication,wheren is thenumberof
domainnodes(or themaximumnumberin a relevanttime
interval). Furthermore,we show that this competitive ra-
tio is asymptoticallyasgoodasany onlinealgorithm(one
whichdoesnotknow thefuture),andis notablybetterthan
many commonlyusedstrategies.

1SeeSection4.1for amorethoroughdescriptionof competitive anal-
ysis



2 SystemOverview

2.1 Moti vation

Clearly the nearestdomainnodeto the visitor at the
time of communicationmust be the one to interceptthe
visitor's messages,sinceif the messagespassedthe �rst
domainnodewithout beingcaughtthey would beconsid-
eredto haveenteredthenetwork withoutbeingmonitored.
Beyondthis, thereareanumberof simplesolutionsto the
problemsdescribedabovewhichfail to achievethedesired
objectives;their failingsmotivateoursolution.As oneex-
ample,after being produced,all monitoring information
for all visitors could be immediatelysentto a singledo-
main nodeto be stored.This is unsatisfactorybecauseit
wouldalmostcertainlyoverloadthenode.Obviously, it is
betterto divide thedatastorageamongall domainnodes.
Onemethodwould be to selecta singledomainnodefor
eachvisitor, for examplethroughdistributedhashing[36],
andto sendall monitoringinformationto thatnode. But
somevisitorsmaygeneratemuchmoremonitoringinfor-
mation than others,and somedomain nodesmay have
multiple high traf�c visitorsassignedto them,potentially
exceedingthecapacityof thenode.

Another solution is to let the domain node nearest
the visitor storethe monitoring information for the vis-
itor. But thevisitor maymove to otherplacesin thenet-
work,andthenearestdomainnodemaychangefrequently.
Themonitoringinformationcouldbeexchanged,but this
would generatesigni�cant communicationoverhead.The
monitoringinformationcould be left at the domainnode
that collectedit, and collectedonly when needed;this
saves unnecessarymessagepassing,but can causeload
imbalancesandcanexceedthecapacityof domainnodes.

Thesystempresentedin thefollowingsectionsdoesnot
haveany of theproblemsof thesestrategies.

2.2 Components

This sectiondiscussesthe visitors, the domainnodes,
and the supervisor, mentioningtheir responsibilitiesand
providing sampleinterfaces.

2.2.1 Visitors

The visitor is responsiblefor authenticatingits messages
by signing them, so that a domainnodereceiving them
canproperlymatchthe traf�c to thenode.Any unsigned
messagesfrom avisitor areignored.

V ISITOR INTERFACE

sign(): authenticateitself in its messages

Guard

Guard
Manager

Vault
Process

Applications

Monitoring Transport Layer

Network

Guard

Figure 1. Layers of the Secure Monitoring
Protocol

2.2.2 Domain nodes

An overview of theprotocolfor anordinarydomainnode
is givenin Figure1.

The monitoring transportlayer receives all messages
arriving from the network. It passesmessageswhich
arenot valid domainmessagesto the guardprocess,and
routesvalid domainmessagesto theguardandvault pro-
cessesandto any applicationsin use(andto thesupervisor
processin thesupervisornode)accordingto their destina-
tion. It alsosignsall messagesfrom the node,from any
process,to markthemasvalid domainmessages.

MONITOR TRANSPORT LAYER INTERFACE

sign(): sign all outgoing messagesas valid
domainmessages
route(): route incomingmessagesto appropriate
processes
˜Monitor: destructorprocess,callsotherdestruc-
tors

Theguardprocessveri�es the identity of a visitor and
clearsit with the supervisorwhen it �rst connects. On
the �rst andsubsequentconnections,the guardforwards
thevisitor'smessagesinto thenetwork, andalsoproduces
monitoringinformationaboutthevisitor's messages.We
usea single guard manager in the domainnodewhich
spawnsindependentguardprocessesfor eachvisitor con-
nectingthroughit.



GUARD MANAGER INTERFACE

new(): spawn a new guard processto handle
a new visitor
delete(): deletea guardprocess
˜Guard-Manager: destructorprocess,deleteall
guards

GUARD INTERFACE

check(): query the supervisor regarding a
visitor
monitor(): producemonitoringinformation
forward(): senda visitor's messagethroughthe
network
page(): requesta nodeto sendmonitoringinfor-
mationto
upload(): sendmonitoringinformationto avault
˜Guard: destructorprocess,sendpartial informa-
tion to a vault

Thevaultprocessis responsiblefor thestorageof mon-
itoring informationassignedto it. It alsoparticipatesin an
overlaynetwork organizedinto a distributedheapfor the
purposeof allocatingmonitoringinformationto vaultsin
a balancedway.

VAULT INTERFACE

join(): join a heap
leave(): leavea heap,for examplewhenfull
page(): requesta nodeto sendmonitoringinfor-
mationto
move(): movedatato anothervault
heapify(): rearrangewith neighborsin heap
search(): searchlocally storedinformation for a
speci�c node
write(): write monitoringinformationlocally
˜Vault: destructor;call leave(), move dataaway
with page()andmove()

2.2.3 Supervisor

Thesupervisoris asingledomainnodeknown by all other
domainnodes,andis alsoa processrunningon thatnode
which performsthesupervisorfunctions. The supervisor
processservesasthemaintainerof theheapof vaultnodes.
It alsostoresa blacklistof visitorswhich arenot allowed
to sendmessagesthroughthedomain,thoughit is not re-
sponsiblefor determiningthe list; traf�c analysisis be-
yondthescopeof this paper.

For fault-tolerance,we usea constantsizedmulticast
group as the network supervisor. A single node in the

groupservesastheactive supervisor, andtheothernodes
ignoremulticastmessagesfrom outsidethegroup. When
theactivesupervisorchangesits storedinformationabout
thenetwork, it multicaststheupdatesto theothernodesin
the group; if the groupis constant-sizedthis is at mosta
constantmultipleoverhead.If theactivesupervisorshould
fail any nodein thegroupis capableof takingover trans-
parentlyandwith nocommunicationoverhead.

SUPERVISOR INTERFACE

insert(): adda vault to thebackupheap
remove(): removeavault from its heap
check(): seeif avisitor is in theblacklist
update-list(): updatetheblacklistwhentold
get-lightest(): return the top vault in the active
heap
switch-heap(): activatethebackupheap

2.2.4 Administrator

The exact functioningof the administratoris beyond the
scopeof this paper. In general,theadministratorinitiates
datacollectionthroughbroadcaststhroughthedomain,in
orderto retrieve all monitoringinformationabouta setof
visitors. If broadcastingis not a primitive in thedomain,
a strategy suchas [29] can be usedto perform reliable
broadcastingusinga unicastprimitive.

2.3 Flow path of messages

Messagescan be freely exchangedbetweendomain
nodes.A messagefrom avisitor nodeisstoppedatthe�rst
domainnodeit reaches(which may changeover time as
thevisitor anddomainnodesmovearound),andthenode
determineswhetheror not to let thevisitor sendto thenet-
work by contactingthe network supervisor. The domain
nodemonitorsthe traf�c of the visitor after it is cleared
by the supervisor. Monitoring information is distributed
throughthe domainby beingsentpiecemealthroughthe
network to vaults, and can be accessedand usedby an
administrator, for exampleto updatethenetwork'saccep-
tancepoliciesfor visitors.

A sampleoverview of the�o w of amessageis givenin
Figure2.

3 Algorithms

3.1 Cryptographic Algorithms

Effectivemonitoringis only possibleif untrustednodes
cannotcreatemultiple or falseidentities,andif thecom-
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Supervisor

Vault nodes
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Figure 2. The �o w of a messa ge from a vis­
itor thr ough the netw ork to another visitor .
The solid path is the messa ge path, and the
dotted path is the path of some monitoring
inf ormation.

plete traf�c to andfrom an untrustednodeis monitored,
�ltered, andstored.

Centralrequirementsfor a monitoringsystemare:

1. Untrusted nodes must be uniquely identi�able.
This can be achieved via a wide rangeof standard
authenticationtechniques,from password-basedsys-
temsto digital certi�cates that bind nodeidenti�ers
to publickeys. (This is similar to theuniquenetwork
identi�er in intrusiondetectionsystems[33, 18].)

2. Domain nodesshould be able to communicatese-
curely. Domain nodesshouldbe able to commu-
nicateso that outsiderscannotread,modify or in-
ject messages.This can be achieved via standard
techniquesalthoughtechniquesbasedon public-key
cryptographyshouldbe kept at minimum whenever
domainnodesaremobile, sincemobile nodesoften
rely onbatterypowerwhichcanbeconsumedrapidly
by CPU-intensiveoperations.

Dependingonnetworkconditionsthereareanumberof
standardsolutionsto theserequirements,includingpublic-
key cryptography, sharedkeys, andgroupkey communi-
cationprotocols.In Section6 wediscussasetof solutions
to theseissues,designedfor asingleapplication.Thissec-
tion by nomeansrepresentstheonlywayto implementthe
generalsystempresentedin this paper.

3.2 Data ManagementAlgorithms

3.2.1 Guards,pagesof logs,and temporary pagestor-
age

As the guardmonitorsthe visitor, it storesthis informa-
tion in a temporary�x edsizepageof storagespace;when
this pageis �lled, the guardrequestsa destinationfrom
thesupervisorthroughpage(), receivesanetwork address,
andcalls upload() to sendthe pageto the addressto be
storedin thatnode'svaultprocess.Theguard'stemporary
pagecanthenbe erasedandreused.Collectingthe data
into pagesimprovestheef�ciency of thesupervisor, since
eachstoreoperationincludesacertainoverheadcostinde-
pendentof theamountof databeingstored.But if a page
is too large, or if all datais storedat the guard,thenthe
loadcanbecomeunbalanced.

3.2.2 Vaults and SPON-basedheaps

For permanentstorageof pages,vaultsareorganizedinto
heapsbasedon the SPON network presentedin [29].
SPONstandsfor “SupervisedPeerOverlayNetwork”, and
is atopologyandalgorithmsto maintainabroadcastgroup
in a dynamic network where nodesjoin and leave fre-
quently. The SPONtopology includesa single reliable
supervisor, which is responsiblefor network repair and
for initiating broadcastmessages.The supervisorstores
2 logn root slotsorganizedinto logn pairslabelledfrom
0 to (log n � 1). Theseslotseachcaneitherholdanodeor
be empty; a nodein a root slot is a root node, andother
nodesare tree nodes. If a slot in pair i holds a node,
thenthis nodeis the root of a distributedfull binary tree
of depthi ; it maintainsa connectionto two othernodes,
eachof which maintainsa connectionto two othernodes,
andso forth. This is an invariant in the structureof the
network, suchthatafterjoin andleaveoperationsarefully
processedthis condition still holds. The relevant prop-
ertiesof SPONare that eachnodehasa constantmax-
imum degree2, the network hasO(log n) diameter, and
nodejoin andgracefulleave operationscanbe fully pro-
cessedin O(1) roundswith O(1) messages(with very low
constants).

In thispaperweconsiderright siblingsof rootnodesin
theSPONtopologyto beparents,andleft siblingsof root
nodesto bechildren,sothatnodesareonly connectedto a
singleparentandhave up to threechildren,andall nodes
but the rightmostroot nodehave a parent;this doesnot
changethe functionality of the network in any way, but
allowsusto treattheentiregraphasasingletree.

2Thesupervisorstorestheslotsandthenodeswithin them,but only
needsto maintainanedgeto theendnodes,thoughit communicatesin
responseto adirectcontactwith othernodes.
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Figure 3. A sample SPON

On top of this topology a heapis maintained,where
heapingis performedaccordingto the maximumspace
available at a node,suchthat eachnodehasat leastas
muchfree spacefor storageasits children. This is done
throughthe heapify()calls of eachnode,which needto
occuronly whena nodejoins or leaves(whenits replace-
mentis inserted)or whena nodeis givenadditionalload.
An insertednodequeriesits new parentandchildren(as
applicable).If it hasmorefreespacethanits parent,they
exchangeplacesby exchangingadjacentnodeinformation
andinforming their neighborsaswell; this requiresO(1)
roundsandmessages.Thenthenodecontinuesto moveit-
selfupthetreequeryingits new parentandexchangingun-
til a terminallocationis found;eachroundrequiresO(1)
messagesandroundsof communication,andthesupervi-
sordoesnot needto beinvolvedin any of theoperations.
If aninsertednodeor anodegivenadditionalloadhasless
free spacethanits children, it exchangesplaceswith the
child of most free load, and continuesto query its new
childrenandexchangeuntil it is in place. In this way the
rootof therightmosttreeis alwaysthenodewith themost
room.

3.2.3 Typesof vaults and heaps

Thereare threetypesof vaults: old, spare, and active.
Therearealsotwo separateheapsmaintainedin the sys-
tem, the activeheapandthe backup heap. Active vaults
areconnectedto theactiveheap,andsparevaultsarecon-
nectedto the backupheap;old vaultsarenot in a heap.
Theroot nodeof theactive heapis sentby thesupervisor
to thenext guardnodeto requeststoragefor a page.

3.3 Event processing

Thereareseveraleventswhich mayoccur. Theevents
andtheprocessesfor handlingthemareasfollows:

1. First contact: A visitor contactsa domainnode
which is not currently monitoring it and wishesto
connectto thenetwork.
The guard monitor running on the domain node

spawns a new guardprocessfor the visitor. If too
many guardsare running, the guard managercan
delete the least recently accessedguard to make
room. The guardprocesscheckswith the adminis-
trator to seeif the nodeis allowed to participate.If
okay, thentheguardcreatesa temporarypagefor the
nodeandbeginsmonitoringit.

2. Stopcontact: A visitor currentlybeingmonitoredby
a guard nodemovesto anotherguard nodeor leaves
entirely.
Theguarddoesnotneedto performany actionto re-
spondto this. It maynot evenbeableto detectsuch
movement.

3. Guard' s temp pagefull: Thepagebeingusedby a
guard to monitora node�lls.
Requesta domainnodeaddressfrom thesupervisor,
sendthefull pageto thenodeanderasethetemporary
pagefor reuse.Thevault receiving thepagereheaps
itself.

4. Supervisor receivesa requestfor storage: A guard
asksfor a nodeto storea page.
Thesupervisorreplieswith theaddressof thenodeat
thetopof theactiveheap.

5. Vault receivesa pageto store: A vault receivesa
pageof monitoringinformationto store.
Storethepageandthenreheapwith childrenuntil the
heappropertyis restored.

6. Guard departs: A guard processwishesto leave
thenetwork.
The pagesin the nodemustbe placedelsewherein
the network beforethe nodecandepart. It requests
nodesfrom thesupervisorfor eachpage.

7. Old vault departs: An old vault (not in the active
or thebackupSPON)wishesto leavethenetwork.
This is identicalto a guarddepartingthenetwork.

8. Spare vault departs: A vault in the backup heap
wishesto leavethenetwork.
Thevault hasno datato bemoved,but it is a partof
aheap,sotheSPONleaveproceduremustbeusedto
repairtheoverlaynetwork.

9. Active vault departs: A vault in the active heap
wishesto leavethenetwork.
First, thenodemustbeextractedfrom its heaplike a
sparevault. Its replacementmustreheapitself either
up or down asappropriate.Second,its datamustbe
replacedinto thesystemlikeanold vault andguard.



10. Nodejoins: A new vault joins thenetwork.
Thenodeis integratedinto thebackupheapthrough
SPON's join procedure,andif neededreheapsitself.

11. Active vault �lls: An activevault �lls its storage
space(haslessthana pagefree).
Nothing differentis done;the nodeis rotateddown
theheapasin ordinaryoperation.

12. Active heap full: The supervisorcannotplace a
page into theactiveheapbecauseall nodesare full.
The active heap is dissolved, through a broadcast
messageor implicitly, andall active vault nodesbe-
comeold vault nodes.Thebackupheapbecomesthe
active heap,anda new, empty, backupheapis cre-
ated.Any datawhich couldnot bestoredin thepre-
vious heapis storedin the new heap,which by as-
sumptionmusthaveroomfor thedata.

4 Analysis

4.1 Tools

Weusecompetitiveanalysisasourmeasurementof the
ef�ciency of ouralgorithm.Competitiveanalysisis astan-
dardmeasurein theoreticalcomputersciencefor evaluat-
ing online algorithms. It comparesthe work performed
by the given algorithmto the minimum amountof work
thatanoptimalof�ine algorithmmustperformin thesame
setting,wheretheof�ine algorithmreceivestheentirese-
quenceandtimingsof operationsin advance.By proving
anupperboundon theratio betweenthesecosts,onecan
show that thereare no “bad” caseswherethe algorithm
performsarbitrarilybadly.

Formally, for any instance(sequenceof operations)I ,
for anoptimalof�ine algorithmOPT, for a costI () func-
tion measuringthe work performedby an algorithm to
processinstanceI , and for an appropriateparametern,
to saythat algorithmA is O(f (n))-competitive is to say
that:

costI (A)
costI (OPT)

= O(f (n))

In addition, constant-competitivesaysthat O(f (n)) =
O(1).

In this paper, the instanceI representsa sequenceof
nodejoin andleavesanddatawrite requestsinterspersed.
The cost() function countsthe numberof distinct mes-
sageswhich mustbesentthroughthenetwork to process
the instance;it doesnot attemptto count the numberof
hopseachmessagetakesor theedgelatency or total time
of messagetransfer, asthesearebeyondthescopeof this

paper. The parametern is the maximumnumberof do-
mainnodesin thenetwork at any giventime.

Thecostin network traf�c of ouralgorithmcanbebro-
keninto two types,control messagesanddatamovements.
Control messagesinclude,for example,a guardrequest-
ing a nodefrom thesupervisorto storea page,aswell as
the supervisor's response.Datamovementsoccur when
a pageof datais exchangedbetweennodes,either from
a guardto a vault or from a vault to anothervault before
departing.

4.2 Control messages

We analyzethe cost of control messagesthroughthe
following comparisonto thecostof datamovements.

Lemma 4.1 Exceptfor messages to processnodesjoin-
ing and leavingheaps,control message costis at mosta
constantmultipleof datamovementcost.

Proof. Otherthannodesjoining andleaving heaps,con-
trol messagesaretriggeredby two typesof events,visitor
communicationandpagemovement.The initial commu-
nicationof a visitor to a guardcausestheguardto check
with thesupervisorto seeif thenodeis okay;this is acon-
stantoverhead.But an optimal algorithmstill mustsend
the messagesfrom the visitor to a node,andsinceeach
messagecanonly generatea constantoverhead,thealgo-
rithm is constantcompetitive.

Pagemovementcontrolmessagesareidenticalregard-
lessof whethera pageis moved from a guardto a vault
or from one vault to another. The sourceprocessmust
requesta destinationnodefrom thesupervisor, which re-
sponds,and then after moving the data the destination
nodemay needto heapify itself. This total processre-
quiresup to O(log n) messages.But a pageof data is
moved in the process,so if we assumea pageis of size

(log n), thetotalcostof controlmessagesin pagemove-
mentis a constantmultiple of thecostof datamovement.
Sincepagesizeis arbitrarythelemmaholds. ut

In addition to this lemma, node join and graceful
leave operationscanbeprocessedwith O(1) messagesin
SPON.

4.3 Data movements

We will compareour algorithm to an optimal of�ine
algorithmOPT whichknowstheentiresequenceof oper-
ations.We considerour vaultsto have anadditionalpage
of storagebeyond the vaults in OPT; this preventsbin
packingproblemsfrom causingcompetitive ratios to be
unbounded.



When data is written to the active heapin our algo-
rithm, theoptimalalgorithmOPT may insteadwrite the
datato a differentnodein theactive heapor to a nodein
thebackupheap.Let usconsidera suboptimalextension
of OPT, SUB , which always writes the data�rst to a
nodein the active heap;this is alwayspossiblesincethe
active heapis by de�nition not full, sinceif it �lls it stops
beingactive. If OPT would have assignedthatdatato a
nodecurrentlyin thebackupheap,thenSUB movesthe
datato thatnodewhenits �rst nodefails. Clearlythecost
of SUB is at mosttwice thecostof OPT underany cir-
cumstances.

Lemma 4.2 The amount of data in the vaults in the
backup and activeheapsin our algorithm is at mostthe
amountin thesamevaultsin SUB .

Proof. This holdsbecausein our algorithmall nodesnot
in the backupand active heapsare full (in the senseof
having lessthanapagefree),andconsequentlyareholding
at leastasmuchinformationas in SUB . This holdsfor
OPT aswell. ut

Lemma 4.3 Data movementscausedby departures of
vaults not in the active heap is constantcompetitiveto
SUB .

Proof. At time t, let A be thesetof vaultsin theactive
heap,B thevaultsin thebackupheap,S thesetof all old
vaults(not in eitherheap),andV theentiresetof vaults,
sothatV = A [ B [ S. Of theloadstoredin A [ B in both
algorithms,somewill havebeen�rst placedin A [ B and
somewill havebeenmovedin whenavault in S departed.
BecauseSUB placesdata�rst in thecurrentlyactive set,
theamountof loadin A [ B placedin A [ B to begin with
is theamountof loadplacedin A to begin with, which is
thesamein bothalgorithmssinceboth�rst placeall load
in A. Accordingto Lemma4.2, SUB musthave at least
asmuchloadin A [ B asouralgorithm.ThereforeSUB
musthavemovedat leastasmuchdatainto theactiveheap
from vaultsnot in theactiveheapasouralgorithm. ut

Lemma 4.4 Data movementsproducedby the departure
of a vault in the activeheapare O(log n)-competitiveto
SUB .

Proof. Considerthe maximumload L � beingstoredin
any activeheapat any point in timewhile it is active. The
active heapbeginswith n0 nodesandendswith nf nodes
whenthe system�lls, wheren0 � nf , sinceit canonly
losenodes;also,sincen0 � nf nodesfailedwhile thesys-
tem was active, n0 � nf movementsof datawithin the
activeheapoccurred.

The propertiesof the heapimply that if there are k
pagesbeing storedin n nodesin the active heap,every
nodewill haveat leastbk

n c andatmostdk
n epages.Weas-

sumethat the loadis suf�cient to avoid severediscretiza-
tion effects;in particular, k � n. Thenif therearen nodes
currentlyin theactiveheapstoringup to L � load,thecost
of a nodefailureis at mostdL �

n e � 2 � L �

n . Thetotal cost
of all datamovementswithin theactiveheapis atmost:

n fX

i = n 0

2
L �

i
= 2L � � (log n0 � lognf ) = O(L � � logn)

Accordingto Lemma4.2,SUB mustalsostoreat least
L � loadin A [ B , which must�rst have gonethroughA.
Then SUB requiredmessagesproportionalto L � either
to move the datainto A or to transfertheoriginal visitor
messagesgeneratingtheload. ut

Theabove lemmasallow usto show thefollowing the-
orem:

Theorem4.5 The load balancing algorithms are
O(log n)-competitive to an optimal of�ine algorithm
OPT.

Proof. Lemmas4.2, 4.3, and 4.4 show that the algo-
rithms areO(log n)-competitive to SUB with respectto
datamovements.Lemma4.1 shows that thecostof most
controlmessagesis a constantmultiple of thecostof data
movements,sothealgorithmsareO(log n)-competitiveto
SUB with respectto all messages.Controlmessagesused
to supportvaults joining and leaving heapsrequireonly
O(1) messages.Whena vault leavesa heapbecauseit is
full, themessagescanbeabsorbedwithin thedatamove-
mentcostneededto �ll the vault. Whena vault leavesa
heapbecauseits parentnodeleaves,any algorithmneeds
to supportthenodeleaving thenetwork, andwould need
to inform someothernodewith at leasta message.Since
SUB is 2-competitiveto OPT, thetheoremholds. ut

We alsohavethefollowing lowerbound:

Theorem4.6 For any online algorithm it is possibleto
constructa situation for which the algorithm is at best

(log n)-competitive.

Proof. We give anexamplefor which anoptimalof�ine
algorithmcanstorea load of amountL with work O(L )
but any online algorithmmustinvesteffort 
( L � logn).
Initially n nodesareavailable to storea load of amount
L , but only any k for someconstantk areneededto store
theload.An adversaryfor any onlinealgorithmwouldse-
quentiallydeleten � k nodesby deletinga nodeof max-
imum load at eachstep(causingthat node's load to be



movedto othernodes).Theminimumcostof anonlineal-
gorithmcomesfrom distributing the loadevenly at every
step,so that whenthereare i disksstill in the systemat
leastL

i needsto beperformedat thenext step.In sum:

kX

i = n

L
i

= L � (log n � logk) = 
( L � logn)

Sinceanof�ine algorithmcanstoretheloadinitially at
thelastsurviving k nodesfor any sequenceof deletions,it
only exertsL effort, andthecompetitiveratio is 
(log n).

ut

Techniquessuchasdistributedhashtables[36] areeven
worse. DHT's andmany similar strategiesattemptto in-
clude a nodein the load balanceas soonas it joins the
network, moving loadawayfrom othersto redistributethe
load. This contrastswith our algorithm,which only re-
balanceson nodedeparturesandnot on nodejoins. This
turnsout to beprovably inef�cient comparedto anof�ine
algorithm:

Theorem4.7 Any strategy which restores an even dis-
tribution of load after nodesjoin and leavehas an un-
boundedcompetitiveratio.

Proof. We give an examplesequencewith unbounded
competitiveratio. Supposen nodesaresharingsomeload
L suchthateachhasload L

n . A new nodejoinsthesystem,
and the load is redistributedby moving L

n +1 load to the
new node.Thenew nodethendeparts,returningthe L

n +1
loadto theoriginaln nodesbeforedoingso.Thisprocess
canberepeated,with theoriginal n nodesremainingcon-
nected.An optimalalgorithmwould leave theloadat the
originaln nodes,anddoesnotneedto sendany messages.

ut

This theoremcanbe trivially extendedto includeany
strategy whichmovesany loadto anew nodeassoonasit
joins.

5 Full persistence

Full persistencein real-world situationsrequiresthe
network to tolerateungracefulnodedeparturesaswell as
graceful. For the sake of simplicity, we will only brie�y
discussthe changeswhich allow our systemto be fully
robust.

Replaceeachnodein theSPONdatastructure(Fig. 3)
with a clusterof nodesconnectedin a completegraph;re-
placeeachedgewith afull bipartitegraphbetweenthetwo
nodeclusters.Assumingthateachnodefailswith constant

probability � 2 (0; 1), a clusterof sizeO(log n) is suf�-
cientto saythatwith highprobabilitynoentireclusterwill
fail. Theinformationassignedto eachnodecanbestored
in everynodein thecluster, sothatif asinglenoderemains
theinformationis not lost. Clustersdepletedby nodefail-
uresrequestadditionalnodesfrom the supervisor, which
removesentireclustersfrom theactiveheap(andreplaces
the clusterdata in the system)and usesthe nodescon-
tainedin them.

If oneassumesthatanoptimalof�ine algorithmwould
also needto keepO(log n) copiesof eachdataitem, it
is easyto extendTheorem4.5 to show that the load bal-
ancingalgorithmbasedon nodeclustersis still O(log n)-
competitive. To preserve thecompetitivenessof theanal-
ysis, nodesusedto re�ll clustersin the active heapmust
be drawn from the active heap,thoughin practiceusing
nodesfrom thebackupheapmaybepreferablesincethey
arenotcurrentlystoringany information.

6 SystemDesignand Implementation

6.1 Designassumptions

We initially target our systemdesigntowardsa small
set of low-poweredmobile domain nodessuch as sen-
sors,cellular phones,or PDA's connectingin an ad-hoc
network. As a consequenceof this, domainnodescannot
afford thebatterypower or computationaleffort required
to usepublic-key cryptography, and simpler hash-based
methodsfor authenticationmustbeused.Speci�cally, our
systemusescryptographicmechanismsbasedonMessage
AuthenticationCode(MAC) functions,suchasHMAC [6]
basedonthehashfunctionSHA-1[23]. Givensomeinput
x andkey k, H k (x) representsthe outcomeof applying
theMAC functionH k to x.

We assumethat the domain nodessharea key K D

which is only known to them. If the group of domain
nodesis static, the key K D canbe storedon eachnode
during the systemsetup. In scenarioswhere the group
of nodesis dynamic,groupkey agreementprotocolsthat
supportdynamicgroups(suchas CLIQUES[35, 2] cou-
pledwith a groupcommunicationsystem)canbeusedto
computethegroupkey K D .

6.2 Cryptographic protocols

We assumethateverymessagehasthefollowing form:

sourceID destID payload securityinfo

Registration. Beforeavisitor cangetaccessto adomain,
it hasto receive a secretkey from the domain. For in-
stance,avisitor v mayreceiveakey K v = HK D (I D (v)) ,



whereI D(v) is v's identi�er; sinceK D is sharedby the
domainnodesany onecanprovide sucha key. This key
will be usedby the visitor to authenticateits messages
andcomputeothersecretkeys. Notice that this registra-
tion phaseis performedonly once(aslong asthekey K D

doesnotchange)andcanthusbeperformedvia traditional
public-key basedtechniques;in particular, the useof a
public-key certi�cate to proveI D(v) keepsa visitor from
acquiringmultiple identitiesfrom the perspective of the
domain.

Authentication. After registering,a visitor v hasto au-
thenticateitself to a domainnoded by proving ownership
of theidenti�er. To achievethis, it sendsoutamessageof
theform:

I D (v) I D (d) M I D T ime
HK v (I D (v); I D (d); M I D ; T ime)

whereM I D is a randomnumberusedasmessageID to
uniquelyidentify the transaction.Theuseof the time in-
formationprecludesreplayattacks.Sinced knowsK D , it
cancomputeK v andthereforeimmediatelyauthenticate
v.

Onced hasveri�ed that the messagesentby v is cor-
rect, it checkswhetherv hasalreadyauthenticateditself
with d (not too longago).If not, thend sendsamessage3:

I D (d) I D (v) M I D T ime
HK D (I D (d); I D (v); M I D ; T ime)

to thesupervisor(or to any nodewhich hasa copy of the
blacklist,or to any nodewhich is capableof decidingac-
cesspermission).If thesupervisorrespondsnegatively, d
will notgivev thepermissionto accessthedomain.

If v's authenticationis valid andv haspermissionto
accessthedomain,d acknowledgesthis to v andbecomes
its guard(if it hasnot alreadydoneso). Afterwards,both
d andv computeH K v (I D (v); I D (d); T ime) andstoreit
asthekey K v;d . K v;d will beusedby v andd to commu-
nicatewith eachother.

Communication betweenvisitor and guards. Suppose
that a visitor v wantsa messageM to be transmittedto
nodew via domainnoded. In this case,it sendsout the
message:

I D (v) I D (w) M M I D Time
HK v ;d (I D (v); I D (w); M ; M I D ; T ime)

3If con�dentiality is required,themessagecanbe�rst encryptedand
theMAC canbecomputedover theresultingciphertext

The domainnoded computesthe MAC function and
veri�es that themessageis coming,intact, from thenode
v. Any domainnodethat is not a guardof v would reject
this message.

Thenoded would thentransformthemessageinto:

I D (v) I D (w) M M I D Time
HK D (I D (v); I D (w); M ; M I D ; T ime)

to inform otherdomainnodesthat the messagehasbeen
authenticatedandit is valid sothatit cantravel throughthe
domainnetwork without beingdropped.As notedbefore,
if con�dentiality is required,themessagecanbe �rst en-
cryptedandtheMAC canbecomputedover theresulting
ciphertext.

Supposenow thata messageM is sentto visitor v by
somenodew. If beforereachingv themessagearrivesata
domainnoded thatis alreadyaguardof v, thend will for-
wardthemessageto v. Otherwise,d asksv to authenticate
itself, usingtheauthenticationschemedescribedearlier. If
this is successful,d will becomea guardandforwardthe
messageto v.

If the traf�c from or to a visitor nodeceasesfor a cer-
tain periodof time, the correspondingguardnodesmay
decideto deny thevisitor nodeaccessto thenetwork and
changetheirstatusaccordingly(requiringreauthentication
with thenext communication).

Sharing identities. As long assecretkeys arenever re-
vealed,maliciousnodescannottake over the identity of
any legitimatevisitor. However, oncereceivingakey K v;d

a malicious visitor v may shareits identity with other
unauthorizednodes. If time stampsare monitoredand
transmissionsareconcurrent,this canbe easilydetected
by thedomainnodes.If transmissionsarenot concurrent,
then the groupof visitors may simply be treatedas one
by thesystem.No monitoringsystemcanpreventvisitors
from frequentlyexchangingtheir identities;see[18, 33]
for discussionsof this issue.

6.3 Implementation notes

It is importantto remarkthat thedesignabove cannot
beextendedto work with a largesetof domainnodes.In-
deed,techniquesbasedonsymmetriccryptographydonot
usually scalewell unlessthe network hassomespeci�c
structure. Also, assumingthat eachdomainnodestores
thesamekey may be troublesomeasit would be enough
to compromiseonesinglenodeto recoversucha key.

Nevertheless,it works well for a small setof domain
nodesand we want to minimize the use of techniques
basedon public key cryptography. In addition, it sim-
pli�es the creationof a prototypeimplementationof the
system,which is currentlyin progress.



As �rst step,we have implementedonethe most im-
portant componentsof our system,the SPON network.
It hasbeenimplementedas a Java socket programthat
builds an overlay network basedon UDP unicastprimi-
tives.Currently, theSPONnetwork hasbeensuccessfully
testedon a network of SunUltra 5 (UltraSPARC-IIi 360
MHz) workstationsconnectedover a 100baseTLAN; a
small testnetwork performednodejoin andleave opera-
tionsandbroadcastmessagepassingwith novisibledelay.

The current usageof SPON's implementationis a
broadcast-based“chat” program, built as a proof-of-
conceptandtestvehiclefor the network. For spacecon-
siderations,a screenshotandexplanatorydetailsarein an
appendix.
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Appendix: SPONscreenshot

Figure 4. A screenshot of the SPON netw ork in operation.

In the screenshot,the threesimilar windows correspondto separatepeersbeingexecutedby remoteterminalsoperating
throughSSH;thesewindows show the currentSPONGUI. The lower right window is the supervisorwindow, which is
text-only. In the peerGUI, the bottom�eld is for text input. Typing text andpressing“enter” will broadcastthe text to
all otherpeersandthesupervisor. The“join” and“leave” buttonsjoin andleave thenetwork, respectively; sinceonly one
is possibleat a time, theotheris grayedout. Thescreenshotrepresentsanarbitrarysequenceof communicationsbetween
Alice (218),Bob (217),Carl (219),andtheSupervisor(220),interspersedwith join andleaveoperationsby BobandCarl.


