
















off, a better connected access point starts serving the client
and the packet latency decreases.

Figure 11 shows the packets lost at Sky. We can see that
losses occurred in bursts of less than 5 packets. The number
of packets that arrived after more than 100 ms was 18 in the
stream from Sky to Client and 92 in the stream from Client
to Sky (which are considered lost in VoIP). Considering the
total number of packets (15000 in each direction), very few
packets were lost or delayed.

In Figure 12 we show the duplicate packets received by
Sky. These duplicates are caused by inter-domain handoffs.
There were only 3 duplicate packets on the stream in the
entire experiment, and they occurred during the first Inter-
net gateway handoff. Since Box 21 was not aware initially
whether the packets belong to a new or an already existing
connection, it sent the traffic both to the IGMG group and
to the final destination (as explained in Section 4.2). Be-
cause Box 11 already had a connection established for that
stream in its NAT entries, it forwarded the packets to the In-
ternet destination, and at the same time, it notified the other
gateways that it is the owner of the connection, by sending
an acknowledgment to the IGMG group. As soon as Box
21 received an ownership acknowledgment from Box 11,
it stopped relaying packets to Sky and start forwarding the
packets to Box 11. Note that after the notification, all gate-
ways learned about the ownership of that connection. This
is the reason there are no duplicates in the second gateway
handoff, from Box 21 to Box 31 that occurs before packet
12000.

TCP test: Our TCP tests show similar results to those
presented on the previous UDP test. Also, connections did
not break when moving around the mesh. However, the la-
tency of packets tended to be higher for some packets. For
example, the number of packets that arrived after 100 ms
was 2 to 3 times higher for similar experiments. The main
reason is that TCP delays packets that arrive out of order
(mainly due to lost packets in the wireless) until it recovers
the losses and can deliver the packets in order.

Mesh Gateway Failure test: It is interesting to see what
happens when the Internet gateway used by a TCP connec-
tion suddenly fails. If that Internet gateway is the owner
of the connection, then we expect that the connection will
break. However, if the Internet gateway is not the original
owner of the connection, but rather the one closer to the mo-
bile client that forwards packets to the owner Internet gate-
way, we expect the mesh network to discover the failure and
adjust the routing such that the data packets will reach the
owner gateway.

In this experiment we started a TCP connection between
Client and Sky and then moved the client in the vicinity
of a different Internet gateway, forcing a gateway handoff
to occur. Then we unplugged the power of the current In-
ternet gateway. Figure 13 presents the evolution of a TCP
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Figure 13: Inter-domain TCP fail-over test. Sky is the receiver.

flow where the X axis shows the time and the Y axis shows
the packet sequence number. The graph starts after the first
handoff from the original gateway. The graph shows about
8 seconds of disconnection required for the mesh network
to detect the failure and adjust its routing. After that, it takes
a few more seconds for TCP to catch up with the original
rate. The network reacting to the failure in a timely manner
prevented the disconnection of the TCP connection, over-
coming the current Internet gateway crash.

Transmission Overhead: In this experiment we quan-
tify the transmission overhead on the wireless and wired
network when several mobile clients send and receive data.
We performed experiments with varying number of clients,
from 1 to 4, moving randomly inside the network. The cost
for maintaining the topology, determined by the link state
routing algorithm, was about 300 bps per mesh neighbor,
independent on the traffic or the number of clients. An-
other component of the overhead is the cost of maintain-
ing two multicast groups per client. The membership of
these groups changes as the clients move and different ac-
cess points join or leave the groups. The overhead generated
by managing multicast groups depends only on the number
of clients and is independent on the amount of traffic and/or
flows in the network. In our topology this traffic amounts
to about 500 bps at each access point per moving client.
The traffic generated for managing the clients consists of
Control Group traffic for access points coordination (about
3.7 Kbps per client when all clients were in the same vicin-
ity), and the overhead generated for probing the link qual-
ity with the clients, which depends on the technique used
(about 3.5 Kbps per client if DHCP requests are sent every
2 seconds, or negligible if RSSI is used but requires access
points to support 802.11 monitor mode or driver support).
Note that client management traffic exists only in the vicin-
ity of the client and is not dependent on the amount of data
traffic.

Internet gateways generate some overhead traffic on the
wired network during the inter-domain handoff. Data pack-



ets are multicasted over the wired network to all other In-
ternet gateways until the owner of the connection responds.
In our tests, this process took between 10 ms and 80 ms.
Note that data packets are forwarded in parallel to the end-
host and their latency is much less. After the first handoff
of a connection takes place, all Internet gateways are in-
formed about the owner of that connection, and therefore
new data packets are sent directly to the connection owner.
As opposed to the wireless intra-domain overhead, which is
only dependent on the number of clients, the inter-domain
overhead is directly proportional to the number of connec-
tions each client has. However, the traffic generated by the
inter-domain handoff is small, and uses only the wired con-
nectivity.

6. Conclusion

In this paper we presented an architecture and an inter-
domain routing protocol for multi-homed wireless mesh
networks that provide uninterrupted connectivity and fast
handoff. Our approach uses an overlay mechanism to in-
tegrate wireless and wired connectivity. We showed how
overlay multicast groups are used to coordinate decisions
between Internet connected access points to seamlessly
transfer connections as the mobile clients move. The pro-
tocol optimizes the use of the wireless medium by short-
cutting wireless hops through wired connections, paying a
very low overhead during handoffs. We demonstrated the
efficiency of our protocols through live experiments using
an actual complete and available system, showing that the
inter-domain handoffs occur instantaneously for both TCP
and UDP connections.
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