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Groups

@ A group G is defined by a set of elements and an operation which
maps two elements in the set to a third element
e (G,e) is a group if it satisfies the following conditions:
o Closure: For all a,be G, we have aebe G
o Associativity: For all a,b,c € G, we have (aeb)ec=ae (bec)
o Identity: There exists an element e such that for all a € G, we have
eea=a
o Inverse: For every a € G, there exists b e G such that aeb=¢

@ Abelian Groups: aeb="beaq
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Cyclic Groups

A group (G, ) is a cyclic group if it is generated by a single element
That is: G = {1 =e=4¢%g", ... ,g”_l}, where |G| =n

Written as: G = {(g)

Order of G: n
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Discrete Logarithm Problem

e Let (G, ) be a cyclic group of order p with generator g, where p is
an n-bit prime number.

e Given (g,b = g%), where a a {0,...,p— 1}, it is hard to predict a
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Discrete Logarithm Problem: Definition

Definition (Discrete Logarithm Problem)

Let (G, -) be a cyclic group of prime order p with generator g, then for
every non-uniform PPT adversary A, there exists a negligible function
¢ such that

Pr[ai {07 D — 1},@’ — A(vaagv.ga) a4 = a’/] s€
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Schnorr Signature Scheme

Let G be a cyclic group with prime order p
o (sk,pk) < keygen(1¥): Choose x < Zp and set sk = x. Set pk = g”.
o o < sign(sk,m): Choose t <~ Z, and compute r = g. Set
h = H(m,r) where H is a hash function and m € {0,1}* is the
input message. Compute s =t + h-x and set o = (h, s).

e {0,1} « verify(pk,m,o): Parse o as (h, s) and output 1 if

H(m, p%) = h, else return 0.
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Theorem (Pointcheval-Stern’96)

Assuming the hardness of the discrete logarithm problem, Schnorr
signature scheme is UF-CMA secure in the random oracle model.
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